Prometheus x Spook: Prometheus ransomware
rebranded Spook ransomware.
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Compared the victim page between Prometheus x Spook

Executive Summary

e Spook ransomware started on September 26th, 2021.
e The double extortion site of Spook ransomware is similar to the double extortion site of

Prometheus ransomware.

e Spook ransomware is very similar to Prometheus ransomware with ransom notes and
websites. Hence Prometheus ransomware was rebranded to Spook ransomware and

still using Thanos Builder.

Detailed analysis
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1. Prometheus ransomware was rebranded to Spook ransomware.

1-1. Prometheus ransomware was last updated on July 13th, 2021.

o The double extortion site operated by Prometheus last updated the information of
infected victim companies on July 13th, 2021.

X a rvis Chronological Browser Ml enable javascript snapshot @ 2021-07-12 00:00:00 1 version 2021-07-12 00:00:00 « download

Q&/ PROMEIHEUS

HOME

The double extortion site operated by Prometheus ransomware

1-2. Spook ransomware started on September 26th, 2021.

Spook ransomware published the information of infected victim companies starts on
September 26th, 2021.
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The double extortion site operated by Spook ransomware

2. Prometheus x Spook: Spook ransomware same as Prometheus
ransomware.

The ransom note, the negotiation page, the files, and the resources on the double
extortion site of Spook ransomware are similar to Prometheus ransomware.

2-1. The ransom note of Spook ransomware is similar to the ransom
note of Prometheus ransomware.

Key Identifier is the signature method of Thanos builder. When the user created the
ransomware using , we can check the signature of “Key Identifier” on the ransom note.
Based on this signature, we have confirmed the fact that Prometheus ransomware and
Spook ransomware were generated by Thanos builder.
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YOUR COMPANY NETWORK HAS BEEN HACKED

All your important [iles have been encrypled
Your files are sale

Only modified. (AES)

No software avallable on Internet can help you.
We are the only ones able to decrypt your tiles.

We also gathered highly contidential/personal data.
These data are currently stored on a private server.
Files are also encrypted and stored securely.

As a result of working with us, you will receive:

Ful ly automatic decryptor, all your data will be recovered within a few hours after it's run.

Server with your data will be immediately destroyed after your payment.

Save time and continue working.

You will can send us 2-3 non-important files and we will decrypt it

for free to prova we are able to aws your files back
If you decide not to work with us
All data on your computers will remaln encrypted foraver.

YOUR DATA ON OUR SERVER AND WE WILL RELEASE YOUR DATA TO PUBLIC OR RE-SELLER
S0 you can expect your data to be publicly available in the near

The price will increase aver time.

It doesn’t matter to us what you choose pay us or we will sell your data.

e OCIU' m?k mrwf and our goal is noi to damage your reputation or prevent your business from running.

Write and we will provide the best prices.
In‘.nnr‘nnn‘i lnr ron1ar|.ng us:

You have way
1) Using a TOR browser

a. Download and install TOR browser from this site: hitps:/

[torproject .org/

b. Ocu:n the Tor browser. Copy the link: hilp://prometl .onion/t ckel php
| and pasle il the Tor browser .
Mdn a chal and lollow the lurlher insliuclions.

Allention

ny atlespt 1o restore your files with third-parly software will corrupt it.

Modify or rename files will result in a loose of data
a o try anymay, make copies belore that

T U W A __Spook |
Il your Important files have been encrypted

Our encryption algorithms are very strong and your files are very well protected.

the only way to get your files back is to cooperate with us and get the decrypter program

00 not try to recover your files without a decrypter program, you may damage them and then they will be
impossible to recover.

or us this Is just business and to prove to you our seriousness, we will decrypt you three files for
frea
Just open our website, upload the encrypted files and get the decrypted files for free.
RN | NG
le your network was ful ly COMPAOMISED
has DOMNLOADED of your IVATE SENSITIVE Data, including your Billing info, Insuranse cases,
F inanc ialoreports,
Business audit, Ranking Accounts
Isa we have corporale correspondence, information about your clients.
t even more info about your pa rs and even about your staff.
doitionally, you ms! know {hal your sensilive dala has been stolen by our analysl experts and i1 you
choase 1o no coopergle with us,
you #re exposing yoursel | Lo huge penallies with lawsuils and government i1 we both don't find an
agr eemen |
have seen 11 belore cases wilh mulli million cosls in fines and lawsuils.
not Lo mention the company reputalion and losing clients Liust and the medias calling non-stop for
answers .
[Come chal wilh us
tru, incident public
F YOU AHE AN I:“"LU\"EH OF A COMPANY THEN YOU SHOULD K"Lm THAT SPHREADING SENSITIVE INFORMATION ABOUT YOUR
UJ""ANY BEING COMPROMISED IS A VIOLATION OF CONFIDENTIALITY
YOUR COMPANY.'S REPUTAT 10N WILL SUFFER-ABD SANCTIONS WILL BE TAKEN AGAINST YOU.
HIGHLY SUGGEST THAT YOU DON'T CONTAGT THE AUTHORITIES REGARDING THIS INCIDENT BECAUSE IF YOU DO, THEN
ORI TIES WILL WL THIS PUBL IC WHICH COMES WITH A COST FOR YOUR ENTERPRISE.
THE RECOVERY PROCESS OF YOUR FILES WILL BE FASTER IF YOU COME AND CHAT WITH US EAALY. IF YOU CHOOSE TO
[COOPERATE, YOU WILL SCE THAT W ARE PROFESSIONALS WHO GIVES GOOD SUPPOAT.
Instruct ions for contacting us:
U have way:
1) Using a TON browser
. Download and Install TOR brow'lr !rom this site: https://torproject.org/
browser. Copy the |

and paste it in the Tor browser.
and follow the further instructions.

d you could be surprised on how fasl we both can find an agreement withoul gelling

.onion/chat . php

Compared the ransom note between Prometheus x Spook

2-2. The negotiation page of Spook ransomware is similar to the
ransom note of Prometheus ransomware.
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YOUR COMPANY NETWORK HAS BEEN HACKED
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You have: 5 days, 01:08:47
* f you do not pay on time, the price will be doubied
* Tima end on J 1:47.38
Current price: 15000 §
After time ends: 30000 §
s
Helle dear customer.

Your data with vithen and. Fast and safely. Don't warry. we

g CTvpto algor
301 help you t restore your tervers to initial state.

Immediatety after pa

Waiting for your answer.

© Refresh this page

¥ou huwe not contacted us within 3 days,

Ticket Detaits
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Pramethen

o e
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© Refresh page

Redacted by S2W

YOUR COMPANY WAS HACKED AND COMPROMISED!!!

Repled
smpa, Redacted by SIW
Current price: 15000 §
Your times: 3 days, 09:30:38
After time ends price: 30000 §
Redacted by S2W
Hallo dear customer

Your data was encrypted with strong crypto algorithm and can be decrypted fast and safely. Don't worry, we can
ek you ko Festane your senvers to initial state.
If yout wank B0 be stire that We can decrypt your data please send us up to 2-3 smail fles for free test decryplion (zip
filles, archive should be a0 more 2 AMB).
Filles mustne: contaln valusbic information.
! WARNING !
your e

We has DOWNLOADED of your PRIVATE SENSITIVE Data, ww. your Billing info. insuranse cases. Financial
s, Business adit; Banking Accounts! Also we have corporate correspandence, infarmation about your

ts.
We g0t even more info about your partners and even about your st

WM.M it knaw that your sensitive data has been stolen by our analyst experts and If you choose to
no cooperate with us. you are exposing yourself to huge penalties with lawsuits and government if we both
ont find 3n sgresment. We five seen It Defore cases with Mt milllon coits in fined nd Lwwsudes, not 1o
mention the ey nps nwmhnmd lasing clients trust and the medias calling non-stop for answers. Come
chat with us and you. find. getting
public.

Compared the negotiation page between Prometheus x Spook

2-3. The files and resources related to victims are located on the

same path.

Files
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Spook ransomware: http://spookuhv****.onion/blog/wp-content/uploads/2021/05/1-15.png

Prometheus ransomware: http://promethw****.onion/blog/wp-content/uploads/2021/05/1-
15.png

In this path, the webserver has the files of victims infected by Prometheus ransomware.

Hence they are operating the same web server for the double extortion site.
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Compared the victim page between Prometheus x Spook
1. All posts published the same string .
2. Show the status of negotiation with victims through the field of “
3. Move the posts using the tabs

Conclusion

e Spook ransomware was rebranded Prometheus ransomware. They derived from
Thanos and using similar Ul & resources to Prometheus ransomware.

e Prometheus ransomware and Spook ransomware are the same ransomware attack
group through the same string and the resources on the double extortion site.
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