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Summary

APT29/Cozy Bear is a Russian actor that has been associated with Russia’s Foreign
Intelligence Service (SVR). The US government has blamed this actor for the SolarWinds
supply chain compromise operation, as described at
https://media.defense.gov/2021/Apr/15/2002621240/-1/-1/0/CSA_SVR_TARGETS_US_ALLI

ES_UO013234021.PDF/CSA_SVR_TARGETS_US_ALLIES _UO013234021.PDF.
MiniDuke is a backdoor written in pure assembly that was previously documented by ESET
at https://www.welivesecurity.com/wp-
content/uploads/2019/10/ESET_Operation_Ghost_Dukes.pdf and Kaspersky at
https://securelist.com/miniduke-is-back-nemesis-gemina-and-the-botgen-studio/64107/,
however, this sample is the most recent one (June 2019) that we’re aware of and hasn’t
been documented before. This malware is pretty obfuscated (control-flow flattening) and
implements multiple methods of data exfiltration, such as using POST and PUT HTTP
methods in the case of sending data to the C2 server or using a named pipe in the case of
no Internet connectivity. The backdoor implements 37 different functions that can be
visualized below (some of these are similar/identical and were skipped):
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retrieve the current process ID, the path of

the executable, the hostname, the

username, and the default locale
read the content of a file specified by the
C2 server and compute the MD5 hash of it

resume a suspended thread and copy data
from a pipe
close open handles

create a directory
exfiltrate the C2 domain name and port
number

delete a directory
create and populate a new file
change the current directory for the process

write specific bytes into memory depending
on the C2 server response

set the current directory for the process to
the %TEMP% folder

listen on port 8080 and record all
connections that are established on this port
retrieve the valid drives on the system and
their type

create a named pipe and wait for
connections

retrieve the computer Uptime and encrypt
the value

extract timestamps for a file mentioned by
the C2 server

retrieve the path of an executable that
corresponds to a particular process ID

move a file to a new file
kill a process
copy a file to a new file
create a new process
delete a file
calculate the MD5 hash of the empty string
retrieve the current directory for the
process
create a new process in the security

context of the credentials received from
the C2 server

Analyst: @GeeksCyber
Technical analysis
SHA256: 6057b19975818ff4487ee62d5341834c53ab80a507949a52422ab37c7c46b7a1

The malware uses the SetUnhandledExceptionFilter function in order to set the exception
filter function to a particular function:
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58 60 30 42 00 push apt29. 423060
EB EF C3 FF FF JEE11 <apt29. SetunhandledExceptionFilters |

FEE > + [ unlock
S '1: }Bpl 00423060 apt29.00423D060
<apt29. S5et ceprtionFilter> esp+d4] T40ECETO msvCrt.740ECETO
esp+8] 4EBFADFA

FFFFFFFE
S TEeXT:00423C3C aptzs‘e‘ce: §23C3C #2303C .\_Eff:f.mms

- S e e B Y )  EEEIEEE 00423060 | apt29. 00423060

Flgure 1
The process retrieves the content of the STARTUPINFO structure by calling the
GetStartupInfoA routine, as shown below:

50 g:;n eax ? =
E8 F5 EF FF FF | €@l <apt29.GetStartupInfoas ] -
e RN o e = Default (stdcall) = |5 [ [Junlock
- - 1z [up] O084FECE
<apt29.GerstartupIinfoas £2: [esp+4] BTID17A4
3: esp-ra} ODB4FF18
L4 4, i
- TEXT:004168E6 apt29. exe: S168E6 #15CE6 -“EEGEESD-'{. Sia) EJ—E(—ZS e g
I o e e o SO B BRGNS oosseecs

Flgure 2
A new thread is created by the malicious file using the CreateThread API:

€7 44 24 14 00 0O 0O JJ mov dword ptr ss:ffespri4],0 |
C7 44 24 10 00 00 00 mov dword ptr s I XB7STatusword 0000
C7 44 24 OC 00 DD 00 :Jcl mov dword pt: xB7SW_B O XB7SW C3 0O xB7SWC2 O

C7 44 24 08 DO 36 40 00 mov dword pr 29, 40360 | XB7SW_C1 O x87SW.CO O X87SW_ES O

C7 44 24 04 00 00 00 0O mov dword pt! : , XB7SW_SF 0 XxB7SW_P 0 XB7SW_U (1]
2 €7 04 24 00 00 0O 0O mov dword p o, e et
E8 7A 47 02 00 call <apt29 e e vl —
N e ——— 5 | Defauit (stdcal) ~ [s 3]0 uniock
——— [1t [esp] 00000000
<apt29.CreateThread> (27 [esp+4] 0000000

|3: [esp+8] D0O4036D0 apt29.004036D0
| 41 [es 00000000
.TEXT: 00403009 apt29.exe:$30D9 #2409 == ——

———
Woump1  GHoump2  WMDump3  UHDumps  EWoumps @ wakh1  Ieellocss 9 Stuct ]
es55 | Hex ASCIT ] n 00403600 | aptl9. 00403600
mespscs"'« )0 00 00/B8 34 87 02(00 DB 87 02[08 77 &7 02(@....:...0..0w.. Sl R
OosﬁFEDB CD DJ J:I BC GC‘ JJ JEI DD|DT! ’JIZ: IEIlDl C:D‘ OJI C:OI C-D‘ 03 ................ DOB4FET4 | DOOO

Figure 3
Thread activity — sub_4036D0

As mentioned by ESET at https://www.welivesecurity.com/wp-
content/uploads/2019/10/ESET_Operation_Ghost_Dukes.pdf, the backdoor has added a lot
of obfuscation that consists of control-flow flattening (every function is split in a switch/case,
and a lot of computation that is useless for the main execution flow is added):

FigUre 4

Figure 5 presents an example of an instruction that jumps to a place where a lot of useless
computation occurs. We’ve added NOP operations in place of the jump and patched the
binary:

Ll ) 55

JEext:eadas2ir

Ltext:ea48527F loc_48527F:

Ltext:esd4as27F mov eax, [ebp+var C] Figure 5
Jtext: 80485282 cmp eax, [ebptvar 58]

text: 86485285 1 loc_4B36F2
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The binary forces the system not to display the Windows Error Reporting dialog (0x2 =
SEM_NOGPFAULTERRORBOX):

20 - = = B/ IW_& 3 [EMPTY) XB/IW_/ 3 [EMPTY)
90 o
90 o x87statusword 0000
a0 XETSW_B O xXB7SW.C3 0 x875W_C2 O
90 XB7SW._C1 O X87SW_CO 0 xB7SW_ES O
20 XBTSW_SF O XB7SW_P O Xx87SW_U O
C7 04 24 02 00 00 OO mov dword ptr ss:[fesp],:z semms s A ;s R -
EB 09 83 00 00 | ea1T <apr2s. seterroruode | v —
e S8 5 | Defauit fstdcal) > |5 |2 |[] unkd
[<apta9. sex 17 [esp] 00006602
| <apt29. setErrormodes Iz: [esp+s] 00000000

| 3: fesp+s1 00000000
| 3: [esp+c]_ 00000000
. TEXT:00405292 apt29.exe:$5292 #4692 LSRR

{ P 1 A S | nea | dlner | OB wea | i | Do IEEESEERT 00000002 |

Flgure 6
The kernel32.dll, advapi32.dll and winninet.dll DLLs are loaded into the address space using
the LoadLibraryA routine:

€7 D4 24 AC F7 43 00 mov dword ptr ss:[fespll,apt29.43F7AC [word SN VR - —
E8 AD 08 01 00 call <apt2e. Luaam nrarya\ v =
= 5 | Defaut (stdcall v [5 F100 unlod

11: [esp] DO43FFAC "kernels2.d11”
2: [esp+4] 00000000
: [esp+B] DOOOOOOD
esp+C] 00000000

<apt23.LoadLibraryas

L TEXTI00405248 apr29. exe: $5248 #4648
R P i P W ) WS W IEXESEENDY 0043F7AC | “kernel32.d11"

Figure 7

The functions that will be used during the execution are located using a hashing mechanism.
Basically, for each function name from a DLL, the malware computes a 4-byte value that is
compared with a hard-coded one:

52 push edk | x87SW_SF 0 XB7TSW_P O X87SW.U O
50 push eax | P -
E6 13 E8 00 00 EE11 apt29. 417DCC

>

'apt29.00417DCC

748
L 5| ?0]&\55 ntdll. 77018A55
| 4: [espsC] D49C3820

. Text: 00409584 apt29.exe: 9584 #BIB4 L
@oump1  G4bump2 W4Dump3  SDump4  WhDumps @ wakhi  bellocals Y Stuct m "7‘;‘3".“°°|"°'““2"““°°°°

The following APIs belong to the targeted list: GetProcAddress, GetLongPathNameA,
GetLastError, CreateProcessWithLogonW, CryptAcquireContextW, CryptGenRandom,
InternetOpenA, InternetConnectA, InternetSetOptionA, HttpOpenRequestA,
HttpSendRequestA, HitpQuerylnfoA, InternetReadFile, InternetCloseHandle,
HttpAddRequestHeadersA. The hashing function is displayed below:

il s 5
Jextee424506
Ltext: 88424508 loc_ 4245DB:
Ltext:884245D0B and esi, BFFFFFF@8h
Jtext:8084245E1 mov edx, esi
Ltewt:B84245E3 mov eax, [ebptarg_@]
Ltext:B84245E6 mov al, [eax]
Ltext:884245E8 movsx eax, al )
Ltext:884245E6 mowv esi, edx F”gure 9
Jtext:884245ED or esi, eax
Ltext:884245EF ror esi, 7
Ltext:884245F2 xor edi, esi
Ltext:@84245F4 inc [ebptarg_@]
.text:B84245F7 mov eax, [ebptarg @]
Ltewt:B84245FA mov al, [eax]
Jtext:884245FC test al, al
.text:884245FE jnz short loc_4245DB
T
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The CryptAcquireContextW API is utilized to get a handle to a key container within a CSP
(cryptographic service provider). The function call is presented in figure 10 (0x1 =
PROV_RSA_FULL, 0xFO000040 = CRYPT_VERIFYCONTEXT | CRYPT_SILENT):

o] 00405387 €7 44 24 10 40 00 00 FO mov dword ptr ss:[Jespriof,Fooo0c40 x875tatusword 0000

o 0040538F €7 44 24 OC 01 00 00 00 |mov dword ptr ss:fesp+Cl,1 XB7SW_B O xB875W.C3 0 Xx87SWLZ O
e || 00405397 €7 44 24 08 00 00 00 00 |mov dword ptr ss:fesp+ad,0 XBTSW_C1 0 XB7SW.CO O X87SW_ES O
o DD40539F C7 44 24 04 00 0O 00 0D mov dword ptr ss:fesp+af,0 NBTSW_SF O xB7SW_P 0 xB7SW_U o
®| 00405347 C7 04 24 88 €O 43 00 mov dword ptr ss:(fespl, apt2s. 43C088

- [ El : o s

.

) "_DI..I'M

- TeXT:004053AE apr29.exe: $53AE #47AE

oump1  GDump2  WMDue3  $4Dumpd EWoumps @@ watchi  (eellocsls S stuct

CEC1 43 00[D4 98 9C 04]D0 36 40 00| | €0qEAC.D. . . D6a.

AR AR AR AR A AR AR RA e e A & nra

0439C98C0

Figure 10
AllocateAndInitializeSid is used to allocate and initialize a SID with one subauthority:

00413618
0041361C
0041361E
00413620
00413622
00413624
00413626
00413628
00413624
0041362C
D041362E
00413631

x87Tagword FFFF

X87TW_0 3 (Empty) X87TW_1 3 (EmpTy)
X8TTW_2 3 (Empty) xB7TW_3 3 (Empty)
XB87TW_4 3 (Empty) x87TW_5 3 (Empty)
XBFTW_6 3 (Empty) XxBFTW_7 3 (Empty)

xBTStatusword 000D
XB7SW_B 0 XB7SW.C3 0 x87SWLC2 0
?ush 1 X875W_C1 O XB7SW.CO O X87SW_ES O
e:ﬂeau.dwrd ptr ssifebp-123 XB7SW_SF O xB7SW_P 0O xB7SW.U O

eax
<apt29.AllocateandInitializesi =
S ~ [5 100 unlock

hBg8g88888s

B33 844 544444

)| sesssssssssnes

.TEXT:00413632 apr29.exe:$13632 #12A32
WWoump:  GHoump2  WMDump3  WHDump4  ENoumps @ watchi  ellocls S st

049C98BE [[08) 00 00 00|00 01 00 DO|[0O0 00 00 D000 00 00 00|N.

049C98CE |00 00 00 99/9C 04 A7 6A (40 00 00 00|00 OO0 00 0O

049CSBDE (00 00 00 00|00 OO0 OO0 00|00 0D B8 98|5C 04 BO FF

049C9BEE | 90 04 CC FF |30 04 E7 99(9C 04 AA 64|45 BB FE FF

O49CSBFE(FF FF 80 FF|90 04 DS 53|40 00 88 CO|43 0D 0O 00 - ..
049C90E | 00 00 00 00|00 00 01 00|20 00 40 00|00 FO 00 00|...uevarss
049C991E |00 00 00 00|00 00 00 00|00 0O 00 00|00 00 00 00| .eevesesnrasnnns

Figure 11
The file creates a new ACL using the SetEntriesInAclA routine (0x2 = SET_ACCESS):

®|| 00413687 push eax XB/STATUSWOra LUUU
3 +] push 0 X87TSW_E O x87SW_C3 O xB7TSW.L2 O
- lea eax,dword ptr ss:febp-3c) XB7SW._C1 O xB7SW.CO O xB7SW_ES O
push eax XSTSW_SF O x8TSM_P 0 x87SWU O
0041368E [ push 1 e
<apt29.SetEntriesInacl W [ =
00000000

. Text: 00413690 apt29.exe:$13630 #12A90

@oump2 ¥ Dump3

Figure 12
A new security descriptor is initialized by the malicious process (0x1 =
SECURITY_DESCRIPTOR_REVISION):

XB7SW_SF 0 XB7SWP O xB75W_U O

. Text:D04136BE apt29.exe: S136BE #12ABE

@Woump1  Eloump2  Houmps  PHoump4  EMDumps @ warch1  Dellocals & Stuct

Figure 13
The malware sets information in a DACL (discretionary access control list) using the
SetSecurityDescriptorDacl API:
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®| 00413609 6A 00 push 0 NB7SW_ B O XBFSW C3 0 NB7SWCZ O

o 00413608 52 push edx X575W_C1 0 x87SW.CO 0O XB7SW_ES ©

& D04136DC 6A 01 push 1 MBTSW_SF O XBTSW_FP 0 XB7SW_U o

sloosi3eel 50 push eax . " . , : -

- T 8 : pt29. SetSecuritybescriptorbac v .

M e — s eseRRaIEl Default (stdcal) * [5 2100 unlocke

P = Tean s = +

.TeXT:004136DF apt29, exe: S136DF #12ADF Rl
l!lmml I!_!Dunpz @oump3  @%Dumps  B4Dumps @ wath1  Ivelloeals ) Stuct -

SCIT ~
5287724508 00 1C 00[01 00 DO 0O 00 00 14 00100 00 10 CO[H...cuvananaras :
02877258{01 01 OO0 0O|00 00 00 01|00 OO0 00 OO0|AB AB AB AB|...ivsvsscece®

Figure 14
The following relevant strings are written into memory and will be used later on:

04I ﬁE" 8 31;03’030
. naarasre | naera

049C9B17 EC 5C 70|69 70 65 5C |44 65 66 50(6%9 70 &5 00|N\\pipe\DefPipe.

O49CALFF 20 2D 2D (2D 2D 2D 2D |2D 2D 2D 2D |2D 2D 4A &9

CryptGenRandom is utilized to generate 16 random bytes. The first 15 bytes are encoded
using the Base64 algorithm:

|| 00424249 89 54 24 08 mov dword ptr ss:fesp+ XB7SW_C1 O xB7SW.CO0 O xB7SW_ES O
00424440 C7 44 24 04 10 00 00 0O mov Md'g ptr ssi 9591- 1 KG?*_SF o !879!‘_? 0 xB7SW_ U O
5 B89 dwor:

s
-TexT:00424AB8 apt29.exe: $24ABE #23EES =

Woump1  @Hoump2  @hoump3  PHDumps  Eoumps 8 wawhi

Figure 16
The binary writes the file signature of JPEG in the JFIF format into the memory. These bytes
will be used in data exfiltration, as we’ll describe in the following paragraphs:

Figure 17

D43CABFF
The process creates the “Software\Microsoft\ApplicationManager” registry key using the

RegCreateKeyA API (0x80000001 = HKEY_CURRENT_USER):

89 44 24 08 mov dword ptr ss: CSDT XBTSW_C1 0 X87SW.LO O XB7SW_ES O
C7 44 24 04 F8 ED 43 00 mov dword ptr ss:flesp+ iDt29 43EDFB [word XBTSW_SF O XxBT7SW_P 0 xB7SW_U o
€7 04 24 01 00 00 80 mov mrn pll:r ss esp. 80000001

4] 0043EDFS “Software\\M1CrosofT\\Applic
049C9888
00000014

-TEXT:0041C58A apt29. exe: $1C55A #1B98A
Soump1  @oumpz  @MDump3  E4oump4  ESoumps @ warchi  Irellocals Y stuct

Figure 18
A new value called “ApplID” is created under the above registry key. This value is computed
using the output of a GetTickCount function call:

A IW_Y 3 LEMpLY S 2 LEmpLy S

X8TTW_6 3 (Empry) xarTW? 3 (EmpTy)

x875tatusword 0000

XB7SW_B O XxB7SW. C3 0 xB7SWCZ O

XB7SW_C1 0 x87SW.LO0 O Xx87SW_ES O
XB7SW_SF O XB7SW_P 0O XB7SW_ U O

0041C589 B9 54 24 14
0041C580 80 55 EC

mov dword ptr ss:fespii4],edx
lea edx,dword ptr ss:febp-143
0041C5C0 B89 54 24 10 mov dword ptr ss:lesprml zdn
0041C5C4 80 55 FO . d ptr_ss: i
0041C5CT 89 54 24 OC rd ptr ss:fesp+C] !dx
0041C5CHE €7 44 24 08 00 00 00 0O mov dword ptr ss:gesp+
0041C503 €7 44 24 04 1E EE 43 00 o
0041C508 89 04 24

4 apt29 43EE1E
i.l

l<apta’

= e ) |oc ot Tz S0 uws

espﬂ 0043EEIE “AppID
es)
TENT;0041C5DE apt29, exe: $1CSDE #1B90E | esp+C] 049C98C0
“D“"Pl @oump2  @Mpwmp3  @pwmps  @Eoumps 8 wawhi

Uﬂﬂlmﬂ 5 00 00 00|00 00 O0 00|D4 FA FF FF|(OD 00 OO 0O|4. _"':.....
oo«u:soooaoooum_mcsnss#oooooouc.. "ug

‘o4scosac [AE 4104 00 00 0004 00 00 DO[00 00 00 00| BERTe s vsesssnn

Figure 19
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There are 2 more calls to the GetTickCount routine (it retrieves the number of milliseconds
that elapsed since the system was started):

| E TP p— ES8 E9 E9 FD FF €E1T <apt2?9.GetTickCounts
| 00424743 89 03 mov dword ptr ds:[ebx],eax eax: "
®| 00424745 8A 45 F3 mov al,byte ptr ss:[febp-Dfi
& 00424745 88 45 F7 mov byte ptr ss:|[febp-9,al
®| 00424748 BA 45 F& mov al,byte ptr ss:|febp-a
| 004247 4E 85 45 F3 mov byte ptr ss:[ebp-D,al
®| 00424751 8A 45 F7 mov al,byte ptr ss:|ebp-off
®| 00424754 88 45 F6& mov byte ptr ss:[ebp-al,al
®| 00424757 BA 45 F4 mov al,byte ptr ss:|febp-Cf]
| 00424754 88 45 F7 mov byte ptr ss:[flebp-91,al
®| 00424750 8A 45 FS mov al,byte ptr ss:|febp-eff
- 85 45 F4 mov byte ptr ss:[febp-Cl,al
] 8A 45 F7 mov al,byte ptr ss:|ebp-off
L 85 45 FS mov byte ptr ss:|[flebp-gj, al
[ ES8 BE E9 FD FF €all <apt29.GetTickCount>

Figure 20

One of the outputs from above is transformed and written into a buffer, along with the
“‘AppID” value. This buffer will be encrypted using a custom algorithm that also includes the

XOR operator:
@ | oo41FFEC 8B 55 08 mov edx,dword ptr ss:ffebp+sj]
@ 0041FFEF BB 45 F4 mov eax,dword ptr ss:|febp-CJ
& 0041FFF2 8D 1C 02 lea ebx,dword ptr ds:[edx+eax]
@ 0041FFFS 8B 55 08 mov edx,dword ptr ss:|febp+sj]
@ 0O41FFFB 8B 45 F4 mov eax,dword ptr ss:jfebp-cll
@ 0041FFFE 0l DO add eax,edx
EIF o e Tl 004 LFFFD 8A 00 mov al,byte ptr ds:[eax]
e || DD41FFFF 25 FF 0O 00 DO and eax,FF
@ (| no4z0004 8B 95 04 FF FF FF mov edx,dword ptr ss:lfebp-rFcf
& | 00420004 83 EC OC sub esp,C
& 00420000 O push eax
® || 0042000E 89 D1 mov ecx,edx
& 00420010 ES8 EB 01 00 00O €all apt25.420200
ol ~mszmas- Ty e e ey
€< >
al=1c
byte ptr [eax]=[0288021C]=8
.text:0041FFFD apt29.exe: $1FFFD #1F3FD
X 0
BWoump1i  @oumpz  @oump3  @WDump4  @Woumps @ watch1  [v=lLocals ' struct n49C965C | O
Address | Hex ASCIT ptede L
0288031C [08 4D 0B FOfAE 40 41 AF|00 00 00 0000 00 OO0 OO|.M.08@A ........ 043c3663 | 0
0288032C [00 00 OO0 O0|1E OD DO 00|00 00 00 00|00 00 00 00| . uecenasaannnnns R e R

Figure 21
The encryption algorithm and the result of the above operation are highlighted in figure 22:
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.text:@84208E16 add esp, 8
Ltext:884208E19 mov eax, [ebptvar FC]
.text:08420ELF mov al, [eax+981lh]
Jtext:884208E25 and eax, @FFh
Ltext:Be428E28 mov edx, [ebptvar FC]
Ltext:Be428E38 mov bl, [edxt+eax+881h]
Ltext:@8428E37 mov eax, [ebptvar FC]
.text:@8426E30 mov al, [eax+@A8EBh]
Jtext:88428E43 and eax, BFFh
.text:B84208E48 mov edx, [ebptvar FC]
.text:88420E4E mov al, [edxteax+881h)]
.text:88420E55 lea edx, [ebx+eax]
.text:Be428E58 mov eax, [ebptvar FC]
Ltext:B8428E5E mov [eax+iaah], dl
Ltext:88420E64 mov eax, [ebptvar FC) .
.text:@8428E64 mov al, [eax+488h] Figure 22
Ltext:88428E78 and eax, BFFh
.text:884208E75 mov edx, [ebptvar FC]
.text:08420E7E mov al, [edxteax+881h)]
.text:9e420E82 xor eax, [ebp+var_188)]
.text:Be428E38 mov [ebpt+var_29], al
Ltext:B8428E38 mov al, [ebpt+var_29]
.text:@8428EEE mov ebx, [ebptvar 4]
.text:08420E91 leave

Lext:88428E92 retn 4

Ltext:B84208E92 sub 4282088 endp
Ltext:8e428E92

| Address | Hex | ascIz
02BB031C | OC A6 39 B4|BY BO E9 6D |57 11 34 BS|BL 57 AB F8|..9 '.emW.4 +Weo
D288032C |86 E3 FC 11|00 AA E2 GE|93 28 00 00|00 00 00 00|.80..2%K.fee.en..

The backdoor initializes the use of the WinINet functions using the InternetOpenA API with a
particular user agent:

€7 44 24 10 00 00 00 00 mov dword ptr Ss: xB7Statusword 0000
C7 44 24 OC 00 00 00 00 mov dword ptr XBTSW_B 0O xBTS _C3
C7 44 24 08 00 00 00 00 |mov dword ptr XB7SW_C1 0 xB7SW_CO
C7 44 24 04 00 00 00 00 mov dword ptr esp=4 XBTSW_SF O XB7SW_P
B3 04 24 mov _dword ptr ss:fes [esp]: o g~
FF D2 [call edx Jedx:Ir v =
crrymrTmeen S—— o Defaut (stdcal)
= ~— 11 [esp] DD43C0AD "Woz
dx=awininet.Inter (71737500) §2: esgﬂ 00000000
3: [esp+g8] 00000000
4: [esp+C] 00000000
.Text:00413C8D apt29.exe:S13CED #1308D . ~
Woump1  @oump2  WDumo3  WMDumps  WMoumps @ weth1i  iellocals Y struct el oy | Maz111a/5.0 RS2 TMEME D RADIY 8

Address | Hex |asc1x

0043COAD [#D) 6F 7A 69|6C 6C 61 2F |35 2E 30 20|28 57 69 6 |M0z1114/5.0 (Win
0043C0B0O| 64 &F 77 73|20 4E 54 20|36 2E 31 3B(20 57 4F 57 dows NT 6.1; WOW
0043COCO| 36 34 29 20|41 70 70 6C |65 57 65 62 (48 69 74 2F | 64) Applewebkit/
0043C0D0| 35 33 37 2E(33 36 20 28|48 48 54 4D[4C 2C 20 6C|537.36 (KHTML, 1
0043COEQ |69 6B 65 20|47 65 63 6B |(6F 29 20 43|68 72 6F 60| ike Gecko) Chrom
0043COF0| 65 2F 34 37|2E 30 2E 32|35 32 36 2€(31 31 31 20 €/47.0.2526.111
0043C100{53 61 66 61|72 69 2F 35|33 37 2E 33|36 00 00 00 safari,‘l;:?,zs

Figure 23
The proxy is set to 10.1.1.1:8080 using the InternetSetOptionA function (0x26 =
INTERNET_OPTION_PROXY):

c | 02870000
00000000

C7 44 24 OC OC 00 00 00 mov dword ptr s -[esp:._],\ oc: "\ x87statusword 0000
BD 55 DB Tea edx,dword ptr ss:[Qebp-2&] XB7SW_B O xB7SW C3 O x87SW L2 0O
89 54 24 08 mov dword ptr ss:fesps 5;.:-0\ x875W_C1 O XB7SW.CO 0O Xx87SW.ES O
C7 44 24 04 26 00 00 00 mov dword ptr lesp+a, 26 26:°4" || xB7SW_SF 0 XxB7SW_P O XB7TSWU O
89 04 24 mov dword ptr ss:fesp],eax ey
FF D1 call ecx SCX:IT v —
! e i 5 | Defauit (stdcal) » [s ][00 unlock
e L l ] DOCCO004
ecx=<wininet.InternetSetOptionA> (71724C70) esg-r-i 00000026
esprs} 049C9748
-TexT:00413D0E apr29.exe: $1300E #1310E e

Woump1  @Hoump2  WMDump3  $HDumps  EWoumps @@ watchi  Ie-llocals 5 Stuct

Address ‘555 | asc1x i A
|049c9ns 03| 00 00 00[24 C2 43 0040 97 oC 04[1E 00 00 0O[H...SAC. & . ..... oy

Figure 24
The connect time-out value for connection requests is set to 11 seconds (0x2 =
INTERNET_OPTION_CONNECT_TIMEOUT):
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€7 44 24 OC 04 00 00 0O mov dword ptr ss:JespsCH,4 XE/STATUSWOra uuuu

80 55 CC Tea edx,dword p hp-340 XB7SW_B 0 xB875W.C3 0 x875W.C2 O
B9 54 24 0B mov dword ptr s s Bdx XB7SW_C1 0 xB7SW.CO O XxB7SW.ES O
C7 44 24 04 02 00 00 00 |mOv dnorg ptr s CSFD-'; 2 XB7SW_5F 0 X875W_P 0 X875W_.U O
89 04 24 mov dword ptr ss:fespl, eax [Ty = e
FF DL | eall ecx Jeexize o T _= a0,
T ez e p= -
e oceooos A
» (71724CT0° 12: [esp+s] 00DODOOZ
§3: espva} 049C973C
P4 4
-Text:00413D5E apt29.exe: $13D5E #1315E | SR ECLHDI0000
Woump1  @Yoump2  @HDump3  $MDumps  @lDumps @9 watchi  Irellocal 7 stuct T
Address |||a: - ) _ lasezz I : | B i e
|n¢9c9?zc B 2A 00 DD|3C 6C 6F 63|61 6C 3E 00|03 00 0O OO|@*.,<10Cal>,,... | | ms " m

Figure 25
The receive time-out value for connection requests is set to 11 seconds (0x6 =
INTERNET_OPTION_RECEIVE_TIMEOUT):

xB7StatuswWord 0000

€7 44 24 OC 04 00 00 00 mov dword ptr ss (csu s, 4
4]

8D 55 CC lea edx,dword ss:febp-243 METSW_B O x875W._C3 0 x87T5W.C2Z O
89 54 24 08 mov dword prr ss:espcf,edx XB7SW_C1 O xB7SW._CO O XB7SW_ES O
C7 44 24 04 06 00 00 0O mov dword ptr ss:fesp+ad,6 XBTSW_SF O xB7SW_P 0O x87TSWU 0O
B9 04 24 mov dword ptr ss:fesp],eax - = e S emmse A A
FF D1 leall ecx eexzIr v

=[5 ¢ 0unock

i) es)
: [esp+4] 00000006
: [esp+B] 049C973C

{4: [es 00000004
[T POMARAD SEAR DAY #3830 RO P —

$oump1  @Hoump2  WMDump3  $WDump4  GHDumps B Watch1  lx-liocal 4 Struct i

00000006
| Ascrz i | A 045C9570 | 043€973C
|o49c9?3c EB 24 00 00]3C 6C GF 6361 6C 3E D0[03 00 0O 00| B..<10CATZ00. .. I | PR LA

Figure 26
The send time-out value for connection requests is set to 11 seconds (0x5 =
INTERNET_OPTION_SEND_TIMEOUT):

C7 44 24 OC 04 00 00 0O mov dword ptr ss: x87Statusword 0000

. "
. 8D 55 €C lea edx,dword p 5 XE7SW_B O XB7SW.C3 0 xB7SW.CZ O
. 89 54 24 08 mov dword ptr = r8 XB7SW_C1 O X87SW_CO O XB7SW_ES O
- C7 44 24 04 05 00 00 0O mow mrg ptr ss: esgl MBTSW_SF O xB7SW_P 0 xB7SW_U o
L] K B9 04 24 mow rd ptr ss:fles eax | B T st L S
FE——> FF DL call ecx ! jeexsar v ! =
: B v et gl T )00 ok
ecx=awininet.InternetSetOptiona> (71724C70)
. TEXT:00413DE2 apt2s.exe:$13DE2 #131E2

945 Dump 1 4% Dump 2 $%0ump2 R Dump4 % Dump S 8 watch1 b=l Locals ;;Jslrud‘

Address | Hex _|Asciz I
049C973C ER 2A 00 00|3C 6C 6F 63|61 6C 3E 00|03 00 00 DD|"..duca‘I> ..... |

Figure 27
InternetConnnectA is utilized to open an HTTP session with the C2 server
salesappliances[.Jcom (0x3 = INTERNET_SERVICE_HTTP):

. C7 44 24 1C 00 00 00 00 AGIIM_G 3 LEMMLY) A/ IWM_3 3 LEWMLYJ
. C7 44 24 18 00 00 00 00 XBTTW_4 3 (Empty) xB7TW_S 3 (Empty)
. €7 44 24 14 03 00 00 0O XETTW_E 3 (Empty) x87TW_7 3 (Empry)
o | C7 44 24 10 00 00 OO0 OO
o C7 44 24 OC 00 00 OO 00 0 x87Statusword 0000
- 8% 54 24 08 8§, edx XB7SW_B 0 XxB7SW.C3 0 x875W.C2 O
-| 8D 35 CC FE FF FF s:febp- 1340 XBTSW_C1 0 XB7SW. CO O Xx87SW_ES O
o | 89 54 24 04 mov dword ptr = csu 4, edx [esp+d XBTSW_SF O XBTSW_P O XB7SW_U o
el 00 B89 04 24 mov_dword ptr ss:fespl, eax B
| FF DI | call ecx JEERETR o [T ———— —El—
- e o T Def swicall) ,|:. L
.!‘ = .'l: 1:’9' 00CC0004
ecx=<wininet.InternetConnectA> (71775490) iz esp+4] 043C963C “salesappliances.com”
f3: espva] 00000050
4: les 00000000
-Text:00413E65 apt29.exe: $13E65 #13265 L
Wowmp! @oump2  @Woump3  @Dump4  WWoumps @ watchi  bellocas 4P stuct
Address | asc1z
049C973C 2A 00 0D|3C 6C 6F 63|61 6C 3E 00|03 OO0 00 00| @*..<local>.....
U49C9"4C',._-.1“ L2 43 uL|gg_eLx_ug 01 00 00 00|16 00 0D 0O Ac a
043C975C | DO 00 00 oo|w 00 00 00 00/00 00 00 00| ...
049C576C D36 40 00|30 97 oC 03 7

Figure 28

The malware implements 3 different cases for exfiltrating the buffer that was encrypted
earlier (or outputs from backdoor functions), depending on the availability of Internet
connectivity.

Case 1 (no Internet availability)

WaitNamedPipeA is used to wait until 11 seconds have elapsed or an instance of the
“\pipe\DefPipe” pipe is available for connection (this pipe is supposed to be utilized between
this machine and another machine that has an Internet connection):
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89 54 24 04 mov dword ptr 5s:fespraf, edx = X87SW_SF O X87SW_P O X87SWU 0O
B89 04 24 Imuv dword ptr ss:fespll, eax I:e:p:: e S LS
EB 03 SF FF FF <apt29.waitNamedPipeas v
T g ¥ = |5 & [Juniod
tNa i: I 04999817 "\\\\\\pipe\\DefPipe’
<apt29.wWaitNamedPipea> 2: espﬂ DO0D2AFS8
{3: esp+s 00000050
4: [esp+C]_oooooooo
-Text:00418D84 apt29.exe:$18DSS #13188

“@oww1 | S0z SBoumws | MBowod | Moumps @ wachi | iellosk | Stuct Imwum. AAAIAPTPERND

Figure 29
The process opens the specified pipe using the CreateFileA routine (0xC0000000 =
GENERIC_READ | GENERIC_WRITE, 0x3 = OPEN_EXISTING):

. €7 44 24 18 00 00 00 00 mov dword ptr ss: RO IWID 3 LCEULY)  AGEImLr 3 ey
- €7 44 24 14 00 00 00 0O mov dword ptr ss:
. €7 44 24 10 03 00 00 00 mov dword ptr x87Statusword 0000
- €7 44 24 OC 00 00 00 DO mov dword prr X875W_B 0 xB7SW.C3 O X875W L2 O
. €7 44 24 08 00 0O 00 00 mov dword ptr ss: XB7SW_C1 O xB7SW.CO O XB7SW_ES O
. €7 44 24 04 00 00 00 CO mov dword n:r XB7SW_SF 0 X87SW_P O XB7SW.U O
- 52 04 24 mov dword ptr ss [esp]: [aaa 2o
|EE— EB AA AD FF FF call v.aplzs crzar_erﬂw w =
o % zelut(m:n v |5 2 [Juniod
i [es

<apt29.Createriles>
3
EH

esp+8] 00000000

Lesp. 2
2: rsp" €0000000
[esp+c]_no0D00DOO

.text:0041BDCY apt29d.exe: $1BDCY #1E1CT

Woump1 @oump2 @Moump3  @oumps  @4oumps @ watch1  Irelloeals ¥ Struet
Address | Hex ASCII 1
76FEL000 |4 00 IE 00|00 DE_FE 76|28 00 2A 00|Q4.D0 FE 76| k.. -~BPV(. ".OYDV

76FE1010| 34 00 36 00|3C DO FE 76 |1E 00 20 00|ZC D0 FE 76 5 Ybv.. .| Yhv
vp» u*nv

76FEL020|1A 00 1C 00|80 DD FE 76|18 00 1A 00

Figure 30 -
SetNamedPipeHandleState is utilized to set the read mode and the blocking mode of the
pipe mentioned above (0x2 = PIPE_READMODE_MESSAGE, 0x0 = PIPE_WAIT):

44 24 OC 00 00 00 OO mov dword ptr

-
. 44 24 0B 00 00 00 00 |mov dword prr ss ( x87Statusword 0000
- B85 &4 FF FF FF Tea eax,dword ptr (cnu Jh' XB7SW_B O XB7SW C3 0O Xx8FSWC2 0D
. 42 24 04 mov dword ptr ss: [e, +4J, eax XB7SW_C1 0 xB7SW.LO O xB7SW_ES 0
. 45 B0 mov eax, clwclrd s enu ang | XB7SW_SF 0 XBTSW_P 0 XB7SW_U o
| . 59 04 24 mov_dword prr ss: Sesn ea: L n
B E8 C1 77 FF FF call :aptzs setumedhpeuand‘lestata v —
[ e == 5 | Default (stdcal) =[5 210 unlock
<apts. 2 !eso—rd] 04999634

hw

{esp+8] 00000000
0000000

. Text:0041BEOE apr29. exe: $1BEOE #1B20E
¥4 Dump 1 Woump2  @WDump3  UNDump4  EWDumps @ watthi  Ie-lLocals ;;’Struct

Addr | Asciz |
04599694 |02 00 00 0000 00 00 0001 00 00 DO[0D 00 00 OO[F. . vecrenrenrons
Figure 31

The binary writes the encrypted buffer to the specified pipe using the TransactNamedPipe
API:

. C7 44 24 18 00 00 00 0O mov dword ptr ss !csu s18f,¢ XETTW. O 3 (EmDY XE7TW_1 3 (EmDET
. 80 35 SC FF FF FF lea edx,dword pt feo “asl X87TW_2 3 Eemﬁ *BTTW_3 3 Eemtﬁ
. 89 54 24 14 mov dword ptr ss = =
. €7 44 24 10 0D 04 00 00  |mov dword ptr ss: XBTTW_4 3 (Empty) XB7TW_S 3 (EmpTy)
sl B9 44 24 OC mov dword ptr ss: ' XBTTW_6 3 (EmpTy) XBTTW_T 3 (Empty)
. 8B 45 10 mov eax,dword ptr s tel)p T g
I| B9 44 24 08 mov dword ptr ss:[fesp+ _l‘eat xB75tatusword 0000
| 88 45 OC mov eax,dword prr_ss: BebpC§ XB7SW_B 0 XB7SW.C3 O Xx875W.CZ2 O
e 00 B9 44 24 04 mov dm:rd ptr ss:Besp+ ]‘eax XB7SW_C1 O xB7SW._CO O XxB7SW ES O
. 88 45 50 mov eax,dword prr ss: ;cbu a0 XB7SW_SF 0 X875W_F 0O XB7S5W_U O
. 89 04 24 mov dword ptr ss:[Qespd,eax i
. E8 40 50 OO0 00 |€aT1 <apt29.TransactNamedPipes | <
‘< > > [s 510 nod
N
<apt29.TransactNamedPipe>

«text:0041BES3 apt29.exe:§S1BES3 #1B253

@Woump1  PWoump2 EYDurp3  UDumps  WDumps @ watch1  ellocals 4P Stuct

Address | Hex |ascIr ~
00OFOSFO|BA 31 23 D6|28 B2 10 C4[42 12 D4 AB|AD C4 44 BO| lFO( .AB.D«.AD
00OF0G00|CS 50 FE 8A|FS %0 4E C4|CA 21 37 BF(4% 40 00 00|E]D.U ME ¢0@
UUUFDSLD DU U:l UCI DO IJ(J JU DD DU r_]q DD DD IJ’J ‘JCI DO C_|D Cl sasaan

Flgure 32
Case 2 (Data exfiltration using PUT method)

A new HTTP request handle is created by the file (0x80400100 =
INTERNET_FLAG_RELOAD | INTERNET_FLAG_KEEP_CONNECTION |
INTERNET_FLAG_PRAGMA_NOCACHE):
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00415070 €7 44 24 1C 00 00 00
00415085 C7 44 24 18 00 01 4
00415080 4
004150395

00415090

00415045

00415049 C7 44 24 04 44 13 44 00
00415081 89 04 24

d prr SS: E‘Sﬂ""lc .0 Ko/ IW_% 3 =MLY ) RosIW_> 3 LEMULY )
d ptr ss: fesp+138, so400100 XE7TW_6 3 (EmpTy) X87TW_7 3 (EmpTy)

1 gesp=1. apt29.43C240 word
i | . x875tatusword 0000
XB7SW_B 0O xB7SW_C3 0 xB7SW.C2 O

XBTSW_C1 O xB7SW.LO O xB7TSW_ES O
1 gesps ,apt’! 441344 XB7SW_S5F 0 xB7SW_P 0 xB7SW_U o
i gespy, eax

E

| Defauit (stdcal)

2: [espr4] 00441344 “PUT"
esp+8] O04A49C98
esp+C] 00000000

| sssssnnnns

. Text: 00415084 apr29.exe: $15DB4 #151B4

ﬁouwl lﬂm.pz Woump3  @houmps  EHDumps [reliocals 4 Struct

00 DE FE 7E[28 00 2A 00|R4. DD FE 76 5 . = OYpw
75F=mma4uo=sauu_ﬁ_;ﬁx=oozooow4s Y L 1¥pw
7EFE1020| 14 00 1C 00 E0 DD FE 76|18 00 1A 00|44 DD FE 78| .... YPv....D¥]

76FE1030|20 00 22 00|20-DD_FE 76|30 00 32 00|ECDCFE 78| - - L2.%0pv

Figure 33
The Referer header is added to the HTTP request handle using HttpAddRequestHeadersA
(0x20000000 = HTTP_ADDREQ_FLAG_ADD):

DO41CABE €7 44 24 OC 00 0D 00 20 mov dword ptr ss:fesp+CJ, 20000000
0041CACE €7 44 24 08 FF FF FF FF |mov dword ptr ss:fesp+sl,Frrrerer x87Statusword 0000

DO41CACE BD BS F4 F3 FF FF Tea eax,dword ptr s bp ll'_l XBTSW_B O xB7SW C3 O xB87sW CZ2 O
0041CADS 89 44 24 04 mov dword ptr ss:ffe B x875W_C1 0 xX87SW.CO O XB7TSW.ES O
DO41CADE 8B 45 08 mov eax,dword ptr s r XB7SW_SF 0 XB7SW_P 0 XB7SW_U o
0041CADE 89 04 24

R R . Defauit (stdcal) =[5 £]Junlock
r5i> (TLEFEAN  lesprd] 04448374 “Referer: hrtp://salesappliz

esprB] FFFFFFFF
esp+C] 20000000

-TexT:0041CADE apt29.exe: $1CADE #1BEDE

Woump1  @Hoump2  WHDump3  WDump4  EWDumps @ watchi  Iellocals 5 Stuct

04448855 | 7706915A | return to Atdll.7706915A from ntdll.770508¢

erer: tp: S/
sappliances.
04448994 | 63 6F 60 2F |65 E€F 68 30 |6F 74 65 GF|78 72 00 02| com/eok=oteoxr. . DAMISESL [LITN0RT [ DRERIIL . RERL FTORN: TR RERTY. SO

Figure 34

The Accept-Language header is added to the HTTP request handle using
HttpAddRequestHeadersA (0x20000000 = HTTP_ADDREQ_FLAG_ADD):

0041CB1E

€7 44 24 OC 00 00 00 20 dword ptr ss:jesp+CJ, 20000000

. mov

® [ 0041CB26 €7 44 24 08 FF FF FF FF mov dword ptr ss:§esp+S), FFFFEFFF x875tatusword 0000

| 0041CB2E BD B5 F4 FB FF FF ea eax,dword ptr_ss:febp- XB7SW_B O xBTSW L3 0O xB7SWCZ O

o 0041CB34 89 44 24 04 mov dword ptr ss:ff XB87SW_C1 0 xB7SW.CO O XxB87SW_ES 0O
e|[DD41CE38 BB 45 08 mov eax,dword ptr_ss:fed XBTSW_SF 0 XxB7SW P 0O x87SWU O

e| D041CE38 83 04 24 mov dword ptr ss:[fesp] , [

- T 4 I

. < il T 'lﬂuiod

04449174 "ACcepr-Language: en-UsS,en”
FFFFFFFF

-Text:0041CEB3E apr29.exe: JICB3E #1BF3E

l!numx lﬂnuwz Woump3  WDump4  WEDumps 88 watchi

e=llocals & Struct

Flgure 35
The Accept-Encoding header is added to the HTTP request handle using
HttpAddRequestHeadersA (0x20000000 = HTTP_ADDREQ_FLAG_ADD):

D041CBTE €7 44 24 OC 00 0D 0O 20

0041CB36 €7 44 24 08 FF FF FF FF

O041CBBE 8D B85 F4 F7 FF FF lea eax,dword pt

0041CB94 B9 44 24 04 mov dword ptr st: [esp+d X875W_C1 O XBTSW.CO O NB7SW_ES O

0041CB98 8B 45 08 mov eax,dword ptr_ss XBTSW_SF O xB7TSW_P O xB87SW. U O

0041CBIB B9 04 24 mav Mrd ptr sc:fesp: [oimmoa o nne
E - ol

~HzeEs > |Default Gidcal) ~[5 [3100 unlock

espr4] 04A48074 "Accept-Encoding: gzip, def
esp+8] FFEFFFFF
esp+C] 20000000

MoV dword ptr ss:gespiCy,z0000000
mov dword ptr ss: FFgFFFgg x875tatusword 0000
XB7SW_B O xB7SW.C3I O xBTSWLCZ O

-TEXT:0041CEB9E apr29.exe: $1CE9E #1BF9E

$hoump2  hoump3  UMoumps  EHoumps M warhi  ellocas P Stuct

Flgure 36
The process exfiltrates the encrypted buffer to the C2 server by calling the
HttpSendRequestA routine, as shown below:
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. 89 54 24 10 mov dword ptr 5s
- BB 55 08 mov edx,dword xB7Statusword 0000
. 89 54 24 0C mov dword ptr x87SW_B 0 XB87SW.C3 0 X87SW.C2 O
. C7 44 24 OB FF FF FF FF |mov dword ptr XB7TSW C1 O XxB7SW.CO O XB7SW_ES O
. €7 44 24 D4 48 13 44 00 |mov mrg ptr ss:fe [word ABTSW_SF O XB7SW_P 0 XSTSW_U O
- 24 mov rd ptr ss: o oo
|E—e €all ecx BENEHL o [ —
: = ) oees 15 10w
[1: [esp] ooccoooc

net. HEt, equestA> (71739730) 2: [espr4] OD441348 "Content-Type: application,/c
3: [esp+8] FFFFFFFF

4: [esp+C] D2BBOSFOD

.teXt:00415E44 apt29.exe: $1SE44 #15244

Woump1  @Yoump2  @hoump3  PHoumpd  @Dumps @ warhi  bellocals 7 Struet 04A4958C | D0441348 | “Content-Type: application/octet-stream”
Address | Hex 1T TA] 04449550 | FFFFFFFF

02880570 |55 EC EC 55|CE DL 90 58|80 BA A2 A3|3E 3A AO CF U LK. o8>t 1 | maﬂ-w

02880600 |61 A7 TF GE|B5 4C 66 DE/C6 D6 5D OC|AC A7 00 00| a§. nuLTOLD].=8. . 48 40Car | ANASFIAR | £5raus hrm] "

Figure 37
Case 3 (Data exfiltration using POST method)

A new HTTP request handle is created by the file (0x80400100 =
INTERNET_FLAG_RELOAD | INTERNET_FLAG_KEEP_CONNECTION |
INTERNET_FLAG_PRAGMA_NOCACHE):

o
€7 44 24 18 00 01 40 80 XB7TW_6 3 (Empty) XB7TW_7 3 (Empty)

C7 44 24 14 40 C2 43 00 [word

C7 44 24 1C 00 00 00 00 mov dword ptr s5s:jesp+lCy,0
e 4
l xB7StatuswWord 0000
XB7SW_B 0 XxB7SW.C3 x875W.C2 0

0
XB7SW_C1 0 xB7SW.CO O XxB7SW ES O
(]

€7 44 24 10 00 00 00 0O
€7 44 24 OC 00 00 00 0O
B9 54 24 08

€7 44 24 04 E5 13 44 00 [word XE7SW_SF 0 xB875W_P XETSW_U o
89 04 2 e Rph e e
FF D1 lecxzHt » =
peafieid 5 ottt 15 10 ww
he==——— Pl ;
ecx=<wininet.HttpOpenRequestA> (71775BA0) esp+4] 004413E5 "POST"
esp+8] 04A45C98
esp+C] 00000000
. Text:00409CD6 apt29.exe: $3CD6 #9006
IEXEXEE ooccooos
Woump1  P4oump2  @Hoump3  PMDumpd  Poumps @ warchi  Ixelloeals 7 swuet mmm“;: “poST"
Addr. m D4A4EE90 04A49C
TEFE:PDD ZE(28 00 2A 00 ” | D4asssss
L0 DE FE TG 2A K 04448898
F6FEL010| 34 00 36 00|3C DO _FE J6|1E 00 20 00 o
SREET AT 04A4889C | D043C240 | &"text/hrml
~enk TR - 04448840 | 00
TEFEL03 rm 22 00|20.00 FE 76|30 00 32 00 e

Flgure 38
The Referer header is added to the HTTP request handle using HttpAddRequestHeadersA
(0x20000000 = HTTP_ADDREQ_FLAG_ADD):

. €7 44 24 OC 00 00 00 20 |mov dword prr &s:
. C7 44 24 0B FF FF FF FF  |mov dword ptr ss:fesps x87Statusword 0000
. 8D 85 F4 F3 FF FF lea eax,dword XB7SW B 0 XB7SW. C3 0 XBTSWCZ O
. 89 44 24 04 mov dword ptr s [esp+d X87SW_C1 0 XB7SW.CO 0 XB7TSW_ES O
. BB 45 mov eax,dword pt ienu--:-l XB7SW_SF O XB7SW P O Xx87SWU O
- mov dword ptr ss:[espd, eax e ——"
s call edx BdXzHT v —
. CoNE = DeM(stdcﬂ] v [5s 2] uniock

Elﬂﬂ 00CCDO0C
|2 esp+4] 04A47C74 “Referer: http://salesappliz

[esp+8] FFFFEFFFF

esp+C] 20000000
___iﬁ—'.:
7

4 | "Referer: http://salesapp m/ove=1

ninet. eques ‘SA> [T16FEAAD

-Text:0041CADE apt29.exe: S1CADE #1BEDE

Woump1  @Hoump2  WHDump3  @Moumps  WHoumps BB watchi  Ireliocals Y st

|Address | Hex | Asc1x i
04A47C74 [§2 65 66 65|72 65 "2 3A|20 6B 74 74|70 3A 2F 2F|Referer: http://

04A47C84 |73 61 6C 65 |7 6C 69 61 6E(63 &5 73 2E|salesappliances.
04A47C94 |63 6F 6D 2F|6F 76 7A 3D |69 75 62 61|74 00 68 F4|com/ovz=iubaz.hd

Figure 39
The Accept-Language header is added to the HTTP request handle using
HttpAddRequestHeadersA (0x20000000 = HTTP_ADDREQ_FLAG_ADD):

24 OC 00 00 00 20 mov dword ptr ss:
24 08 FF FF FF FF mov dword ptr s

XETSTAtusword 0000

lea eax,dword pt NBTSW_B O xB7SW C3 0 xB7SWC2 O
mov dword prr +4f, eax [esp+a X87SW.C1 0 X87SW.CO 0 X87SW_ES O
mov eax , dword ptr 553 ;ebp‘::g XBFSW_SF 0 XB7SW.P O XB7SW.U O

. : * |5 3]0 unlock

1
| 2: [esp+4] 04448474 “Accepr- Language en-us,en”
3 esp+8 FFFFFFFF
4: [esp+C] 20000000

-Text:D041CEB3E ApT29.exe:$1ICB3E #1BF3E

@Woumpt  Whoump2  WMoump3  Woump4  Wouwmes @ wah1  bellees ) stuct “Accept-Language: en-Us,en”
) Iﬁp i MMTIEGPFFFFFFF

Flgure 40
The Accept-Encoding header is added to the HTTP request handle using
HttpAddRequestHeadersA (0x20000000 = HTTP_ADDREQ_FLAG_ADD):
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DO41CBTE €7 44 24 OC 00 00 00 20 mov dword ptr ss:fesp+Cl, 20000000
0041CB86 €7 44 24 08 FF FF FF FF mov dword ptr ss: 1 FFFFFFFF x875tatusword 0000

0041CB8E 8D B85 F4 F7 FF FF !MB'BDC' XB7SW_B O xB7SW.C3 0 xB87sW.C2 O
0041CB94 B9 44 24 04 X87SW_C1 O x87SW.LO O xB7SW_ES O
O041CE98 BB 45 08 ax,dword ptr ss:Jebp+ XBTSW_SF O XBTSW P 0 XBTSW_U o
0041CB98 85 04 24 p b P, eax [

i e = 5 fmwun » [s & 10] unlock

esp+4] ouaaon “Accept-| Encodtm qxln def]
esp+B] FFFFFFFF
esp+C] 20000000

-TeXT:0041CEB9E apr29.exe: $1CB9E #1BFSE

Woump1 @oump2  WHDump3z S Dump 4

$ooumps @ watch1  Ir-llocls g St

Flgure 41
The encrypted buffer is added to a fake JPEG image (note the file signature in the network
traffic) and transmitted to the C2 server without raising any suspicion:

00409FAG 89 54 24 10 mov dword ptr s3:Qespri % X87TW_6 3 (Empty) xB7TW_7 3 (Empry)
00403FAA BB 55 C4 mov edx,dword ptr ss:[fel

00409FAD 89 54 24 OC mov dword ptr ss:fes dx x87statusword 0000

0D409FB1 C7 44 24 08 FF FF FF FF mov dword ptr ss: 5| , NBTSW_B O xB7SW C3 0 xB7SWC2 O
00409F83 8D 95 C4 FB FF FF lea edx,dword ptr_ss:[febp-43c) X8TSW_C1 O XB7SW.CO 0 XSTSW_ES 0O
D0409FBF 89 54 24 04 mov dword ptr s5s5: " XB7TSW_SF 0 XB7SW_P o xB7SW_U o
D0409FC3 B9 04 24 mov dword ptr ss: L ] ErEm e ]

X L
g Defaut (stdal) _ > [s 2100 unlock
esnf-l IMMSI.M Content-Type: mult nrtffor

esp+8] FFFFFFFF
esp+(] 02808528

-TexXT:D0409FCE ApT29. exe: $IFCE #9306

Woump1  EHoump2  WHDuwmp3  EMoDump4  $Noumes @ wathi  ellols P st

02BDB528 |20 3
O4A4BE janmo. jpg”

04A488A0 a.pp!'t:atim!uue:-strm
04448844 “binary"

04A4BBAS
O4a4884L0
04A4BBED
04A48584
04A48888
04A488BC
D4A485C0
04A48BC4
044488C8
D4A4BECC
04448800
04448804
N4ALRANR

Flgure 42

HttpOpenRequestA is utilized to create a new HTTP request handle. The HTTP method is
set to GET ( 0x80480100 = INTERNET_FLAG_RELOAD |
INTERNET_FLAG_KEEP_CONNECTION | INTERNET_FLAG_NO_COOKIES |
INTERNET_FLAG_PRAGMA_NOCACHE):

X8/ IW_4 5 (EMPTY) XE/IW_s 5 (EMPTY)
X8TTW_6 3 (Empty) XETTW.7 3 (EmpTy)

BO480100
+2PT2T. 43C240
0

004336850 €7 44 24 14 40 C2 43 00 sgesprl

00433865 C7 44 24 10 00 00 00 00 x&75tatusword 0000

| x87SW_B 0 xB7SW C3 0 xB7SWC2 O
ed: L x8TSW.CL 0 xB7SW.CO O xB7SWES O
,APT29. 440EBL XBTSW_SF 0 XB7SW_P O xB7SW U 0O

eax

00439860 €7 44 24 OC 00 OO0 OO0 0O
00432875 89 54 24 08

00439879 C7 44 24 04 Bl OE 44 00
0439881 04

004396840 €7 44 24 1C 00 D0 00 00 mov dword ptr 5s: esn+§
00439855 C7 44 24 18 00 01 48 80 s fesp+l

il ssssssnnan

-Text: 00432884 apt29.exe: $39884 #38F84

Woump2  EYDump3  EMDumn4  Dumps @ warhi

Figure 43
The file generates 256 random bytes via a function call to CryptGenRandom (the result will
be Base64-encoded, and a small part of the output is used as a parameter in the Referer

header):

®| 0040D3D0 B9 54 24 08 mov dword ptr ss:jesp+aj,edx XBTSW_C1 0 xB7SW CO O xB7SW_ES O

& 00400304 €7 44 24 04 00 01 00 OO mov dword ptr ss:fesp+ IUD XB7SW_SF D X87SW_P 0 XBTSW.U O

|l 004003DC B2 04 24 mov_dword ptr ss:fesp] eax T

- 40030 | 1 i ecx = !

. > [5 12100 unock

espra] 0D45C8393
esp+c] 028892C0
.TeXT:0040D3DF apt29.exe:$DIDF #CTDF P

$eoum !  W4oum2  Whoum3  oums  Whoues  @weihi el st
Flgure 44
The Referer, Accept-Language and Accept-Encoding headers are set as described before.
The encrypted buffer that was exfiltrated using one of the 3 methods is Base64-encoded:
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| Address | Hex | AscIz

0289C010| 43 45 30 4C |38 41 79 6D |(4F 62 53 35 |67 4F 6C 74 CEDLEA}"I‘TﬂbSEQD‘ltFi ure 45
0289C020|56 78 45 30(75 4C 46 58|71 2F 69 47|34 2F 77 52| VXEOULFXqQ/1G4/mR g
0289030 |41 4B F1 79|61 35 4D 6F |00 OO0 OO 00|00 OO OO OO AKQyaSMO........

The Cookie header is set to a string that is obtained from the above using some
transformations, and the request is sent to the C2 server, as shown in figure 46.

mov dword ptr ss:

. )
. ) mov x87S5tatusword 0000
. F FF mov XB7SW_B O 7 7
. mov edx, X875W_C1 O 7
. mov e XB7SW_SF O 0 x87SW_U
. mov dword ptr ss:fespff eax |  |amma -
B [ |caln ecx [ecxzHt v
. gt Defauit (stdcall)

<

i: [esp] 0OCCOOOC
| ecxmawininet. HttpSendRequestA> (71739730) T s ,p] q

1 FFFFFFFF
1_00000000
.TeXT:00439061 ApT29.exe:$39061 #39161 &

* |5 %] uniodk

[esp+4] D2898F40 "Cookie: CEO=LBAYMODSS_gOltTh

“Woump: Goump2  WWoump3  UNoump4  EMoumps @ watchi  esllocdls i Struct
[Address | Hex |ascax ! §A 50000000
02898F40 | 43 6F 6B |69 65 3A 20|43 45 30 3D | 4C 00000000 |
02B98F50 .I:_I 0043C240 | &"text/html™
02898F60 | 4 80480100
0289BF70 |7 "

Figure 46 B
Here is the network request captured by FakeNet:

D0CCO00C .. : :
0289BF40 | "Cookie: CEO=LBAymObSS_gDT1tVXEOULFXgZ2iG4:2

I's important to mention that the backdoor also performs a “cleaning” operation by freeing

the memory in order to hide possible I0Cs that could be extracted from it:

[EIP pues 14 1) FF DO call eax
- 89 83 08 04 00 0O mov dword ptr ds:[
L] 8B 45 a9C mov eax,dword ptr ss:
] 89 04 24 mov dword ptr ss:|flespll,eax
= ES 00 93 FC FF call <apt29.LocalFree-
L] 83 EC 04 sub esp,4
® 8B 45 98 mov eax,dword ptr ss:[ebp-ss]
L] 89 04 24 mov dword ptr ss:|fespll,eax
L] ES8 F2 92 FC FF €all <apt29.LocalFreex
- 83 EC 04 sub esp,4
L] 8B 45 AD mov eax,dword ptr ss:[Jebp-50§
] 89 04 24 mov dword ptr ss:fespll,eax
= ES E4 92 FC FF €all <apt29.LocalFree>
L] 83 EC 04 sub esp,4
® 8B 45 94 mov eax,dword ptr ss:[ebp-scf
L] E 89 04 24 mov dword ptr ss:|fespl,eax
] 1 E8 D6 92 FC FF cal'l'l <apt29.LocalFree>
o <
eax=<kernel3z.GetLasteError> (76AT4F10)

Figure 48

The status code returned by the server is extracted and compared with 200 (0x20000013 =

HTTP_QUERY_FLAG_NUMBER | HTTP_QUERY_STATUS_CODE):

>[5 #][] unlock

ot mov dword ptr ss:[fesp+l AGIIR_T 3 LEmpLY S AGE WL 3 LEMELY S

. lea adx,dwo

. mov dword p x875tatusword 0000

. Tea edx,dwo 0 x875w.C3 O

. mov dword p XB7SW_CO O

. mov dword ptr [ o

. | mov dword ptr : lespl, eax L -~ n
g | call ecx |ecxzHt

*l< ) = [~ y | Defaut (stdcal)

1 [esp] ooccoooc
[e (1]

[ecx=awininet,HttpQueryInfoA> (71724720} 000013

1
3
4

«Text:0042CC86 apt2d.exe: $2CC86 #2C086

[=—

- = 5 DOCCO00C
2% Dump 1 &% Dump 2 2% Dump 3 2% Dump 4 &% Dump 5 = Watch 1 |*=] Locals s Struct 049C95CC | 20000013

; H A 3 049C95D0 049C96ALC
e e e —lasIr / — —— ~ | osscasps | oascaea0
- s} oot it Eraae L igkalirie i L 049C95D8 00000000

Figure 49
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The malicious binary retrieves the size of the resource using the HttpQuerylnfoA API
(0x20000005 = HTTP_QUERY_FLAG_NUMBER | HTTP_QUERY_CONTENT_LENGTH):

. €7 44 24 10 00 00 00 0O et rn i o SR S s
L] 8D 55 80
xB75tatusword 0000

89 54 24 0OC
. 8D 55 88 XB7SW_B O xB87SW.C3 0 x875W.C2 O
89 54 24 08 5 A XB7SW_C1 0 xB7SW.CO 0O xB7SW_ES O
. C7 44 24 04 05 00 00 20 |mov dword ptr s 5 5 XB7SW_SF O X87SW_P O X&7TSW.U O
| 89 04 24 ilm:w dword ptr ss:fespl, eax I L e a
m—'-—h FF D1 call ecx SCHIHE v
| el : fiSoss=cis g Defajt{shdagcc |5 &[] unlock
b e 17 fesp] 000C
ecx=<wininet,HttpQueryInfoAs (71724720) 12: [espra] 20000005
3 esp+8] 043C9688
4:_lespeC] o4sc96E0
.Text:0042CD5C apt29.exe: S2CD5C #2C15C ==

Woumo!  @oump2  @Hoump3  Woumpd  EMoumps @ warhi  Deltocsls ) stuet ovaonee
msus:a ::x_” J CL |4;_;.|_§._Q.|JJ :Jo OJ J|m LL r_1 JJ‘F::»hll I| ﬁ%ﬁs %
Figure 50

There is a function call to InternetReadFile, which is utilized to read data received from the

C2 server:

. B89 4C 24 OC mov aword ptr s  BCX ME/SW_B U XBSSW LS U NESSWLZ U
. 89 54 24 08 mov dword ptr s |J-.- .edx HB7SW.C1 0 xB7SW.CO O x87SW_ES O
; . 89 74 24 04 mov dword ptr s pe4l, esi XB7SW_SF 0 xB7SW_P 0O XxB7SW. U O
F elo 83 04 24 mov_dword ptr s ey
EE— FF D3 | ca¥¥ ebx lebxzTr » = = =
1ol T gt , | Defaut (stdcal) =[5 [ [ uniock
o | Bl _ _ =6 00CCO00C
ebx=<wininet.InternetReadriles (71710F70) 21 Eesgn'! 02849338
3: Eespva 00000030
-1 esp+C] 043C9684
-TEXT:0042CE06 apt29.exe: $2CE06 #2C208 P —=

J"IiDule wnmpz @yoump3  UHDup4  UWDumps @ wathi  rellocals 4 Stuct 045C5CC | 02649935
T ————— 1 1|m:;z=m*
Figure 51
The response from the C2 server is parsed, and the byte at position Ox1c (28 in decimal) is
extracted. There is also a “checksum” of the 5th-8th bytes that is computed, and the result
should match the first 4 bytes. We will describe each case depending on that particular byte.

Byte = 0x11 — read the content of a file specified by the C2 server and compute the MD5
hash of it

The path of the % TEMP% directory is extracted using GetTempPathA:

a0 —_:.1:| S0 push eax KB7SW_SF 0 xB7SW_P 0 XB7SW_U o
o 0041321 68 00 04 00 00 Fpui!’l\ 400 ok i T
B £8 DA DD FE FF €all <apt29.GetTempPat v
- EECFEFFR et , | Default (stdcal) >[5 1100 uniocs

<
| Bt 112 !!SIII 00000400
<apt29.GetTempPatha> 1 2: [esp+4] 0D49CE3AB

3: [esp+B] EFSFEZB4
43 EESDT{] EFSFE284

.TexXT: 00413221 apr29.exe:$13221 #12621
@ouwp1 @Hoump2 @lHoump3  MDwps  @oumps @ watch1  bellocls 9 st Wﬁ|

Figure 52
The path of the % TEMP% directory is converted to its long form by calling the
GetLongPathNameA routine, as highlighted below:

68 00 04 00 00 push 400 | XB7SW_C1 0 XB7SW.CO O X87SW_ES O
51 push ecx |ecx:"C || xB7SW_SF 0 75W_ 0 xB7SW.U O
52 push edx e g o e e — -
FF DO call eax leaxige v |=————
= I * [s (100 unlock

. -
e ! ! #sp] O43CESAB "C:\\\USers\ ‘Rpﬂ]l‘l:l\\ulﬂ
eax=<kernels2. mlmmm [?mﬂ) esp+4] 049CE3ABR ( \\users, SAppData’\Le

esp+8] 00000400

~TEXT:0041324A apt29.exe: S1324A #12644

$Soump1  Poump2  WhDump3  UMoumpd  EDumps @B watchi  Ivellocals ' struct
addrsce F\Iﬁ‘l o - : Ilg"l'l : i & i .-

Figure 53
GetCurrentDirectoryA is utilized to extract the current directory for the current process:

15/35



push eax X8TSW_SF O X87SW_P O xB7SW_U o
R -

ush 400
Igl'l"l <apt29.GetCurrentDirectoryAs I vl -
B i et < O
1: [esp] 00000400
§2: tSDT‘i} 043CDFAB
3: [esp+8] 00000005 -
. TeXT:004132A0 apt29.exe: §132A0 #126A0 &l LGSF‘-C] BARCE AR \\US!FS\ \J\Dw!tﬂ\\L(

Woump1  @loump2  WMoump3  WMDuwmp4  @Moumps @ watchi  beliocals 4 Stuct JEEESERTY ooo00s00
Figure 54

The response from the C2 server is supposed to contain a file name, which is opened via a
CreateFileA function call (0x80000000 = GENERIC_READ, 0x1 = FILE_SHARE_READ, 0x3
= OPEN_EXISTING, 0x80 = FILE_ATTRIBUTE_NORMAL):

64 00 push o RBSIW_EB 3 LEMPLY) XSS W/ 3 LEMPLY)

68 80 00 00 00 push 20

6A D3 push 3 xB7S5tatusword 0000

6A DO push 0 KB7SW_B O x875W.C3 0 x875W.C2 O

6A 01 push 1 XB7SW_C1 0 XxB7SW.CO O xB7SW ES O

68 00 00 00 80 push 000000 XBTSW_SF 0 XB7SW_P O Xx8TSW.U O

FF 75 F4 push dmrd ptr : febp-c@ [ebp-C senmoln o a.;oee A senmen -

E8 53 38 00 00 | €811 <aprzs. creauﬂiw 1 e =

£ 53 5 o T ~|5 #10] vros

- 1: [esp] D2BA935& "rest.Ixt
12: CSDT‘] 80000000
{3: [esp+8] 00000001
43 LESDYC]‘_DDDDOOOU

. Text:00413320 apr29.exe:$13320 #12720

025A9356 e5T. TXT

Hranmpl Poump2 Woump3  WHoumps  @oumps @ watchi  Irellocals 5 Struct S 953C | BOODDDDD
Hex T A 043C 9540 00000001

I
U49CDFAB #3 3A 5C 55(73 €5 72 7 De; :aggﬂ m
Od?CDFBBl_ﬁﬂ Z4 6F 70 7 7 74 ’E '4 "E 'l GD 00 TlCI LtDp ‘\test.txt. | 049C95 4C | 00000080
049COFCB| 00 00 00 00|00 00 00 00|0 00 00f . cvrnrnravaranas | 043C9550 | 000D0D0D

Figure 55
The malware creates an unnamed file mapping object using the CreateFileMappingA API
(Ox8 = PAGE_WRITECOPY):

push o

push o X87Statusword 0000
push o XB7SW_B 0O xB7SW C3 O xB7swWC2 0O
push & XB7SW_C1 O X87SW_CO O XB7SW_ES O
push O XB7SW_SF 0 XB7SW_P 0 XB7TSW_U o
50 push eax
ES 47 98 FD FF /€81l <apt29.CreaterileMappinga> |

v |[s 15100 uniod

1: [esp] 0O0D002CS
N z: lesp+-s] 00000000

{3: [esp+8] 0DO0D0008

[ 4: [esp+C] ODOOO000D
O49CDE2B |00 00 OO0 00|00 00 00 00
U49C,DESBEL‘U 00 00 00|00 00 00 00

Woumpd  WHoumps @ wathi | beliocss ) Stuct o8 00000060
B T [, 045C9510| 00000008
00 00 00 00[00 D0 00 00] v vsrsrsrrrsssnes !3%:3 00000000
00 00 00 DO[00 D0 00 00| .uuuuerrersneees | D43C951C | 00000000
Figure 56

The malicious binary maps the newly created file mapping into the address space of the
calling process, as shown in the next pictures (0x1 = FILE_MAP_COPY):

® || 0042CFGF 52 push edx RS ILALUSWUIY UUUL
64 00 push 0 xB7SW_B O xB7SW.C3 0O xB7S5WC2 O
6A 00 push 0 XB7SW_C1 0 xB7SW_CO O xB87SW_ES O
64 01 push 1 X87SW_SF 0 X87SW_P 0 X87SW.U O
50 push eax B
EB 28 62 FD FF JEEIN <apt29.MapVi enDfFiles | v

~ [5 1210 Unock

<apras. 8 Tex 00000001
00000000
prc] 00000000
.text:D042CF77 apt29.exe: $2CF77 #2C377

@oump1  Phoump2 @HDump3  @hoump4  Poumps @ watch1  [xelLocals 3 Struct i 950C | 00000001
uex

Flgure 57
| aAddress | Hex | AscIT |Figure 58

| 0O1EOQOOC 58] 45 53 54|00 00 00 OO|00 OO0 OO0 OO[00 00 00 OO|MEST.cuerenrtenns [
The MD5 hashing algorithm is implemented by the malware (note the variables from below),

which is used to perform hashing of the file content extracted above:
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il s =

Jtext:eedeldor

text:eedesbon

text:e64040608 ; Attributes: bp-based frame
Ltext:bedesbon

.text:08408068 sub_ 48ABEE proc near
text:eedeibon

.text:88404068 arg 8= dword ptr B
Jtext:aedesbon

Jtext:eedase68 push ebp

Jtext:ea484061 mov ebp, esp

Ltext: 88484863 mov eax, [ebptarg 8]
Ltext:B8484066 mov dword ptr [eax+l4h], @
.text:0e408860 mov eax, [ebptarg_o] Figure 59
.text: 88404878 mov edx, [eax+l4h]

Ltext:eedesav3 mov eax, [ebptarg_8]

text: 88404876 mov [eax+18h], edx

text:eedas879 mov eax, [ebptarg @]
Ltewt:@a48487C mov dword ptr [eax], 674523a8lh
Ltext: 88484882 mov eax, [ebptarg 8]

Ltext: 88484885 mov dword ptr [eax+4], BEFCDABEOh
.text:8e48888C mov eax, [ebptarg_o]
Ltext:B8d8808F mov dword ptr [eax+3], 98BADCFEh
Ltext:8ed4e8896 mov eax, [ebptarg_8]
text:8ed484899 mov dword ptr [eax+8Ch], 18325476h
text:ee4es088 pop ebp

Sfewt:eedatBil retn
Ltext:@ed48aeal sub 4BABEE endp

| Address | Hex | AscIT IFi ure 60
| 049CEFC3 |03 3B D9 4B|11 &8 D7 E4|F0O D6 44 C3|C9 5E 35 BF|.;UK.hx3dODAEAS; | g

The resulting buffer that will be exfiltrated is similar to the one from figure 21, however, it also
contains the MD5 hash value and the file name. The encryption algorithm is the same
presented in figure 22 (this is valid for all cases, and we will not repeat it every time):

] 8a 00 mov al,byte ptr ds:[eax]
] 25 FF 00 0O 0O and eax,FF
- 2 : 8B 95 04 FF FF FF mov edx,dword ptr ss:[febp-FCj [ebp-F
® || 00420004 83 EC 0OC sub esp,C
® | 00420000 50 push eax
& (| 0042000E 89 D1 mov ecx,edx BN Y
e | 00420010 ES8 EB 01 00 0O E&11 aptz29. 420200
& 00420015 83 C4 OC add esp,C
& 00420018 85 03 mov byte ptr ds:[ebx],al
@ 00420014 FF 45 F4 inc dword ptr ss:[lebp-cf]
L } 8B 45 F4 mov eax,dword ptr ss:[ebp-CJ
L] 3B 45 OC cmp eax,dword ptr ss:[febp+Cl
L] S jb apt29.41FFEC
- 8B 45 F4 mov eax,dword ptr ss:[lebp-Cj
] 8B 5D FC mov ebx,dword ptr ss:jfebp-4]
. c9 Teave
L] C2 08 00 FEE =
® | DD42002F 20 nop
& 00420030 ~ FF 25 74 53 44 00 jmp dword ptr ds:[<&SetUnhandledExceptionFilter>] Setunt
® | 00420036 20 nop
e | 00420037 30 nop
& 00420038 ~ FF 25 7C 52 44 00 jmp dword ptr ds:[«&InitializeSecurityDescriptor>] Initie
® || 0042003E 90 nop
ol ~msmmane ==
£ >
al=1c
byte ptr [eax]=[0288031C]=C '\F"
. Text: D041FFFD apt29.exe: $1FFFD #1F3FD
WWoump1  oump2z  @Woump3  @WUoump4  @WDumps @ watch1  [x=llocals & Struct 043C965C E
Address | Hex ASCII ~ %_‘;EEEE:L’E
02BB031C [OC 37 38 ODJJAE 40 41 AF[00 0O 00 00|01 00 00 00| .78.58A ........ S aaegecalc
0288032C |00 00 00 OO0|4F 0D 00 00|89 00 O3 3B|D9 4B 11 63| ....0...... ;0K h ..T_“: e 1
0288033C (D7 E4 FO D6|44 C3 €9 SE 00 00 43 3A|x300DAEAES....C: e
0288034C |5C 55 73 65|72 73 scﬂH 65 73 6B 74|\Users “Deskt .-:.;5; alc
0288035C |6F 70 5C 74|65 73 74 2E|74 78 74 00|00 00 00 O0|ophtest.txt..... N 5
Figure 61

Byte = 0x12 — create and populate a new file
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The backdoor creates a new file specified by the C2 server in the network traffic
(0x40000000 = GENERIC_WRITE, 0x1 = FILE_SHARE_READ, 0x1 = CREATE_NEW,
0x80 = FILE_ATTRIBUTE_NORMAL):

€A 00 push NE/IW_B 5 [EMPTY) NS/ IW_i 3 LEMPTY)

€8 80 00 00 0O push 50

6A 01 push 1 xB7Statusword 0000

&A 0O push ¢ XB87SW_B O x87SW_C3 O xB8TSW.CZ O

6A 01 push 1 XB7SW_C1 0 xB7SW_CO O XxB7SW_ES O

68 00 00 00 40 push 200000 XB7SW_SF 0 X87SWP O XS7SHU 0

FF 75 EC push dwclrd ptr s5:febp-143 [ebp=1 - _ i

E8 3D F1 00 0O €8Tl <apt2s. createFﬂw I v

5 Dehdt(slﬂalﬂ bt |FHE | DLInIud

ST T WA . [esp] 028A9358 “test.txt®
<apt29.Createfileas 2.- espr4] 40000000

3: esp+8] 00000001
_ [_esprc‘l 00000000
.TexXt:00407A36 apt29.exe:$7AIE6 WEE3E

. -

Woump1 @yoump2 hDump3  hDump4  WHoumps @ watch1  bellocals Y Stuct e “w“nu”uu‘gg test. o
address ASC | 045C9500 | 00000001
00700 01 ] ; ..§" * | n4sc3504 | 00000000

028A9248 |
02BA9258 | f
028A9268 |

Flgure 62
The newly created file is populated with content provided by the C2 server as well:

. ASS 6A 00 push
. 7 BD 45 DC lea eax,dword ptr ss:febp-243 x875tatusword 0000
. 50 push eax XB7SW_B O XxB7SW.C3 0 X87SW.C2 O
. FF 75 EB push dword ptr ss:febp- XB75W_C1 0 x87SW_CO0 0O xB7S5W ES O
| . FF 75 E4 push dword ptr :-. ebp 1.: [ebp-1 XB7SW_SF O XB7SW_P 0 X87SW_U o
| . FF 75 EO push dword ptr ss:febp s
Eﬁ—-—-f-—-)- | EB 57 6F 01 00 :a‘l'l ‘<apt29. writeFi 'Ie> | w = =
o i , |Default (stdcall) » |s 5[] unlod
1: |HD| 000002CE
apt29. riteFﬂe 2: [esp+4] 028BA9361 "TEST"
3: ,esm—a 00000007
4: esmc _D49CI5FC
.text:00407AG4 apt29.exe: STAGS #EEG4 =
" i KC
Woump1l  Pyoump2  @oump3  PWoumps  BSoumps BB watch1  Ieslloeals ' Struet 043Ca5CC “TEST"
Address | Hex Asciz 1 I~ | aaams
028A9361 [§4 45 53 54[00 00 00 00 |AB AB AB AB[AB AB AB AB|TEST....sussasex ﬁg;,m

Figure 63
The final buffer that will be exfiltrated contains the file name:

Address | Hex | AsCII |
DZ85031C[7F BF BF TF|AE 40 41 AF|00 OO0 OO OD|0L OO0 00 00| ....%BA +ucvevas Figure 64
D288032C |00 00 0O 00|29 OO0 00 DO|SD 00 37 20|74 65 73 74|....0c.... 7 test 19
0288033C|2E 74 78 74|0A 00 00 00|00 O0 OO OD|0D OO0 00 00| . EXT....vueveua.

Byte = 0x13 (same execution flow as 0x11)
Byte = 0x14 — write specific bytes into memory depending on the C2 server response

Depending on 2 bytes received from the C2 server, the binary writes 0x100, 0x200, 0x400,
0x800, 0x1000 or 0x2000 into memory. The first 3 cases are highlighted in figure 65:

.text:8841CC38 mov ax
.text:BB41CCIF jmp eax

_ v _ [ [
s = § =
Ltext 841004l Ltext: 98410058 Ltext:e41Cl5F
Ltext:@ed410041 10(_41((4! H JU ptable 8@41CCIF case @) |.text:0041CC50 !0(_41([55 H U ptable @841CC3F case 1] |.text:@041CC5F ]0(_-\1((5 H Ul‘utablt @941CCIF case 2
.text 08410041 mov . [ebp# --] L text:BO41CC58 mov . [ebp# -.n] text:B041CCSF mov eax, [ebps 14]
. text:BB41CC44 mov m d ptr [ea ach], 18eh . text:BB41CC53 mov ﬂm‘.\r‘ﬂ ptr [ea ch], 286h . text:BB410C62 mov dword ptr [eax 1FACh], 488k
Ltext:98410CAE jl!p short 10( 41((—\9 Ltext 98410050 jllD short loc 41((—\9 Ltext:eq410C6C le short loc _41CCAS

Figure 65
The buffer that will be exfiltrated contains a 4-byte value computed from a GetTickCount
function call, the “ApplID” value and a marker value (0x81 in this case):

address | Hex | asCII )
0288031C [E4 D4 D4 E4JAE 40 41 AF|00 00 00 00|01 00 00 00| OOOGE@A ........ Figure 66
0288032C |00 00 00 OO[1E 0O 00 00|81 00 00 00|00 00 00 00| ..iueeerrsenss

Byte = 0x15 — listen on port 8080 and record all connections that are established on this port

A new thread is created using the CreateThread routine:
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C7 44 24 14 00 0O 0O 00 mov dword ptr ss:fesp+iil,0 xB7TW_6 3 (Empty) xB7TW_7 3 (Empty)
€7 44 24 10 OO0 DO 00 DO mov dword ptr s ptl o

BB 45 08 :Beop-5l xB7Statusword 0000

B9 44 24 OC 5 esp+Cl, eax NBTSW_B O xBTSW C3 0 x87SW.C2 O
€7 44 24 08 40 00 42 00 setflesps au 9. 420040 X87SW_C1 O XB7SW_CO 0 NBTSWES O
C7 44 24 04 00 00 00 00 mov dword th 55: gesp+ l XB7SW_SF 0 XxB7SW_P 0 xB7SW_U (1]
C7 04 24 00 00 00 0O mov dword p 551 CSD;

ES 5A 19 01 00 caln <ant29 create‘rhread‘:-

5 |Defaut (stdcal) * [5 ][] unlock
: [esp:

| 2: [esp+4] 00000000
H esp+8] 00420040 apt29.00420040
: esp+C

0430F457

-Text:00415EFS apt29. exe:$15EF9 #152F9

ouwmp1  @oump2  $HDup3  WHDumps  Wloumps M watch1  bellocals 4 Stuct
[ ascr i I

8430F 467 |20 60 00 09|00 05 00 50|00 60 50 00|30 0 0B bO| .1111liliil!
Figure 67

The process creates a new socket using the socket API. The inet_addr function is utilized to
convert a string containing an IP dotted-decimal address into a proper address for the

IN_ADDR structure, as shown below:

11209644 89 04 24 mov_dword ptr ss:fespd, eax esp]: Py
. EB 3C BD 02 DD EaTl <apt29.inet_addr> v —
>

7 - D490F487 "192.168.
- | 2: [esp+4] 00000001
| 3: fesers] oooooooa
4: [esp+C] 00000000

. TeXT: 00409647 apr29.exe: §9647 #BA4T | "
T = T O B I~ S B - EEIEEE 0490F 487 | “192.168. 164, 128"

Flgure 68

There is a mistake done by the malware developers because they’ve called the inet_addr
routine with the C2 server as the parameter (and not an IP as above). This function call
returns INADDR_NONE (OxFFFFFFFF):

89 04 24
E8 D8 7F 02 00

mov dword ptr ss:[fespl, eax

esp]: | _ -
€all <apt29. inet_addr> | 2 =
5 |Default (stdcal) v [5 15100 unlod

-TexT:004096AD apr2g. exe: $96AD #BAAD

[y S = I B — R NI oS BT W

Figure 69
The binary associates the local address with the socket created before using the bind API:

XB7SW_C1 O xB7SW.CO O x87SW.ES O
XB7SW_SF 0 X87SW_P 0 Xx87SWU O

C7 44 24 08 10 00 00 0O
89 54 24 04

mov dword ptr ss-
mov dword ptr 55; fesp4| ern

csD! eax
anm canrzs bmr.b

esp+&J, 10

Default {stdcal) w |5 [3]00 unlocs
0450F467
esp+8] 00000010

19603
) [1: Tesp:
. TEXT:004096D6 apr2g. exe: $9606 #5AD6 : 00000000
00000394

WWoump!  @oump2  E%Dump3  WDumpd  EWDumps @ watchi  Iellocals 5 Struct

Address | Hex !Ascn i I~
0490F467 |02 00 00 00|00 00 OO waisial Hasassnens I
Figure 70

The listen function is used to place the socket in a listening state for incoming connections:

€7 44 24 04 05 00 00 00 |mov dword ptr ssifespiaf,s
B9 04 24 mov_dword ptr ss:fespl,eax

E8 7E €C 00 00 IM <apts. 11sterb

Eesﬂ"‘d 00000005
esp+8] 00000010

= [4t [esp] ooooossd
. - :
4:
-Text:D04096F8 apt29.exe:$96F8 #BAFS Easesheat e ——

I_S D'C] 00000000
| owp1 | @howpz Whoup3 Ehoup4  WHoumws @werhi  (ellocs P stut

Figure 71
The malware was supposed to connect to the C2 server using the connect API, however,
due to the implementation mistake, this function call fails:
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C7 44 24 08 10 0O 00 0O

mov dword ptr ss:fesp:s XB7SW_C1 0 X87SW.CO O XB87SW_ES O
B89 54 24 04 mov dword ptr 5s5:fesp+4 enu XB7SW_SF 0 xB7SwW_P 0 xBTSW_U ]
B9 04 24 mov dword ptr sst csp!keat e
| | ES FE AT 01 00 €A1l <apt2s. connects v =
ST P o , | Defauit (stdcal) v [s [0 unloch
2: [esp+4] D450F477
| 3: [espe8] D0ODDOO1O
4: [es 00000000
LTEXT:00409740 apr29.exe:$974D #5640 Cia
& ODDOOZAS
WWoump1  @oump2  WDump3  Woump4  Boumps @ watchi  Ixsllocals | 5 Stuct € 0450F477
Address | Hex 11 ] |“||o§z:.l'EE=‘:l 00000000
0430F477 |02 Too oo 00 poloo o0 v rasaan I lag3izesz ] annnannn

Figure 72

For the sake of the analysis, we’'ve emulated an external connection from a remote IP to the
local host on port 8080. The getpeername APl is utilized to extract the address of the peer to
which the socket is connected:

89 44 24 08 mov dword ptr s gesg ean x875tatusword 0000

BD 45 A4 Tea eax,dword ptr (13 § p-5CH XB7SW_B O XxB7SW. C3 0 x875W.CZ2 O
893 44 24 04 mov dword ptr s iesn 4[ eam XB7SW_C1 O xB7SW._CO O XxB87SW_ES O
BB 45 0B mov eax,dword p g xB7SW_SF 0 xB7SW_P 0 XB7SW.U O
83 04 24 mov_dword ptr 5 iesu ca:\ A

ES 23 60 O1 00 leall ‘aptzs getpeernames> I W —
22s= o 5 | Defauit (stdcal) v |[s 1100 uniod
= Eup] 00000394
12 [esprs] 0439314
§3: Eespvs 043C9310
4: esp—!-c'} ESEFE015

-Text: 00406960 apT29. exe: $696C #5D6C

¥% Dump 1 4% Dump 2 %% Dump 3 ¥ Dump 4 % Dump 5 & watch 1 [x=] Locals ;I“Skmct 049C9314
|addrsee [uav lasrrr i i . 1049C92F0| 049C9310

Figure 73
The inet_ntoa routine is the opposite of inet_addr and it's used to convert an IP from a hex
form into an ASCII string (dotted-decimal format):

S M < b
cal’

] am;zs met_ntop —
5  Defauit (stdcal) v [5 2100 unlock

[l
ER Eesp+-l] 043C9314

3: [esp+B] 049C39310
4: [esp+C] ESSFEOLS

T B P T ) R o [XEEEF] 25cFas3z |

EB 48 F6 01 00

Flgure 74
getsockname is utilized to retrieve the local name for the socket:

B9 44 24 08 mov dword ptr ss:gesp+ :;,eax RS/ BLALUSWUIY UUUY
8D 45 A4 Tea eax,dword prr ss:feb XETSW_B O XB7SW.C3 0 xB87SW. C2 O
B9 44 24 D4 mov dword ptr s Eesp I; eax MB7TSW_C1 0O XB7SW.CO O xB7SW_ES O
8B 45 08 mov eax, ﬂuard XEBTSW_SF O XB7SW_P 0 x875W_U o
89 04 24 mov_dword ptr ; tes eax sanzc

E8 BF 68 00 0O EHIN <apr29. auso:knm v

* |5 (2] uniod

: [esp+4] D439C9314
3: [esp+8] 049C9310
| 4: [esp+C] EBSFEO01S

o iom: Som: G Boms Swani e D CmEmmees:
Flg"L]re 75

inet_ntoa is used again to convert the IP address from hex to dotted-decimal format, as
highlighted in figure 76:

[ B89 04 24 mov_dword ptr zs:Jespl,eax |
| EB E8 F5 01 00 CEI <apt29. inet_ntoa> vl S |
= Defajr.{nﬂcd) . = |s 3 [Junlock
<apt29. inet_ntoas : 045C9314
049C9310
| ES5F6015
. TEXT:0040650F apt29.exe: $690F #500F
- T I [ T I ] B B EESHE soasasco |

Flgure 76
The final buffer that will be exfiltrated contains some details about the network connection
(source and destination IPs/ports) and the string “listen”:

Address | Hex | ascIT |
D288031C |[BE 7C 7C GG JAE 40 41 AF|00 0D OO0 00|01 OO OO0 OO e| e e
D288032C| 00 0D OO 00|50 00 0D 00|81 0D 6C 63|73 74 65 GE AR listen Figure 77
0288033C |20 31 39 32|2E 31 36 38|2E 31 36 34|2E 31 32 38| 192.168.164.128
D288034C | 3A 38 30 38|30 20 2D 20|35 30 2E 31|33 33 2E 32|:8080 - 50.133.2
D288035C |30 37 2E 33|37 3A 33 36|31 31 32 0OA|0DD 00 00 DO|07.37:36112.....
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It's important to mention that because of the bug, only this behavior is expected, however,

there are other execution flows as well. For example, if no connection is established, the

malware only copies the string “idle” in the buffer. If the connection to the C2 server is
successful, then the string “connect” would have been copied into the final buffer. Finally, if
the connection is successful and the process accepts another connection on port 8080, the

string “accept” is copied into the buffer as well.

Byte = 0x16 — create a named pipe and wait for connections

The file creates a new named pipe using the CreateNamedPipeA routine (0x40040003
FILE_FLAG_OVERLAPPED | WRITE_DAC | PIPE_ACCESS_DUPLEX, 0x6 =

PIPE_TYPE_MESSAGE | PIPE_READMODE_MESSAGE):

RSSIM_4 3 LEMPLY )

x8

xEi 1

w_:
BTTW_7

2

3 LEmpLY )
3 (Empty)

0 xB7SW_U

o
XBTSW_C1 O Xx87SW.CO O x87SW_ES O
o

=[5

%0 urlock

I;up] D49CITEF -\ \\\. \\DTDEV\PIPE"

5 P
s-\ 54 gz:n ét—k X87TW_6 3 (EmpTy)
68 00 04 00 bl. push 200
68 00 04 00 O push 40 x875tatusword 0000
6A 01 push 1 XB7TSW_BE O xB7SW.C3 0 xB7SW C2
6A 06 push 6
Gs 03 00 04 40 push 40040003 XB7 S‘LSF o xs’sh_?
push eax ax: i
ES 70 S8 FF FF |Cl'“ <ant29 CreateNamedPipeds v
| 3 U!ﬁlﬁ &ﬂkﬂﬂ
<apt2s.Createnamedripeas 2 Tespss] 40040003
|3: [espr8] 00000006
'l Lesp+C] 00000001
-TexT: 00417023 aptld.exe: $17D23 #17123 D - 5

Yoump1  @Youmpz  @MDump3  Whoumps  E4Dumps @ watchi  Iv-llocals 4 Struct

Address | Hex : : | ascIT i
049CI9EF [SE75C 2E 5C 7 7! [sc 5 S 00 DO 00| K.\ 0 p—
0c 30|00 OC sesssscssssssnas

049CY9FF | 00 00 00
049CIA0F | DO ]'\ 00
U49C 5-\1F 00 00 00

Figure 78
A new unnamed event object is created by the backdoor:

043C3730 | 00000064
049C9734 | 043C9807

6A 00 push o XB7SW_B 0 X87SW_C3
€A 00 push 0 XB7SW_C1 0 XB7SW_CO
64 01 push 1 SF

6A 00 push ¢

E8 €2 B8 01 00 | €817 <apt29.CreateEventas |

>

X875w_C2 O
XB7SW_ES O

ns

SI‘U'

" #| ] unlock

13 [esp] 00000000
2: espv-i 00000001
3: [esp+8] 00000000
4

: [esp+C] 0000D0000
.Text:00417DES apt29.exe: $17DES #171E5

=
Woump1  @oump2  WWoump3  @oump4  Whoumps @ watch1  Ieellocals ' Struct el 000000
Address [Hex_ | Asciz I B " 3:§$§2 mmooo

Flgure 79

The binary enables the pipe to wait for connections from client processes, as displayed

D87 | 52 push ek x87 sw SF 0 xB7 su_P
paa| 50 push eax | f
EB EE 48 00 00 :511 <apr2s.ConnectNamedpPipes | w =
S e = De\'uﬂ{sidml)
T — — e ::l: [esp] 00ODODZCE
<apt23.ConnectNamedPipe> |z: [esp+4] D49CAEF
3: lesp+8] 00000000
|4. iesm-cJ uoooooun
.Text:00417DE9 apt29.exe: §17D89 #17189 = g
. iy i “" a8 9 SDDINICE
#% Dump 1 2% Dump 2 W% Dump 3 M¥0ump4 45 Dump 5 % Watch 1 be=] Locals & Struct 049C972C | D49CIAEF

Figure 80

Whether the C2 server specifies the “off” parameter in the network traffic, the malware calls

the DisconnectNamedPipe API:

50 ush eax g SRS
ES 39 94 01 00 €&l <apt29.DisconnectNamedPipe> | v
. E8 39 94 — ' . Defm(m:u)

i . esp] 00003412
<apt29.DisconnectNamedPipes ; [eso.rq1 049C9765
3: [esp+B] D49C9790

4: [esp+C] OFADODOOD
-TEXT: 00403306 aprl9.exe:$3306 #2706 Lesp ]

—
| e S IS W W el W e M (e IEEESREEY 00003412 |

Flugu"re 81
The buffer that will be exfiltrated is similar to the one presented in figure 66.
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Byte = 0x20 — extract timestamps for a file mentioned by the C2 server

The FindFirstFileA routine is utilized to locate a file specified by the C2 server in the network
traffic:

52 push edx . XB7SW_SF 0 X87SW_P O X87SW.U O
50 push eax eax:"t | smzos sazc

E8 09 DO FF FF | €@l <apt29.FindFirstFileas I " = = = .
Y » | Default (stdcall) * [5 £1[] unlock
17 fesp] 049CATA7 “test.txt

<aptaa.F FSTFileA> 1 2: [esp+d4] 043CAB4B
§3: CSDTBj 0000001
4: [esp+C] O49C95BC &"test.txt"”
.TeXT:00416506 apt29. exe:$§16506 #15906 e
Woump1  @Yoump2  @Yoump3  @h0uwmps  @Woumps @ watchi  Dellocals 4 struet Mﬂ:”u L S

The malicious process converts the file time to system time format using
FileTimeToSystemTime:

50 pusn eax | XB7SW_SF O NB7SW_ P O X87SW.U O
= I%:i: i 1 |
EB 46 69 FE FF -:aptzs FileTimeToSystemTimes —
: 5 | efout (stica) ~ [5_ 2] 0] unlock
ll: esp SCABSF
2:

sp+4] 049C9548
3: :sﬂ-ra 02898EBD
4: [esp+C] 77033CED ntdl11.77039CED

.text:0042F200 apt29.exe: $2F200 #ZEGDD - -
-wmmnl..-:ﬁv;ﬂz #!eb_ms &4 Dump 4 H':bzmos ;Q'-walm1 ==l Locals “f)‘-‘-su-un M‘H’(sﬂt Mi- 's;s',;"s.‘:

Figure 83

The GetTimeFormatA APl is utilized to convert the time from above to a time string (0x800 =

LOCALE_SYSTEM_DEFAULT, 0x80000000 = LOCALE_NOUSEROVERRIDE):

68 00 01 00 0O push 100 Auem_r o ymmesys  mwsim_s o eeweess
80 45 88 lea eax,dword ptr ss:febp-753 XETTW_E 3 (Empty)  x87TW_7 3 (Empty)
50 push eax
64 00 0 xB75tatusword D000
8D 45 EB lea eax,dword ptr ss:febp-1:§ MB7SW_B 0O XxB7SW.C3 0 xB87SW C2 O
S0 push eax XB7SW_C1 0 x87SW_CO 0 Xx87SW_ES O
68 00 00 00 80 push 80000000 X87SW_SF O x87SW_P 0 xSTSWU 0O
8 00 08 0O 0O ush 800 Bkl M i amma &
ES 1E 3D FD FF Iaﬂ! <apT29.GetTimeFormatas [} v [— — = =
P A - 5 EF l(! VWD
20 J | Unlack
esp—rﬂ 80000000
esp+8] 049C9548
4: [esp+C] 00000000
.TEXT:0042F231 apt29.exe:$2F231 #2E631 E'_L'?__‘i
@ 00000500
&% Dump 1 %% Dump 2 4% Dump 3 WS Dump 4§45 Dump 5 & watch 1 |*=| Locals & stuct
'mn | | || 049€94C0 | 049C3545
043C94E8 |00 00 00 00|83 DD BA 53| g0 95 9C 04160 95 aC 04 P P APTPR | | Moncxﬁ: Wmm
D49C94F8 | 30 BA 72 71| 00 00 00 00|00700 00 00RO S2 EF g; ,,,,,,,,,, sl
niaracns | Tamereaat| "“ =l 049C94CC | 00000100

Figure 84
The GetDateFormatA API is utilized to convert the date from above to a date string (0x800 =
LOCALE_SYSTEM_DEFAULT, 0x80000000 = LOCALE_NOUSEROVERRIDE):

R IW_% 3 LEMPLYJ  AS/IM_S 3 (EMPLY )

68 00 01 00 0O push 1@ ) g

BD 45 AB lea eax,dword ptr ss:febp-5sj KETTW_6 3 (Empty) XETTW_T 3 (Empty)

50 push eax

&A DO push 0 x875tatusword 0000

BD 45 EB lea eax,dword ptr ss:febp-1&] MB7SW_B 0 xB7SW_C3 0O xB7TSW.CZ O

50 push eax XBTSW_C1 0 XB7SW_CO 0O X87SW_ES O

68 00 00 00 BO push BODOODOC XB7SW_SF 0 XxB7SW_P 0 xB7SW_U o

68 00 08 00 OO ush 800 PO st e

E8 46 6A FE FF |£““ <aptl9.GethateFormatas | v =
T AT 5 | Default {stdcal) =[5 %100 unlock

11z }‘asp] 00000800
1 2: [esp+4] 80000000

i13: espv!g 043C3548
4:
- TEXTIOD42F255 apt29. exe:$2F255 #2E655 esp+C] 00000000

9% Dump 1 wmnpz E‘-;I:urpBH;hDu'mll moumps & watch1  [*=l Locals ;i‘ Struct ..o«cm E._m':-_ﬁ;:“ _ ... ou"

Address [wex ) Jascx | : | A [jO45C24CO| O45CaE S

SanaeL i & % |m|% Room i | oaais dhcnne

Figure 85

The final buffer that will be exfiltrated contains the file name, file creation date and time, and

the length of the file content:

| address | Hex E | ascIT |

DZ88031C [0 29 2A 11[AE 40 41 AF|00C 00 00 00|01 0D D0 00| R)*.®@A& ........

0288032C |00 00 00 00|4D) 00 0D 00|04 00 20 39|2F 32 31 2F|....M..... 9/21/ Figure 86
0288033C |32 30 32 31|20 38 3A 32|32 3A 31 32|20 50 4D 20|2021 8:22:12 PM

D288034C |20 20 20 20|20 20 20 20|20 20 20 20|20 34 20 20 4

D288035C |74 65 73 74|2E 74 78 74|0A 00 00 00|00 0D 00 00| LEST.THT........
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If any error occurs during an operation such as creating a file, opening a file, and so in all
studied cases, the malware formats the error message using FormatMessageA and copies it
to the final buffer (0x1000 = FORMAT_MESSAGE_FROM_SYSTEM, 0x2 =
ERROR_FILE_NOT_FOUND):

push o RBSIW_B 3 | EMPLY) RGBS IW_S 3 LEMPLY J
ush
gush edx xB75tatusword 0000
push ¢ X87SW_B 0 XB87SW_C3 0 x87SW.C2 O
push eax XB7SW_C1 0 xB7SW_CO O xB7SW_ES O
push 0 XB7SW_SF 0 X87SWP O X8TSWU 0
lpu“\ 1000 ! | e o
€&11 <apt29. FormatMessageas w
TR g nefajt{swai} * |5 &[] unlock
e [esp] 00001000
<apt29.FormatMessagea> 2, esp+4] 00DOO0DO
3: [espt+8] 00000002
4: [esp+C] 00000000
.Text:004165DA apt29, exe: S165DA #159DA P Al
: o 00001000
@Woump1  @oumpz  @Hoump3  @Hoump4  EMoumps @ watch1 | xelLocals ' Struct 043C955C | 00000000
Address | Hex ASCIT 049C 9560 | 00000002
028850336 | O 00 00 0 ] * | 0459564 | 00000000
02880346 |« o0 00 0 o o o S S 049C9568 | 02880336
0‘2'5“35 o 045C 95 6C | 00004000
an an an an anlan o alan an an an 043C9570 | 00000000

Figure 87
Byte = 0x21 — move a file to a new file

The response from the C2 server contains 2 file names. The process moves the first file to
the second one by calling the MoveFileA API:

i a0 —'..'-._| B9 54 24 04 mov dword ptr ss:[fespssf,edx [esp+4 KB7SW_SF O XB7SW_P 0 XBTSW_U o
i o | 00432F36 89 04 24 llm:u. dword ptr ss: fespl, eax l_as;_—._'_- Ay T
Eg—> EB 02 3a FD FF E&1Y <apt23.mMoverileas LY .
i -Em Seetivan gissrs s » | Default (stdcal]) * |[s_[2][] unlock
N T—. I [esp] 028A9359 “testi™
<apt29.Moverileas Eespvq 02BA935F "test2”
esp+8] 00000002
[_esmc] 049C000 &"testl"”
.Text:00432F39 apt29.exe:§32F39 #32339 = i
e : E a M muss:s “tuu."
% Dump 1 4% Dump 2 2% Dump 3 Woumps  @oumps @ watch1  (eelLocals & Struct D49 909C | 02BA935F | "testz"

Figure 88
The buffer that will be exfiltrated is similar to the one presented in figure 66.

Byte = 0x22 — copy a file to a new file

The response from the C2 server contains 2 file names. The malware copies the first file to
the second one by calling the CopyFileA API:

MBTSW_C1 O XxXBFSW.CO D XxB7TSW_ES O

C7 44 24 08 01 00 00 00 mov dword ptr = o1 -
+4 , edx Lesp+4 XB7SW_SF 0 xB7SW_P 0 xB7SW_U

B9 54 24 04 mov dword ptr s °

89 04 24 mov dword ptr s pl, eax [esp]: B e T

ES EC A4 FD FF | @l <apt29.CopyF1leax | = = —

ES-ELIA e 5 =[5 120 unlod
<apt29.copyFilear | 2: 2BA935E “test2”

+TEXT:0043303F aptl9.exe: $3303F #3243F

%% Dump 1 WeDump2 % Dump 3 ¥oump4  E4oumps @ watch1  [*elLocals J’ Struct mﬁ:}‘;‘:g[ntuggo
L i . . =

sAdrace | uaw Taerrr i

Figure 89
The buffer that will be exfiltrated is similar to the one presented in figure 66.

Byte = 0x23 — delete a file

The response from the C2 server contains a file name. The binary deletes the file using the
DeleteFileA function:

89 04 24 mov dword sBespl, eax T fespl: | e
EB F6 05 FE FF |caln (aptzs De‘leteﬁ‘eh | v= =
E8Fe 05 Default (stdcall) » |5 -_DthDd'

1= ] p] 028BA9358 "testi”
29 D! i!\:!ﬁ‘liaﬂ} 2: [esp+4] 02880318
T

3: [esp+8] 00DD0DOL
4: [esp+C] 045C5000 &"tresti”

eXT:00433139 ApT29. exe: $33139 #32539 TSR T
M e SR ECE R PSR SRR S P IEESEREE] 02849358 | “testi”

Flgure 90
The buffer that will be exfiltrated is similar to the one presented in figure 66.
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Byte = 0x24 — retrieve the current directory for the process

GetCurrentDirectoryA is used to extract the current directory for the process:

B9 44 24 04 mov dword ptr ss:esp , eax XB7SW_S5F 0 xXB75w_P 0 X87SW_U o
£527 24 fE FF |2 <aptad.GetcurrentBirectaryhs i o
E3 27 14 5 | Defaut Gstdcal) > |5 = [Junioct
[<aptza. Gemrectwy» 1: [:::nﬁg;ggg:s
t:i::g Uaggig ntd11.77020860
«text:004331E0 apt29.exe: $331E0 #325E0
“Woump1 @oump2  PSoump3  @oump4  WMoumps @ watchi  [ellocak ¥ Struct m|
Figure 91
The final buffer that will be exfiltrated contains the path extracted above:
| address | Hex | ascIz |
D288031C 72|[BE 40 41 AF||00 00 OO0 00|01 OO0 OD 00| SOOSSEA ........ Figure 92
D285032C |00 00 00 00|33 00 00 00|81 D0 43 3A|5C 55 73 65| .cuc3ere.. C:ihUse
0288033C |72 73 5C cC 44|65 73 6B 74|6F 70 00 00| rs{llDesktop..

Byte = 0x25 — create a directory

The response from the C2 server contains a directory name. The backdoor creates the new
directory using the CreateDirectoryA routine:

€7 44 24 04 00 00 00 00 mov dword ptr se:fesps & B XB7SW_S5F O XB7SW_P U a7 Sw U o
89 04 24 mov dword ptr espd, eax _'a-.r.__- = S P P o
EB 89 78 00 0O | EaINi<apt29. Creur_d)irzr_tnryb | :
it Defa\.lttshclcal} = |[5 [#][] unlod

>

: [esp] 02849358 "testi”
: espvd 00000000
az 2591-3 00000001
-t: espﬂ: _D43C3000 &"testl"”

.Text: 00433492 apt29.exe: §33492 #32892
) O2BA9358 'tes\:x“
% Dump 1 WSDump2 %9 Dump 3 ¥eDump 4 @Y Dumps & watch 1 [==] Locaks #' Struct W 1

Figure 93
The buffer that will be exfiltrated is similar to the one presented in figure 66.

Byte = 0x26 — delete a directory

The response from the C2 server contains a directory name. The binary deletes the directory
using the RemoveDirectoryA routine:

| s|oos33zas 89 04 24 mov dword ptr ss:fespl, eax fesp]: _ = —
L EB 14 98 FF FF lu‘ll <apt29. Removelirectoryas | v =
;e : E8 14 98 - Mi,(mm; »[5 15100 uniodh

e 1: [esp] 028A9358 "testi”
’Tmzs.nm"amryb 2: [esp+4] 02850318

3: [esp+8] 00DD0DOL
4: [esp+C] 043C9000 &"restl”

TEXT:004333A7 apt29.exe:$333A7 #327AT

e | E—
e ) R W TS W e W R W i) W mns:ssﬁsu-

Flgure 94
The buffer that will be exfiltrated is similar to the one presented in figure 66.

Byte = 0x27 — change the current directory for the process

The response from the C2 server contains a directory name. The process changes the
current directory for the process to this directory:

o oo4332c1] 89 04 24 mov_dword ptr ss:[espl,e [espl: |5 — - =
. E8 03 3B FE FF :c‘“ :aptz? Se‘tcurrenwl rectaryb V= =
o - ERERn 5 | Defoult (stdcal) v [5_13]0] unlock
i ST 1: llﬂDl 028A9358 "testl”
<2pt29.SetCurrentDir ectorya> 21 lesp+4] 02880318
|3: [esp+ s% 00000001
4: es 049(9000 &"test1”
-TexT: 00433204 aptl9.exe: $332C4 #326C4 Bt
i = adill 4 i = [~ eiaal TS m‘ﬂ!lW!SUT "test1”

Figure 95
The buffer that will be exfiltrated is similar to the one presented in figure 66.
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Byte = 0x28 — set the current directory for the process to the % TEMP% folder

GetTempPathA is utilized to retrieve the path of the % TEMP% directory:

aa 44 24 04 mov dword ptr ss: c p+ ! eax XBTSW_SF O XB7SW_P O XBTSW_ o
24 00 04 00 00 mov dword ptr ss: e = et
Es cz DA FC FF | E&TN <apt29. G!\‘.TalmPathA} I w e
, | Default (stdcall v [s 510] unlock

"1z [esp] 00000400
": esp+4] 049C91D4

i‘esn—fs‘ 043€5210
-1-. fespd{j 7020860 ntdll, 77020860

| +TexT: 00433533 apt29.exe: $33539 #32933

¥Woump1 @oump2z @oump3  Y0uwmpd  Woumps @ watch1  bellocals Y Stuct M|
Figure 96
The file changes the current directory for the process using the SetCurrentDirectoryA API:
ﬁ:ﬁ——»lm R B oeeb ere e e oy . IWGM TTESS=ES —
-«ibi"zs"sétfur'reﬁnirei:'twyii |§ ng:vl-a ‘xgcu;:l):c é\l{hﬁ:?s\ m?g:}}tﬁ
|| 3: [esp+8] 045C3210
L TeXTID043354E apr29. exe:$3354E #3294E |AS e iEznztass i T 2RRennt
e __a e o | ea__ - | By gL | @ 4 JEEEEREE] 0495104 | 'C:\\Users ataviLocaly.Teng

Figure 97
Byte = 0x29 — retrieve the valid drives on the system and their type

The valid drives on the system are extracted by calling the GetLogicalDriveStringsA function:

B89 44 214 04 mov dword ptr ss:[fesp+ l eax | x875W_sF D XETSW_P 0 XBTSW_U ]

C7 04 24 00 04 0O OC lmg\,— dword ptr ss:fespl, | | st e L

EB 39 46 FD FF call <aptis. GctLug:ca'IDHveSl:Hngsb =1
o " Defauilt ( 0 = ::D

<apt29.GetLogicalDrivestringsas | 2: [esp+a] o4acacas
| 3: ?esm-s 76452408 bcryptprimitives. 76452408

|4 gsp-rc'l 7EAS 2500 bcryutur1'n1t1ves TBASZE00
-text:0042EFDA apt29.exe: $2EFDA #2E3DA

@Woump1 @Yoump2 WEDump3  Wloump4  MDump5 @ wachi  Dellocs ) Stuct REESEERE 00000400

Figure 98
The backdoor extracts the type of the drive using the GetDriveTypeA API, as displayed in
figure 99.

89 04 24 |M\-’ WOI"G ..c-[" j I :—\‘ smaeia o imm o - P
E:E——> EB 3C CO 00 00 | cal1 <apr29 Gz‘tDr1veTypeA> v = -
- ", | pefaut (stacal) =[5 2107 unlock
1 [esp] D4sCBC28 "C:ii\"
[<aptzs. semrwumw [esp+4] D43CBC28 "C:\\,
'3: :SD Si 76A52408 bcryutnr mitives.76AS2408
d A
iz < TEXT:0042F003 apt2d.exe: SZF003 #2E403 ‘ eSH L bcryp\:srmwwes ZCAS2200

- =T S ) B R W S B C Mcuscaczs[t\\

Flgure 99
The final buffer that will be exfiltrated contains the drives name and a string that categorizes
their type:

address | Hex | ASCIT |

0288031C [69 C2 C2 6I|[AE 40 41 AF] 00 00 00 00|01 00 00 00| BAAIS@A ........ Figure 100
0288032C |00 OO0 OO OOD|2E OD OO0 00|81 00 43 3A|SC 20 66 B9 | .. .ccnnuan c:y Ti

0288033C |78 0A 44 3A[5C 20 63 64|72 0A 00 00|00 00O 00 OO|x.D:% cdr.......

The following strings are hard-coded and indicate the type of drives: unk
(DRIVE_UNKNOWN), nrt (DRIVE_NO_ROOT_DIR), rmv (DRIVE_REMOVABLE), fix
(DRIVE_FIXED), net (DRIVE_REMOTE), cdr (DRIVE_CDROM), ram (DRIVE_RAMDISK)
and und (most likely UNDEFINED).

Byte = 0x2A — retrieve the computer Uptime and encrypt the value

The malware calls the GetTickCount function and stores the result in a separate buffer:

(ETremm e et B 0043AC72 | ES BS 84 FC FF | €a17 <aptz9.GetTickcount> [
Figure 101
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The 4-byte value extracted above is encrypted using a custom algorithm:

JLextiBad3ACT2

Ltexti@843A072 loc 43AC72:

Jdext:@e434C72 call GetTickCount

Ltext: 80438077 mov edx, 186240D03h

Ltext:8843AC7C mul edx

Ltext:8843ACTE mov eax, edx

Ltext:8843AC38 shr eax, B

Ltext:8e434083 mov [ebp+var_38], eax

Ltext:88434086 mov eax, [ebp+var_38]

Ltext:8843AC89 mov edx, 91A2B3CSh

text:@843ACSE mul edx

Ltext: 80434098 mov eax, edx

Jtext: 80434092 shr eax, BBh

Ltewt:B843AC95 mov [ebptvar_3C], eax

Ltext: 88434098 mov ecx, [ebpt+var_38]

Ltext:8843AC98 mov edx, 91A2ZB3CSh

TdextieadIACAR mov eax, ecx

Stexti@ed3ACA2 mul edx

Ltext:8843ACA1 mov eax, edx

Jtext:@ed3ACAE shr eax, BBh

Ltext:8043ACA9 mov edx, eax

Ltext:8843ACAE mov eax, edx

Ltext:8843ACAD shl eax, 4

Ltext:8843ACE8 mov edx, eax

Ltext:8843ACE2 mov eax, edx

Ltext:8843ACB4 shl eax, 4

Ltext:8843ACE7 sub eax, edx

text:88434CB9 mov edx, eax

text:8843ACBB shl edx, 4

Ltext:8843ACBE sub edx, eax

Ldext:@@d3ACCH mov eax, ecx

Ltext:8843ACC2 sub eax, edx

Ltext:8ed3aCC4 mov [ebp+var_48], eax

Ltexti 88438007 mov eax, [ebpt+arg_4]

Ltext:@843ACCA lea edx, [eax+lEh]

Ltext:8843ACCD mov eax, [ebptvar_ 48]

Ltext:B843ACDE mov [esp+eDSBh+var D48], eax

Ltewt:B843ACD4 mov eax, [ebptvar_3C]

Ltext: 88434007 mov [esp+eD5Bh+cchData], eax

Ltext:88434C08B mov [esp+eD5Bh+var_D5@], offset aUptime5de2dh ; "uptime X5d.%¥e2dhin"
Ltext:88434CE3 mov [esp+BD5Bh+nsize], 4@@8h

Ltext:B843ACEE mov [esp+eD5Bh+1lpString], edx

text:@843ACEE mov eax, ds:wnsprintfa
Figure 102
The final buffer that will be exfiltrated contains the result of the above encryption:
| address | Hex | AsCII |
0288031C D6 DE DE D&JJAE 40 41 AF|00 00 00 00[01 00 00 00| DPPOS@A ........ Figure 103
0D288032C (00 OO0 OO 00|31 OO0 OO0 OO0 [ FOIF4 69 6D B5|....1..... uptime
0288033C|20 20 20 20|20 35 2E 31|39 38 38 63|0A 00 OO 0O 5.1988h. ...

Byte = 0x30 — retrieve the path of an executable that corresponds to a particular process ID

The response from the C2 server contains a string with a process ID. The atoi function is

used to convert the string to a number:
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50 push eax |eax: s [ oo =

EB 53 D9 FD FF call <aptz9.atoi> | w = = =

e an : ! - Defaudt (stcal) «1[5 =0

b ] Fun] 028A9356 "5192"
2: lesp+4] 02880318

31 kesDrB 00000001

4 esp—v-c _045C3478 475152

R SR e WY e e T R mozuﬁse sm‘

Figure 104
The malicious binary opens the local process object that corresponds to the process ID using
the OpenProcess routine (Ox1FOFFF = PROCESS_ALL_ACCESS):

. 50 push eax XB75W_C1 0 xB7SW_CO O xB7SW_ES O

I TNEE - A 0O aus xs SW_SF O xXB7SW_| P 0 xBTSW_U o

Ll et . 68 FF OF 1F 00  |push 1FOFFF e ———— A
Ho €8 AS D5 FD FF cu'f“l <apr29 OpenProcess> —

v i |

I EE e 5 | Defauit (stical) > [s 100 unlock
Ix esp] ODOLFOFFF it

<au|:2§ onwrncr_'.ss i [esp-4] 00000000

3 g!sD +8] 00001448

4: [espiC] 04C3478 475192

~TEXT:004259AF aptld. exe: $259AF #24DAF

Woump1  E4oump2  UHDump3  YH0ump4  PWDumps @ watchi  Ieellocls ' struct e e
| arrace | uav lasrer i : 1. lo4sco460 | 00001448
Figure 105

EnumProcessModules is utilized to enumerate the modules of the targeted process:

push esi XB7SW_B O xB7SW C3 O xB75w (2 O
GS 00 80 00 00 push B00¢ XBTSW_C1l O xBTSW.CO O NB7TSW_ES O
push edx XBTSW_SF O NXBTSW_P 0 XB7TSW_U o
={' push eax 202 nme
E8 34 1D FE FF €Al <apt29.EnumProcessModules: | vl _..-D
i = l:lyelu;(swcal} . - 2| Unlock
<apt29.EnumProcessModules> [ 2: [!sp]“ 049CFO33
|3: [esp+8] 00008000
45 !spr Olﬁ:FﬂlF
.text:00425A03 apt29.exe: $25A03 #24E03 [
F " 1 ) D0D002CE
Woump1 @Soump2  Whoump3  Woump4  PMoumps @ watch1  Ieellocals 4 Struct D49C 9956 | 049CFD33
9460 | D00OS000
\address juex e | ASEIL 1 I~ 045c3ica sscroar

Figure 106
GetModuleFileNameEXA is used to retrieve the path of the file that contains a specific
module. This is an interesting way to find out the path to the executable that corresponds to
the targeted process ID:

&8 00 04 00 00 push 4 ¥/ STATUSWOra DUoU
ap B5 ES FB FF FF Tea e51,dword ptr ss:Qebp-415] X87SW_B O XB7SW_C3 O X87SW_C2
push esl XB7SW_C1 O xXB7SW._CO O xB7SW_ES
sz push edx
push eax
u 10 ED FD FF CHIT <apt29. GetModuler 11 eNameE XA
- URR—— esp] D0000ZCE
<aptas, TeFilen 2: [espr4] 00400000 apt2s. 00400000
esp+8] 049C9038
.TeXT:0043808F apt29.exe:$380BF #374BF SRS L G0N0
Woump1  Goump2  WDump3  ¥M0ump4 G DumpS @ watch 1 [e=llocals 4 Struct o~
[augress [yex — Jaxn I i

Figure 107
The final buffer that will be exfiltrated contains the address of the module from above and the
path to the executable:

| address | Hex P | AscIz |

0288031C [BE 04 05 COJAE 40 41 AF|00 0D OO0 00|01 OO0 OO OO0 |g..AP@A ........

0288032C (00 00 OO0 00|53 00 00 DO|80 OO0 30 78|30 30 34 30 o 0x0040 Figure 108
0288033C | 30 30 30 30|20 43 3A 5C|50 72 G6F 67|72 61 €D 20|0000 C:\Program

0288034C | 46 69 6C 65|73 20 28 78|38 36 29 5C |57 69 6E 61|Files (x86)\wina

0288035C | 6D 70O 5C 77|69 6E 61 60|70 61 ZE 65|78 65 DA 0O |mpiwinampa.exe..

Byte = 0x31 — kill a process

The response from the C2 server contains a string with a process ID. The backdoor opens
the local process object that corresponds to the process ID using the OpenProcess routine
(Ox1= PROCESS_TERMINATE):
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89 44 24 08

mov dword ptr 5s: -eso-.—z}.ea\ XBTSW_C1 O xB7SW._CO 0 xB7SW_ES O
C7 44 24 04 00 00 00 00 |mov dword ptr ss:flesp+ad,o X87SW_SF O XB7SW_P O X87SW U O
€7 04 24 01 00 00 00 mov_dword ptr ss:fesp], 1 o —
EB8 19 CC FF FF “." <apt29.0penProcess> L

5 | Defaut (stical) ~ |5 (100 urod

-1:E ] D00OOOOL
<ApT25.0penProcess> EX ::%ﬂ] 00000000

3: [esp+8] 00001448
049C9480 &"51927

-Text:0040633E apt29.exe: $633E #573E

WWoumpl  @Yoump2 WWDump3  @WDumpd  UMDumps @ watchi  bellocls P Stuct

Figure 109
The binary Kills the targeted process using TerminateProcess, as described in figure 110:

e €7 44 24 04 00 00 00 00 |mov dword ptr ss:[Qesp-<§,0 XETSW_C1 0 XB7SW_CO O XxB7SW_ES O
. BB 45 B4 mov eax,dword ptr ss:febp-4c) XBTSW_SF 0 XB7SW_P 0 XB7SW_U o
| 893 04 24 mov dword ptr ss:[fespd,eax T e
.

.

4 e )
E8 78 5C 01 0O | €&l <apt29.TerminateProcess> | Wi

, | Default stacal) v [s 2100 uniodk

| "1t [esp] 000DDDZCE
<aptzd. TerminateProcess> En Lsplﬂ e
| 3: [esp+8] 00001448
a: 049C3480 &" "
.text:004063BF apt29.exe:§63BF #57BF b LespiCl 043C3480 &° 5192

¥Woump1 @Youwmp2  @yoump3  @oumps  @oumps @ watch1  Dellocals 4 Struet Mﬂc,‘x WEEWE‘E
Figure 110

The final buffer that will be exfiltrated contains the string “term” (which probably refers to
terminate) and the process ID:

| address | Hex | AscIT |
D288031C |[ED 2B _2C EE||AE 40 41 AF|00 OO0 OO0 00|01 OO OO0 OO | B+, 19EA +..ou... Figure 111
D288032C |00 00 00 00|29 00 00 OO|81 00 74 65|72 6D 20 20|....7..... term

D288033C| 35 31 39 32|0A 00 00 00|00 0O OO 0O|0D OO OO OO[51920...........

Byte = 0x32 — create a new process

The response from the C2 server contains a process name. The malware creates this
process by calling the CreateProcessA API:

bofich S R T | xa7’o 3 (Empty) xB7TW_1 3 (Empty)
S Ia Peisp B orss bt X87TW_2 3 (EmpTy) xB7TW_3 3 (Empry)
€7 44 24 1C 00 00 0O 00 mov dword ptr = X87TW_4 3 (Empty) XB7TW_5 3 (Empty)
C7 44 24 18 00 0O 0D 0O mov dword ptr s XB7TW_6 3 (Empty) x87TW._7 3 (Empty)
€7 44 24 14 00 00 00 00 |mov dword prr s

€7 44 24 10 00 00 00 OO0 |mOv dword ptr s x87Statusword 0000

€7 44 24 OC 00 00 00 00 |mov dword ptr s | x87SW_B O xB7SW.C3 0 XB7SW.C2 O
€7 44 24 08 00 00 00 0O mov dword ptr | XB7SW_C1 0 xB7SW.CO 0O XB7SWES O
B9 44 24 04 mov dword ptr s [esp+d XB7SW_SF 0 XxB7SW_PF O xBTSW U O

C? 04 24 00 00 00 00 mov_dword prr
E8 98 &0 02 00D €&l <apt29.cr v -l
.|(. v oy o e T - Default (stdcal) * |5 3] Unlock

3

_.L__ EH] Eun} 00000000
<apT23.CreateProcessas |2: |esp+d] 028A9356 “cmd.exe”

| 3: [esp+8] 00000000
| 4: [esp+C] 00000000

-Text:D040653C apt29.exe: $653C #593C

oump1  @pump2  W¥Dump3  @oump4  @Dumps B watchi  IxelLocals 3 struct
Address ASC I
049C946C @8 00 00 00|00 00 OO 00|00 OO0 00 00|00 00 0O 00 s_ ssssaasaansan

049€947C (00 00 00 00|00 00 00 00|00 00 00 00|00 00 00 00...
049C948C |00 00 00 00|00 00 00 00|00 00 00 00|00 00 00 00
049C945C | 00 00 00 00|00 00 00 00|00 00 00 00|00 00 00 00
04SC94AC |00 DO 00 00| 50 93 8A 02

Figure 112
The final buffer that will be exfiltrated contains the ID of the process created earlier:

Address | Hex ASCII |
0288021C |[BE 7D 7D 6E[AE 40 41 AFJ00 00 00 0O(01 00 00 OO|RM}}ne@A ........ Fﬁgure 113
0288032C |00 00 OO0 OO|28/ 00 OO OD|81 00 70 69|64 20 20 34| ....(..... pid 4
0288033C| 35 31 36 0OA|[00 OO OO 00|00 OO0 OO0 00|00 OO0 OO0 O0|516. - cc.eeee.nn.

Byte = 0x33 — create a new process in the security context of the credentials received from
the C2 server

The response from the C2 server contains the following data: user, password, Windows
domain, and process name. Two anonymous pipes are created using the CreatePipe API:
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€7 44 24 OC 00 40 00 00 XB7SW_B O xB7SW L3 0O xB7SW_C2
XBTSW_C1 0 x87SW.CO O xB7SW_ES

XB7SW_SF 0 X87SW.F 0 X87SW_U

mov dword ptr ss:[fesp+CJ, 4000
mov dword ptr ss:fesp+S§,ebx
tfespr4l, edx
| E3X

[=E-2-]

O43CBEDF

S TexT:00434DA5 apt29.exe: $34DA5 #341A5

Woump:  @oump2  @HDump3  Woumpd  BHoumps @ watchi

Ieltocals 4 Struct

FF FF FF|FF FF FF FF|FF FF FF FF|FF FF FF FF

O49CBEFB|0OC 00 00 0O|00 00 OO0 0OD|01 OO0 0D DD|75 73 65 72| vsvseesnss USEr

€7 44 24 OC 00 40 00 00 mov dword ptr ss:[Jesp+CJ, 4000 XB7SW_B O xB7SW L3 O xB7SW C2 O
yebx IB?M:I. O xB87SW.CO O xB7SW_ES O
D lB?M 0 x875W.U O

= [5_ 3] [J unlodk

O049CBEET

< TexT:00434DEE apt29.exe: $34DES #341E8

ouwmp1  Poump2 @S Dump3 @ Dump s

Figure 115
GetCurrentDirectoryW is utilized to retrieve the current directory for the process:

00434FAC 89 34 24 04 mov dword ptr 5s:

sp- 4, eax X8TSW_SF O X87SW_P
00434FBO €7 04 24 00 08 00 00 mov_dword per ss.lsi 500 Bttt -

ﬁtn:urrmdt rector

espr4] 043C00D0
esp+8] 028AA166 “cmd. exe™

. Text:00434FB7 apt29.exe: S34FB7 #343B7

@Woump1  @Hoump2 Eioump3  MDump4  @EDumps @ watchi  [rellocals 4 Struct

Figure 116
The binary creates a new process that runs in the context of the credentials extracted from
the network traffic via a CreateProcessWithLogonW function call:

>

o 00434FF7 89 5C 24 28 mov ss:l::gnz 1 X87rS DO0OOOOOODDDODOOOOO0 STS EMPEy 0.00000000
o 0o4z4rFe B9 44 24 24 mov s55:flesps24], eax x87r6 00DOOOOOOODOONOO0000 STE EmPTy O0.00000000
o 00434rrF 80 85 BO 77 FF FF Tea ptr_ss:[eb, X87F7 D0OOOOOOODDDDOOOOOO0 ST? EMPTy 0.00000000
o 00435008 89 44 24 20 mowv ssiffesp-2 [esp+2

o 00435009 €7 44 24 1C 00 0D 00 00 |mov :fespeic %87Tagword FEFF

o 00435011 €7 44 24 18 04 00 00 00 |mov ss:fesp-15§, 4

o| 00435013 8D 85 Bo &F FF FF Tea ptr_ss:fiebp’ il f?;t"; i il e

& | 0043501F B9 44 24 14 mov 551 * eax [esp+1 XB7TTH_4 3 ( Y. Xﬂm-i 3 (B )")

o 00435023 €7 44 24 10 0O 00 00 00  |mOV 551 - Empty) = mpEy

o 00435028 C7 44 24 OC DO 0O 00 DO |mov ss: X8TTW_6 3 (EmpTy) x87TW_? 3 (Empry)

o] 00435033 88 45 €8 mov ebp-1

o] 00435026 89 44 24 08 mov Bsp+E x875tatusword 0000

& D043503A BD B85 BO &7 FF FF Tea XB7SW_B 0 xB7SW.C3 0O XB7TSWC2 O

o | 00435040 04 mov [esp+d XETSW_C1 0 xB87SW.CO O xBTSW._ES O

® | 00435044 BO &5 FF FF Tea XBTSW_SF 0 xB7SW_P 0 XxB7SW_U o

o] 00435044 mov espl: [ -

- w [

. Default (stdcal]) * [s_+10] unlock

esp+4] O43BFDDO L"DOM"
esp+8] 049BFFDOD L"pass™
L, TEXT: 00435040 apr29, exe:$35040 #3444D SRt P

Woump1  Y4oump2  ENoump3  YHDump4

049C0C50

18888888
128888288
18888888
18882888
128888288

The executable extracts a handle for each module in the process created above by calling
the EnumProcessModules routine:

54 oc awar n‘t B RS/ BLALUSWUT U

33 23 08 04 00 00 00 XB7OH.E8 0 XSISW.C3 O XE7SKC2 O
%5 BO 7F FF FF Bt xB7SW CL O XBTSWCO O xETSW_ES O
54 24 04 : % X87SW_SF 0 XB7SW_P 0 X87SW.U O

04 24
> [5_12]0J Unlock

£sp+4] 049C15D0
e5p+8] 00000004
esp+C]_049C9504

.Text:004351E0 apt29.exe: $351E0 #345ED

@Woump2 @oump3 @l oump @Woumps @ wah1  bellocals ) Stuct

AaGe1ERn AR AR ANTAR AR AR ARTAR AR (A ARTAR AR AR AR

Figure 118
There is a call to GetModuleFileNameEXxA that extracts the path of the file containing the
above module:
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€7 44 24 OC 00 04 00 00 mov dword ptr Es §esu s, 4 xB7Statusword 0000

i 8D 9D BD 6B FF FF lea ebx,dword p .[ bp- 9| i | MBTSW_B 0O x875W._C3 0 x87SW.C2 O
iy . B9 5C 24 08 mov dmrd ptr f +og, ebx XB75W_C1 0 xB7SW.CO O XxB7SW_ES O
1 . 89 54 74 04 mov dword ptr s ESP edx )(E?SI' SF 0 xB7SwW_| P 0 xB7SW_U o
§f L] B89 04 24 mov dword ptr s u1 Pk B e S S —
g E8 B6 1B FE FF JEaI <apt29. Get™ uieH'leNmee:» I = =
i e P —— ——y X [ W
e | - + [esp]
<apt29.GetModulerileNaneExA> {2: esprd) eerzeses
{3: [esp+8] 043C01DO
i 4: [esp+] 00000400
(ENELIODNERI0 WUAE ©8: 883210 #2 1K1 R as i S—

$houp! o2 MDump3  WMoupd  Whoumps @ wetch1  ellocas ¥ struct C| 6E726568

Figure 119
The buffer that will be exfiltrated is similar to the one presented in figure 108.

Byte = 0x34 (same execution flow as 0x33)

Byte = 0x40 — retrieve the current process ID, the path of the executable, the hostname, the
username, and the default locale

GetModuleFileNameA is utilized to extract the path of the executable of the current process:

€7 44 24 08 00 04 00 00 |mov dword ptr ss:Qesp-adTio = XB7SW_B O XBTSW.C3 O XB7SW.CZ O
BD B CB FC FF FF lea eax,dword ptr 55 [ebp ;E-:j MB7SW_C1 O XxXB7SW CO O XxB7SW ES O
59 44 22 04 mov dword pr ss: esc I eax esp+: XBTSW_SF 0 XB7SW_P O XB7SW.U O
€7 04 24 00 OO 00 0O mov_dword ptr ss: cmme m A mme T s -
EB 5C FD FF FF can c.mtzs aemoaunrﬂe»mw e

= (5 2] uniock

Default (stdcall)

1i [esp] 00000000

I[2: [esp+a oascsu.a "FNSWIbcHTFo5Z 3ZMAYETEUWSaE,/
3: esp+8] 000004

41 esn«:] 3435506&\

»

<apt29.GetModulerleNamea>
. TExXT:00416BDF apr29.exe: $16BDF #15FDF

$oump1  @HDump2?  $MDump3  GWDump4  WMDumps @ watchi  bellocals 2 St
| andrece [ Hax lasrrr I T

Figure 120
The malware retrieves the NetBIOS name of the local computer and the user name by
calling the GetComputerNameA and GetUserNameA functions, respectively:

o o 53 44 24 04 v dword ptr s Eesp 4; ea XB75W_C1 0 XB75W.CO O XB7SW_ES O

w0 BD 85 C8 FD FF FF ‘Iea eax, dword p ; 2388 XB7SW_SF 0 XB7SW_F 0 XB7SW.U O

ol o 89 04 24 mov_dword ptr : Ecsp eax O

| E8 F2 C4 FE FF €Al <apt2s. GeTCompuTErNameA> | =

‘E es F2 {4 call_<apt > [oefat tea <15 121 0] trkod
1: [esp] D43C9558

| <apt29. GetComputer

[2: Eesp'r-i 043C9758
EH
4

esp+3] 00000400
: [esi 34355064
. TeXT:00416C11 apr29.exe:$16C11 #16011 2 LEsDE] SAASE08

@Woump1  @oump2  W%0ump3  @Moump4  @Houmes M wach1  iellecls | P stuct IR Daxcoess
Figure 121

. 89 244 24 04 mov dword ptr s fcsu } eax XB7SW_C1 0 xXB875W.CO0 O XB7SW_ES O
- 8D 85 C8 FE FF FF Tea eax,dword tr i 3 XB7SW_SF 0 XB7SW_P O XxB7SW.U O
w0 89 D4 24 mov duurd ptr ‘csu cah by
F—Fe E& 17 59 00 00 IW <ap:29 Getuseruuw I vl -
. T 5 | Default {stical]) * [5 £] unlock
E——— . -[1: [esp] D43C3658
<apt29.GetUserNamed> i 2: EESDTA!} 043C9758
'3: [esp+8] 00000400

| 4: [esp+C] 34355064
.Text:00416C40 apt29.exe: S16C40 #16040 Pt

& fesprcl sasssosa
Woump 1 Poump2  WDump3  WMDumps  EM0umps @ wath1  eeliocals Y Stuct [ et |
Figure 122

The current process ID is extracted using the GetCurrentProcessld routine:
EE— ¢ [ es 57 se 0100 Ga <apt25. Geteurr entProtessTd>
Figure 123

GetLocalelnfoA is utilized to retrieve information about the default locale for the user or
process (0x400 = LOCALE_USER_DEFAULT):

“
v
, | Defauit (stdcal) ¥ Dum
esp)
|2: [espr4] 00000003

| 3: [esp+8] 049C975C
| 4: [esp+C] 00000010

C7 04 24 00 04 00 0O : i
E8 €8 €9 01 00 call anczs sm.oca!e:nfw

89 44 24 OC mov dword ptr 55 t-e p+Cl, eax xB875tatusword 0000

8D 45 CC lea eax,dword ptr len ER! | XBTSW_B O xBTSW.C3 0 x87SwW.C2 O

89 44 24 08 g S+ 5], eax XB7SW_C1 0 XB7SW.CO 0 X87SW_ES O

C7 44 24 04 03 00 00 OO o3 XBTSW_SF O !975\LP o 1875\\' u D
D0 —

Whoume i GHoump2  WDu3  oumps  Eoumps 8 watch1  I-llocals & Struct

__|asciz = B
Flgure 124

e T
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The final buffer that will be exfiltrated contains the current process ID, the path of the
executable, the hostname, the username, the “AppID” value, the C2 server, the HTTP
method used during network communications, the pipe name mentioned in Case1 of Data
Exfiltration, and the user’s language (English — United States):

Address | Hex ASCITI

0288031C |3C| 88 88 3ICJAE 40 41 AF| |00 OO0 OO OOD|O1L OO OO OO {..Q§@A ........
0288032C |00 00 OO OO|CF OO OO 0Q0O|81 0D 70 72|6F 63 3A 20
0Z288033C | 20 32 39 36|20 43 3A 5C|55 73 65 72|73 5C 296 C:\Users
o0288024C [l sc 44 65|72 6B 74 6F|Z0 SC E1 70|74 22 39 zE.\DesktDp\aptze.
0288035C |65 78 65 0DA|GC 6F &7 G69[(6E 3A 20 44(45 53 4B 54| exe.login: DESKT
0283036C | 4 50 2 GGG - -- o~ e 125
0288037C | 44 3A 20 20|20 20 30 78|41 46 34 31|34 30 41 45 |D: OxAF41404AE

0288038C(0A &8 6F 73|74 3A 20 20|73 61 6C 65|73 61 70 7O .host: salesapp
0288039C | 6C 69 61 GE|63 65 73 2E|63 6F 6D 3A|38 30 3A 38| Tliances.com:80:8
028803AC| 30 0A 6D 65|74 &8 3IA 20|20 47 45 54|20 32 35 36| 0.meth: GET 256

028803BC (DA _TO €3 FO(65 A 20 S5C|5C 5C 70 63|70 65 5C 44| .pipe: ‘M\pipe\D
028803CC |65 &6 50 63|70 65 0OA BC|61 GE &7 3A|20 20 45 4E| efPipe.lang: EN
028803DC |55 0A 64 65(6C 61 73 3A|20 35 38 00|00 00 00 00| U.delay: 58.....

Byte = 0x41 —retrieve the current process ID, the path of the executable, the hostname, the
username, and the default locale

GetModuleFileNameA is utilized to extract the path of the executable of the current process:

o D043AE5C €7 44 24 08 00 04 00 00 mov dword ptr ss: v 4 XBZEMR T ETEMIOA D ARSI
o 004 1| 8D 85 A4 F3 FF FF lea eax,dword p p-cscl XB7TSW_C1 O X87SW_CO O XBTSW._ES O
. A 89 44 24 04 mov dword pre o 1, eax XB7SW_SF O X87SW_P O x87SW.U O
o/l 0043aE6E| C7 04 24 00 00 00 0D mov_dword p ! | =
* EB 06 AE FD FF ta‘l‘l :aptzs Getun u'leFﬂeNa.-nw | v - S ——————
| ol e Eei . mmr{;m; ~ [s_[£10] unleck
<apt2s. eF1TeNameas esp+4] 043C83C4

H2:
|3 CSDYEJ 00000400
4: [esp+c] 82041880

-Text:0043AETS apt2g.exe: $3AETS #3A275

|
Woump1  @Eloump2  @oump3  @Houmps  Ploumps BB watchi  Ireliocals ) stuc 043C88CC | 04503504
address | Hex lascrr i | « [1049C2800 ] 00000400

Figure 126
The GetComputerNameA and GetUserNameA APIs are used to retrieve the hostname and
the username associated with the current thread:

89 44 24 04 mov dword ptr &s: 4 KB7SW_C1 0 XB7SW.CO O x87SW_ES O
8D 85 A4 F7 FF FF ‘Iea eax dwur:l prr bp-B5C[H xs?sw SF 0 xE SW_P 0 xB7SW_U ]
89 04 24 pd, eax | mmma _a o mmmnm  a ames s
E8 5C 82 FC FF Iu'l'l apt29 &et(omutemmn: w —
| ERCRE S—— - [)gfa“(skkdﬂ *|[5 15100 unlodh
: [esp] D49CEDCA :
| <aptas. Ge‘ttmteﬂim ;espﬂl 045C9504
fesp+s] ooooo4oo
4: [esp+C] 82041880
.TEXT:0043AEAT ApT29.exe: $3AEAT #3A247 -
" : &) 049CE0C4
¥4 Dump 1 P 0ump2 B Dump 3 Wouwmps  SHoumps @ watch1 | eelLocals ' Struct %Igsug
. 43AECY B9 44 24 04 mov aword ptr ss:gesp+4j,eax XB7SW_C1 0 xB7SW_CO O xB7SW_ES O
. 43AE 8D 85 A4 FB FF FF lea eax,dword ptr_ss:febp-4sc) XBTSW_SF O XxB7SW_P O NBTSW.U O
. 43AED3 89 04 24 mov anord ptr ss:[Qespll, eax e L — g &
(17 e e L] E8 81 16 FE FF | Ea1Y <apr2a. GeTUserNameAs ] ~ —_—
| i s | Default (stdcall) > 5 % [Junlod
i - 1 [esp] D49CI1CH =
<apt29d.GetlserNamei> [espra] 043CSsD4

3: [esp+s] ooooosoo
4: "esm-c 82041880

«Text:D043AED6 apt29.exe: S3AEDE #3AZD6 =
™ : T8 1 & F &) N o [EE]
Woump1  @oump2 Hoump3  @hDumos  Woumps @ wath1  beellocals Y Struct mpa
Figure 128

GetCurrentProcessld is utilized to extract the ID of the current process:
EE—l -
Figure 129

The default locale for the user or process is extracted using GetLocalelnfoA (0x400 =
LOCALE_USER_DEFAULT):

0043AEET C6& 85 A4 FB FF FF 0O mov byte ptr ssijebp-45C§,0
EE F1 43 FF FF call <apt29.GetCurrentProcessId>
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89 44 24 OC mov dword ptr ss:fespsCj,eax A& DLALUSWOI U UUUL
*Bebp-5c]

8D 45 A4 lea eax,dword p XB87SW_B 0O xB7SW_C3 0 x875W.C2 O
B9 44 24 0B mov dho’d ptr : XB7SW_C1 0 xB7SW.CO O XxB7SW_ES 0O
C7 44 24 04 03 00 00 00 mov dword ptr s ' KS’S\\‘ SF U XB75wW_| P 0 X8TSW_U 0
C7 04 24 00D 04 00 OO mov dword ptr s pl. P e = P —— -
E8 32 87 FF FF | (Ill (ﬂDtZB GC[LUC!‘ tII’!fGR} W E —
EENLEr ) - De’fadt{shdaﬂj > (5 % [Junloc
P — '1: [esp] 00000400 e
| <apt29.GetLocaleInfoa> 2 [esprs] 00000003
3: [esp+s] D4scascs
” 4 L!SD?( 00000010
. Text:D043AF1S apt29.exe: §3AF1S #3A315 ~
Woump1 @Noump2  hoump3  WhDump4  WHoumps @ watchi  beltocals Y Stuct 049CBECC | 0000DOD3
s 045CEED0 | 049C95C4
Addr Hi Al
o =+ SO |~ |o4scsens | aooooo1n

The final buffer that will be exfiltrated contains the current process ID, the path of the
executable, the hostname, the username, and the user’s language (English — United States):

| Address | Hex B | AscIz |
028B031C [69 5C 5C G9IJAE Fo\ieea ... ...
0288032C |00 00 0O 00|59 AR
0288033C [5C 55 73 65|72 7 \USEFS"'-'\DESHTZ Figure 131
0288034C| 6F 70 5C 61|70 7 0p\apt29. exe. ENU
0288035C | 20 44 4B DESKTOP
EEE

0288036C | 20 _ oA 00 00 00|00 00 oo oofoo oo oo oo| . .. ... ...
Byte = 0x48 — retrieve the hostname and username

The malware extracts the username and hostname as before:

89 44 24 04 mov dword ptr ss:fesp+ '].can XB7SW_C1 O XB7SW.CO O X87SW_ES O
8D B5 A4 F7 FF FF Tea eax,dword p:r bp-85Ch xs‘s\v SF O !S“S\\_P 0 xB7SW_U o
B9 D4 24 mov dword ptr ss:fesp],eax e S e semsem -
I E8 66 B3 FC FF | ealn cao(zs Ge(comouternamea:- | v — —
| ; T = Del'ujt(sh:l:d) * |5 3] unlock
_— B —, !: [esp] D43CEDCH
| «<apt29. GetComputer Namea> 2: Tespr4] D43C3504
| 3: lesp+s] oo3zoosp
4: [espec] 7D254633
| - TEXT:0043ADI0 apT29.exe:§3ADI0 W3A190 a
o 045C80C4
¥%% Dump 1 2% Dump 2 %% Dump 3 ¥eDump4 % Dumps & watch 1 be=| Locals g+ Struct 049CBBCC | 049C95D4 |
. 43ADEBF B9 44 24 04 mov dword ptr ss:fes 2 XB7SW_C1 0 xB75W CO 0 XxB7SW ES O
. $3ADC 3 8D 85 A4 FB FF FF lea eax,dword ptr ss 45c) X87SW_SF O X8TSW_P 0 x87TSWU 0
. 43ADC 3 B9 04 24 mov_dword ptr ss: B o A ammes o
. E8 8B 17 FE FF |call canzzs GeTuserNaneas v e
| . e 3 Dgfar“ Eﬁmﬂ}j’ - * |5 15100 unlock
et = 5 1: [esp] D49C91C4
| <apt29. GetuserNamea> 2: [esp+4] 043C95D4

3: [esp+8] 00330040
4: LeSDer 7D254635

text:0043ADCC apt29. exe: $3ADCC #3AL1CC =
g o @ i B45caIcs
“Woump1 @oump2  @oump3  Dump4  EHoumps @ watch1  bellocals 4 Stuct mm
Figure 133

The final buffer that will be exfiltrated contains the hostname and username, as highlighted in
figure 134:

Address | Hex IASJ.':II |

D2B8031C |E5 0D OE FGJAE 40 41 AF|00 0O OO 0OO|Ol OO0 OO 0O|@..09@A ........ Figure 134
D288032C |00 0D OO 00|21 00 00 OO|48 00 44 45|53 4B 54 4F .1...H.DESKTD

D288033C| 50 2D _ 5C oo 0o ool PR

Byte = 0x49 — exfiltrate the C2 domain name and port number

The final buffer that will be exfiltrated contains the C2 server and the port number:

Address | Hex ASCII

D28BD3IC |69 EE EE 69[[AE 40 41 AF|00 0O OO 00|01 00 OO 00| NEEI%EA ........ .
0288032C |00 00 OO 00|37 00D OD 00|49 00 73 61|6C 65 73 61|....7...I.5alesa Flgure 135
0288033C |70 70 6C 69|61 6E &3 65|73 2E 63 &F|6D 3A 38 30|ppliances.com:S80
D288034C | 2A 38 30 00|00 00 OO OO|0D 0D OO OO|OOD OO OD OOJf:80.........c0...

Byte = 0x85 — close open handles

There is only a FindClose function call regarding this case. The buffer that will be exfiltrated
is similar to the one presented in figure 66.

Byte = 0x8B — close open handles
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This is also a “cleaning” case because the backdoor calls the CloseHandle API a few times.
The buffer that will be exfiltrated is similar to the one presented in figure 66.

Byte = 0x98 calculate the MD5 hash of the empty string

The process computes the MDS hash of the empty string and saves the result to the buffer
that will be exfiltrated:

Address | Hex " | ASCIT

DZBB031C |[CD OE OF CIJAE 40 41 AF|00 OD OO0 0OO|0DL OO0 00 00| A..A°@A ........

0288032C |00 00 OO 00|46 00 0D 00|97 OO0 OD 00|00 00 00 DO| ... oFueeenrennn. Fﬁgure 136
0288033C |00 00 00 00(00 00 00 00|00 00 00 00|00 00 D4 1D |.......... R

DZBB034C | BC D9 8F 0D0|BZ 04 E9 80|09 98 EC F8|42 7E 00 00|.0..=.&...310E~

Byte = 0xC4 — close open handles

No notable activity regarding this case. The buffer that will be exfiltrated is similar to the one
presented in figure 66.

Byte = 0xC7 — close open handles and unmap a mapped view of a file

The binary performs 2 function calls to CloseHandle and a call to UnmapViewOfFile. The
buffer that will be exfiltrated is similar to the one presented in figure 66.

Byte = 0xCA — close open handles

No notable activity regarding this case. The buffer that will be exfiltrated is similar to the one
presented in figure 66.

Byte = 0xE1 — resume a suspended thread and copy data from a pipe

The malicious process resumes a thread that was previously suspended using the
ResumeThread routine:

mov dword p :espll, eax
call apt29 Resumeanead> |

. 43537 89 04 24 - - - -
-hm EB 0A 09 FE FF » =
ol , |Defauit (stdcall) * [5 10 unloc

Lo 1: [esp] 00001234
<ApT29. ‘Bmm 2: [esm.ﬂ 00000000

3: [esp+8] DDOODOOO
4: es.a+ci 00000000

[ 0408Faza I onoanu 1

Figure 137
PeekNamedPipe is utilized to copy data from a named or anonymous pipe into a buffer
without removing it from the pipe:

C7 44 24 14 00 00 00 11
C7 44 24 10 00 00 0K
8D 55 BO

89 54 24 OC

C7 44 24 08 00 40 00 0O
B9 SC 24 D4

89 04 24

mov dword ptr s
mov dword ptr &
lea edx,dword
mov dword ptr =
mov dword ptr s
mov dword ptr =
mov dword ptr s

x875tatusword 0000
XB7SW_B O xB7S5W.C3 0 x87SW.C2 O
XBTSW_C1l O xBTSW.CO O NxB7SW_ES O
XB7SW_SF O xB7SW_P

‘ AGIM_D 3 LEmpLY ) AGrIW_T 3 LEmpLY )

0 X87SW_U o

§§§E§EFEFF

eax
|E¢'I‘I <apt29. PeekNamedPipes

'&mnmmm

~ 5+ 0] unios

| <apt29. PeekNamedriper

-Text:004353F3 aptl9.exe: $353F3 #347F3

'__fesp’] 00001234

lesp+4] 02880336
3 :SD +8] 00004000
3: [espc] 045c9500

Woump1  GHoump2  WDu3  Woumod  WHoumps @ wathi  bellocs st 04987 AZC |n; 2880338
Address | Hex | Ascir i |~ | GeaaEnzal Genscon
| n4aceeca 0 0 00 o1 00 00 0000 00 00 00|D.D. 0498FA3S 00000000
| D49cBED3 | FFFF FF FF|FF FF FF FF |FF FF FF FE|FF FF FF FF|yy}myyyW\.') IMSGFA;CIDDOOWW

Whether more data is available in the pipe, the malware reads it using the ReadFile API:
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00435434 €7 44 24 10 00 00 00 00 |mov dword prr 5s:fespiiofl,o ©

0043543C 8 55 BO Nes edx,dword ptr_ss:Bebp-500 x87STatusword 0000

0043543F 89 54 24 OC mov Ml‘d ptr SS E + edx XB7SW_B 0 xB7SW_C3 0 xB87SWC2 0O
1

00435443 C7 44 24 OB 0D 40 00 00 |mov dword ptr ss: XETSW_C1 O X87SW.LO O XB7SW_ES 0

DO435448 89 5C 24 04 mov dword ptr ss: XBTSW_! SF o K&?M 0 XBTSW_U o
E 83 04 24 moy dword ptr ss: -

7D 4 pt29.Readr

e - : * [5 10 unoa

jj| *sssssnns

02850335 "test"
esp+
04I9§DD
SText:00435452 apt29.exe: §35452 #34852

ﬂau-ul @oump2  PEDump3  @Dumpd P Dumps me1

02!81'.‘!35 i 00 00 00 00|00 OO0 00 0O|00 00 00 00| E
snsaelnn an an anlan an an anlan an an anlan An An o an

Figure 139
The buffer that will be exfiltrated contains the data received from the pipe:

0288031C 37 37 8ClAE 40 41 AF OO0 OO0 OO OO|0O1 OO0 OO OO
0288032C (00 00 00 00|1E 00 OO0 OO|A2 00 74 65|73 74 00 OO

Byte = 0xE2 — copy data from a pipe

The executable copies data from a named or anonymous pipe into a buffer via a
PeekNamedPipe function call:

0043549F €7 44 24 14 00 00 00 0O mov dword ptr ss:ffesp+l
OO435 447

o
€7 44 24 10 00 0O 00 0D m dword ptr 55 ESD*‘I;I
DOD4354AF tr _ss xB7Statusword 0000

00435462 H esM .edn XB7SW_B O XBTSW.C3 0 XxB7SW.C2 O
00435486 :fesp+8g, XB7SW C1 O xB7SW CO O xB7SW ES O
00435 48E sgespr4l, XB7SW_SF O XBT7SW_P 0 x87TSW.U O

004354C2 2 esgi.ua
435 4 3 17 <apt2s. pe>

||M| KBSIM_G 3 LEMPLY)  RSSIW_/ 3 LEWPLY)

il ssssssess

-TEXT:004354C5 apr29.exe: §354C5 #348C5

Woump1  Goump2  WMoump3  $HDumps  SMoumps @ watchi  Iellocls ) st

Figure 141
The ReadFile function is utilized to read more data from the pipe if it's available:

o] 0043551F €7 44 24 10 00 00 00 0O mov dword ptr ss:[fesp+iof, u L

. 8D 5D BO lea ebx,dword ptr ss:febp-s x875tatusword 0000

- B9 5C 24 OC mov Mrd ptr ss:fesp+Cj,ebx XB7SW_ B O xB7SWC3 O xB7SW C2 O
- 89 54 24 05 mov dword ptr ss:fesprs),edx XB7SW_C1 O xB7SW_CO O xB7SW_ES O
L] B3 T4 24 04 mov dword ptr ss:fiesp+4], XB7SW_SF O XB7SW.P 0 xB7SW U O
- B9 04 24 = &

b 5 96 DF

.

. Text:D0435539 apt29.exe:§35539 34939

@Woump2 EYpump3  oump4  WDumps

& wateh 1

0288031C 7B 7B F7||AE_40 41 AF|00 00 00 00|OLl 00 00 O0|E{{=°@A ........ Figure 143
0288032C |00 00 00 00|1E OO0 OD OO|A2 00 54 45|53 54 00 00|........ ¢.TEST. .

Byte = 0xE3 — kill a process

The backdoor kills a specific process, whose handle is read from memory:

o 00435601 €7 44 24 04 0O 0O 00 00 |mov dwofd prr 5s: gﬂﬂ*-‘. 40 XBTSW_SF 0 XSTSW_P O X87SW.U O
800435603 83 04 24 mov_dword Dtr' ss5: fespl, eax B i
00435560C £8 28 64 €al <apt2s . [———
; ;

£ ERREEEED R e A ':L“‘{z >

. TeXT:0043560C ApT29.exe: §3560C W3I4ADC

@Woump1  @lpump2 WMoump3  MDump4  @houmps @B watchi  Ir-llocals 4 Stuct

Figure 144
The buffer that will be exfiltrated is similar to the one presented in figure 66.
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Byte = OxFE — close open handles

The binary performs a function call to CloseHandle and closesocket. The buffer that will be
exfiltrated is similar to the one presented in figure 66.

Byte = 0xFF — copy a string that probably represents the exit of the program

The malware copies the string “Exiting...” to the final buffer that will be exfiltrated:

Address | Hex | ASCII |

0288031C [[EDF 1E 1F EE|AE 40 41 AF|00 00 00 0OO0(01 OO0 OO0 OO|f..T19@A ........ Figure 145
0288032C (00 00 OO0 00|29 OO0 OO0 00|81 00 45 78|69 74 69 BE|....)uu.u. Exitin
0288033C | 67 2E 2E 2E |00 0O 00O 00|00 0O OO 00|00 OO OO 0O
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INDICATORS OF COMPROMISE
C2 server: salesappliances[.Jcom
SHA256: 6057b19975818ff4487ee62d5341834c53ab80a507949a52422ab37c7c46b7a

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOWG64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/47.0.2526.111 Safari/537.36 (prone to False Positives)

Named Pipe: \\pipe\DefPipe
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