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Universal Decryptor Released
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After two months of inactivity following law enforcement actions, GOLD SOUTHFIELD
resumed operations and released a new REVvil version. The publication of a universal
decryptor may help victims compromised prior to the shutdown. Wednesday, September 22,
2021 By: Counter Threat Unit Research Team
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The ransomware landscape is constantly evolving as threat actors react to law enforcement
interest, excessive media scrutiny, or adverse public opinion. ‘Retirement’ claims or an
unexplained and sudden disappearance often indicate that a threat group is rebranding,
reorganizing, or tightening operational security. Ransomware campaigns are financially
driven, and the potential for profit incentivizes the threat actors to operate as long as
possible. As demonstrated by a shutdown of GOLD SOUTHFIELD operations and
subsequent reemergence of a new REvil version, threat groups modify their tactics and
malware as necessary to address and minimize risks to their operations.

REvil shutdown

On September 7, 2021, Secureworks® Counter Threat Unit™ (CTU) researchers observed
that the ransom payment site and victim leak site for the GOLD SOUTHFIELD threat group’s
REVvil ransomware-as-a-service (RaaS) operation had resumed responding to web requests
after abruptly going offline on July 13. On September 9, a newly created ‘REvil’ persona
posted messages to the “exploit . in” underground forum explaining that the shutdown
occurred because GOLD SOUTHFIELD spokesperson ‘UNKN’ (also known as Unknown)
may have been arrested and the clearnet ransom payment servers were compromised (see
Figure 1).

"As Unknown (aka 8800) disappeared, we (the coders) backed up and turned off all the servers.
Thought that he was arrested. We tried to search, but to no avail. We waited - he did not show up
and we restored everything from backups.

After UNKWN disappeared, the hoster informed us that the Clearnet servers were compromised
and they deleted them at once. We shut down the main server with the keys right afterward.

Kaseya decryptor, which was allegedly leaked by the law enforcement, in fact, was leaked by one
of our operators during the generation of the decryptor.” - REuvil

Figure 1. GOLD SOUTHFIELD spokesperson ‘REvil’ commenting on shutdown (translated
from Russian). (Source: Bleeping Computer)

Reemergence with a new version

On September 9, CTU™ researchers identified a REvil sample on the VirusTotal analysis site
that appears to be a new version. However, it includes a version value of 2.06. REvil 2.06
was released in April. The latest known version as of the shutdown was REvil 2.08, which
was uploaded to VirusTotal on July 10. Despite the 2.06 version value, the September
sample has a compilation timestamp of “Sat Sep 04 10:16:49 2021,” which is almost two
months after the shutdown. While it is possible to timestomp a binary’s compilation
timestamp, analysis of previous REvil samples indicates that GOLD SOUTHFIELD does not
modify this value. It is highly likely that the September sample is a new version.

CTU analysis and the REvil persona’s posts suggest that GOLD SOUTHFIELD was forced to
restore the REvil codebase from a backup of version 2.06. Changes made in versions 2.07
and 2.08 were reverted in the analyzed September 2021 sample. For example, the original
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2.06 version includes a function to terminate prohibited services that stored its strings in an

unencoded state (see Figure 2).

1 [int __ cdecl REvil WBEM TerminateService(
2 IWbemServices **WMI_ExecMethod,
3 IWbemClassObject *WMI_GetObjectl)
4
5| OLECHAR *str_StopService; // esi
6| imkt w3; J/ edi
7 VARIANTARG Variant PATH; // [esp+Ch] [ebp-10h] BYREF
8
] Wi Variant PATH)3:
10 str StopService = SysAllocString({L"StopService”);
11 vl = WMI Getﬂb]n:tlublpvtbl-bﬂqt{wﬂI_ﬁetﬂbject1, L'__?ATH', Q, &variant PATH, Q, Q)7
12 v o)
13 vl = WMI ExecHethod[3]->lpVtbl->ExecHethod|
14 WMI_ ExecMethod[3],
15 Variant PATH.Hams,
16 str StopService,
17 o,
18 0,
19 0,
20 0,
21 0}
F¥ - VariantClear(&Variant PATH)j}
23| if ( str StopService )
24 SysFresString(str_StopService);
25 return vij
26 |}

Figure 2. Original REvil 2.06 use of unencoded strings. (Source: Secureworks)

In version 2.07, the malware author updated this and several other functions to store the
strings in an encoded state (see Figure 3). However, the September 2021 sample reverted to

unencoded strings.

llint cdecl REvil WBEM TerminateService|
. IWbemServices **WMI_ExecMethod,
3 IWbamClansObject *WMI_GetObjectl)
4 |{
5 OLECHAR *str StopService; // esi
6| dint v3j; /S edi
7| OLECHAR str_StopService 1[12]; // [esp+Ch] [ebp-38h] BYREF
B VARIANTARG Variant PATH; // [esp+24h] [ebp-20h] BYREF
9 | char str PATH[12); // [esp+34h] [ebp-10h] BYREF
10| __intl6 vB; /f [esp+40h] [ebp-4h]
11
12 il!l‘.h'r11"| Ii'rnH'ilr
13 llvil buuudlﬂt:ingtl-ncud-d | string array, 639, 8, 22, str StopService 1]‘!! StopService
14 BLL OpService
15 i
16 [REw array, 1196, 8, 12, str PATH)3// _ PATH
17 Ve = 03
18| w3 = WHNI_ GetObjectl->1pVtbl->Get(WHI_GetObjectl, str_ PATH, 0, &Variant PATH, 0, 0)}
19| 4f ( v3 >= 0 )
20 vi = WMI ExecMethod[3]=>1p¥tbl->ExecMathod(
21 WHMI_ExecMethod[3],
22 Variant PATH.Name,
23 str StopService,
24 Q,
25 0,
26 o,
27 0,
28 0):
29 | VariantClear(kVariant PATH)j
30 if {( str StopService )
31 SysFresString(str StopService);
32 return vij
33 )

Figure 3. Implementation of encoded strings in REvil 2.07. (Source: Secureworks)
CTU analysis of the September 2021 sample revealed the following modifications that
distinguish it from previous versions:
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o Changes encrypted configuration storage location: Previous REvil binaries
contained five sections. The text, rdata, data, and reloc sections were common across
all versions. The fifth section was randomly named and contained the RC4-encrypted
configuration structure (see Figure 4).

REwil_»2 0f bin

Name Virtual Size Virtual Address Baw Size Raw Address | Reloc Address | Linenumibers
DO0O02 60 00000258 DOOO02EC | DOO00Z 0 CDO00274 DO0D02TE DOD002TC
BytelE] Dword Dword [harard Dword Dword Dword
[ 40t 0000C304 00001000 000OCAD0 000OGMO0 DOODOO0O 00000000
adats 00002CEC QO00EDOD DOOC2EDD DOOOCEN0 DOO0D0DG (0000000
Five sections =—{ |.data 00002540 0001 1000 00002200 QOOOFB00 DOD0000) 0000000
Hlomooe  Joowocsso  oooao oococsso oooneos  coooooo0 00000000
Jreloc 00000T3C 0002 1000 DODO0E00 DOONEDDD DO000000 CeOO00000

Difut|ﬂ12EIEE?EEABEDEF Ascii
Sobp=dbRudAZ MGCL

RCA key <€—17U0TUDTD EgtyLAieGAkSHEY
00000020 g%‘trmv;
00000030 = -ihd_I_le"B
CRC32 hash €— it GOFATNET 1519005
00000050 Vinale~ e Dait™[
000000ED Op£0iY.-&o s IHINE
Config length €—188666876 CL R =] et Y E
00000080 7y £ oW POmb
00000090 &7 11se "wEl E
Encrypted config Tt 17 wsiw ROQVE-2e
00000080 SEL —uV i’ )é{axka
000000C0 H&. Doe plUiisi-aG
00000000 @Y=" Trgg - Bk Buh-
000000ED 21 mbkyi-phs"
000000F0 =k Y2 akwtiy@} |
00000100 Hg@np=44%=8=pa-1
00000110 i 1P =D'aii8IE
00000120 |=alfan IEnlY Gle
00000130 114b{1k=1Ba} b4
00000140 =120 IcH i< | 1O
00000150 “plcTanlimd gEin

00000160 ECHro= it 20|
0000170 SE IvaluQEV=TROA|
00000180 ||C& 1C AD 40 05 88 24 C3 AS FE BC DE 93 SC EC 8E| ||E 4 psivbsbinil

Figure 4. Original configuration storage format with five portable executable sections.
(Source: Secureworks)

The September 2021 sample omits the fifth section, and the encrypted configuration
was moved to the beginning of the existing data section (see Figure 5). The
configuration remains RC4-encrypted, and the data structure still consists of the RC4
key, the CRC32 hash of the encrypted configuration, the length of the configuration,
and the encrypted configuration.
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REvil_vZ.06_MewSinceShatdown, |

MName Virtual Size Virtual Address | Raw Size Raw Address Reloc Address | Linenumbers
00000240 D0000248 D000024C 00000250 00000254 00000258 0000025C
Byte]d] Dword Dword Dword Dword Dword Dword
et 0000B1C4 DOO01000 0O0DE200 00000400 DOOODO0D 00000000
: relata 00003000 00008500 DOO000D0 00000000
Four sections — PN
relec 0000000 mxm:sun
L1
B B g @ L E
fizat & 7 8 39 A B € D E F Ascii i |
[T1] 68 64 59 63 &6E 6E 69 47 39 45 Ubﬂk:qhd?:nn1GEE
RC4 key € OO 4k 54 79 ?E iz iﬂ ﬁ Eg sg ﬂ! CcxCq] T Gthhﬁ
3gggggzﬂ E gE ;F 32 2 59 30 58 E7V ?ﬂ!ﬂ
30 9 (B bl
CRC32 hash €—oommrreee- D2 85 2A 01 69 DA 08 E0 96 F1| ||8se m-:u- illca) i
00000050 EE E4 22 2A B8 30 80 F9 F1 S5C| ||latbcHia~w, Oguds
00000060 ED 6F 1B 24 00 FO DS 4C 69 FS| ||dBbeitic—5 80Lia
Config length <€—tmooomo7T DC 75 B4 FC ED BB Ad A4 Ak 16| [|i3. &*Cllu iiinm=ie
00000080 BF Al 24 30 CF Al B9 ZE AF 0D| ||®@7p-a¥ isDIi2.~.
’ m 98 12 F5 C5 A4 7F 10 98 E6 8D 43 8B D6 AC 05 6C| ||1:BAZi2a= Cib-11
Encrypted config H23 B6 7C 2B 5C 77 F3 46 99 3D C4 78 D3 47 4B 67| ||#9]+~wiF1=
000000B0 ||D4 62 AB B4 90 9D EF 2D 23 AF E6 D1 O 0D FD 30| ||Obe” i-)"=H_ .40
000000CO ||6D 93 2E EA IF C1 21 FE 98 A7 09 AB CC 35 BD 05| ||m1:& A1pas. ISk
00000000 ||16 SA SE 93 36 OF 1D 34 Al ERf BE F3 1D AB CC 23| |[-Z106= dispa «If
QDODODED |02 24 2B 0D 8C BE D4 85 A3 6D 9B 68 39 12 28 BF 1$+ 10 1eEnlhy: {d
00000OFD ||BB 18 CF D1 AA OC C2 AS DB F1 7A& BBE 00 &6C A6 FE IR g hwDf=» . Lib
00000100 |j32 A8 75 DC A9 12 13 CB 5A 74 JE F? D3 AF DC E9 Z”uUG'HEItH—ﬁ'ﬁﬁ
00000110 1129 81 AA 49 &C Dé FO 57 A2 SB BY AE 46 £3 73 AC j AILOBYs[ *HF s~
00000120 1133 78 55 01 A6 19 DD EB F5 27 82 7B AA 3F Bl &5 Ixl | TeST {2720
00000130 |[2D A2 2F OF A3 37 9E 40 7F 27 73 08 96 11 BD D2 | ||—or=c7 181 sopakd
00000140 ||84 E9 A7 SD 17 &7 F& 9F 9B C9 59 CE DO 53 FB8 7é 16514 gl IEYIESay
00000150 ||FC BO ES 94 02 34 03 SD D2 D9 57 CE 9F 4C 26 39| ||u &l <) AnLis
00000160 |la2 BC 28 E9 58 F3 54 64 E2 74 EF 16 E1 01 91 97 a%{é!ﬁTd&ti-i 1
00000170 ||72 CA B9 S8 09 OF 26 2E 59 D3 84 4C EA 15 S8 16 X ok YOI Léa=X~
gooool1go ||7B C6 10 92 32 CD C8 BC 26 SD OA 34 24 73 62 82 {#+" 21ENE] - $sh]

Figure 5. Analyzed September 2021 sample’s configuration storage format with four

portable executable sections. (Source: Secureworks)
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« Removes debug and prohibited region checks: Since its inception, REvil performed
a pre-infection check to ensure that the compromised system did not reside within the
Commonwealth of Independent States (CIS). This validation was controlled by a ‘dbg’
element contained within the REvil configuration. If the malware detected a CIS region
and the dbg configuration element was set to false, REvil did not infect the system (see
Figure 6). This behavior was one of several characteristics that suggested the threat
actors likely reside within a CIS region.

stdcall REvil HalnPrep(int al)

-

void *y2; S/ [esp-Bh] [ebp-8}

ULONG v3; // [esp-4h] [ebp-4h]

_REvil ResolveFunctions 0();
SetErrorMode(lu);
%1 { REvil ParseConfigAndProfileHost() )

S A D =] Oh LA e L B

if { lconfig dbg_key walue && REvil isProhibitedRegion() )
Exit(0);
if | smode_arg )

{
REvil RebootIntoSafeMode():
Exit(0);

w=] A UN & L R

18| }
Figure 6. Original code with debug and prohibited region checks. (Source:
Secureworks)

This validation was removed in the September 2021 sample (see Figure 7) although
the dbg configuration element is still present in the configuration.

o 1|
r+

___stdecall REvil MainPrep(int al)

iy [fuiia

j_REvil ResolveFunctions_0();
SetErrorMode(lu);
if { REvil ParseConfigAndProfileHest() )

if { smode_arg )

=L AL AL

REvil RebootIntoSafeMode();
Exit(0);

}
Figurg 7. Analyzed September 2021 sample without debug and prohibited region
checks. (Source: Secureworks)
As of this publication, it is unclear why this validation was removed. The validation
likely protected the malware author, as infected systems within the CIS region could
result in unwanted attention from local authorities. It is possible that the malware author
removed this check in response to public reports that describe how organizations can
leverage this feature to prevent ransomware infections. While the threat actors
removed this check from the code, they instituted restrictions on which types of
organizations affiliates could target to accomplish the same goal of avoiding
organizations in the CIS region.

i i
Bl
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e Changes password and registry values for safe mode option: REvil 2.05
introduced a safe mode option. This reboot feature set the current user’s password,
configured automatic logon, created RunOnce registry values to handle post-reboot
operations, and then rebooted the system. In the September 2021 sample, the current
user’s password was changed from ‘DTrump4ever’ to ‘U1k$NEIq3c6Q’. The RunOnce
registry values used for post-reboot operations were changed from *“AstraZeneca’ to
“*Ponyaz’ and from “MarineLePen’ to “b2I0uo’ (see Figure 8).

= ] Registry Editor - o [IEl
Fl_lt Edit View Favortes Help
RenameFiles # || MName Type Data
g uﬂ‘n:e A (Default) REG_SZ [value not set]
= - n-q.tmnle'-'-'lpl.- ab| b2 iluo REG_SZ bededst /deletevalue [current] safeboot
20 *Ponyaz REG_5Z C\Users\REM\Desktop\REwil_v2.06_NewSinceShutdown,exe
SeftingSync v
i€ >

|Cumpd.rter"-.HKE'f_i.DCAL_MNCHINERSGFTWA!!E‘.Mlcro5l:lIl'l.'k'n’lndm\-s\funuﬂ'n"ﬂrsmn‘aﬂunﬂm:e |

Figure 8. Updated safe mode registry values. (Source: Secureworks)

 Removes persistence: The persistence logic that resumes encryption if a victim
reboots the system during the encryption process was removed in the September 2021
sample. The presence of persistence logic has been inconsistent across REVvil
versions.

 Removes Network Discovery enablement: REvil 2.07 introduced functionality that
attempted to enable Network Discovery by executing the following command via the
WinExec function: netsh advfirewall firewall set rule group="Network Discovery” new
enable=Yes. It is possible that this functionality was not intentionally removed. If GOLD
SOUTHFIELD restored the code from a version 2.06 backup, this feature had not yet
been implemented.
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 Removes duplicate process termination functionality: Starting with version 1.03,
REVvil implemented two redundant functions for process termination: a thread that
continuously monitored for the creation of new “prohibited” processes, and an initial
one-time scan for running processes considered to be prohibited (see Figure 9).
Prohibited processes are defined in the ‘prc’ configuration element and are typically
processes that could result in resource conflicts during the encryption process (e.g.,
sql, firefox, winword). Both functions attempted to terminate detected prohibited
processes.

if { slient arg )
{

rhread = ﬂmnl‘.u‘l‘h:‘uid{n 0, REvil WBEM ProhibitedProcessAndServiceMonitor, 0, 0, 0);]

CloseHan BE[Throad]);

cluueunndle ?trunt{r }.
}

Figure 9. Redundant process termination functions included in the original code.
(Source: Secureworks)

The September 2021 sample does not contain the initial scan for prohibited process
termination. It only contains the more robust thread that continuously monitors for
prohibited processes.
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 Removes C2 functionality: After REvil successfully encrypts a system, it has an
option to communicate basic details to one or more GOLD SOUTHFIELD command
and control (C2) servers. If the ‘net’ configuration element is set to true, REvil sends
encrypted data about the infected system, the malware’s encryption, and the malware
instance. CTU researchers refer to the encrypted data sent to the C2 servers as ‘stats’.
Figure 10 shows an example of the stats data structure in its unencrypted form.

i

"bit™: 86,

"brao™: false,

"dsk"™: "QWADRRARRPDE/xgROALAOTxsFQLRALR=="

"grp™: "WOREGRCUP",

"lng™: "en-0OS™,

"net™: "VICTIM-HOSTHAME",

"og": "Windows 8.1 Pro",

npidr. wTm

"pk": "nijfiPcolyelwwCkMIhTh¥oSHOOMErAB+TmBeHzerho=",
"ak™:
"yWwBh0ESKkEITmTThg/YOnT3tSLReYMJUoaVVIikkDgse L/ 5k1IcaoVE
EkDtEcrdapeQimzZd+B6oAD2McVi LoWueF / wOVVVHYGr /RIWTWwHSCcn
Tppruevrgog—",

mauh™: ®3%,

"uid”: "F3FD1FCFF2E430&B",

Tunm™: "VICTIM-USERNAME",

"wver™: 257

Figure 10. Example of the stats data structure in its unencrypted form. (Source:
Secureworks)

While the ‘net’ configuration element is present in the September 2021 sample, the C2
logic was removed. The ‘dmn’ configuration element that stored approximately 1,200
C2 domains was also removed.

In the September 2021 sample, the stats data is only located within the ransom note
dropped to disk during the file encryption process. The ransom note instructs the victim
to submit the encrypted stats string to the ransom payment site to begin the ransom
payment and data restoration process.
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e Discontinues clearnet ransom payment site: GOLD SOUTHFIELD traditionally
included both clearnet and Tor-based ransom payment domains in its ransom notes.
The first REvil clearnet domain was decryptor . top, which was suspended by its
registrar on January 20, 2020. GOLD SOUTHFIELD switched to decryptor . cc for
approximately a year before switching to decoder . re on January 23, 2021. As of this
publication, the decoder . re domain does not resolve to an IP address even though
GOLD SOUTHFIELD'’s infrastructure is online. The ransom note references a
‘secondary website’ and does not include a clearnet domain (see Figure 11).

[+] How to get access on wehsice? [+

Using a TOR browsex!
1} Download and install TOR browser from this site: hoeps://torprojectc.org/
2) OpeEn our WEbsLTE:
http://aplebzuiTwgazapdgksévecvizonippkbabréwketiStnféaginmyoyd . onion/8321BD91F2843068

Warning: sscondary webaite can bBe Blocked, thacs why firsc variant mich beccear and mars Avallable.
Figure 11. Ransom note without the clearnet ransom payment domain. (Source:
Secureworks)

o Updates registry key and values: The registry key that stores encryption-related
information was changed from SOFTWARE\BlackLivesMatter, which was introduced in
a beta version of REvil 2.04, to SOFTWARE\XMTOqgpW. The value names stored within
this key also changed, which is consistent with the author’s pattern of renaming registry
values in each version. The value used to store the encrypted session private key was
removed, possibly to prevent unauthorized decryption of a victim’s files if the threat
actor’s private keys are compromised. Table 1 defines the registry values in the
September 2021 sample.

Registry Purpose

Value
JgC Threat actor’s public key in REvil’s configuration
CsuQ Session public key

5XB29 Session private key encrypted with the threat actor’s public key in
REvil's configuration

6mna6tT  Random extension generated at runtime and appended to encrypted
files

OKDigiPr  Encrypted ‘stat’ JSON data structure that contains information about the
system and the malware

Table 1. REvil registry values used to store encryption data in the analyzed September
2021 sample.
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Universal decryptor

On September 16, Bitdefender announced a universal decryption tool for REVvil infections
that occurred prior to July 13. During CTU analysis, the tool successfully decrypted files
encrypted by multiple REvil versions released prior to that date. This tool is not an offline
decryptor. The infected system must connect to the internet to download the appropriate
decryption key from Bitdefender’s servers. Connecting to the internet could expose the
compromised organization to unintended consequences such as new infections or data loss
if additional malware is running on the infected system. Additionally, as of this publication
Bitdefender has not disclosed if telemetry is collected from the network traffic to the
decryption key server and how the vendor and law enforcement might use that information.
CTU researchers highly recommend that organizations perform their own risk assessment
before using this decryption tool.

Bitdefender’s collaboration with law enforcement on the universal decryptor and the REvil
spokesperson’s claims that GOLD SOUTHFIELD'’s infrastructure was compromised suggest
that law enforcement compromised the infrastructure and confiscated the threat group’s
private keys. In response, GOLD SOUTHFIELD appears to be reducing its attack surface by
eliminating clearnet infrastructure and removing unnecessary features.

Conclusion

CTU researchers had hypothesized that GOLD SOUTHFIELD proactively shut down
operations in response to the U.S. government’s commitment to address the ransomware
threat following high-profile attacks on Colonial Pipeline, JBS, and Kaseya. However, the
REvil spokesperson’s claims suggest that the shutdown was due to law enforcement actions
against the threat group and its infrastructure. The reactivation of the group’s infrastructure,
the emergence of a new underground forum spokesperson, and evidence of active malware
development indicate that GOLD SOUTHFIELD has resumed operations.

Ransomware attacks are often opportunistic. Threat actors search for systems that have lax
security and exposed vulnerabilities. Organizations should implement good security practices
and controls to secure their environments. Removing initial access vectors can minimize the
risk of a ransomware attack. It is critical that organizations implement and routinely test a 3-
2-1 backup strategy to ensure speedy recovery in the event of a successful ransomware
attack.

Contact us to learn more about proactive steps. Our emergency incident response services
can help ransomware victims.

Threat indicators
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To mitigate exposure to this malware, CTU researchers recommend that organizations use
available controls to review and restrict access using the indicators listed in Table 2. The
domains may contain malicious content, so consider the risks before opening them in a

browser.
Indicator Type Context
21d01fa87dfcaf971ff7b63a1ac6fda94 MDS5 hash  September 2021 REvil
sample
f3caa9831fc715af4f47cd98803549902dffe30a SHA1 September 2021 REvil
hash sample
ab0aa003d7238940cbdf7393677f968c4a25251 SHA256 September 2021 REvil
6de7f0699cd4654abd2e7ae83 hash sample
9ca7e337b99bfbb826b4f7f3b8b 15589 MD5 hash  September 2021 REvil
sample
7d79e62de12d81b1547217c01d70b5fdbf5a9658 SHA1 September 2021 REvil
hash sample
1780b5affc8c38d17ed35c4a6716d8a5a2f5d3a699f SHA256 September 2021 REvil
6a4c8a2f3e1e643324152 hash sample
aplebzu47wgazapdqks6vrcvezenjppkbxbrow Domain REvil ransom payment
ketf56nf6ag2nmyoyd.onion name site
dnpscnbaix6nkwvystl3yxglz7nteicqrou3t7 5t Domain REvil leak site
pcc5532cztc46qyd.onion name

Table 2. Indicators for this threat.
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