2021-09-17 (FRIDAY) - SQUIRRELWAFFLE LOADER WITH
COBALT STRIKE

malware-traffic-analysis.net/2021/09/17/index.html

ASSOCIATED FILES:

e 2021-09-17-10Cs-for-Squirrelwaffle-loader-with-Cobalt-Strike.txt.zip &nbsp 3.6 kB
&nbsp (3,563 bytes)

o 2021-09-17-Word-docs-for-Squirrelwaffle-Loader-10-examples.zip &nbsp 1.3 MB
&nbsp (1,347,448 bytes)

e 2021-09-17-Squirrelwaffle-loader-with-Cobalt-Strike.pcap.zip &nbsp 7.0 MB &nbsp
(7,008,533 bytes)

o 2021-09-17-Squirrelwaffle-and-Cobalt-Strike-malware-and-artifacts.zip &nbsp 558 kB
&nbsp (558,102 bytes)

NOTES:

o See 2021-09-17-10Cs-for-Squirrelwaffle-loader-with-Cobalt-Strike.txt.zip for more info
on Squirrelwaffle Loader and this specific infection.

 All zip archives on this site are password-protected. If you don't know the password,
see the "about" page of this website.
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Shown above: Link for malicious zip archive from an email pushing Squirrelwaffle loader.
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Name Type Size
|, document.zip 9/17/2021 8:49 PM Compressed (zipped) Folder 132 KB
E:] diagram-721 .doc 9/17/2021 8:49 PM Microsoft Word 97 - 2003 Document 224 KB

= v diagram-721 .doc [Compatibility Mode] - Word Sign in &=
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Shown above: Word doc extracted from downloaded zip archive.
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vBS|rLE[DROPPEDIBYIMAC R
Home Share View ! L iy LD e
— v » This PC » Local Disk (C:) » ProgramData v D L Search ProgramData
Name Date modified Type Size | lf !I |
SQUIRRELWAFFLE
@ pin.vbs 9/17/2021 8:49 PM VBScript Script File 3 KB L -~
- www.dll 9/17/2021 8:49 PM Application extens... 275 KB I ll _H "'3
© www3.dll 9/17/2021 8:49 PM Application extens... 275 KB l q : | |] m
- wwwd.dll 9/17/2021 8:49 PM Application extens... 275 KB .
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Shown above

. Squirrelwaffle artifacts from an infected Windows host.
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test.dirigu
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Info

GET /qui-quia/documents.zip HTTP/1.1
Client Hello

ﬂ}'n
dUL

ien

Client Hello

0ST /U700xmI1m/0QsaDixzHTgtfjMcGypGen
0ST /U700xmI1m/0QsaDixzHTgtfjMcGypGen
POST /dXf4cS4GPL/ASKk5Kx0SPR81JjE5eTg96

test.dirigu.T

test.dirigu.ro
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fac

POST
POST
POST
POST
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/dXf4cS4GPL/LjI+JS0qJQ4 1BiwyAhRTK
/dXf4cS4GPL/LjI+JS0qJQ4 1BiwyAhRTK

Shown above: Traffic from a Squirrelwaffle loader infection filtered in Wireshark.
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Text Document 178 KB

Shown above: Windows EXE for Cobalt Strike seen as follow-up malware.
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Info
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POST /dXT4cS4GPL/MQNBTQJICe3x+YXpB8ZX1henhz HT
POST /dXT4cS4GPL/MQNBTQJICe3x+YXp8ZX1henhz HT
Client Hello
Client Hello
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Shown above: Traffic filtered in Wireshark showing when Cobalt Strike activity started.
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Click here to return to the main page.
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