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Executive Summary

e In May 2021. The United state’s company was infected by the Suncrypt ransomware,
and after a long negotiation of about 3 weeks, the victim paid the ransom with Bitcoin,
and Suncrypt finally deleted the leaked data and informed security report, and the
negotiations were finished.

» As a result of tracking the Bitcoin paid by the victim, it was sent to the Binance, OKEX,
Huobi exchange and confirmed the circumstances of ChipMixer Mixing.

Detailed analysis

1. About Suncrypt ransomware

e Suncrypt is a Ransomware as a Service (RaaS) that uses a closed affiliate program on
the dark web and first appeared in October 2019.

e Suncrypt says “The Suncrypt group is a huge fan of a Win-Win style of negotiations
and the minimal damage policy” and they provide a security report when the
negotiation is complete, emphasizing that they are a reliable “business” rather than a
ransomware “hack”.

2. Analysis of Suncrypt Ransomware Negotiation

e Suncrypt ransomware left a HTML type ransom note on the infected PC with
information on key points and how to access the 1:1 negotiation page.
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¢ You can start negotiating with Suncrypt by accessing the 1:1 negotiation page guided
by the ransom note.

If you get this message, your network was hacked!

After we gained full access to your servers, we first downloaded a large amount of sensitive data and then
encrypted all the data stored on them.

That includes personal information on your clients, partners, your personnel, accounting documents, and other
crucial files that are necessary for your company to work normally.

We used modern complicated algorithms, so you or any recovery service will not be able to decrypt files without
our help, wasting time on these attempts instead of negotiations can be fatal for your company.

Make sure to act within 72 hours or the negotiations will be considered failed!

Inform your superior management about what's going on, invite someone who is authorized to solve financial
issues to our private chat. To get there you should download and install 2 browser and follow the link below:

If you and us succeed the negotiations we will grant you:

complete confidentiality, we will keep in secret any information regarding to attack, your company will act as if
nothing had happened.

comprehensive information about vulnerabilities of your network and security report.
software and instructions to decrypt all the data that was encrypted.

all sensitive downloaded data will be permanently deleted from our cloud storage and we will provide an
erasure log.

Our options if you act like nothing's happening, refuse to make a deal
or fail the negotiations:

* inform the media and independent journalists about what happened to your servers. To prove it we'll publish a
chunk of private data that you should have ciphered if you care about potential breaches. Moreover, your
company will inevitably take decent reputational loss which is hard to assess precisely.

inform your clients, employees, partners by phone, e-mail, sms and social networks that you haven't prevent
their data leakage. You will violate laws about private data protection.

start DDOS attack on you website and infrastructures.

personal data stored will be put on sale on the Darknet to find anyone interested to buy useful information
regarding your company. It could be data mining agencies or your market competitors.

publish all the discovered vulnerabilities found in your network, so anyone will do anything with it.
Why pay us?

We care about our reputation. You are welcome to google our cases up and be sure that we don't have a single
case of failure to provide wha we promissed.

Turning this issue to a bug bounty will save your private information, reputation and will allow you to use the
security report and avoid this kind of situations in future.

Victim company




e In May 2021, an American company D was infected with the Suncrypt ransomware.

» On the 1:1 negotiation page, Suncrypt said that after 72 hours the exfiltrated data will
be posted at our news website and DDoS attack will be stopped only after progress is
made in the negotiation.

e Suncrypt requested 1,200,000 USD as a payment amount, presenting sample files and
listings as proof and guaranteeing to provide the following three items upon completion
of the negotiation.

Suncrypt seems to have separate roles of negotiator and technician, as a person who
appears to be a technician/developer who calls himself Tech (purple chat) participates
in the negotiation.

Hello, i will perofrm the negotiation betweem you and the group. Are you still here?

1 will check up the price for your network once more. | will provide the general information while i will await their answer. It might take up to 30 minutes

| was informed that the group will provide its demand tomorrow by 10 am cst as well as the exfiltrated data samples. In case if we will make an agreement you will receive the 3 items (erasure log, security report. decryptio
n tool). In case if we will now your data will be posted and media will be informed.

I am here, but won't be all the time but will check back periodically. Thank you very much, | was also asked to see if you have taken any data from the enviroment.

Hello its tech,Please view the random samples of the raw files that were exfiltrated from your network. We providing this as a proof that your servers were compromised. Full file tree will be available after you will make an
agreement with the support. DOWNI000 s s s o e didi S 000 Wt bod DElO18 LiNK: i o — o —— 0 — T— il

Helle, the estimated price for your network is 1 200 000 USD. This amount is negotiable as long as you are eligible for both the COVID-19 and the fast transfer discounts.

» During the negotiations, the victim company gave a link to a posted on Marketo /
Twitter and protested why they were already selling our data.
e Suncrypt said and denied it had nothing to do with us.

Why are you guys already trying to sell our data? | though we were werking on a deal?
Hello, can you please explain your statement as long as i am sure the group will not risk they reputation there were no single case of data leaks during the negotiation period.
Please provide some proofs.

That does not make any sense to me, because if thereotically somebody somehow will buy your data they will just waste their meney because your data will be posted for free at the news portal. We never reached media
and your data is at the secure location.

| mean the data will be posted for free if we will not make a deal with you.

Thank you. Please hold on, we will review it.

Did you check up if this data belongs to you? And how do you receive this link? We are investigating the issue. We have no connection to this. At the moment we have 2 main versions : the FBI is tring to have their stuff d
ownloaded ; you were attacked by another group and in that case they would contact you directly to buy out your data.

And now because of that; we've already had our name branded into the public.

o Marketo is a marketplace of stolen data, first appeared in April 202.
e Leaked data is selling publicly by bidding auctions.
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« Since the victim company does not have files encrypted with extensions other than
Suncrypt, it seems that Marketo only stole data without separate encryption, and it is
possible that leaked by Suncrypt and Marketo both.

e Suncrypt’s Tech said that they start DDoS attack to Marketo.

Hello its tech, we dont know this guys. If they have your data why they dont encrypted you?

We haven't been attacked by another group when the files have the same encryption extension.

we start DDes attack to their market

Lol what? Somebady trying to sell the encrypted data?

After several price negotiations, the victim company paid 182,000 USD, demanding
even to delete the post on Marketo.

Just spoke with my boss and management we would like to move forward with the agreement of paying $182k under these circumstances: 1) Get the posting down from Marketo. 2) Decryption Key. 3) Give us our files
back that are in your possession. 4) Allow us to delete or proof of deletion of all files. 5) Stop the phone calls, emails and harassment. 6) NO posting of our company information anywhere

Wait support please
We are ready to move on with the stated conditions. We will provide the wallet id within 15 minutes.
Please use the following wallet id and send us a message as soonn as you will transfer the funds.

beiqubwadx9gdnahdjfdtOpsBebzBiwt2mz9mpwder

Well we have and agreement and were working on transfering the funds here shortly. | would assume within the next couple hours.

and confirm we agreed upon the $182k, just couldn’t wire money till this morning.

Payment should of been sent, Confirmation code: aObbb8ac70948f515{67825ef2cfed6baBea2b42ca793338a501b0cffdebb744

Suncrypt closes the negotiation by providing erasure log and security report after
confirming Bitcoin deposit.

Security Report — same contents are provided in case of other victim company that were
infected at around the same time

Hello, the security report will be available today

Please hold on. And regarding the market i will have an update tomarro by 4 pm cst

administrator accounts. Start with two accounts and force users to justify any additional acc a tothe administrator group. The next thing that you should do is upgrade the schema and functional level of your

The security report for . Defend your credentials from mimikatz Limit administrato il o the smallest group possible. Even if you have thousands of user accounts, you should probably only have 2-5
forest and domain to at least 2012 R2. This domain functional level adds a fairly new group cal

Users™. Along with other protections, the members of the Protected Users group cannot authenticate by using

NTLM, Digest Authentication, or CredSSP. These changes provide powerful protections that make Mimikatz almost worthless. Verify KB2871997 has been installed to apply additional required security. After you install this
security update, the default setting for non-protected users on Windows 7 anﬁﬁuI it force r leaked logon session credentials. To override this default you can add the following registry dword,
MAC

TokenLeakDetectDelaySecs, and set it to a recommended value of 30 seconds. HKEY_L( ntControlSet\Control\Lsa\, Stop storing passwords in memory by changing the "UselLogonCredential™
registry setting to ‘0 instead of the default value of *1" and passwords are no longer HEEY_LOCAL_MACHINE\System\CurrentControlSet\Centrol\SecurityProviders\WDigest Start monitoring your
systems for unauthorized software and malware, which should help identify Mimikatz instaljation,and-activity. You lljhave to test these changes to see what breaks, but the idea is to implement some fairly basic changes to
protect your network. In your specific case the critical vulnerabiliry contained Forti VPN, please update FortiVpn and menitor for updates and Windows updates. Inform your IT stuff to remove the posibility of storing user
|passwords within the network.Also we recommend you to use SentinelAV and dattoo backup system. Also Veeam Tapes is good ,but pc with veeam should be in WORKGROUP and user should be different from main
domain. Every PC should have AV, Don't let any pc without AV. Also try configure 2FA (at all network pc) when you connect to remote desktop. Use password on AV. Also tip for you: If you want chage Fortigate VPN to
other . We dont reccomend you to use Sonic VPN, Pulse Secure, because its under massive hack

— erasure logs to prove that Suncrypt has deleted all files stolen from the victim
company.
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Suncrypt said that we are trying to bring down the fake post or getting a proof that data
is fake, but leak data posted on Marketo have not yet been deleted and are still on
selling.

Hello, the actual data not yet discovered to be deleted. At the moment we are seeing different ways of marketo support to explain the origins of unexistin
g data. Please wait for the progress. At the moment we see that your data is secured and we are trying to bring down the fake post or getting a proof that
data is fake. We could not buy out your data its just not there.

Anything new?

Iml Hello, thank you for your message. No available specialists at the moment. Please check back during the business hours: 10 AM to 6 PM CST.

Still looking to get the Marketo listing taken down.

3. Analysis of payment address

« Tracking the bitcoins paid by the victim company

Payment address : bc1gx6wa9x9gdnah9jfdtOps8c6z8vwt2mz9mpwdcr

Amounts : 5.03350949 BTC

Transaction date : 2021-06-02

The 5.03350949 BTC paid by the victim company was divided into several branches
and each performed ChipMixer Mixing, transferred to Binance, OKEX, Huobi wallet
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3.1 Money Laundering with ChipMixer Mixing

After several addresses, approximately 4 BTC was laundered through ChipMixer
Mixing

Bitcoin Address

e 1ME2WHjsa1TPjuWTUN2JRsAxJsCs62gSk7
e 1120LSTUE4PVVD4K88ANpwnRsw8e19ea7q
e 17pYQVxhPSGkiLwoJhaAM3DxG86VHTtiBLn

3.2 Transactions to Exchange wallet

After several addresses, approximately 1 BTC was withdrawn to Binance, OKEX,
Huobi exchange

Bitcoin Address

e 1Bb9AX3yM8WsFhZHFsVjWW7906KFMIA3gE
o 3CBDnbKDhgaEHDzoBiJrGza2FC6vv3GLej
o 37Z8s6MQsWsRQTX7gPcFaAdo2qFsQm7RGr

Conclusion

e , the Suncrypt ransomware mainly uses ChipMixer for bitcoin laundering
» Judging from the negotiation chat content, suncrypt seems to be divided into
Ransomware operator, Negotiation manager, Tech manager, etc.
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