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Juniper Threat Labs has detected a new development in the Aggah malware campaign.
Previously, Aggah was known to be using legitimate infrastructures like BlogSpot, WordPress and
Pastebin to host its malware. Recently, we discovered an ongoing campaign where Aggah threat
actors host their malware using Zendesk attachments and GitHub. This campaign delivers several
types of malware that are focused on stealing sensitive information, such as usernames and
passwords, credit card information stored in browsers and crypto wallets.

We detected a malicious Microsoft PowerPoint sample,
ed70f584de47480ee706e2f6ee65db591e00al114843fa53c1171b69d43336Ffe , which was
downloaded from Zendesk’s own infrastructure as an attachment:

http://p17[.]zdusercontent[.]com/attachment/9061705/eyckz3zuedoivxtp@i629aoxe

The PowerPoint document contains a malicious macro file that connects to a shortened
bitly.com URL which expands to
https://mujhepyaslagihaimujhepanipilao[.]blogspot[.]com/p/mark2html in order

download and execute a malicious Script via mshta.exe.
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Public Sub Procedurecall ()

Dim D11Main(l Te 2) As New Clas:

For i =1 To 2
D11Main(i) .CallDls =
D11Main (i) .ExtractDll
D11Main (i) .ModelOb]
D11Main (i) . RunPE

Dl11Main (i) .C:
D11Main (i) .Ext
D11Main (i) .Mo
DllMain{i}.RunPﬂ

ontent Length
Location: ht

Fig.2. Bitly url expands to

ontent Length:
CachE—CDn =

https //mUJhepyasIag|ha|mu1hepan|pllao[ ]bIogspot[ ]com/p/mark2htmIThe script, mark2.html ,
hosted on mujhepyaslagihaimujhepanipilao[.]blogspot[.]com , performs a series of
operations, such as creating a Run entry in the registry to execute a PowerShell script, download
and execute another script using scheduled task and use WMI in the registry Run key to
download and execute another scrlpt
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Fig.3. Series of operations done by mark2.html
The code shown in Figure 3 downloads from the following links and executes them.

https://ia801405us[.]Jarchive[.]Jorg/11/items/pg_20210716/blessed.txt

https://randikhanaekminar[.]blogspot[.Jcom/p/elevatednew1.html

https://backbones1234511a[.]blogspot[.]Jcom/p/elevatednew1backup.html

https://startthepartyupl.]blogspot.com/p/backbone15.html

https://ghostbackbone123][.]blogspot.com/p/ghostbackup14.html
Blessed.txt

The PowerShell script is hosted on archive.org as blessed.txt . The PowerShell loads a stealer
malware, known as Oski. The Oski malware is included in the PowerShell script as a hex-encoded
string. It uses a technique known as Signed Binary execution via RegSvcs.exe and .NET
Assembly.lLoad to load this binary as an added layer of protection since it's not saved to the
disk and only stays in memory.
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http://archive.org/

Fig. 4 Blessed.txt is a PowerShell script that contains a Windows executable which it loads via
RegSvcs.exe

Oski was first seen in 2019. Today, it's sold in Russian hacking forums for $70-$100. Oski
malware’s capabilities include:

Stealing cryptocurrency wallets

Stealing sensitive information stored in browsers such as credit card data, autofill data and
cookies

Stealing credentials from various applications such as FTP, VPN and web browsers
Capturing screenshots
Collecting system information

Downloading and installing additional malware
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malware. 01370F09

sh edx ; edx:"AL9TH”
ea eax,dword ptr ss:flebp-E8F4])
ush eax
dword ptr d_»‘[c&]strl:at)}
mov ecx,dword ptr ds:[13822E0] ; 013822e0:&"\\\\cookies"
?ush ecx
ea ed)( dword ptr ss 'ebp BEF4])
i Sk d oo T ]
rd ptr rh :& strcat>
ea eax,dword ptr ss:[lebp-D&E34]J Steal Browser data such as autofill,
?ush eax cookies, etc
ea ecx,dword ptr ss:|flebp-ccicl)
ush ecx
h dword ptr ds: [<&1str:at=]
mov edx,dword ptr ds: [1 6A0] ; edx:"ALITH", 013826A0:&"\\\’\cc"
?ush edx ; edx:"ALOT
ea eax,dword ptr 551 Iebp cc7cll
ush eax
dword ptr ds:[<&lstrcat>]
a ecx dword ptr ss:[flebp-D&3aj
? K 01374F00 <malware.Stealwallets>
ea de dmrd ptr ss: 'ebp pd4cl push
edx ; edx:"ALOT mov ebp,esp
dnord ptr df [q&‘lstrca‘t)i push 104
mov eax,dword ptr ds:[13822c4] ; 013822c4:&"\\\\autofill"] push 0
ush eax ush malware.1381F98
ea ecx,dword ptr ss5;[Jebp-pdac] malware.13591C0
ush ecx esp,C =
dword ptr ds:[<&lstrcat>] mov eax,dword ptr ss:ebp: sl
ea edx,dword ptr ss:[lebp-D834[) P“Sh eax
ush edx ; edx:"ALITH ﬁ d:ér:ll ;tii;y‘l’:;ﬂstrcat»
E:hegixdmrd PLr 33:fiebp-3rcll uwhecx ,dword ptr ds:[1382190) ; 01382190:&"*wal®.dat"”
dword ptr ds:[<&lstrcat>] pe= z . 11 =i .
mov ecx,dword ptr ds:[13820c4] ; 013820C4:&"\\\\crypto" :I‘?:he‘:;xd‘:"“;gx‘“:, L W e R i
ush ecx mov eax,dword ptr ds:[138211c] ; 0138211C:&" Bitcoin
ea edx,dword ptr ush eax
kit o oy la'lwara.).3?ﬂ€20
esp,C
mov ecx,dword ptr ds:[13822E4] ; 013822e4:&"keystore”
push ecx
llovhedx , dword ptr ds: (1!326!0] ; edx:"AL9TH", 01382680:4" Ethereum
push edx ; edx:"AL9TE
mov eax,dword p(r ds [1!32580] ; 01382680:&" Ether eum
ush eax
h -a‘lnare 1374€20
a
rlwhec: dword ptr ds:[13825E8) ; 013825E8:&"default_waller”
push ecx
mvhedx ydword prr dd.[uazsm] ; edx:"AL9TH", 01382610:&" Electrum wallets
ush edx ; edx:"ALITH
plwv eax,dword ptr ds:[1382620] ; 01382620:&" Electrum”
Steal Several Crypto Wallets ush eax
malware.1374E20
add esp,cC
mov ecx,dword ptr ds:[13825E8] : 013825e8:&"default_wallet"”
ush Ec)(
pllovhedx dword ptr ds:[1382290) ; edx:“AL9TH", 01382290:4" Electrum-LTC wallets
pus edx ; edx: TH
eax , dword plr ds:[1382344] ; 01382344:& Electrum-LTC"
ush eax
malware.1374€20
a esp,C
I'Iwhetg dword ptr ds:[1382568] ; 01382568:& default_wallet”
push ecx
mvheux y dword pr_r ds:[1382328] ; edx:"ALOTH", 01382328:&" Electroncash\\\\wallets
ush edx ; edx: Ti
pllo\.r eax ,dword ptr d"[13!2194] ; 01382194:4" electroncash”
ush eax
malware.1374E20
G it o e s TS o AR ASRE I s S anin canE o

Fig . 5 Oski code that steals crypto and browser data
Oski connects to the following C2 server: 103.153.76.164

After it collects and exfiltrates the data, it will delete traces of itself in the system.

Elevatednew1.html

One other routine that we have listed above in Fig. 3 includes creating a scheduled task to
download and execute another malicious script hosted on
https://randikhanaekminar[.]blogspot[.]com/p/elevatednewl.html . This malicious
script loads another PowerShell script named blessed.txt . This time, the script is hosted in

GitHub as follows:

https://raw[.]githubusercontent[.]com/manasshole/newone/main/blessed. txt
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Fig. 6 Script code inside elevatednew1.html executes a PowerShell hosted in GitHub.com
The malware that it tries to install is Agent Tesla, a .NET keylogger and RAT that logs keystrokes
and the host’s clipboard content.

The other malicious scripts backbone15.html and ghostbackupl4.html are no longer
available for download, while elevatednewilbackup.html isthe same as elevatednewl.html

Before publication of this blog, we have contacted Zendesk and Github and they quickly
responded to disable the hosted malware.

Conclusion

The threat actors’ primary goal is to steal sensitive information such as usernames and
passwords, credit cards and crypto wallets. On the surface, this may seem to have a low impact in
comparison with ransomware operations targeting enterprises. However, the Aggah threat actors’
method of using legitimate infrastructure is worrisome. As a defender, one way to disrupt
malicious activity is to detect their infrastructure. This is usually effective as it's not that easy to
change infrastructures.

As we have observed and noted, threat actors using GitHub, Archive.org, Zendesk, GitHub,
Pastebin and Google Drive are not going away anytime soon and we expect their malicious efforts
to continue. For instance, Juniper Threat Labs has also seen a growing usage of Zendesk to host
malware, which may warrant its own blog in the future.

In this particular case, Juniper Networks’ Advanced Threat Prevention (ATP) solution detects the
Aggah malware file as follows:
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https://www.juniper.net/us/en/products/security/advanced-threat-prevention.html

ed70f584de47480ee706...

Threat Level

File name SEPHAR ORDER GE.ppt
Category document (Extension: ppt...

GENERAL BEHAVIOR ANALYSIS
Status

Threat Level @D 10

Global Prevalence Low

Last Scanned Aug 19, 2021 2:11 PM

@ ISR WSO [ Download STIX Report [4] Download POF Report
Top Indicators Prevalence
Signature Match Generic Global prevalence Low
Antivirus Clean Unigue users
Protocols seen WA
NETWORK ACTIVITY BEHAVIOR DETAILS
File Information Other Details
File Name SEPHAR ORDER GE.ppt shal56 ed 7480ee70I 1e00al14
Category document (Extension: ppt, MIME type: 845fa33c1171059043236ffe
application/vnd.ms-powerpoint) mdS B9d6cS877ed23f77ed3e74a2324d4a5
Size 81KB
Flatform Generic
Malware Name
Type Generic

Strain

Generic

ed70f584de47480ee706e2f6ee65db591e00a114843fa53c1171b69d43336Ffe
103[.]153[.]76[.]164
https://raw[.]githubusercontent[.]com/manasshole/newone/main/blessed.txt
http://pl17[.]zdusercontent[.]com/attachment/9061705/eyckz3zuedoivxtp@i629aoxe
https://ia801405us[.]archive[.]Jorg/11/items/pg_20210716/blessed. txt
https://randikhanaekminar[.]blogspot[.]com/p/elevatednewl.html
https://backbones1234511a[.]blogspot[.]com/p/elevatednewlbackup.html
https://startthepartyup[.]blogspot.com/p/backbonel5.html
https://ghostbackbonel23[.]blogspot.com/p/ghostbackupil4.html
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