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Summary

LockBit Ransomware (a.k.a. ABCD) is yet another ransomware group operating in the RaaS
(Ransomware-as-a-Service) model, following the same architecture as other major threat
groups, like REvil. This threat emerged in September 2019 and is still being improved by its
creators. In June 2021, the LockBit group announced the release of LockBit 2.0, which
included a new website hosted on the deep web, as well as a new feature to encrypt
Windows domains using group policy.

On August 11, 2021, the LockBit ransomware group announced in their deep web forum that
they have infected the global IT consultancy company Accenture.
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https://www.netskope.com/blog/netskope-threat-coverage-lockbit
https://malpedia.caad.fkie.fraunhofer.de/details/win.lockbit
https://www.netskope.com/blog/netskope-threat-coverage-revil
https://twitter.com/Intel_by_KELA/status/1406905385580118017/photo/1
https://www.bleepingcomputer.com/news/security/lockbit-ransomware-now-encrypts-windows-domains-using-group-policies/
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accenture.com
These people are beyond privacy and securty | really hope that their services are better than what |
saw as an insider. If you're interested in buying some databases reach us

ALL AVAILABLE DATA WILL BE PUBLISHED !

LockBit official website, hosted on the deep web, showing the Accenture information.
According_to the company Cyble, the attackers have allegedly stolen about 6TB of data, and
are demanding $50M (USD) as ransom. Also, Cyble mentioned that this attack was
supposedly carried out by an insider, however, that has not been verified yet. The IT giant
Accenture has confirmed the attack and also affirmed that the breach had no impact on their
operations or systems.

The period established for Accenture to pay the ransom was August 11, 2021, which has
now passed.

@ accenture.com @ accenture.com

PUBLISHED FILES

These people are beyond privacy and These people are beyond privacy and
security. | really hope that their services are security. | really hope that their services are
better than what | saw as an insider. If you're better than what | saw as an insider. If you're
interested in buying some databases reach interested in buying some databases reach
us s

MORE ——» MORE —»

The original deadline for the ransom’s payment has passed, according to LockBit’s website.
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https://twitter.com/AuCyble/status/1425422006690881541
https://www.bleepingcomputer.com/news/security/accenture-confirms-hack-after-lockbit-ransomware-data-leak-threats/

However, as | am writing this blog post, the period to pay the ransom was changed to August
12, 2021, at the end of the day.
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ALL AVAILABLE DATA WILL BE PUBLISHED !

New deadline established by the attackers for Accenture’s ransom

At this point, it's unclear how the attack was carried out, or if LockBit really stole sensitive
data from the company. In this threat coverage report, we will briefly show how LockBit
works, describing some features used for anti-analysis.

Threat

LockBit ransomware is developed in both C and Assembly and uses AES + ECC to encrypt
the files. The group operates in the RaaS model, and on their official website hosted on the
deep web, we can find an advertisement trying to attract more affiliates into the scheme.

3/9



CONDITIONS

Jil3{ PARTNERS

[Ransomwarel LockBit 2.0 is an affiliate program.

Affiliate program LockBit 2.0 temporarily relaunch the intake of partners.

The program has been underway since September 2019, it is designed in origin C and ASM languages without
any dependencies. Encryption is implemented in parts via the completion port (I/O), encryption algorithm AES
+ ECC. During two years none has managed to decrypt it.

Unparalleled benefits are encryption speed and self-spread function.

The only thing you have to do is to get access to the core server, while LockBit 2.0 will do all the rest. The
launch is realized on all devices of the domain network in case of administrator rights on the domain
controller.

LockBit “advertisement” posted on their website.

According to the page, the group is using a custom stealer named “StealBIT” to exfiltrate
data from companies. They have even included a comparison between their service and
other services, like MEGA and pCloud.

Comparative table of the information download speed of the attacked company
Testing was made on the computer with a speed of Internet of 1 gigabit per second

Downloading Speel — Compression  Hidden - Dl I Time spent for
method mega s in real time mode e i downloading of 10 TB
per second of 10 GB of 100 GB
Stealer - StealBIT 83,46 MBIs Yes Yes Yes 1M 598 19M 588 1D 9H 16M 57S
LI ?rg'g”d'“’m 4,82 MBIs No No No 34M 348 5H 45M 46 S 24D 18M 8S
el 4,38 MBls No No No 38M 38 6H 20M 31S 26D 10H 11M 458
premium
Rclone mail.ru free 3,56 MB/s No No No 46M 488 7H 48M 98 32D 12H 16M 285
Rclone mega.nz free 2,01 MBis No No No 1H 22M 558 13H 48M 118 57D 13H 58M 44s
Rclone mega.nz PRO 1,01 MBIs No No No 2H 45M 1D03H30M9S 114D 14H 16M 30S
Rclone yandex ru free 0,52 MB/s No No No 5H20M30S  2D05H25M7S 222D 13H 52M 498

LockBit “advertisement” showing how fast they are when it comes to data exfiltration.
The website also includes an encryption speed comparative between LockBit and other
ransomware families, such as Ragnar, REvil, Conti, and others.
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Encryption speed comparative table for some ransomware - 02.08.2021 (added BlackMatter)

Name of the
ransomware

LOCKBIT 2.0

LOCKBIT

Cuba
BlackMatter
Babuk
Sodinokibi
Ragnar
NetWalker
MAKOP
RansomEXX
Pysa
Avaddon
Thanos
Ranzy
PwndLocker
Sekhmet
Sun Crypt
REvil
Conti
Hive
Ryuk
Zeppelin

PC for testing: Windows Server 2016 x64 | 8 core Xeon E5-2680@2.40GHz | 16 GB RAM\ SSD

Date of a sample

5 Jun, 2021

14 Feb, 2021

8 Mar, 2020
2 Aug, 2021
20 Apr, 2021
4 Jul, 2019
11 Feb, 2020
19 Oct, 2020
27 Oct, 2020
14 Dec,2020
8 Apr, 2021
9 Jun, 2020
23 Mar, 2021
20 Dec, 2020
4 Mar, 2020
30 Mar, 2020
26 Jan, 2021
8 Apr, 2021
22 Dec, 2020
17 Jul, 2021
21 Mar, 2021
8 Mar, 2021

Speed in
megabytes
per second

373 MBls

185 MBIs
185 MBIs
166 MB/s
151 MBIs
151 MBIs
151 MBIs
138 MB/s
138 MB/s
128 MB/s
119 MBIs
119 MBIs
111 MBis
104 MB/s
104 MB/s
104MBIs
98 MBIs

98 MBIs

92 MBls

92 MBIs

92 MBls

4M 288

6M 16S

oM
M
oM
11M
1M
1M
12Mm
12Mm
1M
14M
14M
15M
16M
16M
16M
1™
1M
18M
18M
18M

Time spent for Time spent for

encryption
of 100 GB

encryption
of 10 TB

7H 26M 408

10H 26M 408
15H
15H

16H 40M
18H 20M
18H 20M
18H 20M
20H
20H
21H 40M
23H 20M
23H 20M
1D 1H
1D 2H 40M
1D 2H 40M
1D 2H 40M
1D 4H 20M
1D 4H 20M
1D 6H
1D 6H
1D 6H

Self spread

Yes

Yes

No
No
Yes
No
No
No
No
No
No
No
No
No
No
No
No
No
Yes
No
Yes
No

Size sample in KB

855 KB

146 KB

1130 KB
67 KB
79 KB

253 KB
40 KB

902 KB
115 KB
156 KB

500 KB

1054 KB
91 KB

138 KB
17KB

364 KB

1422 KB

121 KB

186 KB

808 KB

274 KB

813 KB

The number of the
encrypted files (All file
in a system 257472)

109964

110029

110468
111018
109969
95440

110651
109892
111002
109700
108430
109952
81081

109918
109842

random extension
random extension

109789
110220
81797

110784
109963

LockBit “advertisement” showing an encryption speed comparison between ransomware

families.

Once the sample is executed, the code implements a very simple technique to detect if the

process is being debugged, by checking the NtGlobalFlag value in the Process Environment
Block (PEB) structure. This is usually done to avoid direct calls to the function

CheckRemoteDebuggerPresent or IsDebuggerPresent .
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https://docs.microsoft.com/en-us/windows/win32/api/winternl/ns-winternl-peb

push ebp

mov ebp, esp

and 2sp, BFFFFFFFﬁh

MoV eax, large fs:36h

sub esp, 36Ch

test byte ptr [eax+6Bh], 78h

push ebx 3

push esi . .
bush odi . arglist Basic anti-debug
ljnz loc_41B38A I

mov ESi:-TEFEE :

lea eax, [esp+37

push 208h loc_41B38A:

push B

push eax push o .

call j_memset call ds:ExitProcess
technique.

Also, LockBit verifies if the process is running with Administrator privileges by checking the
return of the APl OpenSCManagerA . If it's not a privileged process, the function will fail,
consequently reaching the ExitProcess call.
call <lockbit.sub_40CC20>

push C8

ov edi,dword ptr ds:
push FOO3F

push 0
ush 0

<&0pensCManagerA> ]

mov es51,dword ptr ds:| oseserviceHand [es]

test eax,eax eax:” _1i"

jne ;ockgit.41B3E% ]

cm wor Tr :[34],5 : : :

P Tockbi. 4155, LockBit checking if the
ea ecx,dword ptr ss:|lesp+20]

mov dword ptr ss:llesp+20],0

call <lockbit.sub_40CES0>

cmp dword ptr ss:lesp+20[,0

je lockbit.418392

call <lockbit.sub_41FAB0=

lea ecx,dword ptr ss:|[lesp+170]
call <lockbit.sub_41ECAQ=

|
'ca]l dword Etr ds:[{&ExitPraceaa}]!

process is privileged.
The sample also uses a Mutex to verify if there is another instance of LockBit running at the
same time.

[

]

ine lockbit.40DOFF
ea eax,dword ptr ss:|[lebp-2E]

pusn eax eax:"Globaly\{BEF590BE-11A6-442A-A85B-656C1081EQ4CH"
push 0

push 0

call dword ptr ds:[<&CreateMutexA>]

XOr eax,eax eax: Globaly \{BEF590BE-11A6-442A-A85B-656C1081EQ4CH"

mov esp,ebp

LockBit creating a Mutex object.
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Looking at the PE .rdata section, we can see that LockBit attempts to protect some relevant

information by encrypting the strings, which is just a basic protection against detection or
quick analyses.

Furthermore, we can observe that LockBit is using Intel 128-bit XMM registers in the
operations, probably to increase the performance of the code.

.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:

L L

8842443
0842443
8842444
0842444
8842445
8842445
Be42448
B842446
8842447
0842447
2042448
0842448
8842449
8842449
8042444
8042444
0842448
0042448
88424AC
88424AC
8842440

xmmword_424438  xmmword

xmmword 424448 xmmword

xmmword 424458 xmmword

xmmword_424468  xmmword

xmmword_424478  xmmword

xmmword 424488 xmmword

xmmword 424498 xmmword

xmmword_424408  xmmword

xmmword_4244AB8  xmmword

xmmword_424AC8  xmmword

xmmword 4244D8 xmmword

LockBit encrypté& strings.
The algorithm is straightforward — it decrypts the string by doing a single byte XOR
operation, using the first byte of the string as a key.

movaps
movups
movaps
movups
nop

xmm@, ds:xmmword 424968
[ebp+var_27E], xmm@
xmm@ , ds:xmmword_424ﬂ6d
[ebp+var 26E], xmm@

62D8A07220B6D102D181D0308892A68h
sub_48DB88+18541r

; DATA XREF:
7910E012D8385182510158B083812268h
; DATA XREF:
791120D20087811C2114118F870852664h
; DATA XREF:
7840404072D2A2D2A2D2A4240465787h
; DATA XREF:
78B4653464307425346514E55570755h
; DATA XREF:
74270070606062D2A2D2AB753524845h
; DATA XREF:
74B4649485455425787545349424E4Bh
; DATA XREF:
753494249464A554257874254524644h
; DATA XREF:
75548730874254520755480874055488%h
; DATA XREF:
7554E424F5307434346075E424F538Fh
; DATA XREF:
75E464A07534E070B42554650534148h

sub_48DB88+183941Tr
sub_48DB88+17F4Tr
sub_4988648+5631r
sub_488648+7231r
sub_488648+6F9Tr
sub_488648+74DTr
sub_488648+5D31r
sub_488648+6A51Tr

sub_488648+635Tr

A m

HmMmwo

rd_424A60

xmmword 53524845460753424055484187530045%h

)

; DATA XREFR:

sub_4

mow

loc_488DF8:

al, byte ptr [ebp+var_52E]

byte ptr [ebp+ecx+var 52E+1], al
ecx

ecx, 2D5h
short loc_408DF@

LockBit string decryption algorithm.
It should be possible to decrypt LockBit strings applying the same logic.
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dw 8 e ALA XEBEE - <ub
xmmword E@l@@?36362?3303ﬂ94?369991c53h
; DATA XREF:

sub_41ECAB+C

)
xmmword 58C19143312851001188C8C013760h

; DATA XREF: sub

: sub A1ECAR+CEAT
Decrypting LockBit’s strings using Python.
In addition, LockBit also executes a series of commands using the APl ShellExecuteA to
avoid any restoration of the files in the machine by disabling the system’s recovery mode and
the Windows Shadow Copies.

.rdata:004230B0 00000027
rdata:00423008 00000020
rdata:00423E08 00000030

JSovesadmin Delete Shadows /Al /Cuiet
Jc bededit /set {default] recoveryenabled Mo

G

i

C
C
C Jc bodedit /set {default} bootstatuspolicy ignoreallfailures
ordata:00423E48 00000024  C Jcwhadmin DELETE SYSTEMSTATEBACKLUP
rdata:00423EGC 00000032  C Jc whadmin DELETE SYSTEMSTATEBACKUP -deleteOldest
rdata:023EAD 00000022 C Jowmic SHADOWCOPY /nointeractive Some of the
C
C
C
C

w

rdata:00423EC4A 00000018

5 Soowevtutil ol security

‘s’ .rdata:00423EDC 00000016 Soowevtutil cl system

‘s’ .rdata:00423EF4  00O00001B Soowevtutil cl application

‘s’ .rdata:00423F10 00000025 Yolume Shadow Copy & Event log clean

‘s’ ordata:00423F38  0000001E C WowbdRevertWowtdFsRedirection
commands executed by LockBIt.

After the files are encrypted, LockBit creates the ransom note in every single directory where
there are encrypted files.

| *Restore-My-Files.txt - Notepad - O x
y P

File Edit Format VYiew Help

All your important files are encrypted!

Any attempts to restore your files with the thrid-party software will be fatal for your files!
RESTORE YOU DATA POSIBLE ONLY BUYING private key from us.

There is only one way to get your files back:

| 1. Download Tor browser - https://www.torproject.org/ and install it.

| 2. Open link in TOR browser - httgl |
This link only works in Tor Browser!

| 3. Follow the instructions on this page

#HH Attentdion! #HH
# Do not rename encrypted files.
# Do not try to decrypt using third party software, it may cause permanent data loss.

# Decryption of your files with the help of third parties may cause increased price(they add their fee
to our).

# Tor Browser may be blocked in your country or corporate network. Use https://bridges.torproject.org
or use Tor Browser over VPN.
# Tor Browser user manual https://tb-manual.torproject.org/about

Il We also download huge amount of your private data, including finance information, clients personal

info, network diagrams, passwords and so on.
Don't forget about GDPR.

LockBit ransom note

Lastly, the computer’s wallpaper is also changed by the malware, in case encrypting the files
wasn’t enough to catch the victim’s attention.
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All your files are encrypted by LockBit

for more information see Restore-My-Files.txt that is located in every encrypted folder

LockBit wallpaper.

Protection

Netskope Threat Labs is actively monitoring this campaign and has ensured coverage for all
known threat indicators and payloads.

* Netskope Threat Protection
Generic.Ransom.LockBit.19F98D1F
* Netskope Advanced Threat Protection provides proactive coverage against this
threat.
o Gen.Malware.Detect.By.StHeur indicates a sample that was detected using static
analysis
o Gen.Malware.Detect.By.Sandbox indicates a sample that was detected by our
cloud sandbox

I0OCs

SHA256
6292c2294ad1e84cd0925c31ee6deb7afd300f935004a9e8a7a43bf80034abae

A full list of IOCs and a Yara rule are available in our Git repo.
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https://github.com/netskopeoss/NetskopeThreatLabsIOCs/tree/main/LockBit

