Redosdru.V Malware that hides in encrypted DLL files to
avoid detection by Firewalls
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The Dell Sonicwall Threats Research team observed reports of a New Malware family
named GAV: Redosdru.V actively spreading in the wild. This time attackers used a dropper
to download the original Malware that hides in encrypted DLL files to avoid detection by
Firewalls.

.data:pBup4pBe an6sayZyabsrpmp db ‘AGSay2yA6SRpMPhldUejr1¥Y BudUnPsulGcI1XpBUThIFPH2 j0qQUSZpRNEs6HK /40N

.data:9e4040B80 ; DATA XREF: sub_u01D88+163To

.data:9e4040B80 db 'xqAJdw9EDILp102w/3A9YF1FDHX6UZ6+FNIU9r+0+DrXSBA7bydgHALqQAPY3 jghCN"
.data:9e4040B80 db "N6FAWEZXIMYBCJrsPGIz/26MY7EXD2p73Jq2UF TEDEMHHOR7SH3BB/PEGHHrYG1XY "
.data:9e4040B80 db 'ijROQONDaSH2CcBORHEKCXB5K4Kebs8BsSAR7N2Z6EwS ZuNeAVpTUfesAPH] jNEGYpo”
.data:9e4040B80 db 'U9Spu7adE0ZYHcntY+cnhOFFDBURCHP1Xg9YV9dha33maQ1yYiXYal9+k0dF FEgUKH"
.data:9e4040B80 db 's68KK/aqDdHqLD2BpFbCHATXbDiB7KaB1rYCGHHIeNEDb Bf q5wESiuwofaS+wEdax"
.data:9e4040B80 db 'rh7+pok1e9EXyYGs6Fx/LbKnuzbM9SSdNDFUPYYFGObuweKF JNREI98X26ruKAgoBF "
.data:9e4040B80 db 'L9usf03PUMYCEFuq%eCTae BKK7noAmg==",0

Infection Cycle:
Md5:
807db66fd414f3eb5e74e10fc4309ae3
The Malware adds the following files to the system:
Malware.exe
o C:Program FilesAppPatchNetsyst96.dll
o C:Program FilesMicrosoft FduoodFduzjyw.exe

The Trojan adds the following keys to the Windows registry to ensure persistence upon
reboot:

HKEY_ LOCAL_MACHINESOFTWAREMicrosoftWindowsCurrentVersionRun
Wsejti gzuaqwud=C:Program FilesMicrosoft FduoodFduzjyw.exe

Once the computer is compromised, the malware copies its own files to AppPatch folder.

b alware. exe 2812 {_:]ul:reateFile C:\Program FilesAppPatch
b alware. exe 2612 E\EreateFile C:\Program FilesdppPatchiMetSpst36. dil
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The Malware tries to download encrypted DLL file from its own C&C server from following
domain:

WIMIMET. dlI
WINIMET. dll
WIMIMET. dll

kernel32.dll

WINIMET. Il Julds

WINIMET. dlI i~ Istrlend [ “hitp:/123,
WININET. dll - StrCmpMICA [ “hitp”, “h

= :’: b alware. exe [3754] C:hDocuments and Settingz\AdminiztratarsDesktophtd alware. exe
j Fduzjww. exe [2420] C:AProgram FileshMicrogaft Fduood'Fduzppw, exe

Here is an example of encrypted DLL file:
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Command and Control (C&C) Traffic

Redosdru.V performs communication over 9925 and 60321 ports. The malware sends your
system information to its own C&C server via following format, here is an example:

FID Faort Humber | Fort Type | Processes Host .ﬁ.ddress Remote Port
! z 9925

PID Part Murmmber | Paort Type Froceszesz Huost .-'-‘-.u:h:lress Femate Part
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Stream Content

=..0;.- 1%W.x...d..eF 1..¥..... b Ee

T B 0 X T BT B & AT L yEXT. .. k. BEL 2. Y
LF. . F.F..f.....f

EVE. G Bt Tten... P

GET /feg-bin/cgi_get portrait.fcg?uins=12345678 HTTP/1.1
Host: users.qzone.qq.com

HTTP/1.1 288 OK

Server: QZHTTP-2.37.1
Cache-Control: max-age=8648@
Content-Type: text/html
Content-Length: 189
Connection: keep-alive

portraitCallBack({"12345678":["http://qlogo3.store.qq.com/qzone/12345678/12345678,/188" , 79948, -1,4,8,1, " ,8]})

We have been monitoring varying hits over the past few days for the signature that blocks
this threat:

GAY Hits for 5igID - Redosdru.¥ # 14922 in the last 40 daus
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Time Ct=s)
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Total hits for signature: 183

SonicWALL Gateway AntiVirus provides protection against this threat via the following
signature:

GAV: Redosdru.V (Trojan)

3/3



