BlackMatter

- id-ransomware.blogspot.com/2021/07/blackmatter-ransomware.html

BlackMatter Ransomware

(wndpoBanblMK-BbIMOraTenb, RaaS) (nepBOMCTOYHMK)
Translation into English

OTOT KpUNTO-BEIMOTaTENb LUMGPYET AaHHbIe BU3Hec-nonb3oBaTenen ¢ noMmoLlbio Salsa20 + RSA-1024, a 3atem Tpebyet
Bblkyn B BTC nnm XMR (Monero), 4tobbl BepHyTb channbl. OpuruHansHoe Ha3BaHue: BlackMatter Ransomware. pynna
BbIMOraTenewn n nx npeactaBuTesnb Ha xakepckux opymax HasbiBatoT cebsi BlackMatter.

OGHapyxeHus:

DrWeb -> Trojan.Encoder.34207

BitDefender -> Gen:Heur.Mint.Zard.25

ESET-NOD32 -> A Variant Of Generik. HLXFKFN

Kaspersky -> Trojan-Ransom.Win32.Encoder.njw

Malwarebytes -> MachineLearning/Anomalous.96%

Microsoft -> Ransom:Win32/Genasom

Rising -> Trojan.Generic@ML.98 (RDML:JZF*

Symantec -> ML.Attribute.HighConfidence, Ransom.Blackmatter, Ransom.Blackmatter'gm1

TrendMicro -> TROJ_GEN.R06CH09GQ21

© lNeHeanorusn: &< DarkSide, < REVvil, < LockBit >> BlackMatter

IDR IDENTIFIED v

Cant "ID Ransomware" ato ngeHtudunumpyet kak BlackMatter.
UHcpopmauma ana naeHtudmukaummn

3710t BlackMatter Ransomware 6bin npeactaeneH Ha dopymax knbep-aHgerpayHaa 21 nionsa 2021. Obpasel, 3Toro KpunTo-
BbIMoOratens 6bin HaaeH B koHue nionsa 2021 r. OpneHTUPOBaH Ha aHIMos3blYHbIX MONb30BaTeNen, MOXeT
pacnpocTpaHATbLCA No Bcemy Mupy. 3BeCTHO 0 NocTpagdaBLUMX KpynHbix opraHu3auusix B CLUA, BennkobpuTtanuu, Kanage,
AscTtpanuu, naun, Bpasunuu, Ynnu n TavnaHae, 1 3To Janeko He BECb CMUCOK CTPaH.

K 3awmndpoBaHHbIM hannam gobasnsercsa crnyyariHoe paclumpeHue: .<random_id>

Mpumepbl Taknx pacLUMpeHun:
.51yupKSuX
.it2TiN2UtR

1/9


https://id-ransomware.blogspot.com/2021/07/blackmatter-ransomware.html
https://translate.google.com/translate?sl=ru&tl=en&u=https://id-ransomware.blogspot.com/2021/07/blackmatter-ransomware.html
https://1.bp.blogspot.com/-VrcX69222PU/YQbwjhY8joI/AAAAAAAAaKw/LQjjdDntGkYBtWXhgC9T0wvXqihYp8H-gCLcBGAsYHQ/s250/logo2.png
https://id-ransomware.blogspot.com/2020/08/darkside-ransomware.html
https://id-ransomware.blogspot.com/2019/04/sodinokibi-ransomware.html
https://id-ransomware.blogspot.com/2019/10/abcd-ransomware.html
https://1.bp.blogspot.com/-F6XB2Y6TNMI/YZ3x3s1YX-I/AAAAAAAAbAs/H9iUbtvBPM8sZZGC4SzI2fH3Kz5QWBgdgCLcBGAsYHQ/s228/button-yes.png

.gxtrGRIré
MpumeyatenbHO, 4TO hannbl MoryT WwndposaTtbes gaxe B Safe Mode (BesonacHom pexume Windows).

3anucka ¢ TpeboBaHuem Bbikyna HasbiBaeTcs: <random_id>.README.txt

MprMepbl TakMx 3anmcok:
51yupKSuX.README .txt
gxtrGRIr6.README.txt

maiOnZ30r.README.txt

Opyrum nHdopmaTtopom xepTBbl aBnsetcss BMP-n3obpaxeHne ¢ Tekctom, 3ameHstollee obom Paboyero crona:

BlackMatter Ransomware encrypted all your files!
To get your data back and keep your privacy safe,

you must find maiOnZ3 Or. README.txt file
and follow the instructions!

3710 MoryT ObITb channsbi:
51yupKSuX.bmp
gxtrGRIr6.bmp
maiOnZ30r.bmp
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>>> \What happens?

Your network is encrypted, and currently not operational. We have downloaded 1TB from your fileserver.

We need only money, after payment we will give you a decryptor for the entire network and you will restore all the data.
>>> What guarantees?

We are not a politically motivated group and we do not need anything other than your money.
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If you pay, we will provide you the programs for decryption and we will delete your data.
If we do not give you decrypters or we do not delete your data, no one will pay us in the future, this does not comply with
our goals.
We always keep our promises.
>> Data leak includes
1. Full emloyeers personal data
2. Network information
3. Schemes of buildings, active project information, architect details and contracts,
4. Finance info
>>> How to contact with us?
1. Download and install TOR Browser (https://www.torproject.org/).
2. Open hxxx://supp24yy6a66hwszu2piygicgwzdtbwftb76htfj7vnip3getggnzxid.onion/7NT6LXKC1XQHW5039BLOV.
>>> \Warning! Recovery recommendations.
We strongly recommend you to do not MODIFY or REPAIR your files, that will damage them.

lMepeBopA 3anUCKN Ha PyCCKUIA A3bIK:
>>> Y10 nponcxoant?

Bawa ceTb 3awmcpoBaHa 1 B HacTosiLLee Bpems He paboTtaeT. Mbl ckayanu ¢ Bawuero dannosoro cepsepa 1 Tb.

Ham HyXHbl TONbKO AeHbrM, Nocne onnatbl Mbl BamM AaAuM AelundpaTop Ha BCIO CETb M Bbl BOCCTAHOBUTE BCE AaHHbIE.
>>> Kakue rapaHTumn?

Mbl HEe NONMTUYECKM MOTUBUPOBAHHASI FPyMnna, U Ham He HYXXHO HUYero, Kpome BalLnX AeHer.

Ecnu Bbl 3annatute, Mbl 4aauM BaM Nporpambl Ansi paclumgpoBKX 1 yaanum Bally AaHHbIe.

Ecnu mbl He gagmm Bam gelundbpaTtopbl Uy He yaanum Bally AaHHble, HAM HUKTO He 3annaTtuT B OyayLuem, 3To He Hawm
uenu.

MbI Bcerga BbINonHAeM cBou obellaHus.
>> YTeuka AaHHbIX BKIOYaeT
1. MNonHble NM4YHbIe AaHHblE COTPYAHUKOB
2. CeteBas nHdopmMauums
3. Cxembl 3gaHuii, nHdopmauusi 06 akTMBHOM NPOeKTe, AeTanun apXUTEKTOPOB U KOHTPaKThI,
4. duHaHcoBas nHdopmauns
>>> Kak ¢ HaMun cBA3aTbCHA?

1. Barpysute n yctaHoBuTte 6paysep TOR (https://www.torproject.org/).

2. OTtkpowite hxxx://supp24yy6a66hwszu2piygicgwzdtbwftb76htfj7vnip3getggnzxid.onion/7NTELXKC1XQHW5039BLOV.
>>> BHumaHue! PekomeHgaLumm no BOCCTAHOBMEHNIO.

Mebl HacToATenbHO pekoMeHayem Bam He MOONOULIMPOBATb n HE NCIMPABITATL Bawwu darinbl, 3T0 MOXET KX
noBpeauTb.

MonHble CKPUHLLOTLI C canTa BbIMOraTenemn

CopepxaHue cTpaHuubl "CONTACT US™:
New contacts
We invite journalists and recovery companies for registration on our platform. To register, click "Contact us".
Rules
We do not attack:
Hospitals.
Critical infrastructure facilities (nuclear power plants, power plants, water treatment facilities).
Oil and gas industry (pipelines, oil refineries).
Defense industry.
Non-profit companies.
Government sector.
If your company is on that list you can ask us for free decryption.
About us
We are a team that unites people according to one common interest - money.
We provide the best service for our clients and partners compared to our competitors.
We rely on honesty and transparency in our dealings with our victims.
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We never attack the company twice and always fulfill our obligations.
We invite the recovery companies to cooperate with, you can contact us through "Contact Us".

MepeBop cTpaHuubl "CONTACT US™:

HoBble KOHTaKTbI

-

MpaBuna

Mbl He aTakyewm:

BonbHUubI.

O6GbEeKTbI KPUTUYECKON MHAPPACTPYKTYPbI (ATOMHbIE U 3MEKTPOCTaHLMKN, BOAOOYUCTHBLIE COOPYKEHWST).
HedTerasoBas npombilneHHOCTb (TpyGonposoabl, HedTenepepabaTtbiBatoLLme 3aBoab!).

OOG0opOoHHas NPOMbILLIIEHHOCTb.

Hekommepyeckne KomnaHum.

[ocynapCcTBEHHbIN CEKTOP.

Ecnu Balla komnaHus HAXOAMTCS B 3TOM CMUCKE, Bbl MOXETE NMOMpocuTb Hac o 6ecnnaTHoN pacLundpOoBKe.

O Hac

Mbl - kOmMaHaa, o6beanHsaoLWas Noaern BOKPYr 04HOro obLuiero nHrepeca - AeHer.

Mbl npegocTaBnsem ny4ywnii CEPBUC ANS HALIMX KITMEHTOB U MApTHEPOB MO CPABHEHUIO C HALLUMMMN KOHKYPEHTaMMu.
Mbl nornaraemcs Ha YeCTHOCTb U MPO3PAaYHOCTb B HALLMX OTHOLUEHUSAX C HALLUMMU XepTBaMU.

Mbl HMKOrZ@ He aTakyeM KOMMNaHWI0 ABaXdbl U BCeraa BhINONMHAEM B3ATble Ha cebsi obsi3aTenbCcTBa.

Mpurnawaem K cOTpyaHUYECTBY KOMMaHUK, 3aHMMaroLwmecs BOCCTaHOBNEHUEM, Bbl MOXETE CBS3aTbCsl C HaMu Yepes
«KoHTaKTbI».

BHumanue! HoBble paclumpeHuns, email u TEKCTbI O BbIKyrne MOXHO HaWTW B KOHLE cTaTby, B 06HOBMNEHMsAX. MoryT ObITb
pasnuuns ¢ NepBbIM BapUaHTOM.

TexHuyeckue getanu + I0C

Ha momeHT nybnukaummn aTor ctaTby M3BecTHO, 4To HekTo BlackMatter pasmectun o6bsBneHus (paktnyecku caoenan
peknamy) Ha dpopymax XSS n Exploit, HecmMoTpsi Ha BBeAeHHbIE Ha 3TUX hopyMax B Mae 2021 roaa 3anpeTthbl Ha peknamy 1
pa3meLleHne nporpammM-BbiMoratenen. Noatomy o6bABNeHNS NO3MLMOHMPYIOTCS Kak NoOMCK "6poKkepoB Anst Ha4anbHOro
aocTyna", To ecTb Ntoaen, KOTopble MMET AOCTYN K B3NOMaHHbIM KOPNOpPaTUBHbLIM ceTsiM. [pynna BeiMoratenen
BlackMatter HaueneHa Ha komnaHum ¢ goxogom B 100 MMNNMOHOB gonnapos 1 Gonee.

IpynnupoBka BlackMatter Ha3biBaeT 6pokepamu TeX, KTO MOXET NPeaoCTaBnUTb MM LOCTYN K CETSIM KPYMHbIX KOMMaHWI C
noxogom $100.000.000 B roa unu 6onblue, ¢ 500-15 000 xoctamu, GasvposaHuem B CLUA, BenukobputaHun, KaHage,
Asctpanuu. NpegcraButens BlackMatter 3asBnet, 4To NogxoAsLMM Mo BbllUeHa3BaHHbIM KpUTEPUSIM BpoKepam OHM rOTOBbI
3annatutb Ao $100.000 3a SKCKMHO3MBHbIN AOCTYN K Mo6ON U3 NoaXoaALWnNX CeTen.

MpeacTtaeuTenu BlackMatter BHecnn 4 BTC (okorno $150,000) Ha ackpoy-cuyéT Ha chopyMe Exploit, 4To noaTBepaaet
CepbE3HOCTb HAMEPEHWI 3MOYMBbILLNEHHUKOB, UMEIOLLMX TaKyt KPYMHY CyMMY.
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C MOMeHTa OTKpbITUSI calTa yTedek rpynna BeiMoraTernen ¢ nomoLLbio ceoero BlackMatter Ransomware atakoBana
KpUTUYECKM BaxkHble 06bekTbl MHppacTpykTypbl CLUA, BKNtoyasi LEHTPLI aHan13a KpoBu 1 opraHnsauum B
NPOAOBONIbCTBEHHOM U CEMbCKOXO3SMCTBEHHOM CEKTOPE.

CornacHo 3asBneHuam NpeacTaBUTens NocTaBLUUKOB-BbIMOraTenen Ha xakepckmnx opymax, rpynna BlackMatter He Bynet
aTakoBaTb OpraHM3aLmmn B HECKOMNbKUX OTPACNSX, BKMOYasa 30paBoOXpaHeHne, KpUTUYECKY0 MHAPACTPYKTYpY, HedTb U ras,
060pOHY, HEKOMMEPYECKNE OpraHn3aLMmn 1 NPaBUTENBCTBO. ATO HE ABMNAETCH KakMM-TO BriaropogHbIM XeCTOM, 3TO BCEro
NWLWb peakunsi Ha OTBETHbIE MepbI, BBeAeHHbIe B 3ToM rogy B CLUA.

MocTaBLUMKKN-BEIMOraTeNM YyTBEPXKAAT, YTO MX Ransomware peanusoBaH Ansi pasHblx Bepcuii OC 1 apxXUTEKTYp 1 AOCTYNeH
B pasnuyHbIX hopmarax, Bkntovas BapuaHTt Windows ¢ nogaepxkon SafeMode (EXE/ReflectiveDLL/PowerShell) n BapnaHT
Linux c nogaepxkonn NAS: Synology, OpenMediaVault, FreeNAS (TrueNAS). OHu Takke ytBepxaatoT, 4to Windows-
BapuaHT ycnewHo npotectmpoBaH Ha Windows Server 2003+ x86/x64 n Windows 7+ x64/x86, a Linux-BapuaHT
npotectupoBaH Ha ESXI 5+, Ubuntu, Debian n CentOs.

BnonHe BeposITHO, Y4TO MOCHe YCNELHOro KOHTaKTa NapTHEPbLI BbIMOratenen MoryT MaMeH1Tb NepBOHaYarnbHbIN CLeHapui n
HavaTb pacnpocTpaHsATb BpegoHocHoe MO ans wudpoBaHus dannos xepTB NyTEM B3riomMa Yepes He3alLULLEHHYIO
KoHpurypaumio RDP, ¢ nomoLsto email-cnama v Bpe4oHOCHbIX BMOXEHWUIA, 0OMaHHbIX 3arpy3ok, OOTHETOB, 3KCMIONTOB,
BPEAOHOCHOWN peknambl, BEG-MHXEKTOB, hanbLUMBbIX OOHOBMEHNI, NEpPenakoBaHHbIX 1 3apaXXEHHbIX MHCTaANNATOpoB. CMm.
Tarke "OCHOBHbIE CNOCOOLI pacnpOoCTpaHeHNs1 KpUNToBbIMOraTenen" Ha BBOAHOW CTpaHuLie brora.

Hy>xHO BCeraa ncnonb3oBaTh AKTyanbHY0 aHTUBMPYCHYIO 3awmnty!!!
Ecnu Bbl npeHebperaeTe KOMMMIEKCHOM aHTUBMPYCHOW 3aLumTon knacca Internet Security nnm Total Security, To xoTS 6bl
AenanTte pesepBHOE KONMpOBaHUe BaXHbIX hannos no meroay. 3-2-1.
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Cnucok TunoB channos, NoABepPraloLUNXCcA WKUPoBaHUIO:
3710 pokymeHTbl MS Office, OpenOffice, PDF, TekcTtoBble daiinkl, 6a3bl 4aHHbIX, hoTorpadum, Mysbika, BUAeo, dainsbi
06pa3oB, apxmBbl 1 Mp.

®dannbl, cBsi3aHHble ¢ 3TUM Ransomware:
51yupKSuX.README.ixt - HazBaHue davina ¢ TpeboBaHNEM BbIKyNa;
51yupKSuX.bmp - dhaiin nsobpaxeHusa ¢ TpeboBaHneM BbIKyna;
<random>.exe - criy4anHoe Ha3BaHue BpegOoHOCHOro danna.

rortable Emocatati i

PacnonoxeHus:
\Desktop\ ->
\User_folders\ ->
\%TEMP%\ ->

3anucu peecTpa, cBAizaHHble ¢ 3TUM Ransomware:
CM. HWXe pesynbTaTbl aHan13os.

MbloTeKcbl:
CMm. HWXe pesynbTaTbl aHanm3o0B.

CeTeBble NOAKMIOYEHUSA U CBA3M:

Tor-URL: supp24yy6a66hwszu2piygicgwzdtbwftb76htfj7vnip3getggnzxid.onion/*

Tor-URL: z4pgb74sb7gfbarspwogjrll72niyx3455tgkgublyong6zwsoh2cpad.onion

Email: -

BTC: bc1qglv2gdmylyuw62zw8qcd4n3uh84cy2edckv3ds7

XMR:
85VxcvmZNvEZYED9cn5cJRFHZ8kbsmvN7cmUo6F3M6e02xKB8KFC73DAEhgBc8yREWR|Lo2pfzHtwjPoohvPcJJHMoaUCMA

CM. Hwxe B OBHOBMEHMAX Apyrie aapeca U KOHTaKTbl.

Pe3ynbrathbl aHanu3os:
IOC: VT, HA, IA, TG, AR, VMR, JSB

MD5: 598c53bfef81e489375f09792e487f1a

SHA-1: 80a29bd2c349a8588edf42653ed739054f9a10f5

SHA-256: 22d7d67c3af10b1a37f277ebabe2d1eb4fd25afbd6437d4377400e148bcc08d6
Vhash: 064056651d7d7567z51z8nzafz

Imphash: c94b1566bf307396953c849ef18f9857

CreneHb pacnpoCTPaHEHHOCTU: HU3Kas.
NHdopmaumsa gononHsetcs. MNMpucbinante obpasupl.

=== /AICTOPW/A CEMEW/CTBA === HISTORY OF FAMILY ===
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=== BJIOK OBHOBJIEHUW === BLOCK OF UPDATES ===

1 aBrycra 2021:

Cneuwnanuvctbl Emsisoft nonyyunnm obpasupsl BpegoHOCHOM nporpamMmmbl M noateepaunu, 4to BlackMatter ssnsietca
npopomnkeHnem DarkSide. Camas nepBas Bepcusi BlackMatter okasanack noutn ngeHTnyHon nocnegHen Bepcumn DarkSide,
HO C HE3HAYUTENbHbIMY YIy4dLLEHMS. 3a 3TON NepBo Bepcren BbiCTpOo NocneaoBano HECKONbKO HOBLIX UTepauui nenoaga
BlackMatter, a 3atem ero BHyTpeHHUn Homep Bepcun ctan yxxe 2.0. Ccbinka Ha cTaTbio >>

2 aBrycTta 2021:

VHTepBbio ¢ NnpeactaButenem BlackMatter >>

HeckonbKo uMTaT 13 9Toro MHTEPBbLIO.

- Mbl cozganv NpoekT 1 BbIBENW €ro Ha PbIHOK B TOT MOMEHT, KOrga Huwa 6bina csobogHa, a npoekT NOMHOCTbI0
COOTBETCTBYET TPEOOBAHMSAM pbiHKa, MO3TOMY €ro ycrnex Hem3oexeH.

- ATakoBaHHble HaMK KOMMNaHWK yxe obLiatotcs ¢ Hamu. MNMoka neperoBopbl BEAYTCSA YCNELIHO, Mbl HE Ny6nMKyem
coobLLEeHNsA Ha rmaBHONM cTpaHuue brora.

- MNoka Mbl Aenaem ynop Ha AOMrocpoyHyto paboTy. Mbl Takke MogepvpyeM Lenn n He paspellaemM UCnonb3oBaTh HaLl
NPOEKT ANs WNPOBAHNSA KPUTUYECKM BaXKHON MHADPACTPYKTYPbI, YTO NPUBMAEYET K HaM HexenaTtenbHoe BHUMaHue.

- Haw npoekTt BoGpan B cebsi cunbHble CTOPOHbI KaxXaou 13 napTHepckux nporpamm: REvil, LockBit, DarkSide.

- LockBit wndpyeT nepsble 256 k6 darina (370 AOBOMBHO NAOX0 C TOYKWN 3PEHNS KPUNTOCTOMKOCTH). Mbl e wudpyem 1 MB.
Mo cyTn, B 3TOM CEKpET UX CKOPOCTHU.

- Mbl MOXXeM yBEpPEHHO ckasaTb, YTO Mbl (paHaTbl TEMHOIO pexvMa B An3aiHe, Mbl 3HakoMbl ¢ komaHgon DarkSide no
COBMECTHOM paboTe B MPOLUIOM, HO Mbl HE OHW, XOTSI Mbl BIIN3KN C UX MOESAMM.

- Hawe MO nocTosiHHO yny4liaeTcs HOBbIMU YHKLMAMU, KOTOPble NOSBATCA B Brivvkaniuem Gyayliem — nevartb TekcTa
3aMeTKM Ha BCexX JOCTYMHbIX NPUHTEpPax.

- Mbl cnegum 3a HalMMK KOHKYpeHTaMu 1 Bcerga peanvayeM To, YTO cHMTaeM NepcnekTMBHbIM U BOCTpeboBaHHbIM
HaLMMW KIMEHTaMu.

- Mbl npoBepsieM Kaxayto Lenb 1 pellaem, eCTb N Y Hee BO3MOXHbIE HeraTyBHbIe NOCNeaCcTBMA ANg Hac.

- Mbl He paboTtaem ¢ VPN u gpyrumu Tinamu HavanbHOro ocTyna, TpebyoLwyMmM MHOMO BPEMEHMW, HO COCPeaOoTOYEHbI Ha
HeMeaneHHOM Mony4YeHnn NPSMOro AoCTyna K CeTw.

- AN 0QHMX KOMMaHUA BaXXHO COXPaHUTbL KOH(PUAEHLUMANbLHOCTb, a AN APYrnx - BOCCTAaHOBUTL MHAPACTPYKTYpy. Ecnu ceTb
MONHOCTbLIO 3alndpoBaHa 1 eCTb PUCK NyBnMKauum gaHHbIX, KOMNaHWs, CKopee BCero, 3annatuT.

- CekpeToB HeT, HO Mbl BepuM B CBOto PoauHy, ntobrm ceBon cembm 1 3apabatbiBaem AeHbrM Ans HaWNX AeTen.

U3meHeHus Ha canTe BlackMatter Ransomware Ha 16 aBrycTta 2021:

| o' BlackMatter Fansomware

Pirss Labs Pet 5 A
L ]

BapunaHT o1 9 ceHTAGpA 2021:
CoobuleHue >>

Bepcus: BlackMatter v2
Pacwupenve: .KzGzsrKzM
Banucka: KzGzsrKzM.README .txt
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Pesynbratel aHanmsos: VT + AR

OGHapyxeHust >>

ALYac -> Trojan.Ransom.Filecoder

Avira (no cloud) -> HEUR/AGEN.1137758

BitDefender -> Trojan.GenericKD.46999490

DrWeb -> Trojan.Encoder.34334

ESET-NOD32 -> A Variant Of Win32/Filecoder.BlackMatter.C
Kaspersky -> Trojan-Ransom.Win32.BlackMatter.p
Malwarebytes -> Malware.Al.2096315471

Microsoft -> Ransom:Win32/BlackMatter. MAKIMTB

Rising -> Trojan.Generic@ML.97 (RDML:qyeJDApQr3Dfr2VT4pj7Hw)
Symantec -> Trojan.Gen.MBT

Tencent -> Malware.Win32.Gencirc.10cee34b

TrendMicro -> Ransom.Win32.BLACKMATTER.SMYXBHMT
HoBocTb ot 1 HosIO6psa 2021:

Coob6Lwaetcs o 3akpbiTve npoekTta BlackMatter Ransomware.
1-a cTatbs Ha calite BleepingComputer >>

2-9 cTatbsa Ha caiTe BleepingComputer >>

o ackiMatier

BapuaHT ot 10 HOAGpA 2021:
CoobuieHne >>

Banucka: KzGzsrKzM.README .txt

dann: OTSLG.ps1

Pesynbratel aHanu3os: VT + AR + TG + |A

.u get your data back and keep your privacy safe,

you must find K KzM.README.ixt file
and follow the insiroctions!
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https://1.bp.blogspot.com/-z3WKG0DC2Do/YWSPuSvGmII/AAAAAAAAaec/YivQi5pWz8IuMQHskivyULErxly41TBiQCLcBGAsYHQ/s1000/note-9-9-21.png
https://www.virustotal.com/gui/file/0751c422962dcd500d7cf2cf8bf544ddf5b2fe3465df7dd9b9998f6bba5e08a4/detection
https://app.any.run/tasks/a83d8361-7abc-4862-8a81-ee409c6930af/
https://www.bleepingcomputer.com/news/security/blackmatter-ransomware-claims-to-be-shutting-down-due-to-police-pressure/
https://www.bleepingcomputer.com/news/security/blackmatter-ransomware-moves-victims-to-lockbit-after-shutdown/
https://1.bp.blogspot.com/-D17F_gFj7fQ/YYItiCm9xhI/AAAAAAAAarU/vIzl38dcqQwKQnpRMv4shph33WAQuBJHACLcBGAsYHQ/s1085/closed.jpg
https://twitter.com/petrovic082/status/1466687423560261633
https://www.virustotal.com/gui/file/c22a6401a415fe642f3d96f38a887dd8ad23dd83a9255ee89d9adf4650ab98da
https://app.any.run/tasks/804b2b42-5161-4334-9644-80fe1042777c/
https://tria.ge/211203-q7jg8agggm
https://analyze.intezer.com/analyses/bdef34ef-abde-48c4-98d5-9599c0bedb8d/sub/c0349f60-e808-4a14-9f20-0e0b7c204bbe
https://1.bp.blogspot.com/-WrbQDAbvegc/YavDC4gl_xI/AAAAAAAAbOE/NBt02IDdLqMdZ_y8wT3aT2D8tLE6QNRHACNcBGAsYHQ/s775/Screenshot_1.png

=== BJIOK CCbIJTOK n CITACUBOK = BLOCK OF LINKS AND THANKS ===

Read to links:

http://

Message + Message + myMessage
Write-up, Write-up, Write-up, Topic of Support
Added later: Interview, Research, Research, Article

BHuMaHue! WHorpa ¢ainsl MOXHO pacuundpoBaTh!

UNLOCK

06bl4Hble NONb30BATENN MOCYT NOCEeTUTb (Gopym Emsisoft >>

Attention! Sometimes files can be decrypted!
Organizations can follow the link to Emsisoft >>
Ordinary users can visit the forum Emsisoft >>

Thanks:

to authors of articles, GrujaRS
Andrew Ivanov (article author)
Fabian Wosar, Michael Gillespie

to the victims who sent the samples

© Amigo-A (Andrew Ivanov): All blog articles. Contact.
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https://1.bp.blogspot.com/-Libmsk-qsVI/YavDCa_pKkI/AAAAAAAAbOA/dd1TRkZ2xZUG4D4weO7ePbQ70q7Ec5MQgCNcBGAsYHQ/s997/Screenshot_2.png
https://4.bp.blogspot.com/-auXtVCbM-_s/V7wer_MI-ZI/AAAAAAAABMY/gPrqZf_4HZMXPrzSgoOFy_6aVWHT0IiVwCEw/s1600/address2.png
https://twitter.com/GrujaRS/status/1421780825490837504
https://twitter.com/fwosar/status/1421504819890634754
https://twitter.com/Amigo_A_/status/1421935922854121474
https://www.recordedfuture.com/blackmatter-ransomware-successor-darkside-revil/
https://therecord.media/blackmatter-ransomware-targets-companies-with-revenues-of-100-million-and-more/
https://www.bleepingcomputer.com/news/security/blackmatter-ransomware-gang-rises-from-the-ashes-of-darkside-revil/
https://therecord.media/an-interview-with-blackmatter-a-new-ransomware-group-thats-learning-from-the-mistakes-of-darkside-and-revil/?__cf_chl_jschl_tk__=pmd_e4c41352e6c6ea8b25077e17314ca93fab257258-1628367720-0-gqNtZGzNAyKjcnBszQo6
https://news.sophos.com/en-us/2021/08/09/blackmatter-ransomware-emerges-from-the-shadow-of-darkside/
https://blog.cyble.com/2021/08/11/blackmatter-ransomware-attack-impacting-multiple-financial-institutions/
https://blog.emsisoft.com/en/39121/ransomware-profile-blackmatter/
https://1.bp.blogspot.com/-eUDaWlGmgJQ/WZMKlrJUISI/AAAAAAAAGb4/pFWka_el0m4zNCp1sWRL4e57LzN5VXV1ACPcBGAYYCw/s1600/unlock3.png
https://www.emsisoft.com/en/tools/ransomware-recovery/inquire/
https://support.emsisoft.com/forum/83-help-my-files-are-encrypted/
https://www.emsisoft.com/en/tools/ransomware-recovery/inquire/
https://support.emsisoft.com/forum/83-help-my-files-are-encrypted/
https://1.bp.blogspot.com/-dKH21b0Rez8/V7wlH7UufMI/AAAAAAAABM4/9dz-mLgRy4sAnOJVa-qLHY7MMMJDzoNUQCLcB/s1600/big-thanks2.png
https://id-ransomware.blogspot.com/p/contact.html

