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In mid-July we responded to an incident that involved an attack on a Microsoft Exchange
server. The threat actor used this entry point to get into a Domain Controller and then
leveraged it as a springboard to deploy ransomware.

While examining the ransomware payload, we noticed it was a new variant which we had not
heard of before. In this blog we will take a look at AvosLocker a solid, yet not too fancy new
ransomware family that has already claimed several victims.

This type of ransomware attack is unfortunately all too common these days and has wreaked
havoc across many industries. With the disappearance of the infamous REvil, it is possible
new threat actors are actively looking to fill the void.

New ransomware, looking for partners

Avos is a relatively new ransomware, that was observed in late June and early July. Its
authors started searching for affiliates through various underground forums. They announced
a recruitment for “pentesters with Active Directory network experience” and “access brokers”
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which suggests that they want to cooperate with people who have remote access to hacked
infrastructure.

Looking for pentesters & access brokers | Pabota B ceTax

& Avos - (O Cpega 8 06:12

Cpepa e 06:12

We are looking for individuals and groups for our partners program:

* Pentesters with experience in Active Directory networks.

Avos e Access brokers
floppy-auck
Monk3osarent First contact PM.
Permctpauma:  14.07.2021
CoobuieHus: 2 Ny OTAENBHBIX KU U TPYNMbI:
Peakuwm: 0

¢ [MeHTecTepsbl € onbiToM paboTel B ceTax Active Directory.
* Bpokepbl AoCTyna

¥ Hac ecTe NapTHepCKaa NporpaMma, KoTopaa MOXeT Bam NOHPaBUTECA.
MepBblii KOHTAKT Yepes NM4Hoe coobLleHKe

Di¥anoba

In the other advert they describe the product they offer: a multi-threaded ransomware written
in C++:
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/d/malware

All About Malware & Forensics

AvosLocker - Ransomware [ACCEPTING AFFILIATES]
by /u/avos - 0 votes - 3 weeks ago

AvosLocker Ransomware is looking for new affiliates.

Features:

- Encrypt all drives & network shares (hidden or not)

- Multi-threaded encryption process

- Fail-proof

- Overwrite files instead of creating copies:

Files are encrypted & overwritten in blocks, causing no memory issues while proving to be way more efficient, as the original files do not need to be
overwritten before deletion.

- Delete shadow copies/backups

- Proper memory cleaning of cryptography keys:

Memory is cleansed of any keys that may be used in decryption right after each file is encrypted. No trace of decryption keys will be found in memory.
- Written in C++

- Low detection rates

- Compatible with all crypters/evading methods

- Other applications interfering with encryption are terminated instantly

- Large file support

After you infect the target, we take care of negotiation, hosting of leaks, publishing it on our blog and so on. Payments are strictly done through Monero.

Our services (affiliate panel, payment, blog) are strictly hosted in Tor.

They offer not only the malware, but also help in managing the communication with the
victim, and hosting of the data stolen during the operation. Soon, some victims of this
ransomware started to emerge.

Behavioral Analysis

AvosLocker is ran manually by the attacker who remotely accessed the machine. For this
reason, it is not trying to be stealthy during its run. In default mode, it works as a console
application reporting details about its progress on screen.
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B ChUsershtester Desktop\AvosLocker.exe

pped YES
Encrypting

Cis_pinssourcestoolssTestsscorrect_winapp_runs_pin_cmdline.cpp — ext

cpp — capped YES

Encrypting
Encrypting
Encrypting
Encruypting
Encrypting
Encrypting
Encrypting
Encrypting
Encrypting
Encrypting
Encruypting
Encrypting
Encrypting
Encrypting
Encruypting
Encrypting
Encrypting
Encruypting
Encrypting
Encrypting
Encrypting

Cw_pinssource~toolssTestssdetach.cpp — ext cpp — capped YES
Cis_pinssourcestoolssTestssdf_flag_utils.asm — ext asm — capped YES
Cz~_pinssources~toolssTestssea_verifier.cpp — ext cpp — capped YES
Csw_pinssourcestoolssTestssempty_str_app.c — ext ¢ — capped YES
Can_pinsszource~tools Testsemu.cpp — ext cpp — capped YES
Cis_pinssourcestoolssTestssexitProcess.cpp — ext cpp — capped YES
Cs_pinssourcestoolssTestssexitProcessApp.c — ext © — capped YES
W_pinssource~tools~Tests~finiRemove.cpp — ext cpp — capped YES
“_pinssource~toolzTestz~foobar.c — ext ¢ — capped YES
S_pinssource~toolzsTestsz~hello.cpp — ext cpp — capped YES
_pinssourcestoolssTests\IARGList .cpp — ext cpp — capped YES
_pinsszource~toolssTests“icountl.cpp — ext cpp — capped YES
“_pinssource~toolzsTests“icount2.cpp — ext cpp — capped YES
“_pinssourcestoolsiTestsSicountd.cpp — ext cpp — capped YES
_pinsszource~toolssTestssicountd.cpp — ext cpp — capped YES
~_pinsszource~toolssTestsicountS.cpp — ext cpp — capped YES
S_pinssource~toolzsTestsz“icountcheck.cpp — ext cpp — capped ¥YES
~_pinssourcestoolssTestssifuncmemcpy.cpp — ext cpp — capped YES
_pinssource~toolssTestssifunc_tst.cpp — ext cpp — capped YES s
“_pinssource~toolzsTestz~illegalEnvp_app.c — ext ¢ — capped ¥ES |
“_pinssourcestoolssTestssimageload.cpp — ext cpp — capped YES

G
c
c
G
c
c
G
G
c
c
G
G
G
G

Example: Avos in action
A sample log from the run (shortened):

drive: C:
drive: D:

Threads init

Map: C:

Searching files on: C:*

file:
Map: D:

C:\autoexec.bat

Searching files on: D:*

FindFirstFileA:
took 0.002000 seconds

drive D:

INVALID_HANDLE_VALUE

Start encryption on C:

Encrypting C:\autoexec.bat - ext bat - capped YES

Searching files on: C:_pin*

file: C:_pin\pinadx-vsextension-3.17.98314-g0c048d619.bat

Start encryption on C:

Encrypting C:_pin\pinadx-vsextension-3.17.98314-g0c048d619.bat - ext bat - capped

YES
[...]

Searching files on: C:\Documents and Settings*

FindFirstFileA:

INVALID_HANDLE_VALUE

Searching files on: C:\$Recycle.Bin*

[-]
drive C:
Done!!

took 52.590000 seconds

64.620000 seconds

Looking at the log, we can see that the ransomware first “maps” the accessible drives by
listing all their files. After that it goes to the encryption. The files are selected for encryption
depending on their extensions.
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The files that have been encrypted by AvosLocker can be identified with .avos extension
appended to the original filename. While the content is unreadable, at the end we find a
Base64-encoded block added:

& squarel bmp.avos

Offsetc(h) 00 01 02 03 04 05 06 07 08 09 04 OB OC OD QOE OF

00022F90 8A 4FE 07 B6 ADO S5A 93 09 9C E3 CC 61 FA A6 21 49 SN.g9Z".&8Kan!!'I
O0022FA0 CB 24 SE 33 8D 38 21 EB 52 A9 2E DE 08 FB 20 4B Eg~3Ts'ére.T.d4 ¥
00022FB0 2B 1F 9D C4 02 76 98 71 98 TE 90 BE 30 7D 5E D3 +.thA.v.go~.Z0}~0
00022FCO |67 59 47 4E 52 76 63 T3 TO T4 3% 6B 389 53 55 2 gYGHRvcespt9kasSyY/
00022FDO 8 65 69 53 54 44 57 42 64 65 75 &5 6D 71 47 3 hiiSTDWEdeuemglss)
00022FEQ |64 &6 75 4D 6E 63 52 31 76 35 42 45 58 43 71 4 dfyMncR1vSBEYCgl
00022FFOD 8 62 6E 36 4F 62 4D 42 42 42 51 4R 65 64 6E 3 EbnaCbMBEJIQIL jnd
00023000 |65 T8 4B 4B 55 48 48 79 35 45 6% T3 35 73 41 3 ixKKUHHySEisSsal
00023010 [74 &F 4E 51 4C 51 6F &7 4C 75 47 55 2B 4F 48 & coNQLOogLuE0+HH
00023020 B3 €3 54 31 72 64 75 659 47 36 33 6E TO 68 389 5 ccTlrdyiGe3nphiV
00023030 HMC 70 73 6E 68 61 6A 56 559 65 56 TS 45 43 T8 3 LpsnhajVYiVyECx]
00023040 33 58 65 30 42 6RA 61 64 62 55 4B 32 54 31 4D 7 SXelb]jadbYK2TI1Mv
00023050 2B 49 41 T4 6B TA 51 57 4D 50 T3 56 TRA 2B 4C 3 +IACk=QWMPsVE+LY
000230680 |BGE 4B 31 TS 54 67 TA 64 6A 63 TA 55 6B 34 6B & nElyTgzdjczUk4ki
00023070 M5 53 32 6% 35 33 47 34 58 43 35 34 41 4E 6E 3 ES2i53G4YCS54ANNnT
00023080 |37 &R 47 TS5 47 68 73 63 Te 31 39 76 6R 4B 4F & 7i6uGiscvlSviKC]

00023080 [0 TO 4B 46 6E 76 6B T8 4B T4 62 35 32 37 4B 32| | ssidZaedatdal
00023080 [F& 75 30 58 eC TA 6D 75 45 38 2B 6B 6D 51 TO T2
000230B0 M3 T1 77 55 T1 38 2F 44 2B 38 T8 36 46 52 47
000230C0 HMF 51 4B 51 63 2B 72 42 6F 55 77 6F &8 72 77
00023000 HME &9 54 S50 37 42 6F 71 48 73 6A 6D 2F 33 ZB
000230EQ |62 4F 37 45 75 589 30 47 41 43 78 eC 35 Te 52
000230F0 |55 &7 70 41 6B 42 4E 30 35 2F &7 35 52 48 70
00023100 M4 2B 41 41 33 74 63 78 47 61 33 31 44 32 &8
00023110 [F5 52 41 68 eD 77 3D Bﬂ

TE2
vu0H1lzma I B+ kmpr
Cawlg8/D+Ex6FRED
DOEQC+T Bolwoirwt

NiTP7BogIsim/ 3+g
EOTERYOGACX] SvRD
TgplhkBHOS/g3RHp4
D+AA3tcxGa3lD2hm
uR L hrw—=

We can assume that this Base64-encoded data contains RSA-protected AES key that was
used for encrypting this file. Each attacked directory has a ransom note dropped in it, named
GET_YOUR_FILES BACK.txt:

[
| GET_VOUR_FILES_BACK.txt - Notepad
File Edit Format View Help

lattention!

Your files have been encrypted using AES-256.

we highly suggest not shutting down your computer in case encryption process is not finished, as your files may get corrupted.
In order to decrypt your files, you must pay for the decryption key & application.

You may do so by visiting us at http://avos2fuj6olp6x36.onion.

This is an onion address that you may access using Tor Browser which you may download at https://www.torproject.org/download/

petails such as pricing, how long before the ﬁ:r'ice increases and such will be available to you once you enter your ID presentet
Hurry up, as the price may increase in the fo 'Iovringl,] days. If you fail to respond in a swift manner, we will Tleak your files it
Message from agent: we have exfiltrated confidential documents, passports scans, social security numbers and financial documem

Your ID:

Interestingly, the ID is not generated during the deployment, but hardcoded in the sample
(which we can see easily by viewing the sample strings). This may mean that the distributors
generate a sample per victim.

The link given in the ransom note guides to the Onion website, requesting the ID, that was
also in the note:

5/24


https://blog.malwarebytes.com/wp-content/uploads/2021/07/ransomnote.png

* e

-7 0 «

# AvoslLocker

&« & € avos2ujBolpbx36.onion

AvoslLocker

Your network and hard drives were encrypted using AES-256 military grade
encryption.

AvosLocker will aid you in the recovery and restoration of the files affected.
Please enter your ID (presented to you in the note) in order to continue.

Failure to contact us in due time might incur additional charges and damages.

We publish our data leaks in our press release blog

Your ID

Upon the ID submission, the victim is presented with the individual panel:
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& ¢ @ avos2ujbolphiz 36.0non B = O &

ﬂ
¥

payment AvosLocker

Your network and hard drives were encrypted using AES-256 military grade encryption.
I'he anly method of restoration for your liles 15 using our decryplor. You may buy it for the
guoted price below.

You are an enterprise client of ours, thus we will be providing you live-chat suppon throughout
the process.

AvasLocker is not involved in any attacks itself and it acts merely as an arbitrator. IS in our
interest that both parties are satisfied with our service.

Mote from our affiliate

Countdown

fo $100,000.00 USD

1 days 21 hours 15 minutes

Test de Mypuon

Browse...  Mofile selectec Decrypt

In addition to the casual threats about increasing the price after the deadline has passed, this
ransomware adds blackmail by doxing. The additional website titled “Press releases” is
provided to prove that those aren’t just empty threats:
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Home Public Service Announcements Leaks AvosLocker Press Release

AvosLocker
Press Release

=l Recent
Public Service
Announcements

(il Recent Leaks

M RSS

Visual analysis

read more

Published: Sun, 18 Jul 2021

city government united states

w

URI
A law firm in UK with offices located in Norwich, Gt Yarmouth,
King's Lynn, Stowmarket.

read more

Published: Wed, 14 Jul 2021

law united kKingdom

i
UR

Visualizing the content of the encrypted files shows their high entropy. No patterns from the

original file content were preserved. Example:
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isualization of the original file (before encryption)

isualization of the same file, encrypted by Avos

Those properties suggest that a strong encryption algorithm was used, probably in a CBC
mode (Cipher Block Chaining).

Also, the same plaintext files have been encrypted into different ciphertext output. This
suggests that for each file a new key (or at least a new initialization vector) was generated.

Inside

This ransomware is dedicated to be deployed by the attacker manually on the hacked
machines. This purpose is reflected in the design. In contrast to most malware, AvosLocker
comes without any protective (crypter) layer. Yet, it's not completely defenseless: all the
strings, and some of the APIs, are obfuscated in order to evade static detection. Yet, during
its execution, it yells out on the console the logs of the performed actions, so that the
attacker could observe in the real time what the program is doing.

Execution flow

The execution starts in the main function:
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int _ cdecl main(int argc, const char **argv, const char **enwvp)
1
unsigned int i; // ecx
clock_t start_time; // edi
CHAR w5; // cl
int vB; // eax
_Thrd_t *w7; // esi
int v8; // eaux
clock_t finish_time; // eax
CHAR Name[16]; // [esp+28h] [ebp-24h] BYREF
__intls w12; // [esp+3eh] [ebp-14h]
int v13; // [esptagh] [ebp-4h]

L R W, [ R FY I S S

[ ——

=
[ [ O WU S T S~ I T -]

if { argc == 2 )
check_parameters({char *)argv[1])}; // parse commandline parameters
*{_OWORD *)Mame = *({_OWORD *)&enc_name;
vl2 = 91;
for ( 1 =8; 1 < Bx18; +H1 )
Hame[i + 1] "= Name[@];
HIBYTE(v12) = B;
if { CreateMutexA(®, 1, &Name[1])} && GetlLastError() != 8xB7 )// is ransomware already running?
1
start_time = time_check();
if { strlen{aBeginPublicKey) <= 5 ) /{ does it have a walid Public RSA Key hardcoded?
1
g_isHardcodedRSAPub = @; // if not: generate a new RSA key
make_client_rsa_key();
import_generated();

}

else

1
g_RSAPub = (BYTE *)}aBeginPublicKey; // if yes: use the hardcoded RSA Public key
g_isHardcodedRSAPub = 1;

=
=] J

o
L« RN R A T - I = =

if { !g SkipNetworkResources )

1
vl3 = @;
encrypt_network_rescurces(@); /! run encryption of network resources
vi3 = -1;

=l W fe Ll R @ WD

LM LY L L L L L L L P Pd B Pd B P B B Pt B

ey
= & W0 o

}
kncrypt_drives{}; // run encryption of drives

47 E— BT

First, t'he malware checks if it was provided with the optional commandline arguments. By
supplying them, the attacker can enable/disable some of the features.

Then, the mutex name is decoded (“ievah8eVki3Ho400"), and its presence is checked. It is
done in order to prevent the ransomware from being run more than once at the time. If the
mutex already exists, the execution terminates.

This malware may come with a hardcoded RSA Public Key of the attacker. This key will be
further used for encrypting individual AES keys, used for encrypting files. Yet, the presence
of the Public Key is optional. In case if it wasn’t provided, the application will generate a new
key pair.

After this preparation, the malware proceeds to encrypt files. Depending on the argument
given, it may encrypt network resources. Then, unconditionally, it encrypts drives. The
encryption operations are run in new threads.
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41 encrypt_drives(); /f run encryption of drives
2 vE = 8xl3;

43 strepy(Name, ™\x13G{avrw 3z}zg\x19"};

44 vE = B3

45 while ( 1 )

46 {

47 Name[vEe + 1] ~= w5;

48 if { {(unsigned int)++ve »>= @xD )

49 break;

5@ vS = Name[8];

51 }

52 Name[14] = @;

53 out_debug string(&Nams[1]};

54 v? = (_Thrd_t *)g_ThreadsListBgn; f/f join all the threads
55 vE = g_ThreadsListEnd;

56 if ( g_ThreadsListBgn != (void *)g_ThreadsListEnd )
57 {

8 do

59 {

68 if ( !w7-:_Id )

61 std:: Throw Cpp_error(l);

62 if ( v7-»_Id == GetCurrentThreadId() )

63 std:: Throw Cpp_error(5);

64 if ( _Thrd_join(*v7, 8} }

65 std:: Throw Cpp error{2);

66 v7-» Hnd = @;

57 v7-» Id = 8;

68 T

69 vB = g_ThreadsListEnd;

78 }

71 while { v7 !'= (_Thrd_t *)g_ThreadsListEnd };

72 w7 = {_Thrd_t *}g_ThreadsListBgn;

73 }

74 sub_4BA7DL(v7, vE);

75 g ThreadsListEnd = (int)g ThreadsListBgn;

76 if { g_ThreadsListBgn != (void *)dword_ 462028 )

77 sub_484741(&z ThreadsListBgn);

78 out_debug string("Done!!%\n"}); /I print the stats
79 finish_time = time_check(};

g8 out_debug_string("¥f secondsiwn", (double)({finish_time - start_time) / 1860.8);
81| }

32 return 8;

23 [}

After the encryption was done, it prints information for the attacker. Then, all the running
threads are finalized. At the end the malware prints the summary about how long it took to
encrypt available resources.

Arguments

By default it runs as a console application, yet the console can be hidden by supplying a
specific commandline argument: ‘h’ (hide). There is also a commandline argument allowing
to opt out encryption of network resources: ‘n’ (network).
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1 woid _ thiscall check_parameters{char *argl)

2

3| unsigned int w2; // ecu

4| HWND ConsoleWindow; // eax

5| unsigned int wd4; // ecu

6| _BYTE vs[24]; // [esp+sh] [ebp-18h] BYREF

7

8| if ( argl && strlen(argl) )

a| {

1@ if { strchr(argl, 'h') ) // hide the console?
11 7

12 vl o= @8;

13 *( OWORD *)&5[8] = *(_OWORD *)&byte 458218;
14 do

15 vS[v2++ + 9] ~= vS[8];

16 while { v2 < @xE );

17 vS[23] = 8;

18 out_debug string(&vS[9]);

15 Consclelindow = GetConsoleWindow();

28 Showkindow({ConsolelWindow, @);

21

22 if { stechr{argl, 'n") ) !/ skip the network resources?
23 {

24 vi = @

25 *( OWORD *)v5 = *( OWORD *)&byte 458AEQ;
26 *( QWORD *)&5[16] = @x86F776C672269164;
27 do

28 vE[++va] = vs[e];

29 while { v4 < 8x16 );

30 vs[23] = B

31 out_debug_string(&v5[1]);

32 g_SkipNetworkResocurces = 1;

33 }

34| }

35 [}

String obfuscation

As mentioned before, Avos uses string obfuscation. All the strings are obfuscated by XOR
with the given key, and deobfuscated just before use. Although the algorithm is simple, the
way it implements it is especially tedious to counteract. Rather than having one, central
deobfuscating function, each of such operations is done inline. Examples:
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*( _OWORD *)Name = *( OWORD *)&enc_name;

vi2 = 91;
fDEEﬁEE.-_ +Ei]'ﬂi ?::,E[@T j deobfuscating Mutex name
HIBYTE(v12) = @;
if ( CreateMutexa(®, 1, &Name[1l]) && GetlLastError() != @xB7 )

vE = 8xl3;
strepy(Mame, "\w13G{avrw 3z}zghx19");
vE = B;
while { 1)
1
Mame[ve + 1] ~= w5; . .
before use ;¢ ("¢ nzigned incyeeus 3= exp ) deobfuscating debug string before use

break;
vS = Mame[@];
¥
Mamz[14] = 8;
out_debug string(&Nam=[1]);

API obfuscation

As well as the strings, some of the APIs used by the malware are obfuscated. Functions are
retrieved by their checksums, which is a common trick used by malware, in order to avoid
hardcoding names of the functions which may rise suspicions. Which is lesser common
though, is that the function resolving the API is also used as an inline.
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24 !/ fetch Kernel32.dll from loaded DLLs
25| for ( i = (LDR_MODULE *)NtCurrentPeb()-:Ldr->InLoadOrderModulelist.Flink;

26 H

27 i = (LDR_MODULE *)i-»InLoadOrderModulelist.Flink )

28| {

29 Basefddress = (int)i-rBaseAddress;

38 data_dir = *({_DWORD *)(*({_DWORD *)}(BasehAddress + @x3C) + BaseAddress + 8x78);
31 exp = (_IMAGE_EXPORT_DIRECTORY *)(data_dir + BaseAddress);

32 val = {char *)}{data_dir + BaseAddress});

33 if { data_dir + BaseAddress != BaseAddress

34 7

35 names_count = exp->*NumberOfNames;

36 if { names_count )

37 break;

38 1

30 check next:

48 H

a1 | 3

42 | name_rva = (_DWORD *)(BaseAddress + exp->AddressOfNames + 4 * names_count);

43| while ( 1) /{ search through the exported names
4“4 {

45 --name_rvaj;

4a --names_count;

47 func_name_ptr = (char *)}(BaseAddress + *name_rva);

43 w19 = Bwdl1C9DC5;

49 next_char = *func_name_ptr;

58 _next_char_ptr = func_name_ptr + 13

51 if { next_char )

52 7

53 checksum = v19;

54 do

55 r

56 checksum = @x1088193 * (checksum ~ next_char);

57 next_char = *_next_char_ptr++;

58

59 while { next_char };

ats) w19 = checksum;

61 iz=_match = checksum == @x2D954286;

62 Basedddress = (int)i-»BasefAddress;

63 if ( is_match )

64 break;

65

66 if { !names_count )

67 goto check_next;

68| 1} /f call the retrieved function:
69 | result = (_DWORD *)}((int (*)}(void)})(BaseAddress// kernel32.GetlogicalDrives()
78 + *{_DWORD *)(BaseAddress

71 + *({_DWORD *)val + 7)

72 + 4

73 * *{unsigned __intle *)}(Basefddress
74 + *({_DWORD *)val + 9)
75 + 2 * names_count})})})();

Example: calling a function just after searching it
This way of obfuscating API calls not only hides the used functions, but also adds volume to
the code, making it more unreadable and difficult to follow.

Yet, it is easy to reveal the used function names with the help of tracing_and tagging.
Example — the above obfuscated function resolved to GetLogicalDrives:
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https://github.com/hasherezade/tiny_tracer/wiki/Using-the-TAGs-with-disassemblers-and-debuggers

Text
SText
Text
text
text
Text
Text
Text
Text
SText
Text
text

read4ay1sD

188487150 loc_48715D:

188487150 mov eax, [ebptval]

1884687168 mov ecx, [eax+lCh]

188487163 mov eax, [eax+24h]

r@e4a7166 add ecx, es5i

1884871638 add eax, esi

:B848716A movzx  eax, word ptr [eax+edi*2]
1 BB4BT716E mov eax, [ecxteax™4)]
188487171 add eax, esi

1288487173 call eax ; kernel32.GetlogicalDrives
198487175 mov ebx, eax

Attacked targets

The ransomware encrypts all attached drives.

69
7a
71
72
73
74
75
76
77
78
749
fazs)
31
82
83
a4
85
86
a7
a8
89
98
a1
a2
93

result = (_DWORD *)(({int (*)({void))(BasedAddress// kernel32.GetlogicalDrives()
+ *(_DWORD *)(BaseAddress
+ *((_DWORD *)val + 7)
+ 4
* *funsigned __intle *)(BaseAddress
+ *((_DWORD *)val + 9)
+ 2 * names_count})}))();
wl2 = (unsigned int)result;
for ( 7 = 8; ] < Bx1A; ++7 )

iF (((1 << ) & viz) =@ )

_drive_id = (char *)alloc_mem{4u);

val = _drive_id;

snprintf(_drive_id, 4u, ™%c:™, j + 'A");
out_debug_string(“drive: ¥s\n", drive_id};

enc_thread = run_encrypting thread2(v17, v15, (char *)}&val};

IR = @
Vil = @5

result = append to threads list(enc_thread);
v2e = -1;
if ( wi7[1] )

cleanup();

b

return result;

Ad'd"itionally, unless the argument (‘n’) was given from the commandline, the ransomware
proceeds to encrypt network shares. Available resources are being enumerated in a loop:
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33| cCount[@] = -1;

34 | dwBytes = 30600;

35 | if ( wWNetOpenEnum&(2u, lu, @, this, &hEnum) )

36 return &;

37| vl = (const char **)alobalAlloc(@x48u, dwBytes);
38| if ( vl )

34 return @;

48 | while ( 1 )

a1| {

42 memset{vl, @, dwBytes);

43 if [ WNetEnumResourceA(hEnum, (LPDWORD)cCount, wl, &dwBytes) )
44 break;

45 w2 = B;

45 if ( cCount[@] )

47 7

48 w3 = vl + 5;

49 do

58

51 if ( *(v3 - B) == (const char *)1

52 && *(v3 - 2) == (const char *)1

53 && lwnetaddConnection2A((LPNETRESOURCEA)(VE - 5), @, @, 4u) )
54 {

The accessible network shares are getting encrypted:

83 if ( *share_str && strlen(*share_str) > 2 && (*share_str)[1] == "W\' )

84 {

85 vig = 41;

86 strepy(v2e, ")ahahaltzjhgi");

87 Vil = 83

88 while { 1 )

89 7

98 v2G[vI1 + 1] *= vi@;

a1 if ({ (unsigned int)++vll >= 9 )

92 break;

a3 vie = v2G[@];

a4 }

as v26[18] = @;

[ out_debug_string(&v2s[1]);

a7 net_share = (wvoid *)}{(int {_ stdcall *}{char *)})copy_string)({char *)}*share_str};
93 vIB = B;

a9 th = run_encrypting threadl(v2l, v13, net_share};// encrypt network share
Lo LOBYTE(v3E) = 1;

181 append_to_threads_list(th);

From each medium, the files are first added to the list. Then, the created list is processed by
the encryption routine.

Files with the following extensions are being attacked:

ndoc docx xls xlsx ppt pptx pst ost msg eml vsd vsdx txt csv rtf wks wkl pdf dwg
onetoc2 snt jpeg jpg docb docm dot dotm dotx xlsm xlsb xlw x1t xIm xlc x1tx x1ltm pptm
pot pps ppsm ppsx ppam potx potm edb hwp 602 sxi sti sldx sldm sldm vdi vmdk vmx gpg
aes ARC PAQ bz2 tbk bak tar tgz gz 7z rar zip backup iso vcd bmp png gif raw cgm tif
tiff nef psd ai svg djvu m4u m3u mid wma flv 3g2 mkv 3gp mp4 mov avi asf mpeg vob mpg
wmv fla swf wav mp3 sh class jar java rb asp php jsp brd sch dch dip pl vb vbs psi
bat cmd js asm h pas cpp ¢ ¢s suo sln 1df mdf ibd myi myd frm odb dbf db mdb accdb
sql sglitedb sqlite3 asc lay6 lay mml sxm otg odg uop std sxd otp odp wb2 slk dif stc
sxc ots ods 3dm max 3ds uot stw sxw ott odt pem pl2 csr crt key pfx der dat

How the encryption works
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Avos uses two strong encryption algorithms. Symmetric: AES — to encrypt files, and

asymmetric: RSA — to encrypt the generated AES keys. This is a very common combo which

provides strong data protection. It is also often used by variety of ransomware.

The RSA Key

As mentioned before, the RSA Public key may be hardcoded in the Avos sample. In the
analyzed case, the following Public Key was hardcoded:

.data

.data:

.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:

aa460288 ; char aBeginPublicKey| ]

188468288 aBeginPublicKey db '----- BEGIN PUBLIC KEY----- ' yBAh

Bad458208 ; DATA XREF: main+72to

aad4c8288 db "MIIBIjANBgkqhkiGOwlBAQEFAADCAQBAMITIBCEKCAQEALZMOWTAbAWKIOSURBDET ' ,@AR
Ba468283 db "FQUIGNhRQxd fkiQarh9xwlHFnfdThLpFm8wQqsgSEK1IwtScaz TANYOCEsByzivp ' ,8AR
Bad458208 db '055ZnGnGFa4wn 3wYh312FKOHyKoc+oQllz jul+ZXvnABILLI0BUGK avPpjH7HE ' ,@AR
aa4682838 db "nlIvdcBjlZ6LV1cNb+ydZfsFaQHWasnH2ZhRTFF411liwl 2XusaXtomlplloCobsg' ,@AR
Ba468283 db 'ZB¥yuwikFFalWosazVfylrSjn@pxSsVnav2wFgrid4RbXFhIse@tIAEAdamx+6hT2V’ 84N
8468203 db "xyGPYn3R1y+zy09]sNmQoADmc 7wl 7blkvEo/1iIToVI/21pD/Hf ZeTXi7uBPYzBkg ', 8Ah
aad4c8288 db "twIDAQAB' ,8Ah

BE468283 db " ----- END PUBLIC KEY----- .8

Bad4683CH align 1@h

In case of lack of thereof, a new keypair is generated. The Public Key is stored for the further
use, and the private key is logged on the screen, as the information for the attacker.
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B CAUsers\tester\Desktopavos_exe.exe
ERROR: The operation completed successfully.

ERROR: The operation completed successfully.
ERROR: The operation completed successfully.

client_wza_priv: ———— BEGIM RSA PRIUATE KEY——
MI I EowI BAAKCAQEAVHpPS1 13 vvderdMbkpPhmA +RFBFnS . /cl+aKEhKJBUuwkQT 1mu
H1lpuuSEH63? yIuf 6 JgY narIESAYLAUALCP K3LZhGt ASgPHBH 18G=RU S j8ARY
+LAewibchCmu? +hA21QJAbGkrnL?BKKe +RKrHuo ?7QDA3MM1RipCl 38xGZEYe 12E
0JBnvETAB40HoGebzHDu jxZ9P 1Lt hgD1RB2QT PaSazByg/ Juymo S ZFPdnJ Y5 IHN=G
1Mps S +UFQSEugD? +RU jHPscBafAEH3cKeB 7GCFFMuAs S Tuy+i jRBOI03D3wlco21
TDnTQRFEGQueel BEuHBWZenymZoxJgQs=zSUHavwl DAGABA0 I BAF=42 jMPeMB2 Chuk
r=HAIMNNN +mCz 1UWPhT 302 RPBUgnZA jo jB +QXJ?chZuRsAFYC6Tht jgLTdyNNcE~3
UnLuKAl=8Mn50ydCdik6 jiggivuT 00z EyBJENE4BbUnNj kP UmUSf ddJgD=o Bf KI B
117J1iwPcuSolCEgAhECABEkcuvzbRY igJN2h1I 7Z 724l RA1THy0010GI dd OGO
HUePkuEz=5LAFK1i4UxPQ 0 xNZ juP3RMypAPe GOpSPUdscTU=zYaP1BREUw . Bmiobd
azN?GkEGngue jaLBonEEBHNE gr84ouv QAT whosA1dWCh1uDEBPe Y6 Y G0wDUJdEMJ
+nBxudECgYEA-181 xiEuggs Kt +owdMLS e +JUAJL3vaBu QMY +Fhud 3K+cmlUhbEGYT
gqcl620sKhyi?wE12 yrh?uruFgMpmu+HNAh3UMY1Huw13UFaDhLDUhs QX Rmgo CUO-N Exanuﬂe'hwcase
g P Luwy+DLGDiwd=ux1 1 QEREMJf oUgDxnmh2 8 Le 525 UNKuZSHAFI O6cCg¥EAvaldl ’
SDfd=poGl/yChCUF +u LYWL Xu3 DAOJMABGR 0 aa2 kANt 4xEc ?mi o UR28 c d yHMBWK'?
Ggh?P4T8jbdag?=sGDd 1IMEK jmM=zSgRP4ygHI SgiPgsHFn I p?@JamB4miNFUg+CCh2
Mg +7hhzabt EbQSUA-HT oY 1uCZzqg+plx dblHS6 ykCogY¥ BgHhY FLEZgU 58 MEenuBbg
JB2ZRECISUGE I £ gpEHN?E1RJUT t PDmBgBUu jxBU¥ 11E] 0 Eo54 i yCAOBO qu
2ZuCI FMzoWWJEUPACxixil 6Bt sNUn3nYNEKLMEIH1 i¥UYE I ZQf UuD
+sFHMs ?nDf gf 1ESQEBgG? yuus FuBMt uJugx@62 T2 iBU»xuhTHUBkKS Y uaSpm
2D1PRuy1E6ksYuHo 2 1k4UY Js2hsprPkzglpf WaPr4NEv?Ls jDs3ax+IFMxtoETAcUqg
QOmpsthegPZUzb?bKu?GEqYZ3AibDWe W02 tY or ZNhQ Y1 =f EsyMprTIdT 1108 uo
Jc6RAoGBANJL1 BbApe5tAmUQERvUZg3WYWH002 xImtWdcE js TFUKgSHY w+IMT 3tV
SHMISrgASd1SENAKCEPOz030hP1 yjS=BoNgl 7F +Jme 1822 xuGH pEQx= lusohbtsLJ
NnGCoFhDEOFNoZnop3fACZFGEYN: 13YA3kPUNn1G6d4F -P4AdY6UT =
————— EHD' REA PRIUVATE KEY———

CryptDecodeObjectEx 1 failed. Err: 88E23102
ERROR: ASN1 unexpected end of data.

if no Public Key was hardcoded in the sample, a new keypair is generated. A Private Key is
displayed.
The same Private Key is also dumped in each ransom note, instead of the ID:
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File Edit Format View Help

Attention!

your files have been encrypted wsing AES-256.

we highly 5u3gest not shutting down your computer in case encryption process is not finishec

In order to decrypt Wr files, I-,_.r:u must paz for the decryption key & application.

You may do so by wisiting us at http://avos2fujéolpéx36. onion,

This is an onion address that you may access using Tor Browser which you may download at htt

petails such as pricing, how long before the price increases and such will be available to y

Hurry up, as the price may increase in the fo 1uw1n? days. If you fail to respond in a swift
al documents, passports scans, social seci

Message from agent: we have exfiltrated confidenti

This suggests that this mode was created only for testing purposes, and it not intended to be
used on victims. Only the mode with the Public Key hardcoded is usable in real attack

scenarios.

File encryption

Before the malware proceeds to encrypt particular file, it first retrieves a list of associated

processes, that may be blocking the access:

Jtext:ieededses ;0 try o

Ltext: 88484383 mov byte ptr [ebptvar 4], &
text:884843087 call kill associated processes
Ltext:ead48438C add esp, 18h

Ltext:eed48438F mov ecx, [ebptvar_Bl4)
Jtewt 88494315 add ecx, esi

Ltext:eededsl? mov [ebp+var_125C], ecx
Ltext:8e4e4310 call encypt_file content
Lextieededi22 xor ecx, ecx

Jtext 88484324 test al, al

Ltext: 88484326 jnz loc_ 484529

The list is retrieved with the help of RmGetList:
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55 memset (w53, @, Bxd2u);

56 | if ( !RmStartSession(&pSessicnHandle, @, w33) )

57| {

58 w7 = (const WCHAR *)&al;

59 if ( a6 »= 8 )

68 v7? = al;

61 rgsFileNames = w73

62 if { !RmRegisterResources(pSessicnHandle, lu, &rgsFileMames, @, @, @, @) )
63

64 pnProcInfo = 18;

65 if ( !RmGetlList(pSessionHandle, &pnProcInfoleeded, &pnProcInfo, v52, &dwRebootReasans) )
66 I

If any processes has been found, they are being terminated. Then the malware proceeds
with encryption.

For each file, an AES key generated by a previously deployed routine is retrieved and used
to initialize AES context.

Jfexteedes2CE

Ltewt:884882CE loc 4B52CE:

Ltewt:@R4e32CE lea edx, [ebptaes_key]
Ltext:88483204 lea ecx, [ebptaes_ctx]
.text:884882DA call ages_init

After that, the AES encryption is applied on the file content.

471 | while { 1 )

472

473 chunk_size = 8;

474 vlgd = a;

475 HIDWORD(v97) = size;

476 chunk_ptr = next_chunk;

477 if ( size == 15625@8@ &R !next chunk 8& !flag )

478 {

479 out_debug_string("blocksW!!™);

458 ((void (_ stdcall *)}(void *, _DWORD, _DWORD, int))SetFilePointer)(hFile, @, @, 2);

481 ((woid (__stdcall *}(weid *, int, int, int *, _DWORD))WriteFile)(hFile, w185, @x158, &v189, @);
482 goto crypt_finish;

483

484 ((woid (_ stdcall *)(void *, char *, int, unsigned int *, _DWORD))val)(hFile, buf, 64, &chunk_size, 8);// ReadFile
485 ((void (_ stdcall *)}(wvoid *, unsigned int, _DWORD, int))SetFilePointer)(hFile, -chunk_size, @, 1);// SetFilePointer
486 if ( chunk_size < 64 }

487 break;

488 aes_crypt((int)aes_ctx, buf);

489 ((void (_ stdcall *)(void *, char *, int, int *, _DWORD)})WriteFile)(hFile, buf, 64, &189, @);// WriteFile
498 next_chunk = (_LIST_ENTRY *)((__ PAIR64 ((unsigned int)chunk_ptr, HIDWORD(vS7)) + 1} »> 32);

491 size = HIDWORD(vE7) + 1;

492

493 | if ( chunk_size )

404 | {

495 LOBYTE(Val) = 64 - (chunk_size & @x3F);

496 if ( {unsigned _ int8)Val + chunk_size <= &4 && { BYTE)Val )}

437 memset(&buf[chunk_size], val, (unsigned _ int8)val);

498 aes_crypt((int)aes_ctx, buf);

499 ((void {_ stdcall *)}(void *, char *, int, int *, _DWORD))WritefFile)(hFile, buf, 64, &v1@9, @);
sea | 3}

5@l | {(void (_ stdcall *}{veid *, int, int, int *, _DWORD))WriteFile}({hFile, w185, @x158, &v189, @);

582 |crypt_finish:

583 | CloseHandle(hFile);

The file is encrypted in-place (without creating additional copy), in 64-byte long chunks. A
chunk of a plaintext is read, encrypted, and written back to the original file.

As we observed during the behavioral analysis, the block with the RSA encrypted, base64-
encoded AES key is written at the end.

AES key generation
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The generation of random keys is deployed in the function enumerating the files of a
particular directory, prior to the encryption. For each listed file a new key and Initialization
Vector are generated, and stored for further use.

As default, the cryptographically strong random generator is used. However, if for some
reason this strong generator fails, it falls back to the naive generator (based on the standard
rand() function).

51| *this = {char *)malloc{@x4lu);

52| this[1] = (char *)malloc(Bx21u);

53| phProv = @;

54| w2 = 512;

55 | if ( CryptacquireContexta(&phProv, @, @, lu, OxFa8s8B48) )
56| {

57 if ({ !'CryptGenRandom(phProv, 512u, pbBuffer) )
58 7

59 v3 = (void *)}{{int (_ thiscall *}{int))naive rand}({512);
68 memmove (pbBuffer, w3, 512u};

61 vAE = @

&2 vi = 512

63 ¥S = v3;

64 do

65 {

6E S+ = 8;

67 -—wd;

68 }

69 while { w4 );

78 sub_4292DE(v3);

71 }

72 CryptReleaseContext{phProv, @);

73| }

74| else

75| {

76 ve = {void *}({int {_ thiscall *}(int))}naive _rand)(512};
77 memmove (phBuffer, vi, 512u);

78 vAE = @;

79 v7 = 512;

TG VB = vB;

81 do

g2 7

83 i+ = 8;

84 _—

85 }

86 while ( v7 )3

87 sub_4292DE(vE);

g8 | }

This m_a_y render a flaw in the full encryption scheme. However, the chance of the strong
random generator failing is too small to consider worth the attention in real life scenarios.

The malware fetches a buffer of 512 random bytes per each file, and then generates out of
this a 64-character long string for the key, and a 32-characters long string for the Initialization
Vector.
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push 40

push dword ptr ds:[edi] [edi]:"6584cd273625ee121e330a981cc04e1T1d312356c9cccdb62932earaads3arzl™

1ea eax,dword ptr ss:|[ebp-E0]

push eax eax: "E™B"

call =avos_exe._memmowvesx copy the key

push 20

push dword ptr ds:[edi+4] [edi+4]:"cf0c2513b6e07 4267 484d204a1653222"

lea eax,dword ptr ss:[ebp-30{

push eax eax:"E™B"

call =awvos_exe._memmowves copy the IV

and dword ptr ss:febp-sach,0

lea edx,dword ptr ss:[febp-4aC]

BE add esp,1s8

. C1 mov ecx,edi edi:&"6584cd273625ee121e330a981cc04e1T1d312356c9cccdbs2932earaads za731”
» | DD4081C3 €all <avos_exe.protect_the_key>

Example of the generated data:

the key: “6584cd273625ee121e330a981cc04e1f1d312356¢c9cccdb62932ea7aad53a731”
the IV: “cf0c2513b6e074267484d204a1653222"

This key and the initialization vector are further passed to a function initializing AES context.
Although the created key is 64 bytes long, we must note that only 32 first characters are
going to be used. Similarly, in the case of the Initialization Vector, only first 16 bytes matter.
Both strings are treated as ASCII.

Preview of the file encrypted with the presented key/IV set:

E PinToels.sln.aves

Offsec(h) 00 01 02 03 04 O5 06 O7 OB 0% ORA OB OC OD OE OF

00000000 95 62 C4 98 74 A3 BE BY 50 14 35 64 C8 86 E4 3D +bA.tigaP.5dlta=
00000010 57 RS DF 91 DC CA 92 83 3F C7 F9 BO DC EE8 6B 52 WAR UE'.?0a°UskR
00000020 55 5F 04 EOQO F8 AC 32 66 TE 14 07 F3 5C F4 4B ES U_.ffﬂEkH..ﬁ\ﬁKi
00000030 53 AC AZ 35 87 51 6C E8 73 71 AE 3B A1 6F 38 2D S5-"53Q1&sg®; "ob8-
00000040 04 8F C1 D7 7B D4 07 64 22 7F DA DA B8 E4 79 9B . ZAx{0.d".00, &v>
00000050 &2 37 AZ 48 3A 23 40 F8 85 48 70 CA ZA ED 77 4F b7 "H:#@f. HpE*iwD
00000060 F® 9D OD EC 38 34 46 65 3B OC ER Bl 07 26 87 EF At.&8:Fe;.e”.&id
00000070 37 ET EE EF F1 48 70 FD OD Ce 72 21 4D 01 6B 24 TqidﬁJpﬁ.ﬁr!H.k$
00000080 1D 9B 37 FC 10 C1 22 B3 E9 64 B8 3B 30 F& 6E 8F . »7a.A":éj, r06nf
00000090 F4 BAE 18 65 91 42 37 11 93 E9 &6 29 7C C5 3F 75 A®.e2'B7.ve&f) |L2u

Example — a ChyberChief recipe decrypting the aforementioned file, using the key and
initialization vector dumped from the memory:
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https://gchq.github.io/CyberChef/#recipe=AES_Decrypt(%7B'option':'Latin1','string':'6584cd273625ee121e330a981cc04e1f'%7D,%7B'option':'Latin1','string':'cf0c2513b6e07426'%7D,'CBC','Hex','Raw',%7B'option':'Hex','string':''%7D,%7B'option':'Hex','string':''%7D)&input=

. —_ start: 3647  jangrh: 3647 —
Recipe S ] Input Lonend? 347 Tlines: 1 + Oz B =
95 62 C4 98 74 A3 B6 B9 50 14 35 64 C8 86 £4 3D 57 A5 DF 91 DC CA 92

G REERTE I 53 3¢ ¢7 F9 B DC EB 6B 52 55 5F 64 E@ F8 AC 32 6B 7E 14 07 F3 5C Fd
o 4B E5 53 AC A2 35 87 51 6C E8 73 71 AE 3B Al GF 38 2D G4 8F C1 D7 7B
6584cd273625ee121e330a981ccO4elf]  LATINL™ D4 07 64 22 7F DA DA BB E4 79 9B 62 37 A2 48 3A 23 40 F8 85 48 70 CA

2A ED 77 4F F9 9D OD EC 38 3A 46 65 3B ©C EA Al 07 26 87 EF 37 E7 EE
v EF F1 4A 70 FD 6D C6 72 21 4D 01 6B 24 1D 98 37 FC 16 C1 22 B3 E9 6A
cf0c2513b6e074267484d204a1653222 LATINL™  Bg 3B 30 F6 6E 8F F4 AE 18 65 91 42 37 11 93 E9 66 29 7C C5 3F 75 73
3B 47 67 FO 8A BB 6E 96 31 21 DD 05 B3 3A 3A FC 17 55 73 51 GA C5 B3
Mode Input Output 90 62 BD 92 73 F5 19 49 83 E1 4A A3 47 43 49 CB 56 3A F2 53 8E B4 7B
CBC Hex Raw 94 A8 21 83 7C 6B 54 78 D3 A6 F8 B7 E7 A2 5E 8A B1 20 88 CF E7 60 13
45 30 70 9A B4 OB 11 30 ALl 1D C1 61 7E E1 35 59 65 81 4E D1 AF 03 CE
time: 2ms
Output &= I B0 £

Ing,
Microsoft Visual Studio Solution File, Format Version 9.80
# Visual Studio 2005

Project("{8BCICEB8-8B4A-11D0-8D11-00ABCI1BCI42}") = "PinTools"
"PinTools.vecproj”, "{7DD5604A-5559-4BBA-BB10-FB8184A16FOB}"
EndProject

Global

GlobalSection(SolutionConfigurationPlatforms) = preSolution
Debug|Win32 = Debug|wWin32
Debug|x64 = Debug|x64
Release|Win32 = Release|Win32
Release|x64 = Release|x64
EndGlobalSection
GlobalSection(ProjectConfigurationPlatforms) = postSolution
{7DD5604A-5559-4BBA-B810-
F88184A16F0OB}.Debug|Win32.ActiveCfg = Debug|wWin32
{7DD5604A-5559-4BBA-B810-
F88184A16F0OB}.Debug|Win32.Build.® = Debug|Win32

Valid implementation, unimpressive design

AvosLocker does not distinguish itself much from other ransomware (apart from being
unusually noisy). All its features are average. Its encryption scheme seems implemented
correctly, so recovering the data is not possible without obtaining the original Private Key for
a particular sample. It also uses a well-established pair of algorithms: RSA and AES.
Although it contains some inconsistencies in the implementation, they do not impact the main
goals of this malware.

We didn’t find in the sample any routines responsible for uploading the stolen files. Yet, since
the model of the delivery of this ransomware assumes manual access, it is possible that the
data exfiltration is done manually by the attackers.

AvoslLocker meets its objective by being a simple tool assisting in the manual attacks, and
creating the expected damage.

Protection and recommendations

o Keep software up-to-date and turn on automatic updates whenever possible
Enforce strong password policies and multi-factor authentication (MFA)
Perform backups and periodically test restoring them

Reduce attack surface by removing unused or unnecessary services
Mitigate brute-force attacks (this is a feature in our Nebula product)
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e Enable tamper protection to prevent attackers from uninstalling your security software
(this is a feature in our Nebula product)

AvoslLocker is detected without specific signatures by Malwarebytes’ anti-ransomware
technology:

= Malwarebytes | Nebula

l#l pashboard

— Detections

(=] Endpoints
: Showing 100 of 190,
® Inventory
= Drag column headers here to group results
# Detections ¥ o e
L 1] Quarantine D Threat name T Action taken T Category T Type T Location
= Active Block Rules D Malware.Ransom. Agent.Generic Quarantined Ransomware File CAMELabs\AvosLocker.exe

Indicators of Compromise

43b7a60c0ef8b4af001f45a0c57410b7374b1d75a6811e0dfc86e4d60f503856
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https://blog.malwarebytes.com/wp-content/uploads/2021/07/AvosLocker_vs_NebulaC.jpg.jpg
https://www.virustotal.com/gui/file/43b7a60c0ef8b4af001f45a0c57410b7374b1d75a6811e0dfc86e4d60f503856/detection

