Watering hole” threat analysis in the government sector of
Kazakhstan

tntsecure.kz/en/article_7.html

While studying the threat landscape of Kazakhstan as a part of the Threat Intelligence phase,
T&T Security experts discovered the so-called Razy malware family. The investigated samples
of the Razy family apparently were used to infect users in the form of a Trojan downloader
masquerading as a regular office document (Word, Excel and Adobe PDF). Attackers usually
spread Razy using a “Watering hole” attack.

The “Watering hole” is an attack where attackers locate malware on a legitimate, possibly
previously hacked, site visited by a potential victim.

Thus the attacker achieves the trustworthiness effect since the link to the malicious file will
likely be on a victim’s list of trusted sites.

Two of the analysed cases caught our sharp attention, in which the attackers spread the
malware using the watering hole attack on the e-government portal (egov.kz).
Malicious links:

o hxxps://legalacts.egov.kz/application/downloadnpa?id=5322314
o hxxps://budget.egov.kz/budgetfile/file?fileld=1520392

At the same time, the second malicious Razy sample (at budget.egov.kz) was still available for
download on the site at the time of detection.

The files are the same malicious Razy Trojan downloader. We assume that cybercriminals
published the malicious software under the pretence of office documents by gaining access to
uploading files to the legalacts.egov.kz and budget.egov.kz. The first document is a resolution
of the district administration. The second, created in 2021, is a financial summary of the
administration's budget. That implies the attacker posted the Razy malware in 2021,
accordingly.

We assume that these attacks targeted specific companies that may be using these
documents. And most likely, the attackers did not aim for the mass attack on the citizens of
Kazakhstan, and the public exposure of the samples themselves is most likely a side effect.
The rest of the Razy samples are also documents of different kinds, e.g. the resolution of the
district administration. That means cybercriminals look for the documents suitable for the
victim and embed them into the final malicious file.

One should note, by the time of publication, the malware control server (C&C server) has
already been disabled, and that is currently, these samples cannot load any additional
malicious functionality.
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Together with the accountable employees of Zerde National Information & Communication
Holding JSC, the T&T Security team worked to detect the Razy related incidents and block the
caused spreading of malicious content.

tLab successfully detects and blocks this threat, which can be seen in the video below. tLab
works on the principle of zero trust based on deep behavioral analysis, and high throughput
allows you to analyze tens of thousands of files per day without filters and whitelisting, then
our solution effectively blocks such threats even using an attack at the watering hole. Since
tLab is used as part of the Cyber Shield of the Republic of Kazakhstan, we can say that the
state is ready to repel such threats.

Samples technical analysis

Razy, first spotted in 2015, has been used for attacks to these days. Below is a diagram of
how Razy works. One can see that when a user launches a sample, a malicious payload gets
activated, and an actual legitimate document embedded in malware pops up.

EXE mackupyeTca nog oWCHBIR JOKYMEHT

- A
WWWwW [Tonb3oeatens ckadMBaeT Panl———————> | o
A4 —

3apaeHHbIi Beb pecypc /\

N

BpenoHocHoe MO Razy PeanbHbIv AOKYMEHT
T&T Security monitored the monthly amounts of Razy malware samples found on Virustotal

and discovered a sharp increase in May 2021. Most of the detected malware samples to target
Kazakhstan belong to the same period. That is, the embedded documents come from the
Kazakh institutions.
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Associated Urls
s 13 ] —
SERVER GOOGLE SAFE ANTIVIRUS
DATE CHECKED URL HOSTNAME RESPONSE P BROWSING RESULTS
Dec 4,2019 http://wxanalytics.ru wxanalytics.ru 404 104.239157210
Feb 8,2019 http://wxanalytics.ru/net%20exe.config wxanalytics.ru 404 23.253126.58
Oct 20,2017 http://wxanalytics.ru/net.ex wxanalytics.ru 404 104.239157210
Sep 21,2017 http://wxanalytics.ru/net.exe.confi wxanalytics.ru 404 104.239157.210
Apr 27,2017 http://wxanalytics.ru/net.exeHeuristic wxanalytics.ru 404 2325312658
Aug 10,2016 http://wxanalytics.ru/net.exe.config Pattern wxanalytics.ru 404 23253126.58 Not Present
Aug 10,2016 http://wxanalytics.ru/net.exe Pattern wxanalytics.ru 404 2325312658 Not Present
May 11,2016 http://wxanalytics.ru/net.exe.config/ wxanalytics.ru Connection Er... Not Present
Jun 3,2015 http://wxanalytics.ru/ wxanalytics.ru 403 412235521
Apr 16,2015 http://wxanalytics.ru/net.exe wxanalytics.ru Connection Er ...
SHOWING 1 TO 10 OF 11 ENTRIES 1 2 NEXT)
Associated Files
Show. entries
DATE HASH AVAST AVG CLAMAV MSDEFENDER
Nov 4, 2020 6bc43973ab449f5220a8¢36585dbff0f2ba139601545761ef2cefS962¢378d03 Win32:Malware-gen Win.Malware Razy-6723913-0 Worm:Win32/Fadok!rfn
Oct 29, 2020 56bbosc3f683e5aa6496d846a50eaf33eee72a002a6cc37504ff17d3097f99a0  Win32:WormX-gen\ [Wrm] WinMalware Razy-6723913-0 Worm:Win32/Fadok!rfn
Oct 29, 2020 eBaba54ab6ebec253b37e69569675¢c6¢8d37d0d6aal842251cc350c03ad2obs  Win3z:WormX-gen\ [Wrm] Win.Malware.Razy-6723913-0 Worm:Win32/Fadok!rfn
Oct 26,2020 38d38ab3c4213ca9130effase6ddsffe0bsebocacibfzbBceleca25b4e649821  Win32:WormX-gen\ [Wrm] WinMalware Razy-6723913-0 Worm:Win32/Fadok!rfn
Oct 26, 2020 b869a203c by b63b6b74; 01598cd in32:WormxX-gen\ [Wrm] Win.Malware Razy-6723913-0 Worm:Win32/Fadok!rfn
Oct 25, 2020 ©70e97b9e064e7eae270c1199a086ac33c8a688405ac8Bc6e13800c2c8b788d3a  Win32:WormX-gen\ [Wrm] Win.MalwareRazy-6723913-0 Worm:Win32/Fadok A
Oct 23,2020 fdatddd7sefbfdf2ce7791adc9e3df26029157ad39e749059a0c217cadsbes32  Win32:WormX-gen\ [Wrm] WinMalware Razy-6723913-0 Worm:Win32/Fadok!rfn
Oct 23, 2020 dag9ddd1fasbenat2ee3470163563587e385(f78a9c83cc1fabas18343118521 Win32:WormX-gen\ [Wrm] WinMalware Razy-6723913-0 Worm:Win32/Fadok!rfn
Oct 23,2020 c2164f91ddcobscbdbe47adesdo9b2bo2ds997da48cc96129788fbeecd3afof  Win32:WormX-gen\ [Wrm] Win.Malware Razy-6723913-0 Worm:Win32/Fadok!rfn
Oct 23, 2020 8d332c9b474396ce7b6at42dddseb5a31eas709f7b34b906023dc050a39caat4  Win32:WormX-gen\ [Wrm] WinMalware Razy-6723913-0 Worm:Win32/Fadok!rfn

SHOWING 1 TO 10 OF 17,342 ENTRIES

Razy stats from alienvault.com

(2020)

12345

1,735 NEXT >
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DATE

HASH

AVAST

CLAMAV

MSDEFENDER

Jun 20,2021

Jun 10, 2021

Jun7 2021

May 22,2021

May 19,2021

May 15, 2021

May 19,2021

May 17,2021

May 16,2021

Apr 21,2021

e37c84ddac59del1fadeSaf4dfd0dace0c88527fa1b2c3f797a2980846e0f
46e

f9b57d287115487db766202c fdd2c2cdbe42231de4d4ff531027f6d030ad8
043

22712fba8c26a1dd3c74297c596e06b4870ba3011ace75c5e8054cfe08923
658

c3e5cb986820a59835a0
53876

bb4d8bSeacc065669¢91549a15b152

42af97d46069892a93e7a3d 1d1ff51f14caSce0062ec2094633fcSdc1c416a

3a

081eecfe4fba6cfo2c4d3c1ae27de1a124778¢309102a6433b9e91d1983a4
0cS

64abed429d85e6cdf51d525bfef2ee78ef25817358d732efc4c16d9346a3b
442

295d53b34f118c24885157ed c3cc5e1b6a8a34¢331dd061dc 7b136284b303
c2d

528b5e29adff1a3fad74eec7c113af3429f4c68a4d7f33cadbc07b19a9616e
39

a29cc8f06a64d2ee70c2cl1ac2cad55242b5f79144fe91ff7ea59f108509bat
e4

Win32:WormX-gen\ [Wrm]

Win32:WormX-gen\ [Wrm]

Win32:WormX-gen\ [Wrm]

Win32:WormX-gen\ [Wrm]

Win32:WormX-gen\ [Wrm]

Win32:WormX-gen\ [Wrm]

Win32:WormX-gen\ [Wrm]

Win32WormX-gen\ [Wrm]

Win32:WormX-gen\ [Wrm]

Win32:WormX-gen\ [Wrm]

WinMalware Razy-6723913-0

Win.Malware Razy-6723913-0

Win.Malware Razy-6723913-0

Win.Malware Razy-6723913-0

WinMalware Razy-6723913-0

Win.Malware Razy-6723913-0

Win.Malware Razy-6723913-0

Win.Malware Razy-6723913-0

Win.Malware Razy-6723913-0

Win.Malware Razy-6723913-0

Worm:Win32/Fadok!rfn

Worm:Win32/Fadok!rfn

Worm:Win32/Fadok!rfn

Worm:Win32/Fadok!rfn

Worm:Win32/Fadok!rfn

Worm:Win32/Fadok!rfn

Worm:Win32/Fadok!rfn

Worm:Win32/Fadok!rfn

Worm:Win32/Fadok!rfn

Worm:Win32/Fadok!rfn

Razy stats from alienvault.com

We researched the following files.

e 26>10 @CA.exe

SHA256: 20f7a8258f83862ae6638a6bd1ad0bc83d40928a89eb40c720934db9b65f4bec

e JI1bBUPa OTHET.exe

SHA256:
b06e65a0009ae771566db075c0f5850799977b4a982d7d6a63565a184be60796

o OTYET NO nNpakTuke.exe

SHA256: 219¢44420a95370a22ef806244033c2a21e94b7500fc780fc8e4f25183f745bc

e 24160712_ExSteppeEagle_INTSUM_S2_160X_E_O.exe

SHA256:

2F6C1C2C4043CA6D19ADDD60FA85A5AD6D347075E73AE1E1DCB76D5CC5224573

e eastmere vil.exe

SHA256:

7615E69D6FA11FC851C4CD10DDEE3820ACFC6170578C61AE74B6D4FD8SEA71E10

(2021)

» OWNSITREP 241700AJUL16 G3.exe

SHA256:

8FA473C03850B22C2C6AADCFEG9268BE4E4C7A33881581FEA83789755AF8F22A
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The identical PDB file paths and the timestamps found in all six samples indicate they were all

e 61c98d12-06b1-4f5d-9c12-ace5630dcc07

SHA256:

3ED1B88COAE34BA4FFBFSAED737F2DCOAOAEDEEDF8D2A4A69555518845E16264

created by a single “MultiLauncher” tool.

PDB Path

P:\MultiLauncher\Release\MultiLauncher.pdb
Characteristics 00000000
TimeDateStamp 54DCF5EC  Thu, 12 Feb 2015 18:50:20 UTC (2090 days, 20.55 hours ago)

PE file characteristics:

Most of the samples contain a document displayed to the user in resource number 200.

[

i

5 .

)|, DATA
----- Jr 105 : 1049
Y 200: 0

; Icon
, Icon Group
; Manifest
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000B1RA74
000B1AB4
000B1AY94
000B1AR4
000B1AB4
000B1AC4
000B1AD4
000B1RE4
000B1AF4
000B1BO4
000B1E14
000B1B24
000B1B34
000B1B44
000B1B54
000B1BE4
000B1E74
000B1EB4
000B1B94
000B1ER4
000B1BB4
000B1BC4
000B1BD4
000B1BE4
000B1BF4
000B1CO4
000B1C14
000B1C24
000B1C34
000B1C44
000B1C54
000B1lCE4
000B1C74
000B1CB4
000B1C94
000B1CA4
000B1CB4
000B1CC4
000B1CD4
000B1CE4
000B1CF4
000B1DO4

A4

. R

cc
5D
82
DF
AE
OF
38

-~

PR g =

[c
ontent Types].xm
1 (

MO 0
+ "9 us |
iA kOR doO
m B) ( TJ >3
v3 k7 I{w «r
p + =? M.Y P8
% wP 55v5? 5{Z H
] 1 < %X J
Q h
o \z p g7P
~“oH" 4
Y 6 ot
h) od -UI 1
Z N \ -
t Q+( E {a
FT\Y )
[ "BJt ]
v g UBo Z 5
> q: 5ts
H D !
' n
O h 8

5/23



The samples contain icon sets for all types of documents. The final file uses one of the types.
That leaves us with a conclusion the creators were using one tool and were choosing the
required document type in the final build.

>, DATA

;
> | Icon 32 x 32 (16 colors) - Ordinal name: 28
4 1)), Tcon Group 16 x 16 (16 colors) - Ordinal name: 29 @
0:0 48 x 48 (256 colors) - Ordinal name: 30
0 32 x 32 (256 colors) - Ordinal name: 31 @j
o 112:: 1040 Wordpad 16 x 16 (256 colors) - Ordinal name: 32
vr 113 : 1045 s word 256 x 256 (16.8mil colors) - Ordinal name: 33
wr 114104 ms I!)(l:l!l 48 x 48 %16.8"“: co:orsg - Orgina: hame: 34 @
E 5 32 x 32 (16.8mil colors) - Ordinal name: 35
i 11: 12:: ms nowerpoint 16 x 16 (16.8mil colors) - Ordinal name: 36 a

~or 117 11049 image 3
4 }|, Manifest RN

- 1:1033 P

.

1

@j
ED

|

There are Razy builds that do not contain malicious documents:

» 1f35ce5d620f4eddbfbff5fd1b6142b002bb6a537b864d7745d96ddfd8424bd6
e 3a050db9c571eafd5b1dccb412991434bd0a0fc52c4771274018420a08af4c00

That explains that the attacker always looks for the “right” documents before embedding them
into the final file.

The resource can be a PDF file also.
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000B15984
000B15994
000B1SA4
000B1SE4
000B1SC4
000B1SD4
000B1SE4
000B1SF4
000B1RO4
000B1R14
000B1RZ24
000B1A34
000B1R44
000B1AS4
000B1RG4
000B1R74
000B1RG4
000B1RS4
000BlRR4
000B1RAB4
000B1AC4
000B1AD4
000B1RE4
000B1AF4
000B1EO4
000B1lE14
000BlEBZ24
000B1E34
000B1lE44
000B1B54
000B1BG4
000B1B74
000B1BS84
000B1BS4
000B1BR4
000B1EEB4
000BlBC4
000B1ED4
000B1BE4
0O00B1EF4
000B1CO4
000B1C14
000B1CZ24
000B1C34
000B1lC44
000B1CS4
000B1Ce64
000B1lC74
000B1CB4
000B1CS4
000B1CR4
000B1CB4
000B1CC4

A A e

Usually, Razy is an EXE file with an office document icon.
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$PDF-1.6 %
3 0 obj << /Type
/X0bject /Subty
pe /Image /Name
/I0 /width 2112
/Height 2962 /Fi
lter /JBIG2Decod
e /BitsPerCompon
ent 1 /ImageMask
true /Length 43
680 >> stream
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") 20f7a825883862ae6638a6bd1ad0bc83d40928a89eb40c720934db9b65f4bec.exe
) 219c44420a95370a22ef806244033c2a21e94b7500fc780fc8e4f25183f745bc.exe

% b06e65a00092e771566db075c0f5850799977b4a982d7d6a63565a184be60796.exe

7/23



The actual file extension

Most of the time, the attackers set up an office document icon for an executable file to mislead
the user. When the user launches a file, he sees an opened office document, and a malicious
EXE file will perform other operations.

KAPATAH/IBI UHJTY CTPYISUIBIK YHUBEPCHUTETI
KAPATAHIVMHCKYY UHYCTPUAJIBHBIA YHUBEPCUTET

BEKITEMIH/Y TBEPKJIAIO
Kadenpa merrepymrici Ne/
3aB. Kagenpoii: Konak6aera A H.

«10» mag 202 1xxsur/Ton
Kadenpacsr/Kadpenpa: ©3TuCy

JKEKE TAIICBIPMA
HH/UBILTY AJILHOE 3AJIAHIE

Crynentke/Ctymenty: Ucaeey Huknre Uropepmuy
OTeTiHTIKIpHOeciHe/ IPOXOAANMEeMY MPaKTUKY: yueOHy1o npakTuky Ha KI Y

Tarcerpma/3ananme:
JIBUraTeIn IMOCTOSHHOTO TOKA IapalIeIsHOr0 BO3OVKIEHIT

TarncerpmabepinrenyakbiTel/ Jlata Bergaun 3amanama: 10.05.2021 rogx.

ToxipuoexeTeknicl/PyKoBoauTe b MPaKTHKIL:
Konak6aepa Acems HeirmerommiaeeHa

TaHCBIpMElHBIOpBIH,HHYPHKHGBIH,HHHHHFHH/-BH,HHHI'IG ITPUHAIL K HUCITIOJIHEHHUKD

cryaeHt: Mcaer Huknra Hropepma

SHA256:219¢c44420a95370a22ef806244033c2a21e94b7500fc780fc8e4f25183f745bc
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[OTueT 0 NpoaeanHoii padoTe Ha 2020 — 2021 yu.rox

VYunrteas no npeaMeTy « KoppekunoHHasa purMuka» - Adynxaiipora.J.E.,

CTaK pabOThI 26 JET, BBICIAA KaTerOpHA.

[Ipomma Kypc TOBBINIEHIA KBATN(KAIII Ha TeMy «/THHOBaIIATIBIK

TEXHONOTIAIAP/IbI KOIJaHy apKbLIbI [Ie1aror- XopeorpadTapablH KY3peTTUIIIH

aMbITy»,13.03.2021r.

Koppexmmonnas putmuka B Heento 1 gac (1 B, 3]1, 4A, 4B.5B, 6B),

MY3EIKaTIEHAA KOPPEKIMOHHAS PUTMIIKA B TPYIIIE JETCKOro cajia.

B mactoamee Bpems paboTar Hax TeMoil «Pa3BUTnA CIyXOBOTO BOCOPUATHS 1

IIPOM3HOCHTENBHOI CTOPOHBI PEUN Ha YPOKaX PUTMUKID.

OcHOBHBI€ HATIPAB/IEHNS PA0OTHI 0 KOPPEKIIOHHOIH PUHTMIIKE:

- Pazputie BocripnATIA My3BIKATBHBIX IPON3BEIEHNIT PA3HOTO XapaKTepa

(Becenoro, rpycTHOT O, OBLICTPOTO, MEIEHHOTO)

- Pazputiie yMeHIA cIymIaTh NPON3BEIEHNE A0 KOHIIA, pa3Indarhk 4acTu

IIPOM3BEICHUS, ONPENETATE XapaKTEP MY3bIKI

- BerpazutensHo, IPaBIIIBHO BEIIOTHATE MO MY3EIKY TAHIIEBATBHEIE JBIDKEHII,

HECIIOKHBIE KOMITO3UIINIL.

JocTH/KeHUA YUALIXCA:

CeHT0pb — OKTAOPE: OHJIAIH KOHKYPC — (pecTHBanbh HapOIHBIX TaHIEB- «[ paH —

1pm».

Hos6ps — nexadpb: MeskTyHapoIHbI (pecTHBanb- KOHKYPC TeaTp U CTYIHIT MOJIbI
SHA256:b06e65a0009ae771566db075c0f5850799977b4a982d7d6a63565a184be60796

O BHeceHHH H3MeHEeHHIl B IOCTAHOBJIEHHE AKHMATa AK/KAHKCKOI0 paiioHa oT
28 mas 2018 roga Ne 155 «O6 yrBep:kIeHIN Koy PHIIIEHTA 30HHPOBAHNS,
YUHTBIBAOIET 0 MeCTOPACHOI0/KEHHE 00beKTAa HAJIOr 000.10;KeHHs B HACEIEHHOM
MYHKTe»

B cootBerctBum ¢ 3akoHoM PecmyOmukn Kasaxcran ot 6 anpema 2016 roma
«O mpaBoBeIX akTax» aknMmar pailoHa IIOCTAHOBJIAET:

1. BHectn B nocraHoBieHNE aknmmara AKXKaumKCKoro paiioHa ot 28 mas 2018
roga Ne 155 «0O0 yreep:kmeHnn kod(duImeHTa 30HNPOBAHNA, YVIHTHIBAIOMIETO
MECTOPACHONOKEHNE O0BEKTa  HAIOrOOONOXKEHNS B  HACEIIEHHOM  ITYHKTE»
(3apernctpumpoBaHHOe B PeecTpe TOCYIapCTBEHHOI PETUCTpaii HOPMATHBHBIX
IIpaBoBEIX akToB 3a Ne5223. omybOmukoBanHoe 8 mroHsa 2018 roma B DTamoHHOM
KOHTPOITLHOM OaHKe HOpPMATHBHBIX IMpaBOBhIX akToB Pecnydmmkn Kazaxcran)
CIIEYFOIIIE N3MEHEHNA:

npeaMOyIIy YKa3aHHOT'O MOCTAHOBJICHHS N3TIOKUTH B CIIEAYIOMIEH peTaKIIIm:

«B coorBerctBn ¢ Komekcom Pecnmyomukn Kazaxcran ot 25 nexadps

SHA256:20f7a8258f83862ae6638a6bd1ad0bc83d40928a89eb40c720934db9b65f4bec
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OFFICIAL SENSITIVE

(EXAMPLE)BATTLEGROUP TITLE INTELLIGENCE SUMMARY (002)
AS AT DATE: 241800A1UL16
INTELLIGENCE CUT OFF DATE:241800AJUL16

T

VITALINTELLIGENCE:

1.NSTR

SITUATION IN GENERAL:
e 2 Person visit westmere camp;
* Media visited base;
* Mine field on KazCOY AQ;
* Weaponfoundedin civil car;

* Key personsidentified in Eastmere village

SITUATION IN DETAIL/ COMPANY SUMMARY

2.NSTR

POPULATION:
1. 2 Personvisited Westmere camp;
240830AJUL16 1 male and 1 female came to base and suggest their fruits and vegetables. They said

that they had access to inside the camp and militaries, which were before KAZBAT always bought their
staff

SHA256:2F6C1C2C4043CA6D19ADDD60FA85A5AD6D347075E73AET1E1DCB76D5CC5224573
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OWN SITUATION REPORT

OFFICIAL — EXERCISE STEPPE EAGLE

Timing —1700.
To: G3 - watchkeeper SIC: OWNSITREP
Kazbat 53 Battl
From: 282k ae Classification: Report Number:
CPT
As at/DTG 241100AJUL16 Precedence: KAZS3150
A 13 | War ORBAT/TASKORG - Command/Controlling
Unit/Formation, i.e. the unit/formation submitting | KAZBAT (20 Chars)
the report
B 17 | Command relationship (2) 02 (2000 Chars)
C 19 | Time qualifier and DTG 241500AJUL16 (20Chars)
Subordinate unit(s)/formation(s):
D1 | 31 Unlt/Formatlon. (3) . KAZBAT (20Chars)
Command relationship 02
Subordinate sub-units/formations
D2 | 35 U:lt/Formatlon 27 COY KAZ (5Chars)
st 02
D3 | 37 | Unit/Formation
UK CoY
etc. (20Chars)

SHA256:8FA473C03850B22C2C6AADCFEG69268BE4E4C7A33881581FEA83789755AF8F22A
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Loipsinoem ayvindvix oxkpyinin annapamoinotyy 2020 scvinza apHaizan
OrooxcemiHin
A3aMaAMMbIK 0F00Xcemi

«Eckemm aygamel CpIppIMOST aVBUIIBIK OKPYIl 2KIMIHIH AIIIIApaTED»
MEMIICKETTIK MekeMeciHiH OrokeTi 2020 sxpuma Gapmeirsl 70418.0 MBIH TeHTe
KOIIeMiH/I¢ KapacTHPBUTFAH, OHBIH ITIH/E:

124001015 «Kamagarer avaaH, ayIaHIelK MaHBI3BL  Oap  Kaja,
KEHT, aVBULIBIK OKPYT aKIMJICPIHIH KbI3METIH KAMTaMAChI3 €Ty» OarJapriaMachiHa
ammapaTel ycTam TypyFa 18366.0 MBIH TeHre, eHOSK aKBl ayabIpaMaap ecediHe
14288,0 MBIH TeHTe, aFBIMIAFE MIEIFRHTapEIHA 4078.0 MEIH TeHTe, HTepITTeHE
18355,0 Mg TeHIe 99.9% ra

124022029 «MEMIICGKETTIK ~ OpPTAaHHBIH  KYpJAeM  THBIFEICTaPED
OarapiaMachlHa ANIApaTKA MATCPHAIJIBIK TCXHHKAIBIK Oa3achlH HBIFAHTYFa
188,0 mbrH TeHTe, urepinreni 187,7 MerH TeHTe 99.8%

124041011/028 «MekTenke qefiiHTi TOpOHENEY JKOHE OKHITY JKOHE MEKTETIKS
JeHiHT1 TOpOHENeY KAHe OKBITY VITBIMIAPBIHIA METHITHHAIIBIK KBI3MeT KepceTyIl
YHBIMIACTHIPY» OamabaKia anapaThlH YCTAVFA ApPHATIFAH IIBIFBICTAPIBI KYPT13Y,
OalTaHBIC KBI3METTEPIHE AKBI TOJICY, HET13T1 KYPAIIAPIBL, HKaOBIKTapIbl
AFBIMJIAFHI KEOH/ISY, TAYapIAp.THI TIBIFBIC KOHE KHHAKTAY MaTePHAIIIAPBIH CaThIT
alLy, esre e KepceTUIeTIH KBI3METTEp MEH JKyMBICTapabl caThil amyra 40855.0
MBIH TeHTe. Mrepimreni 408330 My TeHTe 99.9% Fa

124008029 «Emii MeKeH IepIeT1 KoTeIep Il sKaphIKTaHaspyy Eckemmi ayanet
CripeiMOeT aYBUTIBIK OKPYTIHIH S/ MEKSHICPICT1 KoMIETIe Pl JKapbIKTAHIBIPYFa
2064,0 merx TeHre, urepuiresi 2064,0 My rerre 100 % ra

124009029 «Enm MekeHIepIiH CAHHTAPUACHH KaMTaMachr3 eTy» ChIpeIMOeT
AVBITHIK OKPVTIHIH e/l MeKSH/IePIH CAHHTAPIIHIK Ta3ambIFbiHa 246,00 MBIH TeHTe,

A N 1NN N/

SHA256:3ED’i B88COAE34BA4FFBFBAED737F2DCO9AOAEDEEDF8D2A4A69555518845E16264

All objects have the same functionality but different office documents. Since all of the samples
are just variants of the same family, consider one of them.

20f7a8258f83862ae6638a6bd1ad0bc83d40928a89eb40c720934db9b65f4bec

This object is an EXE file with an icon of a Word document. At a closer look, one can
conclude, it is a dropper for office documents.
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Q tLab @ 3ATPY3KA X OMEPEOb

=

]

O6wue ceegeHns

QueHKa yrpo3bl

C OTMPABUTH GAI/ 3AHOBO

COXPAHUTb PDF [E) BCE OTHETbI GAWSIA @ 3AKJIIOHEHUE i YAANUTb & CKAYATb

- Bl 201728258183862ae6638a6bd1ad0bc83d40928a89eb40c720934dbIb65f4bec.bin.sample

3aknoueHne: O MALWARE

OueHKa yrpossi: 143 (potentially 143)

ms daiina: 20f7a8258f83862ae6638a6bd1ad0bc83d40928a89eb40c720934dbob65f4bec.bin.sample
Tun daiina: EXE

Pasmep daitna: 1.57 MB

3arpysun: admin

Bpems oTueTa: 07/07/2112:27:32

Xow SHA-256: 20f7a8258f83862ae6638a6bd1ad0bc83d40928a89eb40c720934db9ob65f4bec
Xow SHA-1: 4fc3c1c2e55906eec3e14d9ce9ad2611c24e79cf

Xaw Mds: eb428bd352de07e6b73b4ac6f140d89a

W3BecTHoe nerntumHoe MO: Her

Summary of the object in the tLab system:

WHgukaTopbl yrposbl {IOC}&

Twun yrpo3asl

TposiH-3arpy34mK

DyHKUMN

CoenuHeHune c C&C cepeepom

PacnakoBeka u OTKPbITHUE OdJHCHOTD AOKYMEHTA

3akpenneHve B
ocC

KonupoBaHue cedn B nanky APPDATA

OobaesneHune B aBTO3arpysKy

Launching the EXE file will result in a regular office document hiddenly located in the current

folder.

Y 1 20f7aB8258f83862ae6638a6bd1ad0bc83d40928a89eb40c720934db9bb5f4bec.docx
=) 20f7a8258f83862ae6638a6bd1ad0bc83d40928a89eb40c720934db9b65f4bec.exe

Created hidden office document

The malicious file contains office document in its resources (DATA - 200):
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DATA

44
.r 105 : 1049
w 200:0

_ w1 300:0

> | Icon

b - ; Icon Group

> |, Manifest

The first bytes of the file in the resources determine the type of the embedded document. In
this case, the “4B 03 04 14 00 06 00 08 00” signature corresponds with the Microsoft Office

000B19684
000B1994
000B19A4
000B19B4
0ooBloc4
000B19D4
D0O0B19E4
000B19F4
000B1AO4
000B1A14
000B1AZ4
000B1A34
000B1A44
000B1AS4
D00B1AG4
000B1AT4
000B1AG4
000B1A94
000B1AR4
000B1lAB4
000B1AC4
000B1AD4
D00B1AE4
O00B1AF4
000B1BO4
000B1B14
000B1BZ24
000B1B34
000B1B44
000B1BS4
000B1BE4
000B1B74
000B1BG&4
000B1B94
000B1BA4
000B1BEB4
000B1BC4
000B1BD4
000B1BE4

Open XML Format.

50
9B
B6F
6C
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
BD
08
67

4B
69
6E
20
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
23
95
Sc

03

DS
74
AZ
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
F1
58
S0

04
01
€5
04
00
0o
0o
00
00
00
00
00
00
0o
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
0o
00
00
00
00
00
1F
04
08

14
00
6E
02
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
22
57
BA

00
00
74
28
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
5F
AF
6D

oe
9F
5F
A0
00
00
0o
00
00
00
00
00
00
00
0o
00
00
00
00
00
00
00
0o
00
00
00
00
00
00
00
00
00
00
00
00
00
51
3D
DC

00
08
54
00
00
00
0o
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
EZ
D9
36

08

00
79
02
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
2D
58
DA

00
00
70
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
B4
07
c4
4B

00
13
65
00
00
00
0o
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
56
24
1F
B4

00
00
73
00
00
00
0o
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
4D
DO
B2
28

21
08
5D
00
00
00
0o
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
6F
66
&7
oA

00
02
2E
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
D4
7B
DB
F7

47
5B
78
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
30
28
EE
SE

E8
43
6D
00
00
00
0o
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
10
ES
BF
DF

-~

-

PK ' G

i [C
ontent Types].xm
1 (

VMo O

_ £{(
XW=X g
g m 6 K (

#"Q_

When launched, the Razy malware detects the type of displayed document given the
information from the resource number 300 (0x12C):

J

4

push
push
push
lea

mov
call

- =

L]

2

2

12Ch

offset aData

eax

ecx, [ebp+var_ A8]

} // starts at 4©7ACB

try {
byte ptr [ebp+var_4], 4
load _malicious_res

void *
"DATA"
int
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)| DATA

A

- r 105: 1049
...... g ZGO D

L ﬁ 300 U

}- , Icon

>+ |, Icon Group
>, Manifest

1|.docx

The resource containing real extension of the file

Next, the reading of the original office document from the resource number 200 (0x0C8)

begins, using the FindResource, LoadResource, LockResource, SizeOfResource functions:

2

mov
call

L= ® wmir o1 o3 wars

eC8h ; void *
offset aData ; "DATA"
eax ; int

ecx, [ebp+var_F8]

} // starts at 487B5D
try {

byte ptr [ebp+var_4], 8
load_malicious_res
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1 DWORD

24

3  char *v1; // esi

4 DWORD result; // eax

5 const WCHAR *v3; // eax

6 const WCHAR *v4; // ecx

7 HRSRC v5; // eax

8 HGLOBAL v6; // eax

9 LPVOID v7; // eax
16 HRSRC v8; // STes 4
11
12 = this;
13
14 return e;
15 = (const WCHAR *)(v1 + 12);
16 ( *((_DWORD *)v1 + 8) >= 8u )
17 v3 = *(const WCHAR **)v3;
18 = (const WCHAR *)(v1l + 36);
19 ( *((_DWORD *)v1 + 14) >= 8u )
20 v4 = *(const WCHAR **)v4;

21 v5 =

22 *((_DWORD *)vl + 2) =

23 if ( lvs )

24 return 8;

25

26 *((_DWORD *)vl + 15) = v6;

27 if ( lve )

28 return 8;

29 v7 = LockResource(v6);

30 *((_DWORD *)v1 + 16) = v7;

31 if ( 1v7 )

32 return 8;

33 = (HRSRC)*((_DWORD *)vi + 2);
34 vi[69] =

35

36 *((_DWORD *)vl + 18) = result;
37 return result;

38}

( (*(unsigned __int8 (**)(void))(*(_DWORD *)this + 8))() )

v6 = LoadResource(*((HMODULE *)v1 + 1), v5);

result = SizeofResource(*((HMODULE *)vl + 1), v&);

Functions for working with resources

__thiscall size_of_resourced_docx(char *this)

FindResourceW(*( (HMODULE *)v1 + 1), v4, v3);
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42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57

LOBYTE(v26) = 2;

sub_CABlE@O((int)&v2, @, L"DATA", (void *)@x12C);
v2e6 = 3;

vl5 =
v1e =
V23 =
v24 =
vligd =
v19 =
v18 =
v1l7 =
v22 =
v2l =
v20 =
LOBYTE(v26) = 6;

sub_CABlE®((int)&vi14, @, L"DATA", (void *)@xC8);

Code for Working with resources under the DATA identifier

e e

-

esInStream:: vftable';

- m'ql

e W We s

mmwmm:dﬁummmm

L ")

In the tLab sandbox, when uploading a file, one can see a potential threat indicator:

WHankaTopbl NOTeHUNanbHbIX YIpo3

BO3MOM¥HaA aKTUBHOCTb:

100(3kcnepr)

YuTaet pecypcel Gannos

Mmnopt nopo3putensHbix AP

O6HapyeH aHTuempycom B

The result of static analysis on the tLab system

A malicious file opens a created document in Word using the ShellExecuteW function:
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if ( parse_resources() )
{
create_docx(&1lpValuelame);
LOBYTE(vE2) = 27;
if ( ves )
{
v28 = (const WCHAR *)&lpValueName;
if ( ve7 >= 8 )
v28 = lpValueName;
ShellExecuteW(®, L"open", v28, @, @, ©);// open docx
| | //
The ShellExecute function opens the passed file in a program associated with specific
extensions. For example, if the file has the DOCX extension, it will be opened by the program
registered to open such files (in our case, Microsoft Word).

The T&T Security sandbox also builds a graph of the dynamic behaviour of an object:

v @ Hosbiit npouecc
@ Kovarawan cTpoka "C:\Program Files\Microsoft Office\Office 15\WINWORD.EXE" /n "C:\Users\AamutmcTpatop\Desktop\MAPKEPdocx" /o "u"
> @ MNpouecc-poanrens CA\Users\AgmuHmctpatop\Desktop\MAPKEPbin

> @ Qaiin Hosoro npotecca C:\Program Files\Microsoft Office\Office1 5\WINWORD.EXE

Q) e
(_5 cmd.exe — @ MAPKEPbin $‘ (E WINWORD.EX e @]] Normaldot  €)
(_5 services.e I —— (‘@ OSPPSVC.EX N (ﬁ mis.exe

(—> (ﬁ dilhost.ex L. 332268900t O

A detailed report on the tLab system

The Word document does not contain any macros and is not malicious, according to the initial
analysis. Presumably, the purpose of opening an office document is to conceal malicious
activity.

At the same time, the malicious file creates a copy of itself in the APPDATA \ RAC folder under

the name mls.exe:
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® 152 if ( argc <= 1)
153 {

8 154 vee = 6;

® 155 ve7 = 7;

156 LOWORD(1pValueName)

157 str work(&lpValueName, L"%appdata%\\RAC\\mls.exe", 21);

158 LOBYTE(v82) =

159 expand_env((in

160 LOBYTE(v82) =

161 if ( ve7 >= 8 )

162 j__free((void *)1lpValueName);

163 ve7 = 7;

164 V66 = B;

165 LOWORD(1pValueName)

166 sub_CAD13@(&lpDirectory, (wchar_t *)&lpFileName);

167 LOBYTE(v82)

t)&lpFileName, (const WCHAR *)&lpValueName);

g“% MepemeueHne BaxHoro paina 3 A
Hosoe nma ¢aina Mpouecc nHMumaTop NepemelyeHuns daina

C:\Users\836D~1\AppData\Local\Temp\32268400.tmp =B CAUsers\Agmunuctparop\Desktop\MAPKEPbin

C:\U: A p\AppData ing\RAC\mls.exe C:\Users\AamnHuctparop\Desktop\MAPKEP.bin

Detection in tLab system

One can also observe this activity through the system call logs

Cookies), Re: gth
nfr'..nrn\mr 05 nfr\wwdnu \Currentvors ion\Explorer\User Shell Folders

\m crosoft\Windows\Cookiss, ObjectALizibutes.RootDi ry: Dx0).out: res: 0
s

s - 0x100001 (FILE_READ_DATA | FILE_READ ATTRIBUTES | FILE LIST DIRECTORY), CreateOptions: 0x40204020, ObjectAttributes.Attribs - 0x40(OBJ_CASE_INSENSITIVE),
a\, Dosirodccess - Gx10000L(FILE_REND_DATR | FILE_READ_MTTRIBUTES | FICE_LIST_DIRECTORY), CreateOptions: 0x40201020, ObJoctattributes.Atiribs - 0x40 (057 ChSE INSENSITIVE)

somzcTpaTop\AppData\Roaming ess - 0x100001 (FILE_READ_DATA | FILE_READ_ATTRIBUTES | FILE_LIST_DIRECTORY), , Obje utes.Attribs
tDirectory: 0x0).out: Filoindie - wote. cess 0

\l\mmlm("rpa'rop\l\ppnlfI\Polmnj\Pl\(‘\ DesiredAccesa - 0x100001 (FILE_READ_DATA | FILE_READ_ATTRIBUTES | FILE_LIST DIRECTORY), CreateOptions: 2 ) Objectattrib ttribs -
FileHandle - 0x358. r

PR e el W s
1o handle - 0x358," ToStatusplock. Infornatio

Next mIs exe sets itself to startup in the registry with the -s parameter:

s — 0x120080 (FILE_READ J teD. tion: 0x1, T 0x60, ob ttribs — 0x40(OBJ_CASE_INSENSITIVE),

VET = pLulioL UL JOUU_LmoLLU, Ve sy WuTay Ly = Ja

if ( !RegOpenKeyW(HKEY_CURRENT_USER, L"Software\\Microsoft\\Windows\\CurrentVersion\\Run", &phkResult) )

v25 = *((_DWORD *)v24 + 4);
if ( *((_DWORD *)v24 + 5) >= 8u )
v24 = *(const BYTE **)v24;
v26 = (const WCHAR *)&lpValueName;
if (ve7 >=8)
v26 = lpValueName;
RegSetValueExW(phkResult, v26, @, 1u, v24, 2 * v25 + 2);
RegCloseKey(phkResult);

. ob bs - 0x40(OBJ_CASE_INSENSITIVE), ObjectAttributes.RootDirectory:
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3akpennenvte 8 OC

@) Astosarpyska

TlyTo A0 3anycKaemot Nporpamsi Mpouecc-wHLMaTop agTosan ycka

"CAUsers\ABMHHHCTPaTOp\ApData\Roaming\RACT s exe” -5 CAUsers\AQMHACTPaTop\Desktop\MAPKERDIn

Q) focrynkpeecrpy asTosarpysin

Hasaai

Mioua peectpa

\REGISTRY\USER\S-1-5-21-1558524252-1318029960-2271215133

21-1558524252-1 121

Autoload indication on the tLab system

The file is present in the AutoStartup section of the T&T Security forensics tool

A OTKpBIN Kitlow
Tparop\Desktop\MAPKEPbin

CAWindows\system32\taskhost exe

PN ForensicUtility
Daiin [laHHbie

Mporpamkoe obecnedenne | AnnapaTHble CDeACTBa  [0N1b30BATeNbCKARA aKTHBHOCTD

il Mpoueccel  CeTb | CeTeBble COBMMHEHMs!
Paznen (%] Mporpamma
1|Registry/LocalMachine/Run VBoxTray %SystemRoot%%\system32\VBoxTray.exe

2| Registry/LocalMachine/WOW6432Node/Run BCSSync “C:\Program Files (x86)\Microsoft Office\Office14\BCSSync.exe" /DelayServices

3/ Registry/User/Run mls "C:\Users\john\AppData\Roaming\RAC\mls.exe" -s

[2020-11-05 10:59:59.919] [ForensicUtility] [info] Getting OS info

[2020-11-05 10:59:59.919] [ForensicUtility] [info] Getting BIOS info

[2020-11-05 10:59:59.919] [ForensicUtility] [warning] Error MapRegistryValues (HARDWARE\DESCRIPTION\System\BLOS - BIOSVendor): Could not read registry value
[2020-11-05 10:59:59.919] [ForensicUtility] [warning] Error MapRegistryValues (HARDWARE\DESCRIPTION\System\BIOS - BIOSVersion): Could not read registry value
[2020-11-05 10:59:59.919] [ForensicUtility] [warning] Error MapRegistryValues (HARDWARE\DESCRIPTION\System\BIOS - BIOSReleaseDate): Could not read registry value

fotoBO

Malicious file at autorun in T&T Security forensics tool

After rebooting, mls.exe will run with the -s option

314 if ( !sub_cCA4DDO(&1pFileName, v2@, a3, L"-s", 2u)

315 {
316 v2Z2 = 8;
317 LABEL_33:
318 sub_CAAC60(v22);
319 vig9 = @;
320 LABEL_34:
321 if ( v70 >= 8 )
322 j__free((void *)lpFileName);
323 goto LABEL_86;
324 }
The condition for the file restart

After starting with the -s parameter, it calls the addresses hxxp: //wxanalytics.ru/net.exe.config

and hxxp: //wxanalytics.ru/net.exe
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- 316 68.996102
317 69.133238
318 69.133373
319 69.133610
320 69.269963
321 69.269982
322 69.269988
323 69.270074
324 69.270191
325 69.276845
326 69.421250
327 69.421351
328 69.433224
329 69.562689
330 69.562939
331 69.563032
332 69.563088
333 69.563152

192.168.5.202
195.22.26.248
192.168.5.202
192.168.5.202
195.22.26.248
195.22.26.248
195.22.26.248
192.168.5.202
192.168.5.202
192.168.5.202
195.22.26.248
192.168.5.202
192.168.5.202
195.22.26.248
195.22.26.248
195.22.26.248
192.168.5.202
192.168.5.202

195.22.26.248
192.168.5.202
195.22.26.248
195.22.26.248
192.168.5.202
192.168.5.202
192.168.5.202
195.22.26.248
195.22.26.248
195.22.26.248
192.168.5.202
195.22.26.248
195.22.26.248
192.168.5.202
192.168.5.202
192.168.5.202
195.22.26.248
195.22.26.248

PCAP file content view on the tLab system

TCP 66 49163 > 80 [SYN] Seq=0 Win=8192 Len=@ MSS=146@ WS=256 SACK_PERM=1

TCP 58 80 - 49163 [SYN, ACK] Seq=0 Ack=1 Win=29200 Len=0 MSS=1460

TCP 54 49163 - 80 [ACK] Seq=1 Ack=1 Win=64240 Len=0

HTTP 121 GET /net.exe.config HTTP/1.1

TCP 54 80 - 49163 [ACK] Seq=1 Ack=68 Win=29200 Len=0

TCP 309 80 » 49163 [PSH, ACK] Seq=1 Ack=68 Win=29200 Len=255 [TCP segment of a reassembled P..
HTTP 54 HTTP/1.1 200 OK

TCP 54 49163 -» 80 [ACK] Seq=68 Ack=257 Win=63985 Len=0

TCP 54 49163 » 80 [FIN, ACK] Seq=68 Ack=257 Win=63985 Len=0

TCP 66 49164 > 80 [SYN] Seq=0 Win=8192 Len=0 MSS=1460 WS=256 SACK_PERM=1

TCP 58 80 - 49164 [SYN, ACK] Seq=0 Ack=1 Win=29200 Len=0 MSS=1460

TCP 54 49164 - 80 [ACK] Seq=1 Ack=1 Win=64240 Len=0

HTTP 114 GET /net.exe HTTP/1.1

TCP 54 80 - 49164 [ACK] Seq=1 Ack=61 Win=29200 Len=0

TCP 309 80 - 49164 [PSH, ACK] Seq=1 Ack=61 Win=29200 Len=255 [TCP segment of a reassembled P..
HTTP 54 HTTP/1.1 200 OK

TCP 54 49164 -» 80 [ACK] Seq=61 Ack=257 Win=63985 Len=0

TCP 54 49164 -» 80 [FIN, ACK] Seq=61 Ack=257 Win=63985 Len=0

The file can run with the -cs and -cc options. In this case, it takes the location path for the
original malicious file.

302
303
304
305
306
307
308
309
31e

290
291
292
293
294
295
296
297
298
299
3ee
301
3e2
33
3e4
35

{

if ( !sub_4e4DDO(v1i6, vE7, L"-cs", 3) && al >=

{

3)

v28 = (wchar_t *)sub_4@28F@(*((void **)vli2 + 2))
LOBYTE(vEe) = 28;

v18 = (sub_408450(v20) !=08) - 1
if ((v4l >= 8 )

j__free(v39);

goto LABEL_34;

v18 = (wchar_t *)sub_8D28F@(&v45,

-—-— —

if ( !sub_8D4DDe(&1lpFileName, v16, a3, L"-cc", 3u) && argc >= 4 )

Handlihg the -cs parameter

LOBYTE(v83) = 18;

v19 = (wchar_t *)sub_8D28Fe@(&v42,

LOBYTE(v83) = 19;
v20 = (sub_8D863@e(vl1e, vi1g) =) - 1;
if (v4s >=8)

j__free(v42);
v4d = 7;
vd3 = 9;

LOWORD(v42) = @;

if ((va7 >= 8 )
j__free(vas);
goto LABEL_34;

Handling the -cc parameter

E

*((void **)vi3 + 3));

*¥((void **)vi3 + 2));

E
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74 i
75 {

76 sub_40DD9e(&1lpNewFileName);
77 sub_4eDFBe(v1l);

78 if ( *((_DWORD *)vl1 + 5) >= 8u )
vl = *(wchar_t **)v1l;

79

80 v9 = (const WCHAR *)&lpNewFileName;
81 if ((v25 >= 8 )

82

84 }

v9 = lpNewFileName;
83 v4 = MoveFileExW(v9, vl, ©xBu)

!

=a_;

File moving code

f ( (unsigned _ int8)sub_4@7FA8(v1l, v12, v13, v14, v15, v16) )

By looking at the list of malicious files that have accessed the same addresses, we will see
they have different names.

January 29th 2019 O7:52:21 (UTC)

June Ist 2017 09:15:42 (UTC)

May 5th 2017 22:07:49 (UTC)

May 5th 2017 21:34:27 (UTC)

May 5th 2017 2130:35 (UTC)

April 27th 2017 13:1107 (UTC)

Attackers often name malicious files based on the area of interest of potential victims.

Cnucox nuTeparypeLexe
PE3 ex
277223

mis.exe
PE32 executable (GUI) Intel 80386, for MS Windows
92cfb01452d35687f10b20347547517513dddlf21e07dcbBb9af512f2caef18 3

Koc_6Kexe
PE32 exccutable (GUI) Intel 80386, for MS Windows
d4efSfc214bi9d4ec037: 99¢f8673580€9c66776620734bfddas6(395d

Ul) Intel 80386, for MS Windows

MHoronnoaHas GepemeHHOCTb.exe
PE32 executable (GUI) Intel 80386, for MS Windows
6¢6351/cB569bc615dddd56232(08e4bleeBbd89ele08F02eehbl734ib40d1a

Cnpaska.doc.exe
PE32 executable (GUI) Intel 80386 for MS Windows
6ddeciB268169c1307b0cl8bdBe40eB96d517a2fd3e6521293b5a13e680c04

Iy
b0300bb3035ada5 68fabb625ffacabaci78b676093954317849319

@ Sample (1.6MiB)

®@sample (16M8)

® Sample 39MB)

@ Sample (11Mig)

© Sample B9MB)

Threat Score: 100/100

Threat Score: 100/10¢
AV Detection: 77% Gen:Varian
Matched 54 Indicators o = W

8 Show Similar Samples

Threat Score: 100/100
AV Detection: 68% Trojan Agent
Matched 55 Indicators & = W

Threat Score: 100/100

AV Detection: 83% Gen:Variant Kazy
Matched 57 Indicators o = W

8 Show Similar Sarples

Threat Score: 100/100
AV Detection: 91% Razy Ge
Matched 57 Indicator:

B Show Similar Samples

= Windows 7 32 bit
= Windows 7 32 bit
L Windows 7 32 bit
= Windows 7 32 bit
= Windows 7 32 bit
- Windows 7 32 bit

List of malicious files accessing vwanalytics.ru

Several samples of malicious files on this list were uploaded documents to legalacts.egov.kz
and budget.egov.kz. As previously noted, this type of attack is called a watering hole attack.

January 23rd 2020 05:47:19 (UTC)

Malicious links:

Beog @ https://legalacts.egov.kz/applicati
PE32 executable (GUI) Intel 80386, for MS Windows
20f7a8258f83862ae6638a6bdladObc83d40928a89%eb40c720934db9b65f4bec

YpoBeHb yr... m

d

AHHOTauuss  Threat Score: 100/100
AV Detection: 89% Trojan.Agent
Matched 59 Indicators & =

CTpaHbl E

Cpena  Windows 7 64 bit

Lencrene C'Re-analyze

G) No security vendors flagged this URL as malicious

https:/fbudget.egov.kz/budgetfile/file?fileld=1520392
budget.egov.kz

downloads-pe

200

loadconceptfile?id=2352980

application/octet-stream

Content Type

0511 13:40: o
2021-05-11 13:40:11UTC 2 &
EXE

month ago

® Sample (1.6MiB)

o
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» hxxps://budget.egov.kz/budgetfile/file?fileld=1520392
o hxxps://legalacts.egov.kz/application/downloadnpa?id=532231

The files are the same old malicious Razy downloader Trojan. We assume that cybercriminals

published malicious software under the guise of DOCX by gaining access to uploading files to

the legalacts.egov.kz site. As of May 11, 2021, only a few well-known anti-viruses identified the
object, while none of them could detect the link to the object itself as malicious.

Conclusion

These days even an ordinary user can unravel such techniques as hiding files and faking the
icons.

The malicious Trojan downloader itself is not packed in any way to stay undetected by the
antivirus signature. The file creation date indicates the use of old-style malware. The hash
sums of the studied samples (without resources) coincide with so many other files seen in
similar attacks.

All this suggests that the attackers, in this case, used quite an old malware, changing only the
office document displayed to the user, which indicates the low qualifications of the attacker.
Regardless, the Razy Trojan still poses a live threat and uses actual white papers.
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