Ransomware Gangs are Starting to Look Like Ocean’s 11
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The cybercrime underground ecosystem once housed cybercriminals who would perform
attacks from start to finish on their own. This one-man show has nearly completely dissolved
though as one of the most prominent trends that emerged instead is the specialization of
cybercriminals in different niches. If we take a typical attack, we’ll see that not necessarily
every cybercriminal will have the know-how to perform each stage involved in the attack:

o Code (code or acquire malware with the desired capabilities)
e Spread (infect targeted victims)

» Extract (maintain access to infected machines)

» Monetize (get profits from the attack)

< @

To: Victim

Subject: NOT
MALWARE!!11

CODE SPREAD EXTRACT MONETIZE
Code or acquire Infect target victims, Maintain access to Cash out, sell or
malware with the either targeted or infected machines, otherwise monetize

desired capabilities widespread harvest the relevant the stolen credentials
data and process it or data

Each stage includes various malicious activities that different actors specialize in. As
ransomware operations have been growing and maturing, KELA'’s researchers have
been observing more cybercriminals offering accompanying services that fall into one
of the four niches. When looking specifically into the ransomware supply chain we can
see many actors piling up in the “extract” niche — where actors focus on escalating
privileges within a compromised network — and the “monetize” niche — where actors
are involved in the negotiation process with victims, DDoS attacks and spam calls. In
this post, KELA focuses on these two niches in order to better understand the actors who
have surfaced around the growing RaaS ecosystem.

Some of the major takeaways include:
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o KELA assesses that domain admin access level of privileges eases ransomware
attacks, therefore it is more valuable for cybercriminals. However, only 19% of listings
offer domain admin access rights, which raises demand for intrusion specialists
capable of escalation of privileges.

o Using DARKBEAST, KELA observed multiple posts describing a new role in the
ransomware ecosystem — negotiators, whose purpose is to force the victim to
pay a ransom using insider information and threats.

o As ransomware attackers have begun using additional methods to threaten
victims and their partners, such as DDoS attacks and spam calls, the need for
such services also appeared. The ransomware ecosystem therefore more and more
resembles a corporation with diversified roles inside the company and multiple
outsourcing activities.

 In order to prevent the attacks and mitigate the risks of being attacked by such a skilled
hacking community, enterprise defenders should continually monitor their key assets
and their supply chain to mitigate their most relevant threats from the cybercrime
underground ecosystem before further damage occurs.

An attack involving ransomware developers and affiliates

>0M shares

Ransomware developers

Affiliates

The figure above expresses how a ransom is split between ransomware developers and affiliates following
an attack.
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An attack involving multiple participants

sSOmM shares

Initial access brokers

Ransomware developers

Pentesters escalating privileges

Negotiators

Affiliates

The figure above expresses how a ransom is split between multiple participants involved in a ransomware
attack.

Escalation of Privileges

Following more than a year of monitoring Initial Access Brokers using KELA's intelligence
technologies, KELA's researchers identified the influence that the obtained level of privileges
(i.e. user or domain/local administrator rights) has on the price of access for sale. For
instance, in previous research, KELA observed threat actors raising their prices by 25-115%
following their success in escalating privileges up to the domain admin level.

KELA's analysis of network access listings publicly offered for sale in January-May 2021
shows that average domain admin access cost at least 10 times more than access to a
machine with user rights. It seems to be a rarer type of offering: domain admin access
was literally mentioned only in 19% of listings where initial access brokers specified
the level of privileges. That would mean that the majority of offers pertain to lower
privileged access, mostly user rights level.
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Types of access on sale in January-May 2021

Domain admin level of privileges

Unspecified

User, local admin and other levels of privileges

Note: when we compared the listings, we included into the domain admin category only those listings
where actors specifically mentioned it and not just the “admin” type

Prices for access listings with different levels of privileges
$4,000
$3,000
$2,000

$1.000

$406

Domain admin-privileged access User-privileged access

$0
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As we see, the domain admin access is a more pricey and more valuable type of initial
access. Even the percentage of payment ransomware affiliates receive for their work can
depend on the level of privileges. For example, in one post, users were looking to work with
a ransomware affiliate program or affiliates who supply initial access. They specified: “In the
case when we started the process with user rights and encrypted the network after
successfully escalating it, our share [of the ransom — KELA] will be a little higher.”

byte

+ 2 people in a bundle, we are looking for work in networks for an adequate®s of the total payment, we have work experience (helped advertisers who worked
with all possible PPs)

« Briefly about us, not drug addicts or alcoholics. Payments in 5-6 signs are not dizzy, that is, we are working on!

+ We can work as VPN S5L & Cobalt session & RDP and so on!

» We treat the work adequately and with trepidation, each object is studied for all possible situations, for example, cold backups or their reservation in the DC

Pai i via separate communication channels (is there any sense in a lock if there are snapshots in the DC that cannot be reached)
'aid registration

We can work with both user rights on the network and with privileged (admin) | If we started working with user rights and successfully locked the network by
4995 raising the rights, then the% in our direction will be a little more.

Activity To leverage pressure on the victim, we curselves are looking for downloading documents and other files (corpus decuments or data that are processed and stored
under the NDA). The amount of data pumped out depends on the grid channel, from 400GB to 10TB (together with HR, Finance, NDA, insurance docks, ending
with MDF SQL dumps)

Guest access to the panel with chat or rebuilds is a must.

Joined

Threat actors stating they want a higher fee for encrypting the network starting from an unprivileged user’s
machine (auto translated by Google from Russian)

However, not all Initial Access Brokers and threat actors know how to gain such types of
privileges. This is where actors experienced with privilege escalation enter the stage. In
order to understand their work, let’s refresh our memory on how the RaaS supply chain
works.

Here is a possible scenario of a ransomware attack involving multiple participants: it starts
from opportunistic attacks involving phishing attacks or mass exploitation of publicly known
vulnerabilities. Such attacks can be performed by Initial Access Brokers themselves or
different actors then selling gained credentials on markets or directly to other cybercriminals.
These attacks enable threat actors to gain an entry point that they can transform into a wider
compromise and establish a sustainable entry channel for other cybercriminals — remote
access through RDP, VPN, and other methods. Once the entry channel is finalized, the
broker puts up the access for sale where it can be bought by ransomware affiliates who are
then proceeding to lateral movement and further malicious processes with the ultimate goal
to plant ransomware. The question is: how do they move from user-privileged access to
a ransomware attack?
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MARKETS or INITIAL ACCESS RANSOMWARE RANSOMWARE
CAMPAIGNS BROKER AFFILIATES OPERATORS

- 2o e
Ransomware _—

Banking trojans gang publishes... . LG

Spam .
ZDNet n
RDP Markets ‘.rnchergh::‘.:e::clcenls
since they've been
Opportunistic 5105:}0 Grooming 153% 5‘8 Deployment R;"f'.”“e Manage 1?‘ ?DOI to e
attacks and ‘ Shanng  negotiations '

maturation

Possible ransomware attack scenario illustrated by KELA.

If ransomware attackers start a lateral movement from a machine of domain admin, they
have better chances to successfully deploy ransomware in a compromised network.
However, if all they have is user access, then they need to escalate privileges by themselves
— or call for the help of skilled fellows.

Iooklng for someone who can elevate Windows privileges

August 16, 2020 in [Job] - search, execution of work

Posted August 16, 2020

byte
. I count anly on long-term cooperation.
profitable business!
details in PM.
Posted April 2 Report post =
Easy solutions to difficult

prablems our getsend team developed but not very actively the direction of hacking. Now we have our own forum for hacking and there are targets for work.
ssssee To begin with, we are looking for a team of people who from the botnet bots - corpses Europe will be able to raise the rights to the administrator. team work is paid

with a percentage of the profit. we are looking for literally one person to work out 2-3 bots per day. constant flow until the end of the year is guaranteed.
Not a let about teamwork, we already have specialists, count on fixed bonuses in yusd and a percentage of about 10 froem the financial part.

e i contacts in pm or knock on contacts from the signature,

+
Usar Quote Posted May 24 .

@33 kilobyte
Ll

‘We need pentesters capable of apat privileges to YES on corpses. Write to PM.

S +  Quote

osted December 9, 2020 Report post <

. Hi friends.
Look for a partner on mutually beneficial terms.
The bottom line: You need a person who can skillfully work out servers / LANs / corpuses, both large and small.
Z Conditions: have good skills in working with a cryptolocker, namely: Get a hold on the Dedicated Server, demelish backups (there are various on Unix), open a
port on the RDP where it is not available, if necessary, share \ nas, demolish the antivirus in the LAN, raise the rights (this very high priority), T know there are
craftsmen who get the Local admin from any rights, but they already have a job, get the logs with a pass to HELL, have a set of software cobalt, RAT for fixing or

Paid registration an alternative, it is also desirable to have your own Loker (since I only have Dharma and Phobeos - shit, I know), so that, for example, if the LAN 3000-10000
80 servers are locked with one key, for convenience., well, and constantly be online. And yes, there are enough schoolchildren to have a deposit on the EXPE and a
9 posts rating, so that there is some kind of guarantee, Experts can suggest something else.
- ;"'1";" 111266, Cooperation : 60\ 40% In the future I think 50 \ 50%

Activity I can work badly on my own, if that

hacking I extract about 10-30 grandfathers per day (valid 60-80%), normal for a locker 0-3 grandfather. Countries are different, both poor and rich.
Here, for example, a server with a LAN France, the local user is right.
Write to PM.
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Demand for cybercriminals able to escalate privileges (auto translated by Google from Russian)

KELA located multiple posts seeking skilled intrusion specialists (“pentesters,” as
Russian-speaking cybercriminals slangy name them) capable of gaining domain
admin-privileged access. One of them mentions escalating privileges up to admin rights on
“bots from a botnet, European corporations,” which shows another role in the ransomware
supply chain that can be outsourced: botnet operators, which can supply the leads to initial
access brokers, intrusion specialists, and ransomware affiliates. The post reads: “This is
teamwork, we pay a percentage of the profit. We are looking for one person to work out 2-3
bots per day. Constant flow until the end of the year is guaranteed. A little about teamwork:
we already have specialists, you can count on fixed bonuses in USD and about 10% from
the financial profit.”

This means that these actors are looking for an intrusion specialist to escalate privileges on
machines from the corporate networks included in a botnet. Then, they would be able to use
the access for attacks, including ransomware. Since they mention a fixed fee and 10% share
from the “financial profit”, it can mean such specialists will get a percentage of the ransom.
Based on several different offers, KELA assesses the intrusion specialists can be paid
10-30% of the ransom for escalating privileges up to the domain user level.

Users ready to escalate privileges often offer other services and perform other roles in the
ransomware ecosystem, namely as Initial Access Brokers or affiliates/affiliates’ partners. For
example, in a thread titled “Will escalate admin rights, will gain domain administrator,” an
author offers to perform the whole ransomware encryption process: to bypass antivirus
solutions, steal data, delete backups and shadow copies and even encrypt a network. There
are other users ready to do the whole job once they’re provided with initial access. Another
example shows an Initial Access Broker who usually sells VPN access listings — also ready
to escalate privileges for a fee.

kilobyte
™ I get up from Citrix, spin up the grids from 1 input machine, with rdp, etc. I go around AB, raise the rights, have my own developments, Ipe and so on.

I do not work alone, I pump out data, we break it, we fix it, I have more than 3 years of experience, we find sclutions in very difficult situations.

We break not only Windows but also Linux on the network, delete backups, copies ..
‘ We are looking for a couple of partners for long-term work, both in fact and for a%.
Contacts in PM.
P . : )

| work only with pros, my% depends on the complexity and time spent.

From you access to the CMD.

1OppY OISk From me the domain administrator and forwarding to the network.

08.08.2019

e The service reserves the opportunity to work primarily with more attractive clients.
ve

ane
0.133B Write PM work experience, number of companies, and how you lock + contact for communication.

Intrusion specialists advertise their services, including escalation of privileges (auto translated by Google
from Russian)
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AVATAR

Selling access to corporate networks (VPN)
I will also help to raise YES for an additional fee.

For TOX communication: BS3638F31CCC1
tloppy disk

User

eck in: 04/07/2021
: 7

Reactions: 0 LA complaint

Initial access broker offers to “raise DA” for a fee in addition to his listings (auto translated by Google from
Russian)

It is important to understand not every actor that offers escalation of privileges may be willing
to cooperate with ransomware affiliates. For example, one offer KELA discovered specifically
mentions “we do not work with crypto lockers,” meaning ransomware. These threat actors
stated they focus on working with payment processing systems and using credit card data to
gain profits. It illustrates the variety of monetization methods employed by cybercriminals;
while now all eyes are on ransomware, it is crucial to remember defending against other
threats.

On a percentage basis, we professionally help to promote Linux / Windows access.

We raise the rights to almost ALL Unix / Win OS with further network exploration.

There is a large arsenal of our own tools, backdoors, etc.

Also, there are patches for NGINX / APACHE for sniffs, which have never been burned yet, have been collected for years.

megabyte
oo

Shells are especially welcome in shops where there are not enough rights and all where the central center is being processed.
If you even have the opportunity to stick JS or PHP sniff, with us you will earn more even taking into account our%.

Paid registration
© five We mainly work with everything related to CC (shops, merchandise, processing, etc.)

51 posts We do not work with small shops.
Joined

;;\ctivity We do not work with cryptolockers

A team claiming, they can escalate privileges, among other services, but they do not work with
ransomware developers and affiliates (auto-translated by Google from Russian)

Negotiators

A brand-new position seems to appear in the RaaS landscape: negotiators. Initially, most
ransomware operators communicated with victims via email which was mentioned in ransom
notes. As RaaS grew and became more prominent and business-like, many actors started
establishing their own portals through which all communications were held. The ransomware
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developers or affiliates were determining the ransom sum, offering discounts, and discussing
conditions of payment. However, now this part of the attack also seems to be an outsourced
activity — at least for some affiliates and/or developers.

Why do ransomware gangs need negotiators? Two hypotheses seem valid:

» Victims started using negotiators — while a few years ago there was no such
profession, now_there is a demand for negotiating services. Ransomware-
negotiation specialists partner with the insurance companies and have no lack of
clients. Ransom actors had to up their game as well in order to make good
margins.

+ As most ransom actors probably are not native English speakers, more delicate
negotiations — specifically around very high budgets and surrounding complex
business situations — required better English. When REvil's representative was
looking for a “support” member of the team to hold negotiations, they specifically
mentioned “conversational English” as one of the demands. This is not a new case:
actors are interested in native English speakers to use for spear-phishing campaigns.

gigabyte
eeoe B CBA3W C pacluMpeHnem NPOM3BOACTEEHHLIX MOLWHOCTER, Ham TpebyoTcs:

1. CannopT ¢ pasroBOPHbLIM AHIMACKUM A3LIKOM
U OB6A3aHHOCTM:
- My®wumHa ot 18 neT;
- Befienve guanora kak B TEKCTOBOM (hopMare, Tak W B YCTHOM (nocpeacteom VolP);
Seller - AHOHWMHOCTb Ha BBICOKOM YPOBHE (3HaHue *nix, npokcuukaL s, TYHHENMpoBaHKe, yaanextsie VDS, pasrpaHuienne npas Ans ceoeil GesonacHocTy,
24 BesonacHan pafioTa C KPUNTOBANKOTON, YMEHHE CKPLIBATL AOXOAbI B PEANBHOCTH);
L - MpoMKBAHWE W rPaKLaHCTE0 CHI,
- ¥notpeGnexue MAB W anKorons 3anpeilleHo;

- ¥MEeHWe HacTpausath VolP TEXHONOMMK © ckpemBAuHrom ronoca;
- Cnam e-mail n TenecponHoi ceasn (call u sms);

Joined

- OSINT, & UMEHHO NO/MYYEHHE MaKCUMANBHBIX KOHTAKTHBIX AAHHbIX

- Bsaumogeiictene co CMU, recovery 1 is-KOMNaHuAMM;

- YmeHue HacTpausate VDS c i2pftor Texsonoruamu ofmeHa AaHHsiMu (onion share u Ta) Ana nyGnukauyum nHgopmam;

BrpaTue: BefieHWe NeperoBOpPOB NO BbiNAaTaM ¢ AABNEHWEM Ha OPraHN3aLnio NOCPEACTBOM 3B0HKOB, CMC KNMEHTAM, PYKOBOAMTENAM. MaKCHMA IbHbIA
cabotam paboTel npegnpuaTUA. MyGnukauMa KomnpomMeTupyowwedl nHopmalwm B Gnor.

Tpebyetca 1 yenoeek. 3apaboTHaa nnata B Mecaly or 3500 ao 30 000 gonnapos CLUA B KpUNTOBANKTE (OKNAY + YaeBkIe),

REvil hires “support [manager] with conversational English” to negotiate with victims, speak with media
outlets, recovery and information security companies.
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NAHENb:

-MonHocTbio aBTOMaTM4eckan U yaobHan agMuH-nasens pacnonaraerca B cetu TOR (.onion).

-Mmbkoe co3aaHWe nokepa ¢ pacluMpeHHbIMW HACTPOKaMu NPAMO B NaHenw.

-[lns TeX KTO OCYWECTBASET LENEBble aTakn Ha CETH - eCTb BO3MOXHOCTb CO34aTh cneywansHelid ung ans wudgposanua cete.
-Pa3mep BbiKyna MOXHO 3afasaThb /1 1oKepa B LUENoM, No CTpaHam WU 18 KaxA0r0 KAMeHTa NepcoHanbHo.
-NogpobHan nHgopMaLma o KaxoA KepTee n yaT Ana obuexns.

-ABTOMaTUYeCcKan Bbinnara Bawero % Bbikyna Ha Balu kolenek Bitcoin ,kOTOPbIA Bbl ykasblBaeTe B NaHenu.
-TexHuyeckasn NoAAepxKa Yepes TUKET-CUCTEMY.

-TecToBan gewndposka 3 ainos (jpg,png,gif) pasmepom go 5 MB Ana AEMOHCTPaLMK BO3MOXHOCTER AeKpunTa.
-Mocne onnarbl aBTOMATUHECKK BbIAAETCA AEKPUNTOP W MHCTPYKLWK NO €10 UCNOMb30BAHUI0 HA NEHAWHTE.

-B cny4ae Heynnatbl BOBpEMS, LieHa BbiKyna yABauBaeTCs aBTOMaTUYECKM.

-MoNHOCTLIO aBTOMaTUYECKan NaHenb XepTBbl, pacnonaraerca 8 cet TOR (.onion).

-NeHAWHr XepTe nodeaepxbisaeT 9 A3bikoB:ENG,DE,FR,IT,ES,PT,.CN,JP,KR.

Avaddon describes its administration panel to potential affiliates, mentioning “a chat for communication.”

you a e same level as payment does. We provide security repo /ell, SO you can enhance a

your security from the human operated threats, so no one can spread over initial access point.

Security systems can help to protect from entrance into your network, but not in all cases. We

can talk about this much more, but we hope you have understood already what you are missing

in your math, you can't predict long-term losses and human factor.

2020-08-24 12:47:16 Support

$94.000 is too little a price for such a detailed audit of your system, so our boss declines this
offer. If you pay quick we give a o discount, with the total offer amounting to $2.300.000. If
you stall, we post proof of hack (post small data 2-3 files) on our portal. The sooner we come to

a solution the better the price. Please, make a reasonable offer.

2020-08-24 12:48:04 Support

We wait for you 3 business days and then start to share your data by parts at our own portal.

From now it will be wednesday.

You 2020-08-24 13:56:36

Hi, thanks for your discount but | am afraid it's not enough. First of all you guys are making a
mistake. My client is not an IT company nor a company selling advanced technology. My client is
an electrical equipment distributor. My client buys electrical equipment and sells it in a business
to business model, with very tiny mark-up. My client’s customer are mainly electricians who don’t

ProlLock ransomware gang negotiating with a victim.

KELA noticed several threads on Russian-speaking underground forums where actors
were looking for negotiators or discussing their work. In March 2021, a threat actor
stated they have access to a large company, most likely in Saudi Arabia, and need a
negotiator to contact top managers of several companies. The actor specified they look for
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an insider or someone with well-established contacts among “recovery and cybersecurity
companies in Saudi Arabia.” In the case of the ransom successfully received, the actor
promised to pay 1-5 million USD to the negotiator. Several actors responded to the offer.

bfe Greetings! There is access to the server with all the data of a serious company (almost a monopoly).

You need help in working out, namely in negotiations, you need insiders or outlets for recovery or IT security companies in Saudi Arabia, who will be able to
establish direct contacts with managers and top managers of several companies to conduct negotiations.

F The budget for you with a successful outcome: from $ 1,000,000 to $ 5,000,000. It is ensured by the weight of our documents and databases, which have already
been downloaded and are completely at our disposal. I ask you to write only to people with an excellent reputation and sensibly assessing the real possibilities,
please write only if, in fact, with a high probability you can influence the outcome. I will be glad to any serious and balanced proposals, please write to the PM. 1

Paid registration will be glad to find one partner in the direction of negotiations and searches for insiders for further similar projects.
© one

The actor looks for negotiators to receive ransom from a Saudi Arabian company (auto-translated by
Google from Russian)

The work process of such negotiators can be inferred from a dispute between the Conti and
REvil (Sodinokibi) operators from one side and a negotiators’ team they worked with — from
another. This is how Conti’s representative described the collaboration confirming that the
service was quite new for the affiliates: “We got interested. When we asked him how it works,
we said that when there will be a suitable material [a victim network — KELA], we will offer it
to outsourcers [negotiators, among others — KELA].”

The dispute began after an attack on Broward County Public Schools, in which Conti
demanded a 40 million USD ransom. It turns out, the negotiations were held both by Conti’s
affiliates and side negotiators who didn’t manage to collaborate properly. The negotiators
claimed they managed to gain insider information that could force the victim to pay the
ransom. However, according to the negotiators, the affiliates meddled in the process and
ruined their efforts. Conti’s representative argued the negotiators didn’t behave
professionally. REvil's representative also shared his experience of working with the same
negotiators’ team, accusing them of scamming.
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@ hellc! Please send help for our filas

HIDE 7 14 days age

s ContiLocker Team
uce yourself (Company name and your position) and we'll provide all necessary

will reply as soon as possible

Qur network is the Broward County Public School network? is this where we get our files back?
@ please tell me what to do next

HIDE 7 14 days ago

tudents and teachers.
If this data is published
rything that ne
be kept secret,
amount at v A ady to you & rything as collateral is $40,000,000
14 da) 1]

@ | am...speechiess. Surely this is a mistake? are there extra zera's in that number by mistake?
HDE 7 14 days ago

14 days ago

‘what do you mean?
HIDE 7 14 days ago

mLposHinn is shock and hormor that anyone thinks a taxpayer-funded school district could afford
this kind of moneyl
HICE 7 14 days ago
i am also quite curious about this terabyte you mention. what sorts of documents can you share
@ ‘with me to prove this claim?

HIDE 7 A4 days ago

1 'B.-:-

continue our work w

Conti ransomware attackers communicate with Broward County Public Schools. Source: Hackread.com
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gigabyte

sane Claim for two people from our forum.

1. Operator of Contl Ransemware. Forum nickname - danger1488. Profile link - https:/fexploitiy
profile / 93515 Contact - a
2. Pentester, partner of Contl Ransomware operator. The nickname on the farum is Profile link -
https://exploiti
Contacts. Jabber - TOX - 672A368F70231040713E

UNKN

— gigabyte
ssss The lawsuit for the failure of repayment on the network in the amount of 7,000,000 US dollars to the Signature,

TOX contact fingerprint : 6FS881788FA18

You can read the detalled claim here .
U Short description:
Quote

Seller [17:27:24] Premium: Let your pentester pay 10% for external pressure at his ewn request, and then no question, work further yourself and success te you. If
Seller

© thirty not, then I will now make up the black and give the AK so that Target B will never pay you. Agreement?
gigabyte
seee Forum nickname: UNKN Profile

link: https://exploiti

Clalm amount: $ 14,400,000

I didn't want to shine a light on this situation until the end, since it was a long time ago, but in light of recent events and my previous claims because of which I
persenally suffered financially in front of my partners, I decided te write this claim in public.

Representatives of REvil and negotiators team accuse one another of scamming (auto-translated by
Google from Russian)

The actors and the forums’ administration didn’t come to a conclusion about who was a
scammer in these cases. However, it illustrates the demand and supply for negotiating
services. While the dispute was held on the Russian-speaking cybercrime forum
Exploit, users from another forum XSS got interested and asked for the negotiators’
contacts. The REvil gang, as mentioned above, was also looking to fill a negotiator
position, promising a monthly salary of 3,500-30,000 USD (a fixed fee plus “tips”).
KELA'’s findings show that for such services negotiators ask for 10-20% of the
ransom.

AVATAR

| am ready to pay 10BTC to the one who will connect directly with the Outsource Company, which is described on the friendly forum
https://forum.exploit.ir
The transaction is only through the guarantor.

CD-ROM

GEETES o Dk +
heck ir 01/15/2020
fourteen [

A threat actor looking for the aforementioned negotiators’ team on a different forum (auto-translated by
Google from Russian)

DDoS and Spam Services
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Besides the cybercriminals directly involved in the ransomware supply chain, ransomware
operators and affiliates use other services that primarily help them to intimidate victims. For
example, DDoS attacks became a common way for ransomware operators to force
victims to pay the ransom. In order to perform the actual attacks, REvil was observed
seeking to hire a team or a person with a botnet that could DDoS a targeted company
and its clients as an additional measure. The REvil representative stated: “Estimate your
potential — we can ask to shut down even Microsoft for a couple of days.”

Another method of intimidating victims into paying is through spam calls and SMS
campaigns to a victim company, its clients and partners, or to media outlets. These activities
may be carried out by the ransomware operators or, as with other auxiliary operations,
outsourced to other actors who specialize in them. As a showcase of the variety of pressure
means used by ransom actors, KELA observed Avaddon ransomware operators looking
for fax spam services — which can be used both for spamming the victim with threats
and as the ransomware delivery vector in certain cases.

In addition, just like corporate enterprises, ransomware operators have design and coding
requirements. Since they need it for malicious purposes, they also look for such services on
cybercrime forums.
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REVvil advertises DDoS and spam services’ availability for their affiliates;, Avaddon looks for someone to
carry out spam fax.

Conclusion

During recent years, ransomware gangs grew into cybercrime corporations with members or
“employees” specializing in different parts of ransomware attacks and various accompanying
services. The recent ban of ransomware on two major Russian-speaking forums does not
seem to affect this ecosystem, because only the advertisement of affiliate programs was
banned on the forums. Ransomware operators and affiliates still remain active participants in
cybercrime discussions, they can hire others, buy their services and offers. Ransomware
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operations attract cybercriminals by being a fast way to make profits — not only for
ransomware developers and affiliates but for everyone involved in their activities with millions
of USD in ransom.

Confronting such groups require enterprise defenders to invest in:

1. Cybersecurity awareness and training for all key stakeholders and employees to
ensure that key individuals know how to safely use their credentials and personal information
online. This cyber training should include specifying how to identify suspicious activities,
such as possible scam emails, or unusual requests from unauthorized individuals or email
addresses.

2. Regular vulnerability monitoring and patching to continually protect their entire
network infrastructure and prevent any unauthorized access by Initial Access Brokers or
other network intruders.

3. Targeted and automated monitoring of key assets to immediately detect threats
emerging from the cybercrime underground ecosystem. Constant automated and scalable
monitoring of an organizations’ assets could significantly improve maintaining a reduced
attack surface, ultimately helping organizations thwart possible attempts of cyberattacks
against them.
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