Analysis of Lazarus malware abusing Non-ActiveX

Module in South Korea
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We are a hacker community, our goal is to bring justice where there is no justice, if rich tok is sleeping while poor hungry are sleeping, then there is injustice
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Executive Summary
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https://medium.com/s2wlab/analysis-of-lazarus-malware-abusing-non-activex-module-in-south-korea-7d52b9539c12
https://medium.com/u/c109a5c416ae?source=post_page-----7d52b9539c12--------------------------------
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File Information

e : b3a8c88297daecdb9b0ac54a3c107797

» :46660f562fe01b5df0e1ac03dd44b4cc8d2fasf5

e :a881c9f40c1a5be3919cafb2ebe2bb5b19e29f0f7b28186ee1f4b554d692e776
e :2021-02-10 05:19:21

e :2021-07-01 01:52:58

e : ComparePlus, ComparePlus.dll, SCSKAppLink.dll

o : pedll, x86

Detailed Analysis

1. EX 2 MEL2 @EZEAAZ ZI{El ComparePlus2t= Notepad++ Z2{ Q12| HAF T =0
=l SiE

o Copyright : Copyright © 2019

e Product : ComparePlus (32-bit)

o Description : Compare plugin for Notepad++
e Original Name : ComparePlus.dll

e CompanyName : Pavel Nedev

o File Version : 1.0.0

2. HHA|

LA S HotEH

b 2 heryme

o

M

o ABSME ME

(o]l

» Name : DOCTER USA, INC.

e Serial Number : 2B 7C 17 F1 A3 B3 DF BC 4F 8A 48 AF 73 7C 43 2D
 Valid : 2020/12/07 00:00 ~ 2021/12/07 12:00 (UTC)

e Date signed : 2021-07-02 17:25:00 (UTC)
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o ZZ ] AZ : C:\WINDOWS\system32\comp.exe
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5. 2ZHOE T REXZHE £I} UNACES CHR2EE $ Res2 H|0|E & decryptsho]
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POST /html/facilities/facilities_01_06.asp?product_field=racket HTTP 1.0

Host: grandgolf.co.kr:443
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML,

like Gecko) Chrome/87.0.4280.88 Safari/537.36 Edg/87.0.664.57

Accept: text/*
Content-Type: application/x-www-form-urlencoded

Content-Length: 0
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1. 0} Lazarus &t T E2} 0| 2t T E decode T E H| W

2. 0}7{ Lazarus 2 A =2} 0| 2 T = decode T = H| W (Python EH&t)

O|H tMa =
Conclusion
o S MZEO| AL25t= 2XAME C|ZE TN ofH E2HXIRA 274 JF0| AF26t oM
FELLS| FALHO| EQlE
o UM pEl M IAFCEZ O 2 DU ES S0I5H= A2 Z Hol, siE AZ E Q|0
E 0| 2510 7t UMM E s8E AWoZ HrtE
e O|H ME L5 |2 28 84 80| XISHOE AFEot = Mot f{&etd T
EE AIE5ICoO, AN QLEAA T2 )M S M50 M ZSH{A 7| T 20f 2HAd of 2
=PNPA =PI =
Appendix

Appendix 1 : loC

1. SCSKAppLink_dlIl- MD5 : b3a8c88297daecdb9b0ac54a3c107797- SHA256 :
aB881c9f40c1a5be3919cafb2ebe2bb5b19e29f0f7b28186ee1f4b554d692e776- Type :
x86, dll
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2. NppAStyle.dll- MD5 : 98151ba9f3e0ab55bba16c58428b3a178- SHA256 :
61367c3a1d4c9ccaee568157bc4cf2feb997161ed3395878a448d8a2bf67dfa9- Type :
x64, dil- 121 ot F =2t SUTH =ALE HIO| 2 ALE

3. =7} UM FCE LR EEX|

» grandgolf.]Jco.kr/html/facilities/facilities_01_06.asp?
o www.namchuncheon.co[.]kr/admin/BookAppl/Search_left.asp?
o www.kdone.col.]kr/Utils/EmailUtil.asp?

Appendix 2 : Dectection yara rule

import "pe"rule Lazarus_door { meta: description = "Lazarus sample disguised
as Notepad++ plugin detection rule" author = "S2WLAB TALON hypen" date
= "2021-07-02" version = "1.0" strings: $decode = {OF B6 45 OC 33 D2

B9 48 00 00 00 F7 F1 8A OF B8 01 00 00 00 53 84 D2 OF B6 DA OF 44 D8 84 C9 74 70 29
7D 08 56 8B F7 8B 7D 08 OF 1F 84 00 00 00 00 00 33 CO 3A 88 20 90 06 10 74 08 40 83
F8 48 72 F2 EB 41 33 D2 OF B6 CB 39 55 10 74 18 03 C1 B9 48 00 00 00 F7}

$decode2 = {89 45 F8 8B CB 8D 14 45 01 00 00 00 OF AF DO 8B DE 8B 45 08 89 4D FC 8D
34 4D 01 00 60 GO OF AF F1 2B 58 04 8B C7 8B 7D 08 C1 C2 05 8B CA 83 E1 1F C1 C6 05
2B 07 83 EF 08 D3 CB 33 DE 89 7D 08 83 E6 1F 8B CE 8B 75 F8 D3 C8 33 C2 8B 55 FC}
$table = "1MBFHOIQrEDm3dUB54_bsuX60GoKVaw9SPxc1kRQvWC-h2jf7egNizJTyZnAYLpt."

condition : uintl16(0) == Ox5A4D and 1 of them}rule Lazarus_door_signature {
meta: description = "Lazarus sample disguised as Notepad++ plugin signature
detection rule " author = "S2WLAB TALON hypen" date = "2021-07-
02" version = "1.0" condition : uint16(0) == Ox5A4D and for any
i in (0 .. pe.number_of_signatures) : ( pe.signatures[i].serial ==
"2b:7c:17:f1:a3:b3:df:bc:4f:8a:48:af:73:7c:43:2d" )}
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