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AvoslLocker Ransomware

(wndbpoBanbLUK-BbIMOraTesrb) (NMepBOMCTOYHUK)
Translation into English

OTOT KpMnTo-BbIMOraTenb WNpPyeT AaHHble OM3HEC-MoNb3oBaTeNen U KOMnaHun ¢ nomolybio AES-256, a 3atem
TpebyeT Bbikyn B # BTC, 4to6bl BepHyTb dharnnbl. OpurinHansHoe Ha3BaHue: AvosLocker. Ha darvine HanucaHo:

HeT OaHHbIX.

O6HapyxeHus:

DrWeb -> Trojan.Encoder.34160, Trojan.Encoder.34232, Trojan.Encoder.34361
ALYac -> Trojan.Ransom.Avaddon, Trojan.Ransom.AvosLocker

Avira (no cloud) -> TR/Cryptor.gxzkf, TR/Cryptor.aviyo

BitDefender -> DeepScan:Generic.Ransom.BTCWare.AB3FFEBG, Trojan.GenericKD.46739893
ESET-NOD32 -> A Variant Of Win32/Filecoder.OHU

Kaspersky -> HEUR:Trojan-Ransom.Win32.Cryptor.gen

Malwarebytes -> Ransom.Avaddon, Ransom.AvosLocker

Microsoft -> Ransom:Win32/Avaddon.P!MSR, Ransom:Win32/Avaddon

Rising -> Trojan.Generic@ML.82 (RDML:4Ey*

Symantec -> Ransom.AvosLocker, Ransom.AvosLockerlgm1

TrendMicro -> Ransom_Avaddon.R002C0DGJ21, Ransom_Cryptor.R0O02C0OPH721

© lNeHeanorua: < Avaddon >> AvoslLocker

IDR IDENTIFIED v

Cant "ID Ransomware" ato ngeHtudumumnpyet kak AvosLocker.
UHdopmauma ana naeHTudukaumm

AKTMBHOCTb 3TOro KpunTo-BbiMoratens obina B Hadane utonsa 2021 r. OprMeHTUpPOoBaH Ha aHrMos3blYHbIX
nonb3oBaTtesnen, MOXeT pacnpoCTPaHATLCS MO BCEMY MUPY.
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K 3awmdpoBaHHbIM harinam gobaBnsieTcs pacluMpeHue: .avos

3anuncka c TpeboBaHnem Bbikyna HasbiBaeTcsa: GET_YOUR_FILES_BACK.txt

CopepkaHue 3anucku o BbiKyne:

Attention!

Your files have been encrypted using AES-256.

We highly suggest not shutting down your computer in case encryption process is not finished, as your files may
get corrupted.

In order to decrypt your files, you must pay for the decryption key & application.

You may do so by visiting us at hxxx://avos2fuj6olp6x36.onion.

This is an onion address that you may access using Tor Browser which you may download at
hxxxs://lwww.torproject.org/download/

Details such as pricing, how long before the price increases and such will be available to you once you enter your
ID presented to you below in this note in our website.

Hurry up, as the price may increase in the following days.

Message from agent: If you fail to respond in 4 days, the cost of decryption will double up and we will leak some of
your data. In 10 days, we will leak all the data we have.

Your ID: 35b1fc*** [totally 64 characters]

lMepeBoA 3anNMCKX Ha PYCCKUN A3bIK:

BHumaHne!

Bawwum dpavinbl 6b1nm 3awmndpoBaHbl ¢ ncnonb3oBaHneM AES-256.

Mbl peKOMeHAYEM He BbIKTYaTb KOMMbIOTEP, €CMNY NPOLLECC LWMGPOBAHNS HE 3aBEPLLEH, T.K. Balux dhansnbl MOryT
ObITb NOBPEXAEHbI.

YT00ObI paclumdpoBaTh BalumM ansnbl, Bbl JOMKHbI 3annaTUTb 3a KoY AendpoBaHns 1 NPUMOXEHWE.

Bbl MOXeTe caenatb 3T0, MOCETUB Hac no agpecy hxxx://avos2fuj6olp6x36.onion.

370 onion-agpec, kK KOTOPOMY Bbl MOXETE NOMyYMTb AOCTYN Yepe3 Gpay3ep Tor, KOTOpbIA MOXHO cKayaTb Ha
hxxxs: //www.torproject.org/download/

MHdopmaums, Takas Kak LeHa, Bpemsl 4o €€ NoBbIleHns 1 T.4., byaeT Bam A4OCTyNHa, Koraa Bl BBedeTe ceol 1D,
NnoKasaHHbIN HUXE B 9TOM MPUMeEYaHnn, Ha Hallem canTe.

CnewwuTe, B Gnvkanwine gHN LeHa MOXET BblpacTMy.

Coo06LeHne oT areHTa: Ecnu Bbl He oTBeTUTE 3a 4 OHEN, LeHa paclunMdpPOBKM YOBOUTCS, Y Mbl BbIFIOXUM
HekoTopble Baly AaHHble. [locne 10 AHEN Mbl BbINTOXUM BCE AaHHbIE, KOTOPbIE Y Hac eCTb.

Baw ID: 35b1fc *** [Bcero 64 cumBonal

Owwnbku B 3anmcke rOBOPAT O TOM, 4YTO aHITNNACKNIA HepOD,HOVI A3bIK A aBTOpa TeKCTa. Wnn kto-To YMbILNEHHO
UMUTUPYET HE3HaAHNE aHITIMIACKOro A3blKa.
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AvosLocker

CopaepxaHue TEKCT Ha cauTe:

AvoslLocker

Your network and hard drives were encrypted using AES-256 military grade encryption.
AvosLocker will aid you in the recovery and restoration of the files affected.

Please enter your ID (presented to you in the note) in order to continue.

Failure to contact us in due time might incur additional charges and damages.

Your ID ***

MepeBoA TekcTa Ha caunTe:

AvosLocker

Balua ceTb 1 xecTkMe gMcku 3aingpoBaHbl WndpoBaHeM BOeHHOTO ypoBHS AES-256.
AvosLocker nOMOXeT BaM BepHYTb NOCTpAaBLLME dhansibl.

BeeguTe Baw ID (nokasaHHbIN BaM B 3anvcke), YTOObl NMPOAOIMKUTb.

OTcyTCBME KOHTaKTa C HaMV MOXET MOBMeYb 3a coO0I JOMONHUTENbHbIE pacxoabl U yLepo.
Baw ID ***

i

BHumaHume! HoBble paclumnpeHusi, email n TEKCTbI O BblKyne MOXHO HalWTW B KOHLIe cTaTbK, B 0OHOBRNeHusX. MoryT
ObITb pas3nuuusa ¢ NepebiM BapuaHTOM.

TexHunyeckue getanu + 10C

MoxeT pacnpocTpaHATbCA NyTEM B3Noma vepes HesaluLleHHYo KoHdurypaumio RDP, ¢ nomolbio email-cnama
N BPEOOHOCHbIX BIIOXEHUN, 0OMaHHbIX 3arpy30K, 6OTHETOB, 9KCMIONTOB, BPEAOHOCHOW peknambl, Be6-UHXEKTOB,
danblWmBbLIX OOHOBMEHNI, NEpPenakoBaHHbIX U 3apaKEHHbIX MHCTaNNATopoB. CM. Takke "OCHOBHbIE CNOCO6bI
pacnpoCcTpaHeHnst KpUNToBbIMOraTenen" Ha BBOAHOW CTpaHuLie bnora.

i
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HyxHo Bceraa ncrnonb3osatb AKTyarnbHY0 aHTUBUPYCHYO 3awmty!!!

Ecnu Bbl npeHebperaete KOMMNNEKCHOM aHTUBUPYCHOW 3alumnTon knacca Internet Security nnm Total Security, To
XoTs Obl Aenante pe3epBHOE KONMMPOBaHME BaXkHbIX haiinoB no metoay 3-2-1.

Cnucok TunoB ¢annoB, nogBepraroLwmxcs WupoBaHUIo:
9710 pokymeHTbl MS Office, OpenOffice, PDF, TekctoBble charinbl, 6a3bl AaHHbIX, hoTorpadum, My3bika, BUAEO,

dannbl 06pa3oBs, apxmBbl 1 Np.

dannbl, cBsi3aHHble ¢ 3 TUM Ransomware:

GET_YOUR_FILES_BACK.txt - HazBaHue harina ¢ TpeboBaHNEM BbIKYNa;
<random>.exe - crlydanHoe Ha3BaHne BpegOHOCHOro danna

PacnonoxeHus:
\Desktop\ ->
\User_folders\ ->
\%TEMP%\ ->

C:\Users\User\AppData\Local\Temp\43b7a60c0ef8b4af001f45a0c57410b7374b1d75a6811e0dfc86e4d60f503856.exe

3anucu peecTpa, cBA3aHHbIe C 3TUM Ransomware:
CM. HUxXe pe3ynbratbl aHarIM30B.

MbloTeKchbil:
CM. HWXe pesynbTaThl aHaNn3oB.

CeTeBble NOAKMNIOYEHUS U CBA3MN:

CoobueHne Ha canTe Cafedreed: hxxxs://cafedread.com/post/avoslocker-ransomware-accepting-affiliates-

ef5f80c705df9a407db3

o fdfmalware &
Bvralocker - Ry

aoasmane [CCEFTING AFFILIATES]

Tor-URL: hxxx://avos2fuj6olp6x36.onion
XMPP: avos@thesecure.biz

Email: avos@mail2tor.com

XMR (Monero): ***

CM. HWKe B OOHOBMEHMSAX Apyrve agpeca v KOHTaKThl.

PesynbraTthl aHanu3oB:

IOC: VT, HA, IA, TG, AR, VMR, JSB

MD5: d285f1366d0d4fdae0b558db690497ea

SHA-1: f6f94e2f49cd64a9590963ef3852e135e2b8deba
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https://anti-ransomware.blogspot.com/2019/02/topical-protection.html
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SHA-256: 43b7a60c0ef8b4af001f45a0c57410b7374b1d75a6811e0dfc86e4d60f503856
Vhash: 045056655d15556093252257nz 1z
Imphash: a24c2b5bf84a5465eb75f1e6aa8c1eec

CTteneHb pacnpoCTpaHEHHOCTU: H13Kas.
Mudopmaums gononHsetcs. MNpuckinante odpasubl.

HekoTopble apyrve obpasLibl MOXHO HanTu Ha canTe BA:
https://bazaar.abuse.ch/browse/tag/AvosLocker/

=== ACTOPUA CEMEWCTBA === HISTORY OF FAMILY ===

=== BJIOK OBHOBJIEHWUW === BLOCK OF UPDATES ===

BapuaHT oT 4 aBrycTa 2021:
CoobuieHne >>

PaclwmpeHue: .avos

3anucka: GET_YOUR_FILES BACK.txt

Tor-URL: hxxx://avosjon4pfh3y7ew3jdwz6ofw7lljcxlbk7hcxxmnxih5kvf2akcgjad.onion

hxxx://avosqxh72b5ia23dI5fgwcpndkctuzqvh2iefk5imp3pisSgfhel5Sklad.onion
dann: potter.exe

Pesyneratel aHanmsos: IOC: VT, AR,

MD5: fe977e2028bbb774952df319042e3cab

BapuaHT oT 26 ceHTAOpsA 2021:
Coobuienne >>

PacwupeHune: .avos2

3anncka: GET_YOUR_FILES_BACK.txt
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Pesynbrathl aHanumsos: I0C: VT, TG

MD5: b76d1d3d2d40366569da67620cf78a87

» OBHapyxeHus:

DrWeb -> Trojan.Encoder.34361

BitDefender -> Gen:Variant.Doina.23104
ESET-NOD32 -> A Variant Of Win32/Filecoder.OHU
Malwarebytes -> Ransom.AvosLocker

Microsoft -> Ransom:Win32/AvosLocker.PAC!MTB
Symantec -> ML.Attribute.HighConfidence
TrendMicro -> Possible_ SMAVOSLOCKERTHA

BapwuaHT ot 31 okTsi6ps 2021:

CoobuieHune >>

PacwupeHune: .avos2

3anncka: GET_YOUR_FILES_BACK.txt
Pesynbratel aHanusos: : VT, TG

MD5: 937232f73¢c1db87b7dd29e098d4395f6

>» CopepxaHme 3anucku:

AvosLocker

Attention!

Your systems have been encrypted, and your confidential documents were downloaded.

In order to restore your data, you must pay for the decryption key & application.

You may do so by visiting us at hxxx://avosjon4pfh3y7ew3jdwz6ofw7lljcxlbk7hcxxmnxlh5kvf2akcgjad.onion.
This is an onion address that you may access using Tor Browser which you may download at
https://www.torproject.org/download/

Details such as pricing, how long before the price increases and such will be available to you once you enter your
ID presented to you below in this note in our website.

Contact us soon, because those who don't have their data leaked in our press release blog and the price they'll
have to pay will go up significantly.
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The corporations whom don't pay or fail to respond in a swift manner have their data leaked in our blog,
accessible at hxxx://avosqxh72b5ia23dI5fgwcpndkctuzqvh2iefk5imp3piSgfhelSklad.onion

Additional notes from attackers responsible: Hello, All your data in the company is encrypted and your important
company data is backed up. | do not need money, | receive payments from many companies every day and | deal
with the encryption of many companies every day. More important than money is time for me. For this reason, |
have time to inflate the number and bargain like other friends who do this business. The offer | have made for your
company is very reasonable and not a big deal for you. If you do not pay, the data of the company that we have
backed up after 7 days will be shared publicly on the internet and you will not be able to recover any of your
encrypted data.

Your ID: 693e9975cce46c932683e090474fdd0fObf9024e38737a58490a69af*******

BapuaHT o1 29 okTsi6psa 2021:
CoobuieHne >>

Ctatba Ha cante BC >>
Bepcun: Avos2 n AvosLinux

[Feaa ] AvosLocker - Partnemshin
poewRLinusES K

HoBocTb aekabps 2021:

Onepartopbl AvosLocker ncnonesytor PDQ Deploy, nermTMMHbIN UHCTPYMEHT pa3BepThiBaHUSA AN
aBTOMaTM3auuM ynpasneHus UcnpaBneHnsMu, YTobbl pasmecTUTb HECKOMNbKO MNakeTHbIX cueHapueB Windows Ha
LierneBov MalUuHe, YTO MOMOraeT UM MOArOTOBUTL MOYBY A5 aTaku.

OTn cueHapumn N3MEHSAIOT UMY YOANSIOT KIMHOYM peecTpa, NpuHaanexalyne onpeaeneHHbIM MHCTPYMEHTam
©e3onacHocTM KoOHeYHbIX Touek, Bkntovas Windows Defender n npoaykTbl oT Kaspersky, Carbon Black, Trend
Micro, Symantec, Bitdefender n Cylance.

MNoapobHee B cTaTbe Ha cavite BleepingComputer >>

=== 2022 ===

BapuaHT ot 10 siHBapsa 2022:
CoobuieHune >>

Cratbs Ha cawnTte BleepngComputer >>
MNoapobHbI aHanus >>

HaseaHusa: AvosLocker, AvosLinux
PacwupeHue: .avoslinux

3anucka: README_FOR_RESTORE
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Attentionl

Your Files have been encrypted.

We highly suggest not shwtting down your computer in case encryptilom process is

not Finlshed, as your flles ray get corrupted.

In order to decrypt your files, you must pay for the decryption key & applicatio
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AnropuTtm wingposaHua: Salsa20

Knacc cdanna: ELF64

PesynbraTthl aHanusos: 10C: VT + AR

» O6HapyxeHus:

DrWeb -> Linux.Encoder.126

Avast -> ELF:Filecoder-DC [Trj]

Avira (no cloud) -> LINUX/FileCoder.olrti
BitDefender -> Trojan.Linux.Generic.237462
ESET-NOD32 -> A Variant Of Linux/Filecoder.AvosLocker.A
Kaspersky -> HEUR:Trojan-Ransom.Linux.Agent.p
Microsoft -> Ransom:Linux/AvosLocker.AIMTB
Rising -> Ransom.FileCryptor!8.1A7 (CLOUD)
Symantec -> Trojan.Gen.NPE

TrendMicro -> Trojan.Linux.ZYX.USELVAB22

=== BJIOK CCbIJ1IOK n CTTACUBOK = BLOCK OF LINKS AND THANKS ===

Read to links:

http://

myMessage + Message + Message
Write-up, Topic of Support
*

Thanks:

Michael Gillespie, dnwls@719

Andrew Ivanov (article author)
* % %

to the victims who sent the samples

© Amigo-A (Andrew Ivanov): All blog articles. Contact.
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https://www.virustotal.com/gui/file/10ab76cd6d6b50d26fde5fe54e8d80fceeb744de8dbafddff470939fac6a98c4/detection
https://analyze.intezer.com/files/10ab76cd6d6b50d26fde5fe54e8d80fceeb744de8dbafddff470939fac6a98c4?vt
https://4.bp.blogspot.com/-auXtVCbM-_s/V7wer_MI-ZI/AAAAAAAABMY/gPrqZf_4HZMXPrzSgoOFy_6aVWHT0IiVwCEw/s1600/address2.png
https://twitter.com/Amigo_A_/status/1412126839846354944
https://twitter.com/fbgwls245/status/1418040359926460424
https://www.bleepingcomputer.com/forums/t/754311/
https://1.bp.blogspot.com/-dKH21b0Rez8/V7wlH7UufMI/AAAAAAAABM4/9dz-mLgRy4sAnOJVa-qLHY7MMMJDzoNUQCLcB/s1600/big-thanks2.png
https://id-ransomware.blogspot.com/p/contact.html

