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Secureworks® Counter Threat Unit™ (CTU) researchers investigated reports that the LV
ransomware had the same code structure as REvil. This overlap could indicate that the
GOLD SOUTHEFIELD cybercriminal threat group that operates REvil sold the source code,
that the source code was stolen, or that GOLD SOUTHFIELD shared the code with another
threat group as part of a partnership. CTU™ analysis confirmed that the GOLD
NORTHFIELD threat group, which operates LV, replaced the configuration of a REvil v2.03
beta version to repurpose the REvil binary for the LV ransomware.

CTU researchers have not observed LV ransomware advertisements on underground forums
as of this publication. However, variations in partner and campaign IDs across LV
configurations and the practice of naming and shaming victims could indicate that GOLD
NORTHFIELD is launching a ransomware-as-a-service (RaaS) offering.

LV packer

The packed LV ransomware samples identified by CTU researchers appear to use the same
basic crypter. Figure 1 shows the entire contents of the packed executable's main function,
which contains five of the executable's nine functions.

1 BOOL  thiscall LV Packer Main{void *this)
7

3| dint v2j f/ ecx

char v4[256); // [esp+dh] [ebp-120h] BYREF

int128 RC4 decrypt key[2]; // [esp+l04h] [ebp-20l BYREF
0]
7 heap init: , 255],
8 gmemcpy ( H Ypt_key, ki’-lk]niuﬂllBBHbEnElLIBHWDJKHBEH s Bizeof(RC4 decrypt key));
9 LV_ Pncknr Rnlnacrypt Kaypr&p: RC4 deecrypt V)i
10 LV Packer _RC4Decrypt(vid);
11 return LV | " Packer _ReallocateAndExecuteEP(this) == 0;
12 }

Figure 1. Main function for the packer used to unpack and execute LV ransomware. (Source:
Secureworks)

The packed executable stores the LV ransomware binary as RC4-encrypted data within a
section named 'enc' (see Figure 2).
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RCA-encrypted | 00000010 | 05 7F 06 52 43 80 74 63 C8 AC €0 FS 73 6B CC 1E | | 1-RIftcE- askl
00000020 | BB 6D 06 1F 2D 44 70 Bl 8A 4E E1 BE 4E E6 D7 A6 |» — -DptiNakilsx]
LV ransomware| 00000030 | 08 8C 22 62 23 B1 21 3B D4 90 B3 72 58 2C DS 1B | cibat):0 r¥. 0~
binary 00000040 | 8E BO CF 60 21 94 A9 B4 37 DE 2D 4D 88 10 &7 1C 1“1 119 7p-Ml+g
000000S0 | AD 2B BE 86 09 86 D2 31 94 65 F6 51 63 94 48 52 #11. 101 1=C0c1HR
0ooon0&E0 | F? OB 64 EF F2 81 86 F4 EC 33 A2 1B 31 1E 20 B2 =7did [6ide-1
00000070 [ 10 98B 9C 8C F4 D4 20 CB ED &B 50 98 37 4D 39 0B 11180 EikP 7oy
00000080 | 61 98 FD 9D 10 OF 2C 7F 6D 97 3D 9D 75 56 B9 QA aly =4, Inl= uV?.
0DOODO0O9D [ DS 81 DF 74 83 B9 4A AL 12 4E 32 B4 1B E9 Fe 7D i} BtptJ2iH2 —do}
D0OODOAD | Be 1F AZ A3 E4 AF 7D 32 01 E4 4F 0B 09 24 11 A9 9 cfd }2 ECD. =
0DOODORBO | C2 98 36 1E OA 47 5D 28 8B 0OE 50 A2 7C 42 Es 70 A16 . G]{17Ps|Bep
000Qooco | BE 84 FC 06 ¥C &3 SB 0E D3 9E EF C4 4A& 78 AF 40 H)u— i:['GllﬁJE [
000000D0 | 8B CE A3 77 1A 70 53 70 AD 97 4F 47 EB 01 VF M4 I I Ew—-pSp—10GE
O000D0ED | 6A OC D2 42 AE DE 4E 25 A2 EC 75 2C BD 62 C2 AB J10BEEN e in, MbA
0000D0FD | A6 C6 E7 10 A2 SB 06 47 6B 70 S5 9A 79 1C 15 14 | |Ec+e[—GkpUly -~
00000100 | 7C 78 E1 BB 1C 23 81 ED 46 97 7F BC E2 42 AD 2B | |%d» # iF1115B +
00000110 | 48 §7 21 F3 DE 2D F3 E4 74 50 SF 4E 38 7D 1D OF | KIlcb-catp NI} @
00000120 | C6 D3 A2 3C DC 45 1B 82 7C 2D C9 D7 3B 17 68 CB Eﬁ¢(UE-I!
00000130 | EA 37 08 33 25 D8 15 B0 D4 1B D9 1E C7 CC 25 A9 afoixgs C=0 GIVQ
00000140 | 86 D2 13 78 36 OF E9 98 3E Bs F& 60 3C 1F 8D CE 1= "xboe) » Mo ¢ %I
00000150 [ 03 9C 52 2B 76 BA 6A 27 AA F9 CE A3 D& EB CD 8E S R+w2g #aleosl)
00000160 | CO AR B9 DB 9C 8D FO 44 8D 2E 40 92 78 30 F& 77 A3 BD @'x Bw
00000170 | F9 2D DA 7C 3F BE 7D 23 B9 F6 31 3B 71 FB BC 91 ﬂ-Ul?l}#'ﬁl;qﬂH'
00000180 | SF 70 34 BB DF &7 &D 5D 52 93 BC 30 AS 64 OC BF pilﬂgh]RllU@dli
00000190 | EF SF BE 1A 19 0OC 79 FO BB 28 E2 C5 94 Al eC 28 1= -1v5, (&4nil
00000140 | 87 Be EB 5B C3 21 70 DD 97 5D 32 E& 6D 86 &l DA II=[I|le12ulla
000001B0 | 8A Bl 86 FO CE 09 FD BS 84 DC C4 41 Al 4F 13 8D 12151 IUﬁAIC"
0000D1CO | DE &F 89 95 29 6D D1 62 S5E 74 9C 34 75 B0 FC 4i Pol i jalb"t 1 4ulul

Figure 2. Encrypted LV ransomware binary stored in the enc section of the packer
executable. (Source: Secureworks)

The packed samples analyzed by CTU researchers use the hard-coded
"kZIXjn30373483wb6ne1LIBNWD3KWBEK" key to decrypt the contents of the enc section.
The "This program cannot be run in DOS mode" string is removed from decrypted binaries'
PE headers (see Figure 3).
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Figure 3. Strings removed from header of decrypted LV binary. (Source: Secureworks)

Once decrypted, the ransomware binary is copied into a new memory allocation created with
Read/Write/Execute (RWE) access rights. The packer then executes the unpacked
ransomware binary by jumping to the entry point defined in the PE header.

Origin and configuration

The code structure and functionality of the LV ransomware sample analyzed by CTU
researchers are identical to REvil. The version value in the LV binary is 2.02, its compile
timestamp is 2020-06-15 16:24:05, and its configuration is stored in a section named
".7tdlvx'. These characteristics align with REvil 2.02 samples first identified in the wild on
June 17, 2020. The LV sample also contains a code segment that is unique to REvil 2.03.
The only purpose of this code segment in REvil binary is to taunt prominent security
researchers. LV replaces the insults with the space character (see Figure 4).
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REvil 2.03 code:

if { GetCurrentThreadId() == 777
&& CreateFlleW (L kremez and haszrd fockoff.txt®, 0xCO000000, 4u, 0, lu, Ox80u, 0) 1= =1 )

AddAtomN (L "polish prostitute”);
}

LV code:

1f ( GetCurrentThreadId() == TF77
ki CroateFileW(L" *s O0xCOOODOOO, d4u, 0, lu, O0xB0u, O) I= =1 })
AddAtom | = ¥

}

Figure 4. LV code segment duplicating REvil 2.03 code but replacing strings with spaces.
(Source: Secureworks)

This type of code modification suggests that GOLD NORTHFIELD does not have access to
REvil's source code. The threat actors likely used a hex editor to remove potentially
identifying characteristics from the binary to conceal that LV is a repurposed version of REVvil.
The hard-coded 2.02 version value and the unique REvil 2.03 code suggests that GOLD
NORTHFIELD used a beta version of REvil 2.03 as the basis for LV ransomware.

REvil binary repurposing

The GOLD NORTHFIELD threat actors replaced the REvil configuration stored within the
binary's . 7tdlvx' section with their own configuration. Successful replacement required the
format of the REvil and LV configurations to be identical. Figure 5 shows the LV configuration
extracted from the REvil binary. It is a JSON-formatted string containing key elements utilized
by REvil (e.g., sub, net, dmn, pk).
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"nname": “{EXT}-README, txt"™,
g™ o

t QOB sAGWATARYAGYATABS AGEACOBYACAAT ) BpADwAZ QB 2 ACAAY By AGUATAB TAGAAYWE y AHRA CABRAGUAZAANAATAL G ANAA D ARG BR A AZAA G AH
FOATQATAFTARDBRAEQATOEFACSADABLAHDATABRAGAAZAAGAGY Al s AGWADWEIACARIBUAHMADAB LAGMAD ABp AGEALGE ZARAA™
12681 3%wr 1 reRfdlg . aiStLDggSleqqySenSPatWiHdwbpWV riCIty TAk=cgb™

"dbg*: false,
"wild": [ ==

]l
“wht*: {m
}.

1 X

"SraAllAREDITET | u rGuIIGouiB0Rr gl yRe I dlxNSTI=",
“net™: false,
“wipe™: true,
“arn™: false,
“nbody”t “LOATACEAPQASADSATARMAGUALAR j AGEADD R LACAATARRAG cAYQBpAGAAL g AgADRAPQA AL BALQA tAARAL g ANAROA A rAFBATATOAGE A YRR
ACcAoWAgAEQAY ] BWAHAAT DBUAGUATANS ACARMGA rAFEADDAKAARAC g BZAGAAL OBy ACAAT g BpAGWAZ DB ACAALARRAHY ATOAGAGT AT OB LAGAATAD LAGAAY W
By AHKACABRAGUAZAAGRGEADGBIACAAYWE LAHT ACgB LAGIAMAR s AHKATABIAGAAY D BZAGEAQE SAGEAY g BS AGUAL gARAF KAbWELACAAYWBRAGIATAR | AGGA
Z0Bj AGEATABRAHQAL gAQAEEADAB s ACAATgBpAGWATRFACAADBUACAA e JEVAHLAC g AQAHMAR DB TAHDAZ DR tACARA ABMAHYAZOAGAH s ARQEYAFQATQAGAG
UAeABRAGUAbGB ZAGKADWBUACAATABCAHATABRAGATOAGAHC AYQASADWATAR LAHYAI) 8y AHIAdABaAG kAL BnACAAR DBz ACAA CABVAHMACWEIpAGTARABL
J'HZMMB'.'.'-Cmgﬂmmlhﬂn[g.ﬂgltgﬁcgE-'I.NI'.I.MB'JN'L[AIQM.I.EMTQE LAHOATADSAGRAD DA AHMAAABAHUABABKALAAT g B AGWABABVAHCATA
BviHUACgAgAGKADY Bz AHOAC B LAGMAGABRAGEADG B ACIATABPAHOASAR LAHTAdWER AHMAZOAQGAHKADWE LACANYWERAGAATABDAEUAY g BFAF TATAB YAGLA
dARLAHTAD gAgAHKADWE LAHTAT ABKAGEACABRACAADDAKARRAC g BLAC SANDAGAFCAAABR AHOATABRAHTAZOAQAGEA
JAyACAAZWELAGEACGBhAGAALAR LAGUA cul s ACAA WA rAFDADDAKAMIAL g AHOA WA T ACAAD G B LAHHAL AAGAGEATAB | AHUACWE pAGAAT B T AHMATABRAGS
AZARGAHCATQAGAGHMAY DB y AGUATARVAGAABARS ACAAYDD LAGRAI(BAACAAT WD LAHQAd ABpAGIA T RAQAGT AZQBuAGUAT g BpAHQA CuALACAAS QE=AC AR DB LA
CAAZABYAGAAIWBBACARLDE LAGUAL AAGAGRACD By ACAALWE LAGWAS DSnAGEAABRAGEADg B ZACWATABUAGEAY g BvAGDAEQAGAH CAND B SAGWATABKAGUAYOD
sACAASWERAHIAIAAGAHUA CLALACAAS DB BACAATARVAGUA EwBUAC e Ad AADAGDA BWE SAGOATABVAHUA cgAGAGKALG BRAGLAC gB LAHMAAAALACAAEVACAAS
(BvAHUATABR § AGEALGAQAGMAIAR TAGHMATLAG AHOAS AR LACARYD B LAGRALABpAHDA(AgAN ] ALWAG AHTATE r AMSQA LW Y ACUATABSAGEASJBYACAAT g BpAGW
AZQBzACAATABGAGEACGAZAH]ALAD AN MATABWAHUAC gwAGRA Cwl LACAAC DOV AHUATAB r AGG ALWE LAGW AZAAGATY ARQB T AGKADAAG AGBAD QB Y ACAAGWE LA
GIAoWBRpAHJATDAQAHcARAB LAHTAZQAQAHKAEWE 1 ACAR Y WBRAGAAT ABRAGUAYWEY AHRACABDACAA BWBUAGUAT ABRAGKALAR LACAAT g BvAHTATABRAH IATOA
LAC4ATABLAGQAYDERACAAS]BZ ACAALWE LAHTATABNAHUAY DBy AGEALGEOAGUATDAUAARAC QR AHOAT AR KAGEATDBZ AGAAIWEDACAALDE LAHQADAR LAHTAT
AEmAGEACg AgAHUACWAGAH CAQABLAHOALAE LAHTATABSAGEACDDAg AGHADWE v AHAAZN By AGEAAB LACAADWE pAHD AARAG AHUA CWAG AGEACGAGAGAALWERALS
ATABCAHUAdAAAGRAT A G AH kAW TACAAZAR Y AGATwEl DA Cwd LAASAGHAD DARAGAS AR A DA bwB 2 AGUAT ABS AGEAL (B yACAAARBpAGRATQAQAGEALG BiA
CAAZARRAHOAYTAGAGMAY DB LAHMAZ QAGAGRALG BE AHKAT AR TAGUAT ABSAGE At G B LACAAD ABSAGUA TABAHT AN A2 AGEAA AR LACAANE LAHKAT ABBAGEATAR
KAGUAYWEY AHKACABRACAR e BvAHUACQARAGYAS DB SAGUACWUAUACAASDEUACAR CABYAGEAYWEBAG KAYWE LACAAL DA AHO A DB tAGUATABpAHMAT AR tAHUAY
wiACAALD BwAHTAZDAGAHYAY] B s AHUAY DA L AGWATDAGAHDARABHAGI AT AR tAGRALG B LAHKAL g ANAALAD QAMAF sAKWBdACAASABY AHCATABRAGEATABRAGU
AAAAGAGEAYWE j AGUACW rACAAAARVACAR BWE T AHTATARIAGUAY gBrAGKAAAD LAD AAT ABLAC s AXDANAAa ADQAAF A w8 LACAAVARPAFTATAB {AHTAbWRAIA
HHAZOEY AD 0 ADQAKACAAT AR ACAATABEAGRA OB UAGHALWBhAGDATABhAGIAT ARG AGKAL B R ANOAY O BSAGWATABUAEBALGAQAGTACgEVAHCACWE LAHTATAR
MAHTADWE LACAAJABCAGKA CHAGAHFAS DB BAGLIADGAQAGIADABR AHAACWABALBA LWBRAGEAC G BuAH TALWE QAR YWBBAC A AWy AGCALwANARO AT AAGAD TAL
QAGAFYARQBIAGKADAAQAGEAC]BYACALGWE LAGTACWEpARDATABACANL ABRAHOA CAABAC BALWARAHOAIWATADNMA =0 BuADJ AN B UAG c AMgBRAGDAYWAZ AGO
AZBUAGUA CARIAGT A AR AGwAne S o ANEAd g B AHE A Q8 y AGKALAR LANYANADLAD TAZOE LAGoAMW R AHU ALgATAH cAg ARANIAMg BpAGQAL g BvAGA AR BvA
AADDAKAABACBXAGGAIDBUACAAL (B vAHUALARZ AGKA CWE pAHQ ATABARUA cgAQ AHCATDE LAHMAG( BRAGUALAAG AHAAD JBIALARCABOAGUAL ABSAGEARAD
SAGEADWBRAGSADWARAGDAY BAAGEAT ABpAGAAdASVACAADABoAGUATAS pAGAA CAB 1AHOAT ARRAGEAC QB TADOADAKAE AT 0B S ARAD) AKAMIAC g AN AR DAS
WELAEUARG BIAABACGANARCADQAKACEATQARAC AARABBAEAARE FAF TATARRAC EATOANARO ARABPAEAAIWAUACARAARY AHKATABRAGRATAR | AGQAYBURGE
AIQAGALYAXDE s AGIACWAGAL I.P.tﬂ.l.g.l."MMIN'EIAE\-HWMZgﬁ.ih{W.l.BP-ﬁE‘A]hﬁlM{.MﬁﬂHzﬁﬂJAIMMtﬂﬁgNﬂmpMUmngﬂByﬁ
HjAefAgAHMAIWIMAN] AdwBhAHTAZTQAGAGRAC g AQAGEAL g BRAG A g BpAHTACG B ACAACWE v ADwA S BRAGKADWEUAHMAT ABRAGEA TAAG AHTAZ QB AHQALWE
YAGUATABS AGEAAQBYACAAZABhAHOAYOAGACRATABDAMQATAR T AGEARQAGAGUALG BRAGE A (B s ACAALABOAGUATABAHT A (B2 AGEALAR LACAADWE LAHKAT
ABKAGEABOBRAGCATOAGAGEAbgBIACALY DBZACAAYDAGAHTATOBZz AHUABABMACAAY DA SAGWATABS AGRAD 08y ACAAZABRAHOAY DA AGWA bWB ZAHMAT O ANAAD
ATQARACEATAAMACEATI QAGACEAT QALARBACGBFAE L ARQAGAE RATWESAEUATABUAE KATOEFADGA TARIAHIA D wB s ACAAS]BUACAAC] BV AHUAC gAQAGTATO B A
HOATADRAGAALAR LANTAZDD AHOA CWAGAHDALWAGAGCAT DR RACAAC (EvAIUACG AQAGY A (B SAGUA CwAgAGTAY (D j AGSALgAGAEYACG BVAGRAT ADVAMHUACGA
gANMAMDBMAGUAT ARIAGUATAASAHOALAR LACAAY g8 LAHMADAAg AHMAC AR LAGMA M BhA GwAa B 2 AHQACWAGAGKADG A AHO A ABDAHMAT AR ZAHAAAAR LAHI AT
MWEQBIAEEAIABSAEMMBMAEAMDBHAE sAZDAGAGUAGGE lAHIMI:BDAEgA.IIJB-uAE-cAIAEMEEﬂcgAgMIAZﬂEIAH]MﬂEhAbgBﬂh{MYgEIHﬂ
ALAB GuA Z0BAHMAZ QA AG QA=A GA A ALWEA ACAAL (B WAHOAZ D By AGY AZ DBy AGUAL g ANAACA T ARACEATAARACEATQAQACEAT QANAA ™

233 }
Figure 5. LV configuration. (Source: Secureworks)

GOLD NORTHFIELD then had to RC4-encrypt the LV configuration with a 32-byte key. To
bypass REvil's anti-tamper control that ensures the integrity of the configuration (see Figure
6), GOLD NORTHFIELD also had to generate a CRC32 hash of the updated encrypted
configuration and then replace the hard-coded precalculated CRC32 hash stored in the
binary with the updated configuration's CRC32 hash. These changes are necessary because
the REVvil code calculates the configuration's CRC32 hash value at runtime and terminates if
the calculated and hard-coded hashes do not match.
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Int REvI] DecryptRansomwarslContigl)
{ = CRC32 hash of config Precalculated CRC32
int resulc; ff eoax
int w1; // esi calculated at runtime hash of config
1 1

if t'm:li_mu_ruhmutn, sred_encrypted conflg, enccypted_conflg_len) = encrypted_conflig_cre32_hash |
raturn 0;

rosult = REvil AllocatoHeapSpace(encrypted config len);

vi = I'1'.'||J;L]‘

if ( result }

{
REvil DecodeStringViakey|trcd decryption_key, 32, ercd_sncrypted config, encrypted config len, result);
return vi;

raturn result
}

Figure 6. Configuration anti-tamper control implemented in the REVvil binary. (Source:
Secureworks)

Finally, GOLD NORTHFIELD could add the RC4 key used to encrypt the configuration, the
CRC32 hash of the encrypted configuration, the length of the encrypted configuration, and
the encrypted configuration itself to the REVvil binary via the identified configuration section
(.7tdlvx) in the defined order (see Figure 7).

LY _ransomwane. cze

Mame Virtual Size Virtwal Address | Raw Size Raw Address | Reloc Address | Linenumbers
00000258 00000260 00000264 00000268 D000026C 00000270 00000274
Bytef8] Dword Dword Dwiord Dword Dword Dword

pext 000ADAS 00001000 OODOAEDD 00000400 0000000 DO0DG000
rdata h0d2C48 ODOGCO00 OO00ZEDD OO00B200 0000000 0000000
Jdata 00002018 DOOOFO00 O0001EDD OO0OECO0 0000000 0000000
reloc 0000061C QOO1FDO0 00000200 0001CE00 00000000 00000000

R B 9 ™ pE

Offset | 0 1 2 3 4 5 6 7 8 9 A4 B C D E F HEC1i

ba 51 nJolselly

RCA key €—ooo000T0 [|69 65 78 31 7A 7 paLs 2
00000020 43 Ed 1olCa

00000030 A 1 28 9B 4A 7A 8E 53 48 3A 129~ (1J=1SH:

CRC32 hash €—om0000IT {52 DS 62 68 0 Bl AD 56 OE 8D BF 26 E7 FS 57| [|RObhk * V= lécaw
00000050 |{S3 45 20 DD 2F EE E7 CO 06 17 95 FE ED 7F| ||SE.v#7-ich— 1bil

. 00000060 & B3 53 3D C7 6F 4C 9B 35 2D B0 F9 90| [|GvC|?S=CoLiS-"a
Config length €ouoU0TTT [[75 06 OB 5B F5 82 AE Bs FE FF 54 44 BB BF E2 73| [|u—s[31991byTDni4s
00000080 J|BO 13 E2 56 46 DF 95 D6 7C 19 41 C6 33 37 47 FE *HAVFRIO| FAE3ITGh

_|ooooooso ||7E B2 DF B1 89 67 DS 28 A3 CF 59 3D 6D DA 18 8A&| ||~1B+1g0(eIV=al"1
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Figure 7. REVvil configuration structure when stored in the binary. (Source: Secureworks)

If done correctly, the binary will successfully execute using LV's updated configuration. Files
on the victim's system will be encrypted with session keys that are protected by LV's public
key, and victims will be directed to LV's ransom payment site via the updated ransom note.
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Configuration comparisons

CTU analysis of numerous LV configurations led to several insights:

o The dmn configuration element was consistently assigned an empty string (e.g., "dmn":
"). In a standard REvil configuration, this value contains over 1,200 command and
control (C2) domains that the malware uses to communicate infection information to
the threat actor. This information can include the ransomware version, session keys
used for file encryption, public key used to encrypt the session keys, and victims'
details such as username, hostname, and region. Although the net configuration key is
set to False in the LV samples, removal of all domains from the dmn configuration key
ensures that LV ransomware victims' data is not sent to REvil C2 servers. Removing
these domains rather than replacing them with C2 domains operated by GOLD
NORTHFIELD suggests that the group may not be capable of maintaining C2
infrastructure or developing the backend automation required to process and track
victims' data.

o The partner ID (pid) varied in some of the configurations. This variation suggests that
GOLD NORTHFIELD could leverage this element to track individual RaaS partners,
which is how GOLD SOUTHFIELD uses this element. However, LV configurations had
matching bcrypted partner IDs across different configurations. Although the pid is
hashed, a partner could be tracked using the bcrypted hash value. REvil generates a
new bcrypted hash for each configuration, making partner tracking impossible.

e The campaign ID (sub) varied in some of the configurations. GOLD NORTHFIELD
might have adopted GOLD SOUTHFIELD's approach of using this element to track
individual campaigns or configuration builds.

e The attacker's public key (pk) was different in each configuration. GOLD NORTHFIELD
needs a master encryption key pair to decrypt files encrypted by LV ransomware. The
pk rotation across configurations suggests the creation of a unique key pair for each
victim, which prevents file decryption across multiple victims if the attacker's private key
is obtained.
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e The only ransom note (nbody) change from the standard REvil format was replacing
REvil's ransom payment Tor domain with LV's domain (see Figure 8).

Welcome. Again.
[+] What's Happened? [+]
Your files hawve been encrypted and currently unavailable. You can check it. ALL files in your system have

Zbjrexz? extension. By the way, everything is possible to recover (restore) but you should follow our
instructions. Otherwise you can NEVER return your data.

[+] What are our guarantecs? [+]

It's just & business and we care only about getting benefits. If we don't mest our obligations, nobody will
deal with us. It doesm't hold our interest. 5o you can check the ability to restore your files. For this
purpose you should visit our website where you can decrypt one file for free. That is our guarantee.

It doesnm"t metter for us whether you cooperate with us or not. But if you don't, you'll Lose your time and data
cause only we have the private key to decrypt your files. In practice - time is much more valuable than money.

[+] How to get access to our website? [+]

Use TOR browser:
1. Downlosd and install TOR browser from this site: https://torproject.orgs
2. Visit our website: http://f4todldypdmng2gdcijgnepSbt7lkhgy jgiritbwdxeb)IqunTwzdy2id.onion

When you visit our website, put the following data into the input form:
Key:

FEIUZtKghVS2Zh/ 100 Twgnl LFsvvaMB | OLoHKM /46 Ly LMz VbW shmONod 3 1M
STSAulMmE zn i BzqtI8ELgp I C{9sd 1VDE-+mOngh/ kY g sC2alDwB /L + 1 02w IhPRSH
O CdDLyoH LFpvalD2e Lz0ne7 Vs TZ5a fo LSvLvpm2ATd 1UugXXY AV1TE LrvemZ
ZEdWd IpplL hsFRS0m T nniHh? 2eMFPASNS | Aad t1ITaxa 1 { PriVist BSDMMrdo [206Lc
91+Madn - - pkuXenSTh
IRCCGVin - = + YO0V RPx
QefcA2ims DrFUMNx1gl
FasKEuzDE - B+
VM| LT s e +DhDelSBE1
LEK®xK ] fi= . - ohlSAe+Tp
ML1GAsCM - - - +WrimzuSh
b5 rlghdis - pHnI3bfad
SPG T kWmGess - - = GAtB+reRd
B w IG5 - - =s=Mhldpr/gV
qpJd 13Xl HhPvlBnee
BLIGH2 | Lus - plxhgRIrr
Enll f'wS 3IBGF I:l'd'.l:qh+5|uEDF2H5hTrI pYLak@pz@TLGRBIBF InuELUUFxyI TeX/ciNgl

JKdbFIPmhHumgd ] T4SnmEsELMS s 2AMap3S L ryYT4d cHNNB2CYBRBGo LMol / 1V
FZgisM rvDpdukax] | dUHrs55F yo TovwgalvK TRE Sw3I9LIShuBHDa VT URBogMCwh
Sy058+52cOBBFATxD inp 19 rYdwl JRRW)VAGO0XRASH5IKACYIFRIHOL | +52h4ddk
MxMoHabfrmd fxsCD102Cef badXrvs T SBgh reges

11! DAMNGER !!!

DON'T try to change files by yourself, DON'T use any third party software or antivirus solutions to

your data = it may entail the private key damage and as a result all your data loss!

1 T i

ONE MORE TIME: It's in your best interests te get your files back. From cur side we (the best specialists in
this sphere) ready to make everything for restoring but please do not interfere.

111 11y ont

Figure 8. LV ransom note. (Source: Secureworks)

Ransom payment site

After accessing the ransom payment site, victims are presented with a basic form that
requests the key from the ransom note (see Figure 9).
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di Mot Secura | dtoddypdmng2gdoljgnapSbt7Tikhgvjgirtbvdcabj3qunTwrdy 2id.onion

Figure 9. LV ransom payment site key submission form. (Source: Secureworks)

Previous CTU analysis of the REvil ransom note determined that this key represents
information about the ransomware infection that has been encrypted and then Base64-

encoded:

o Compromised host details:

[e]

[e]

[e]

o

[e]

[e]

CPU architecture (32-bit or 64-bit)

Fixed-drive information (drive letter, drive type, total size, and free space)
Workgroup/domain

Configured locale, and whether it aligns with one of the specified countries where
the malware cannot be used

Hostname

Operating system

¢ Ransomware details:

Configured partner ID

Threat actor's configured public key

Encrypted session private key

Configured campaign ID

Unique ID based on host's volume serial number and CPUID
Victim's username

Ransomware version

As of this publication, CTU researchers have identified three ransom payment Tor domains
specified in LV ransom notes. Each of the domains successfully loads the landing page, but
CTU researchers' attempts to submit the key from the ransom note returned HTTP errors
(see Table 1).
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Ransom payment domain HTTP error

4to043yp4mng2gdc3jgnepSbt7ikhqvjqiritbv4x2ebj3qun7wz4y2id . 502 - Bad

onion Gateway
155ysq5qjpin2vq23ul3gc3h62vpdwvenl7ovefcn65vir7kc7gb5fyd . 403 - Forbidden
onion

36yvrbzhbzyuzia7gxahsaw?2yizcr3heljw2jtde3smyuhkokjnb2sid . 403 - Forbidden
onion

Table 1. LV ransom payment domains and HTTP errors.

The HTTP errors may be caused by anti-analysis controls implemented by GOLD
NORTHFIELD to inspect characteristics of the submitted key for suspicious or undesirable
activity. They may also indicate that the threat group is struggling to maintain resilient
infrastructure due to lack of skill or insufficient resources.

When key submission is successful, the site displays a page showing the ransom amount in
U.S. dollars and how much time the victim has to pay the ransom before sensitive data is
disclosed (see Figure 10). The page also includes a live chat function for the victim to
interact with the threat actors.
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You have Your price

ETORITY

IF %OU DO HNOT FAY ON TIME, ALL THE DOWHLOADED INFORMATION WILL BE PURBLISHED AUTOMATICALLY
SOURMNALISTS AND DATA PROTECTION AUTHORITY WILL BE HOTIFIED ABQOUT PERSOMAL DATA LEAK

IT'S JUST A BUSINESS

Wall recehne money afmneeiy: from you of from the darkonet
IF YOU DO MOT PAY BFYou

Youll HEVER decrypt your files Yaull RESTORE all your encryptod files
ars dnin I MINUTES
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1

Figure 10. LV ransom payment site. (Source: ID Ransomware blog)

Leak sites

CTU researchers identified two LV ransomware leak sites that have an identical structure but
appear to be operated independently. The sites listed victims during the same timeframe, but
only one victim was listed on both sites (see Figure 11). It is unclear why GOLD
NORTHFIELD would operate two leak sites.
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Site 1: dqbxi3iZogmyzxsjgdfwedaly3xkpeds2gqSorpGefpkeskvchge27id.onion

03/14/2021 03/19/2021 03/30/2021 04,/06/2021
wictim 3 Victim 5 Wictim 10 Wictim 12

0307 /2021 03,/18/2021 03/23/2021 03312021
Wictim 1 Wictim 4 Wictim G Wietirm A1
Wictim 2 Wictm 7 ‘

03/24/2021 04/09/2021 oDa/14/2021
Wictim § Wictiny 12 Vietio 14

03/25/2021 04/13/2021
Sictirm 9 WVictim 13

Site 2: rbvuetuneohce3ouxjlbetimyyxokbadbtnecxjboddfbgxgy7tskinwad.onion

Figure 11. Victims added to LV leak sites between March 7 and April 14, 2021. Only one
victim (highlighted in yellow) was listed on both sites. (Source: Secureworks)

The leak sites name and shame victims. The threat actors coerce the victims into paying the
ransom by threatening to publish their sensitive information (see Figure 12).

ol Secure gbi i dogmyrxs jgd fwedaly Txkpeds IogSorpieipkeskve hae 2 Tid onlon
A Mot é dgk: gitwadalyd 5 FgqSarphel haeZTid

Hams are companes which didn't meat consumer data protection obligations. They repacted to fix thedr mistakes,
thay mejected to protect this data in the case when thoy could and had o plotect it
thair private information,

[

Figure 12. LV leak site. (Source: Secureworks)

GOLD NORTHFIELD typically threatens to publicly release sensitive information if victims do
not initiate contact within 72 hours. The threat actors post screenshots of the victim's
sensitive files on the leak sites to support their claims. However, it appears that none of the
victims' data has been released as of this publication. It is unclear if victims paid the ransom
and the threat actors just keep the full list of victims on the leak site as evidence of their
conquests.

Conclusion
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CTU analysis revealed that the LV ransomware is not a distinct ransomware family; it is
repurposed REvil ransomware. By modifying the binary of a prolific ransomware family, the
GOLD NORTHFIELD threat actors significantly expedited their maturity within the
ransomware ecosystem. Without expending resources on ransomware development, the
group can operate more efficiently than its competitors while still offering a best-in-class
ransomware offering, ultimately resulting in a more profitable business model. GOLD
NORTHFIELD's unauthorized manipulation of REvil will likely prompt GOLD SOUTHFIELD
to implement additional anti-tamper controls and modify configuration storage and
processing to impede future attempts to overwrite the REvil configuration.

It is too early in GOLD NORTHFIELD's evolution to evaluate the threat it poses. The ability to
repurpose the REvil binary suggests that the threat actors have technical capabilities.
Additionally, the complexity required for this repurposing and the configuration variations
across LV samples suggest that GOLD NORTHFIELD may have automated the process.
Although a RaaS for the LV ransomware could provide direct competition for GOLD
SOUTHFIELD's RaaS offering, the lack of a reliable and organized infrastructure needed to
operate a successful RaaS offering suggests that GOLD NORTHFIELD has to expand its
capabilities and resources to compete with other ransomware operations.

Threat indicators

The threat indicators in Table 2 can be used to detect activity related to LV ransomware. The
domains may contain malicious content, so consider the risks before opening them in a
browser.

Indicator Type Context
6f0b92488eae3ccefc0db7abb0d652¢ee MD5 hash Packed LV
ransomware
45adc4224d2ae9fd75b19417cab6913515¢c5222¢ee SHA1 Packed LV
hash ransomware

457936¢28938616495836c472b3389a0870574bee6 SHA256 Packed LV

a5dc026d5bd14979¢c6202¢c hash ransomware
58682ca2a49ed4bfb8d5aaf76¢cfOfade MD5 hash Packed LV
ransomware
b00d58e9ffd784db86e77a6a31c76e1bd58ba79b SHA1 Packed LV
hash ransomware

ab2f84103e95806b25c6d163d6210a21fb3283cd29  SHA256 Packed LV

dddee917d33e654d733425 hash ransomware
7b1cf5fcObfb1021fe0e14e518c32026 MD5 hash Packed LV
ransomware
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Indicator Type Context
380cd990a9e5aec85233ef1d2635dc04d5a96e6b SHA1 Packed LV
hash ransomware
d4fc76bf8baae39feec23990857¢52199e80265a34 SHA256 Packed LV
faeece0d830eb77645c944 hash ransomware
a4331ff805b0a8f2a2892777c224b65e MD5 hash Packed LV
ransomware
2¢5521077dd1a6f5f3558351370880aee9ab7c71 SHA1 Packed LV
hash ransomware
329983dc2a23bd951b24780947cb9abae3fb80d5ef  SHA256 Packed LV
546e8538dfd9459b176483 hash ransomware
fa8117afd2dbd20513522f2f8e991262 MD5 hash  Packed LV
ransomware
f7b876edb8fc0c83fd8b665d3c5a1050d4396302 SHA1 Packed LV
hash ransomware
78b592a2710d81fa91235b445f674ee804db39c8cc SHA256 Packed LV
34f7e894b4e7b7f6eacaff hash ransomware
d1c9c12e08c8e2111da989e2318b1c42 MD5 hash  Unpacked LV
ransomware
d0c7f3c8de28d0fccec9d4925afeb5fa9dd62b5d SHA1 Unpacked LV
hash ransomware
e25eaaac03aa958688cbe950275156169eb4955e14 SHA256 Unpacked LV
5bc9627fcbfb36cd832a84 hash ransomware
4to43yp4mng2gdc3jgnepSbt7lkhqvjqiritbv4x2e Domain LV ransomware
bj3qun7wz4y2id.onion name payment site
155ysq5qjpin2vq23ul3gc3h62vp4wvenl7ovefcn6 Domain LV ransomware
Svir7kc7gbSfyd.onion name payment site
36yvrbzhbzyuzia7qxahsaw2yizcr3heljw2jtde3s Domain LV ransomware
myuhkokjnb2sid.onion name payment site
rbvuetuneohce3ouxjlbxtimyyxokb4btncxjbo44f Domain LV ransomware leak
bgxqy7tskinwad.onion name site
4qbxi3i2ogmyzxsjg4fwedaly3xkped52gqg5orp6ef Domain LV ransomware leak
pkeskvchqge27id.onion name site

Table 2. Indicators for this threat.
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