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TargetCompany NextGen: Mallox, Exploit, Avast

(wndppoBanbLMK-BbIMOraTesib) (NepBOUCTOYHUK)

Translation into English
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OTOT KpUNTO-BbIMOraTenb WNMPYET AaHHbIE NOoMb3oBaTenen ¢ NOMOoLWb KoMBUHaLUMm
anroputmoB ChaCha20, AES-128, Curve25519, a 3atem TpebyeT Bbikyn B # BTC, 4TOObI

BepHyTb hansbl. OpurnHanbHOe Ha3BaHWe: B 3anucke He ykasaHo. Ha gpanne HanucaHo:

local.exe. Ucnonbayetcsa CryptGenRandom ansa reHepauumm knoya WndpoBaHUS.
O6HapyxeHuA:

DrWeb -> Trojan.Encoder.34027

BitDefender -> Gen:Heur.Ransom.REntS.Gen.1

ESET-NOD32 -> A Variant Of Win32/Filecoder.OHO

Kaspersky -> HEUR:Trojan-Ransom.Win32.Generic

Malwarebytes -> Ransom.FileCryptor

Microsoft -> Ransom:Win32/GarrantDecrypt.PAIMTB

Rising -> Ransom.Outsider!1.D74B (CLASSIC)
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Symantec -> ML.Attribute.HighConfidence
Tencent -> Win32.Trojan.Filecoder.Wrqd
TrendMicro -> Ransom_GarrantDecrypt.RO02CODFG21

© lNeHeanorus: npeabiayuwme (GarrantDecrypt, Outsider) > TargetCompany

IDR IDENTIFIED v

Cant "ID Ransomware" ngeHtndpunumpyet ato kak TargetCompany.
UHdopmauusa ana naeHTtudmkaumm

AKTUBHOCTb 3TOro Kpunto-BbiMoratens 6wina B cepegmHe noHa 2021 r. OpMeHTMpoBaH Ha
aHrMNoA3bIYHbIX NOMb30BaTENEN, MOXET PACNPOCTPAHATLCH NO BCEMY MUPY.

K 3awmndpoBaHHbIM dharinam gobaBnsaeTca paclumpeHme:
.<target_company>

.<target_pc>

.<known_name>

.<known_word>

" npoyee.

B paclumpeHnn MoxeT ObiTb CKPbITO Ha3BaHME aTakOBaHHOW KOMMaHUN NI Ha3BaHue
aTakoBaHHOro komnbtoTepa. Mo3xe BbIMoratenu ctanm UcnonbL3oBaTth Noboe n3BecTHoe
Ha3BaHue, YTobbl COMTL C TOMKY U 3anyTaTb NOCTpaaaBLLEro U TOro, KTo byaeT
aHanuamMpoBsarb Criyyaun.

Mprmep Takoro paclwumpeHns: y gannoB atakoBaHHOM koMmnanuu "Tohnichi" 661510
pacwmpeHue: .tohnichi

3anucka ¢ TpeboBaHneM Bbikyna HasbiBaeTcs: How to decrypt files.txt
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CopepxaHue 3anucku o BbiKyne:
Your personal identifier; 07B8AC198***
All files on TOHNICHI network have been encrypted due to insufficient security.
The only way to quickly and reliably regain access to your files is to contact us.
The price depends on how fast you write to us.
In other cases, you risk losing your time and access to data. Usually time is much more
valuable than money.
FAQ
Q: How to contact us
A: * Download Tor Browser - https://www.torproject.org/
* Open link in Tor Browser
http://eghv5cpdsmujSe6btpyjkSicgq642hqubildféyrfnglqg3rmsgk2zanid.onion/contact
* Follow the instructions on the website.
Q: What guarantees?
A: Before paying, we can decrypt several of your test files. Files should not contain valuable
information.
Q: Can | decrypt my data for free or through intermediaries?
A: Use third party programs and intermediaries at your own risk. Third party software may
cause permanent data loss.
Decryption of your files with the help of third parties may cause increased price or you can
become a victim of a scam.

MepeBoA 3anNUCKU Ha PYCCKUMN A3bIK:

Baw nepcoHanbHbI ngeHtudmkatop: 07B8AC198 ***

Bce dannbl B cetn TOHNICHI 3awwmndpoBaHbl n3-3a HegoctaTtouHOM 6€30MacHOCTM.
EaomHcTBEHHBIM cNocob BLICTPO N HAQEXXHO BOCCTAHOBUTbL AOCTYN K BalIMM doannam - 3To
CBSA3aTbCS C HAMM.

LleHa 3aBUCKT OT TOro, Kak O6bICTPO Bbl HAM HaNULIKTE.

B opyrux cnyyasx Bbl pyCcKyeTe NoTepsTb BpeMsi U A0CTYN K AaHHbIM. OGbIYHO Bpems
ropasgo OOpOXe OeHer.

FAQ

B: Kak ¢ Hamn cBsa3aTtbcA

O: * 3arpyaute 6pay3sep Tor - https://www.torproject.org/
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* OTkponTe cchiniky B 6paysepe Tor
http://feghv5cpdsmuj5ebtpyjk5icgq642hqubildféyrfnglg3rmsgk2zanid.onion/contact

* CneaynTe MHCTPYKLMSIM Ha caunTe.

B: Kakve rapaHTnmn?

O: lNepen onnaton Mbl MOXEM pacLIMdpoBaTb HECKOSbKO BalLMX TecT-pannoB. dansbl He
OOSTKHbI cogepXaTb LeHHON MHopMaLunn.

B: Mory nu s pacwmngpoBaTtb CBOM AaHHble GecnnaTtHo nnm Yyepes NoCpeaHnKoB?

O: Vcnonb3ynTte CTOPOHHME NporpaMmmbl U NOCPEAHUKOB Ha CBOW CcTpax 1 puck. MNMporpammel
CTOPOHHMX NPOM3BOAMTENEN MOTYT MPUBECTU K NOTEPE AaHHbIX.

PaclumdpoBka Balmx hannos C NOMOLLLIO TPETbUX NNL, MOXET MPUBECTU K YOOPOXKAHNIO
NN Bbl MOXETE CTaTb XXepTBOW MOLLUEHHUYEeCTBa.

MNMocTpapaswasn komnaHus, nocetns URL BbiMoratenen, gormkHa ykasatb |D n3 3anvcku u
CBOW KOHTaKTHbIN email 4ns nony4yeHnsa nucbma OT BbiMOraTesien.

KopoTkoe coobLieHune Ha canTe:
Your company's files have been encrypted!

BHumaHue! HoBble pacumpeHusi, email n TeKCTbl O BbIKyne MOXHO HanuTW B KOHUE CTaTby, B
obHoBneHnAX. Tam MOryT ObITb pas3nuunsa ¢ NnepBoHavanbHbIM BApUaHTOM.

TexHn4yeckue getanu + 10C

MoxeT pacnpoCTpaHAaTbLCS NYTEM B3fioMa Yepes HesalumLLeHHyo koHdurypauuio RDP, ¢
nomoLbio email-cnama n BpegoHOCHbIX BNOXEHU, 0BMaHHbIX 3arpy30k, 60THETOB,
9KCMNMONTOB, BPEOOHOCHOWN peknambl, BEG-UHXEKTOB, danbLUMBbIX OOHOBNEHNN,
nepenakoBaHHbIX N 3apaXXEHHbIX MHCTaNNATopoB. CM. Takke "OCHOBHbIE CNOCOObI
pacnpocTpaHeHnsa KpuntoBbiMoraTenen" Ha BBOAHOW CTpaHuLe 6nora.
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i

Hy>XHO Bcerga ncnosnb3oBaTb AKTyalbHY0 aHTUBURYCHYO 3awmTy!!!

Ecnun Bbl npeHebperaete KOMNNEKCHOM aHTUBMPYCHOWM 3aLLMTON Knacca Internet Security nnu
Total Security, To x0T Obl AenanTe pe3epBHOE KONMMPOBaHNE BaXKHbIX dannoB No metoay. 3-
21.

» YpanseTt TeHeBble Konuu oansos, OTKNKYaeT PYHKUMM BOCCTAHOBIIEHNA U UCNPaBIIeHNS
Windows Ha aTane 3arpy3ku KOMaH4aMu:

vssadmin.exe delete shadows /all /quiet
bcdedit /set {current} bootstatuspolicy ignoreallfailures
bcdedit /set {current} recoveryenabled no

Mo 3aBepLeHun WMdpoBaHUS camoydanseTcs.

BbipybaeT cnegyoLimne npouecchbl:
fdhost.exe, fdlauncher.exe, MsDtsSrvr.exe, msmdsrv.exe, mysql.exe, ntdbsmgr.exe,
oracle.exe, ReportingServecesService.exe, sqlserv.exe, sqlservr.exe, sqlwrite,

Cnucok TunoB ¢annos, nogBeprarowmxcs WudpoBaHuIo:
9710 gokymeHTbl MS Office, OpenOffice, PDF, TekcToBble thainnbl, 6a3bl JaHHbIX,
doTorpadun, mysbika, Bngeo, dannsl 06pasos, apxusbl 1 np.
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Cnucok ncknr4veHun-1:
.386, .ani, .bat, .bin, .cab, .cmd, .com, .cpl, .cur, .dll, .drv, .exe, .hlp, .hta, .ico, .key, .Idf, .Ink,
.msc, .msi, .msp, .nls, .ocx, .prf, .scr, .shs, .spl, .sys, .wpx

CnucoK NCKNYEeHUN-2:;

.386, .adyv, .ani, .bat, .cab, .cmd, .com, .cpl, .cur, .deskthemepack, .diagcfg, .diagpkg,
.diangcab, .dll, .drv, .exe, .hlp, .hta, .icl, .icns, .ico, .ics, .idx, .key, .Ink, .lock, .mod, .mpa,
.msc, .msi, .msp, .msstyles, .msu, .nls, .nomedia, .ocx, .prf, .ps1, .rom, .rtp, .scr, .shs, .spl,
.sys, .theme, .themepack, .wpx

Cnucok nponyckaemMbiX AUPEKTOPUM:

$windows.~bt, $windows.~ws, appdata, application data, Assemblies, boot, boot, Common
Files, Core Runtime, google, intel, Internet Explorer, Microsoft Analysis Services, Microsoft
ASP.NET, Microsoft Help Viewer, Microsoft MPI, Microsoft Security Client, Microsoft Security
Client, Microsoft.NET, mozilla, msocache, Package, Package Store, perflogs, programdata,
Reference, system volume information, tor browser, Windows, Windows Defender, Windows
Kits, Windows Mail, Windows NT, Windows Photo Viewer, Windows Portable Devices,
Windows Sidebar, Windows Store, windows.old, WindowsPowerShell

dannbl, cBA3aHHbIe ¢ 3TMM Ransomware:
How to decrypt files.txt - HasBaHune danna c TpeboBaHMeEM BbIKyNa;
local.exe - HazBaHMe BpedOHOCHOro hanna.

PacnonoxeHus:
\Desktop\ ->
\User_folders\ ->
\%TEMP%\ ->

3anucu peecTtpa, cBA3aHHble ¢ 3TUM Ransomware:
Key created \REGISTRY\USER\S-1-5-21-2513283230-931923277-594887482-
1000_CLASSES\tohnichi_auto_file\shel\open\command rundll32.exe
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Set value (str) \REGISTRY\USER\S-1-5-21-2513283230-931923277-594887482-
1000_CLASSES\tohnichi_auto_file\shell\open\command\ =
"%SystemRoot%\\system32\\NOTEPAD.EXE %1" rundll32.exe

Key created \REGISTRY\USER\S-1-5-21-2513283230-931923277-594887482-
1000_Classes\Local Settings rundll32.exe

Key created \REGISTRY\USER\S-1-5-21-2513283230-931923277-594887482-
1000_CLASSES\Local Settings\Software\Microsoft\Windows\Shel\MuiCache rundll32.exe
Key created \REGISTRY\USER\S-1-5-21-2513283230-931923277-594887482-
1000_CLASSES\tohnichi_auto_file rundll32.exe

Key created \REGISTRY\USER\S-1-5-21-2513283230-931923277-594887482-
1000 CLASSES\.tohnichi rundll32.exe

Key created \REGISTRY\USER\S-1-5-21-2513283230-931923277-594887482-
1000_CLASSES\ohnichi_auto_file\shell rundll32.exe

Key created \REGISTRY\USER\S-1-5-21-2513283230-931923277-594887482-
1000 _CLASSES\Mohnichi_auto_file\shell\edit\command rundll32.exe

Set value (str) \REGISTRY\USER\S-1-5-21-2513283230-931923277-594887482-
1000_CLASSES\.tohnichi\ = "tohnichi_auto_file" rundll32.exe

Key created \REGISTRY\USER\S-1-5-21-2513283230-931923277-594887482-
1000 CLASSES\tohnichi_auto_file\shell\edit rundll32.exe

Key created \REGISTRY\USER\S-1-5-21-2513283230-931923277-594887482-
1000_Classes\Local Settings rundll32.exe

Set value (str) \REGISTRY\USER\S-1-5-21-2513283230-931923277-594887482-
1000 _CLASSES\ohnichi_auto_file\ rundll32.exe

Set value (str) \REGISTRY\USER\S-1-5-21-2513283230-931923277-594887482-
1000_CLASSES\tohnichi_auto_file\shell\edit\command\ =
"%SystemRoot%\\system32\\NOTEPAD.EXE %1" rundll32.exe

Key created \REGISTRY\USER\S-1-5-21-2513283230-931923277-594887482-
1000 _CLASSES\Mohnichi_auto_file\shell\open rundll32.exe

CM. Huxe pesynbratbl aHalMn30B.

MbloTeKcbl:
CM. HMXe pesyrnbTaTbl aHanm3oB.

CeTeBble NOAKIMIOYEHUSA U CBSA3M:
Tor-URL: hxxx://eghv5cpdsmujSe6tpyjkbicgq642hqubildfeyrfnglq3rmsqgk2zanid.onion/contact

Email: -

BTC: -

CM. HMKe B OBHOBRNEHUAX apyrve agpeca 1 KOHTaKThbl.
CM. HMXe pesyrnbTaTbl aHanmM3oB.

Pe3ynbraTbl aHann3oB:
MD5: d687eb9fea18e6836bd572b2d180b144
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SHA-1: 0e7f076d59ab24ab04200415cb35037c619d0bae

SHA-256: 863e4557e550dd89e5cale43c57a3fc1889145¢c76ec9787e97f76e959fc8e1e
Vhash: 015056655d155510f8z73hz2075zabz

Imphash: ¢8318053dac1b12c686403fde752954¢c

CTteneHb pacnpoCTpaHEHHOCTU: CpeaHAS.
MoapobHble cBeaeHust cobupatotea perynsipHo. lNpucbinante obpasupbl.

=== \CTOPUA CEMEW/CTBA === HISTORY OF FAMILY ===

=== BJIOK OGHOBJIEHUN === BLOCK OF UPDATES ===

BapwuaHT o1 7 niona 2021:

CoobuieHune >>

Pacwuenue: .artiis

Llenb aTaku: Artiis

3anncka: HOW TO RECOVER . TXT

TekcT B 3anncke OTNr4aeTcs TONbKO Ha3BaHMEM NocTpagallen KoMnaHum:

*k%

All files on A.R.T.I.S network have been encrypted due to insufficient security.

Tor-URL: hxxx://eghv5cpdsmujSe6tpyjkbicgq642hqubildfeyrfnglq3rmsqgk2zanid.onion/contact
dann: local.exe

Pesynbrathl aHanusos: |OC: VT, 1A

MD5: 1438557a2ce68d12cbd540d3d256¢583

SHA-1: 7edf16629b924e3f479eale82e91a32c54706489

SHA-256: 63fd08783dd07959fbdaadc26058a3b7e29¢1¢c7053b570989be352db9b541f36
Vhash: 015056655d155510f8z73hz2075zabz

Imphash: ¢8318053dac1b12c686403fde752954c

» O6HapyxeHus:

DrWeb -> Trojan.Encoder.34027

ALYac -> Trojan.Ransom.GarrantyDecrypt

Avira (no cloud) -> TR/AD.RansomHeur.hmjvc
BitDefender -> Gen:Heur.Ransom.REntS.Gen.1
ESET-NOD32 -> A Variant Of Win32/Filecoder.OHO
Kaspersky -> HEUR:Trojan-Ransom.Win32.Generic
Malwarebytes -> Ransom.FileCryptor

Microsoft -> Ransom:Win32/GarrantDecrypt.PAIMTB
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https://twitter.com/siri_urz/status/1413115280033779715
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Rising -> Ransom.Outsider!1.D74B (CLASSIC)
Symantec -> Trojan.Gen.2
TrendMicro -> Ransom_GarrantDecrypt.R002CODFG21

BapwuaHT ot 10 aBrycta 2021:
CoobuieHne >>

Pacwupenue: .herrco

Llenb ataku: HERRCO

3anucka: How to decrypt files.txt

Fomstas Damcutsbls infio

Pesyneratbl aHanunsos: |OC: VT, IA, TG

MD5: af8c28577e447bb43f80cc81c518d146

SHA-1: 206f2335b0d7e42553bac9841e67b7f3c8e2d645

SHA-256: 415321444d2ab732e84ff7acb4739e09827ee2fcc748d0fa1d7504bae1d133a3
Vhash: 015056655d155510f8z73hz2075zabz
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Imphash: ¢8318053dac1b12c686403fde752954¢c

» O6HapyxeHus:

DrWeb -> Trojan.Encoder.34027

BitDefender -> Gen:Heur.Ransom.REntS.Gen.1
ESET-NOD32 -> A Variant Of Win32/Filecoder.OHO
Malwarebytes -> Malware.Al.140777825

Microsoft -> Ransom:Win32/GarrantDecrypt.PAIMTB
Rising -> Ransom.Outsider!1.D74B (CLASSIC)
Symantec -> ML.Attribute.HighConfidence

Tencent -> Win32.Trojan.Filecoder.Lgfc

TrendMicro -> Ransom.Win32.GARRANTDECRYPT.SM

BapuaHT ot 26 okTa6psa 2021:

CoobuieHne >>

Pacwupenue: .mallox

3anucka: RECOVERY INFORMATION.txt

Email: israel@mailfence.com, mallox@tutanota.com

T

dannbl: ConsoleApp2.exe, AdvancedRun.exe
Pesynetathl aHanusos: |OC: VT, IA, AR

MD5: 315aaf1f0128e50999fd5b82949a9267

SHA-1: cf16a16a1865d444da3a9636cdc176fcc5b6¢c758
SHA-256: e5f20c03da31983648fca8c76f9be565e7d2fb13e2c5bc85da012d72e81dbf1c
Vhash: 23503675551140133811030

Imphash: f34d5f2d4577ed6d9ceec516¢c1f5a744

» O6HapyxeHus:

BitDefender -> IL:Trojan.MSILZilla.13190

DrWeb -> Trojan.Loader.892

ESET-NOD32 -> A Variant Of MSIL/Kryptik. ADHJ
Microsoft -> Trojan:MSIL/AgentTesla.KAIMTB
Symantec -> MSIL.Packed.9

Tencent -> Win32.Trojan.Ransom.Ctho

TrendMicro -> TROJ_GEN.R02CC0DJT21

BapwmaHT o1 27 Hos6pA 2021:
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CoobuieHne >>

Llenb ataku: BRG

Pacwupenue: .brg

®ann: 79wnbm97b.dlI

Tor-URL: hxxx://eghv5cpdsmujSe6tpyjkSicgq642hqubildfeyrfnglq3rmsgk2zanid.onion/*
Pesynbrathl aHanm3os: |OC: VT + TG + |IA

MD5: 99e949ddd57dbc19457eba5f235516f3

SHA-1: 99f9270e85ec53b8dada459279d30e8b169462c1

SHA-256: e351d4a21e6f455c6fcad1ed4c410c045b136fa47d40d4f2669416ee2574124b
Vhash: 015056655d155510f8z73hz2075zabz

Imphash: ¢8318053dac1b12c686403fde752954¢c

» O6HapyxeHus:

DrWeb -> Trojan.Encoder.34027

BitDefender -> Gen:Heur.Ransom.REntS.Gen.1

ESET-NOD32 -> A Variant Of Win32/Filecoder.OHO

Microsoft -> Ransom:Win32/GarrantDecrypt.PAIMTB

Rising -> Ransom.Outsider!1.D74B (CLOUD)

Symantec -> Ransom.CryptoTorLocker

Tencent -> Win32.Trojan.Filecoder.Hxgj

TrendMicro -> Ransom.Win32.GARRANTDECRYPT.SM

BapuaHT ot 16 nekabps 2021:

Llenb ataku: Architek

PacwupeHue: .architek

3anucku: How to decrypt files.txt

dann: share.exe

Pesynbratbl aHanusos: |OC: VT

MD5: 2acb21c02b38dad982d78ebff7cfa2d3

SHA-1: 7554362718f2ab0c85228372a0eca6928ee84b7d
SHA-256: af723e236d982ceb9cab63521b80d3bee487319655¢30285a078e8b529431c46e
Vhash: 015056655d155510f8z7312z2dz2075za1z17z
Imphash: 23aaf53347d1ff573792bd5165932149

» O6HapyxeHus:

DrWeb -> Trojan.Encoder.34933
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https://analyze.intezer.com/analyses/2e65bdde-66aa-4b0a-b555-02a311eff40f
https://1.bp.blogspot.com/-n4YUyY_FXYA/YaODq_TXfdI/AAAAAAAAbGA/vQSBU7ABEHUNrtQ5fsWpvt3om7BxrEH7gCLcBGAsYHQ/s955/note-27-11-21.jpg
https://www.virustotal.com/gui/file/af723e236d982ceb9ca63521b80d3bee487319655c30285a078e8b529431c46e/detection

BitDefender -> Gen:Heur.Ransom.REntS.Gen.1
ESET-NOD32 -> A Variant Of Win32/Filecoder.OHO
Microsoft -> Ransom:Win32/GarrantDecrypt.PAIMTB
Rising -> Ransom.Outsider!1.D74B (CLOUD)
TrendMicro -> Ransom.Win32.GARRANTDECRYPT.SM

=== 2022 ===

BapuaHT ot 5 aHuBaps 2021:

CoobuieHne >>

Pacwupenue: .mallox

3anucka: RECOVERY INFORMATION.txt

Email: recohelper@cock.li, mallox@tutanota.com

dann: hbatka.exe

Pesynetathl aHanm3os: |OC: VT + JA + TG

MD5: a765dbcbac57a712e2eb748fe6fd5e7c

SHA-1: 59¢51f9d5f699b6aabb3e37fcd93da87ce79d815
SHA-256: 7e6cd2bf820d81c9389¢549cfe482bcdb1b57c5f39d53b63cd1efb79699e7aeb
Vhash: 2740365555111083340010

Imphash: f34d5f2d4577ed6d9ceec516¢c1f5a744

» OBHapyxeHus:

BitDefender -> Trojan.GenericKD.38452928

DrWeb -> Trojan.Siggen16.26133

ESET-NOD32 -> A Variant Of MSIL/TrojanDownloader.Agent.JXX
Malwarebytes -> Ransom.Mallox

Microsoft -> TrojanDownloader:MSIL/MalloxAgent!MTB
Symantec -> MSIL.Downloader!gen7

Tencent -> Msil. Trojan-downloader.Agent.Lmkj

TrendMicro -> TROJ_FRS.0ONA103A622

BapuaHT o1 25 auBapsa 2022:
CoobuieHve >>

PacwwupeHue: .exploit

3anucka: RECOVERY INFORMATION.txt
Email: newexploit@tutanota.com
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https://twitter.com/fbgwls245/status/1478668576697774080
https://blogger.googleusercontent.com/img/a/AVvXsEhjZ0YZtqQOha-HW509R0WQE4meUyZdHbAWmWvWD1lL81z4_GPqdedv_bh1-5iYefIDU73PZKzv7Q_mz0k3AyKNfgNGKL_GLR8oaqvPLsiy-MAtPMV3ME-Tt1snWR7Ot_ltLj4kZPgOvOYkx-wADJu2mbSUrgaIRDYrTox7uzUVgjy2moze_iC4yAJL=s882
https://www.virustotal.com/gui/file/7e6cd2bf820d81c9389c549cfe482bcdb1b57c5f39d53b63cd1efb79699e7ae6/detection
https://analyze.intezer.com/analyses/0cd2dfa1-83b7-42d3-b0ec-4c9c55565fef
https://tria.ge/220105-lxw84sabh4
https://twitter.com/fbgwls245/status/1485973082095321091

Pesynbratbl aHannsos: VT + TG + A

MD5: 1f6297d8f742cb578bfa59735120326b

SHA-1: ffeeca213cad5c2a139fc0dc0dc6a8e6d3df7b17
SHA-256: 3f843cbffeba010445dae2b171caaa99c6b56360de5407da71210d007fe26673
Vhash: 015056655d15551138277122dz2065za1z17z
Imphash: 1¢c1a27cb29df6923d860b330c9f7a54f

» OBHapyxeHus:

BitDefender -> Gen:Heur.Ransom.REntS.Gen.1

DrWeb -> Trojan.MulDrop19.15312

ESET-NOD32 -> A Variant Of Win32/Filecoder.OJC
Malwarebytes -> Ransom.FileLocker

Microsoft -> Ransom:Win32/GarrantDecrypt.PAIMTB
Rising -> Ransom.Outsider!1.D74B (CLOUD)

Symantec -> Downloader

Tencent -> Win32.Trojan.Filecoder.Eaxm

TrendMicro -> Ransom.Win32.NEWEXPLOIT.THBOBBB

BapuaHT ot 14 cheBpansa 2022:

CoobuieHve >>

PacwmpeHue: .carone

3anucka: How to decrypt files.ixt

Tor-URL: hxxx://jnjorcburoayrwfrmng3czngju76wdjyuyufqaep6joutvidohuh24ad.onion/contact

Pesynbratel aHanusos: |OC: VT + TG

MD5: ed2fd6050340ecc464621137c7add3ad

SHA-1: 07adc67a3c72e76127ced9c0d72cea32b40d5¢c55

SHA-256: 53d606ea6cea8fba9cadfdd1af4d11c1212ad20678cd22a43697c4b8e9b371162
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https://blogger.googleusercontent.com/img/a/AVvXsEi3wZB7pBVysPiHN5ZJ4xW-RtZ5KOmEswlgKGwytsaGCIwlEDweUarN0vWq5ECCWlzlxFcI2ibbMB2r3tMiI2lSgMTmDRMQ-dYh0uszN1n2aXaMJS4dvd1c3F3GQzCDlkyBeju0wilC10HWMMurCLiYhfyGn0DvXd66dHfjA7OuHtCg4Pz5QHpQbahm=s1054
https://www.virustotal.com/gui/file/3f843cbffeba010445dae2b171caaa99c6b56360de5407da71210d007fe26673/detection
https://tria.ge/220125-q1geaaghd5
https://analyze.intezer.com/analyses/73edb891-7467-4968-97ec-1cc4fb5268be
https://twitter.com/fbgwls245/status/1493434130431823872
https://blogger.googleusercontent.com/img/a/AVvXsEh_TxjsERFtRk4xVqdmMtOUWxiC4bABzOlY2yuaIR-S8z2FSt_j_3Eol4k3gyIv-tThhHvlvNRpg1wNoEDlSbL8HYotFS_gxVBzC_wuigELvltpud0O7rPdp9Rea1bpvttNq1WMA7e_c4hJpru4vxVOvuKVp95-h9mWgSz0oy_y_EUnqkwGg6jiVR1M=s1004
https://www.virustotal.com/gui/file/53d606ea6cea8fba9ca4fdd1af411c1212ad20678cd22a43697c4b8e9b371f62/detection
https://tria.ge/220215-c5e55acbcm/behavioral1

Vhash: 015056655d155510f8z7312z2dz2075za1z17z
Imphash: 23aaf53347d1ff573792bd5165932149

» O6GHapyxeHus:

DrWeb -> Trojan.Encoder.34933

BitDefender -> Gen:Heur.Ransom.REntS.Gen.1
ESET-NOD32 -> A Variant Of Win32/Filecoder.OHO
Microsoft -> Ransom:Win32/GarrantDecrypt.PAIMTB
Rising -> Ransom.Outsider!1.D74B (CLOUD)

Tencent -> Win32.Trojan.Filecoder.Akyx

TrendMicro -> Ransom.Win32.GARRANTDECRYPT.SM

BapwuaHT ot 20 cheBpans 2022:

CoobuieHve Ha chopyme >>

PacwupeHue: .avast

3anncka: RECOVERY INFORMATION.txt

Email: mallox@tutanota.com, recohelper@cock.li
PesynbraTthl aHanusos: VT + AR

BapuaHT ot 23 dheBpansa 2022:
CoobuieHne >>

PacwmpeHue: .consultransom

3anucka: RECOVERY INFORMATION.txt
Email: consultransom@tutanota.com

» CoaepXaHue 3anmncku:
YOUR FILES ARE ENCRYPTED !!!
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https://www.bleepingcomputer.com/forums/t/763499/targetcompany-ransomware-support-topic/?p=5323531
https://www.virustotal.com/gui/file/937e8cf5c406f171696985b30f88d3e91f1d6c69e7489e2e4ea2609c641f7bd9/detection
https://app.any.run/tasks/5bbe280d-4bf6-4526-bac6-04e8c84ad7fd/
https://blogger.googleusercontent.com/img/a/AVvXsEgnh2wNOo_Ehyx5OY3NxDK5Zkm_nKb84E9sf6av9x5z-_jt3BfuPfhRQu7bvIxzgCwSoUNaPU52ld70Xylw7TGSItTrMv_heZd5nlmBNcyujmZOoKCNwH8pBGQwqw_WzPMjypvlogJljRH6v280WugtpZgtPV2syXnPLnXrRoFIYfeo-REARndE6Ouf=s1007
https://twitter.com/Kangxiaopao/status/1496432583831592963
https://blogger.googleusercontent.com/img/a/AVvXsEgtb_aae51j3PjRm6i2D3I59BwRwsp7HWusQGimPC5yAIpGMtp_btbV3QXlbYsff_4CWqT7AcslshVmtK992v5mgxVVDKKh826Nkw6ZTgle7vJGAjLYrzbQjkwwAIAh0eXc_oXEbaQbnS6LE82PrTRNMMeWf1V_u9hmgAlRsJI424RiaFhZVt3xxqru=s904

TO DECRYPT, FOLLOW THE INSTRUCTIONS:

To recover data you need decrypt tool.

To get the decrypt tool you should:

1.In the letter include your personal ID! Send me this ID in your first email to me!

2.We can give you free test for decrypt few files (NOT VALUE) and assign the price for
decryption all files!

3.After we send you instruction how to pay for decrypt tool and after payment you will receive
a decryption tool!

4.We can decrypt few files in quality the evidence that we have the decoder.
CONTACT US:

consultransom@tutanota.com

consultransom@protonmail.com

YOUR PERSONAL ID: ***

Pesynbtathl aHanm3os: |OC: VT + JA + TG

MD5: 8e4fa69d87a6d3c6d7e6c699b25cc2ab

SHA-1: e5981cfe6ded85b01b10f4b2a5fc2f8537a63b31

SHA-256: 6a0d713e89b61a8709f8d55e19631ec31370d87880a478704609eee78ccd3c18
Vhash: 015056655d155561382722z2dz2061z11za1z17z

Imphash: 7d1a1ba7b3fa066ca05e323a7d526151

» OBHapyxeHus:

DrWeb -> Trojan.Encoder.34991

BitDefender -> Gen:Heur.Ransom.REntS.Gen.1

ESET-NOD32 -> A Variant Of Win32/Filecoder.OJC

Microsoft -> Ransom:Win32/GarrantDecrypt.PAIMTB

Rising -> Ransom.Outsider!1.D74B (CLOUD)

Symantec -> ML.Attribute.HighConfidence

Tencent -> Win32.Trojan.Filecoder.Eckt

TrendMicro -> Ransom_GarrantDecrypt.RO02CODBN22

BapwuaHT ot 7 mapTta 2022:

CoobuieHne >>

PacwupeHue: .devicZz

3anuckn: HOW TO RECOVER.TXT, RECOVERY INFORMATION
Email: deviceZz@mailfence.com

» CoaepxaHue 3anmncku:

YOUR FILES ARE ENCRYPTED !

TO DECRYPT, FOLLOW THE INSTRUCTIONS:

To recover data you need decrypt tool.

To get the decrypt tool you should:

1.In the letter include your personal ID! Send me this ID in your first email to me!
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https://www.virustotal.com/gui/file/6a0d713e89b61a8709f8d55e19631ec31370d87880a478704609eee78ccd3c18
https://analyze.intezer.com/analyses/35cd9fb4-4da1-4f70-a95c-a898be4f0531
https://tria.ge/220224-g66fxsdddj/behavioral1
https://www.bleepingcomputer.com/forums/t/763499/targetcompany-ransomware-support-topic/?p=5330550

2.We can give you free test for decrypt few files (NOT VALUE) and assign the price for

decryption all files!

3.After we send you instruction how to pay for decrypt tool and after payment you will receive

a decryption tool!

4.We can decrypt few files in quality the evidence that we have the decoder.
CONTACT US:

deviceZz@mailfence.com

YOUR PERSONAL ID: ***

BapuaHT ot 7 masa 2022:

CoobuieHve >>

PacwupeHue: .acookies

3anucka: RECOVERY INFORMATION.txt

Email: acookies@tutanota.com, acookies@onionmail.org

BapuaHT ot 17 mas 2022:

CoobuieHve >>

PacwupeHue: .bozon3

3anucka: RECOVERY INFORMATION.txt

Email: mallox@stealthypost.net, recohelper@cock.li

=== BJIOK CCbIJTOK n CITACUBOK = BLOCK OF LINKS AND THANKS ===
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https://www.bleepingcomputer.com/forums/t/763499/targetcompany-ransomware-support-topic/?p=5357035
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEg-FE7ekuElOomnUWi74j4aZaQzea_KbIxVaZIfNnKL7Sn9Kj3iaCm8Adxj8YnmJkcXTrrg8UmjiKrfAWjklQcacEM2UjEsVOk3h9R9vwmLhWwHqsBdtxfG-KgCWlgJzyKxHZvjjYw3AIatCDNzrWlmhgduPKXNrvzGn4NVeHHGtyf5-L06psZ5SIwk/s869/7-5-22.png
https://www.bleepingcomputer.com/forums/t/763499/targetcompany-ransomware-support-topic/?p=5361285
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhryZNc4aL9QmoleeeBDM30rpoc3T9THrSGjdVvCpMB_IspENJBjDqQfU04lsGg4RqcsqSybmFAMOnQg-uDYvTpfCGqY5jMWFcr9J59kIEReltSoi_ksV68KzL9mVnH2934Fra2XTSB48wHv-lDko6QJJ22DJBzIGGqj3POrq6L1mRoCN9C8g_fLV94/s973/note-17-5-22.png

http” Read to links:
iz

Message + Message + myMessage
Write-up, Topic of Support

*

BHumaHue!

UNLOCK

B HEKOTOpbIX cryyasx ¢alinbl MOXHO pacwuuepoBaTh.

MunMTe No 3TOI CcChiKe K Malkay [xunnecnu >>
* k%

Wnn ckavainTe pgewundpoBwmk oT Avast MO cchiike >>
PacwndpoBka 419 BapmaHTOB C pacuumpeHuamn: .mallox, .exploit, .architek, .brg

dnwls0719, S!Ri, Michael Gillespie
Andrew Ivanov (article author)
Company Avast

to the victims who sent the samples

© Amigo-A (Andrew lvanov): All blog articles. Contact.
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https://4.bp.blogspot.com/-auXtVCbM-_s/V7wer_MI-ZI/AAAAAAAABMY/gPrqZf_4HZMXPrzSgoOFy_6aVWHT0IiVwCEw/s1600/address2.png
https://twitter.com/fbgwls245/status/1405052491465564162
https://www.bleepingcomputer.com/forums/t/763499/targetcompany-ransomware-support-topic/?p=5291212
https://twitter.com/Amigo_A_/status/1406527797426806786
https://1.bp.blogspot.com/-eUDaWlGmgJQ/WZMKlrJUISI/AAAAAAAAGb4/pFWka_el0m4zNCp1sWRL4e57LzN5VXV1ACPcBGAYYCw/s1600/unlock3.png
https://twitter.com/demonslay335
https://decoded.avast.io/threatresearch/decrypted-targetcompany-ransomware/
https://1.bp.blogspot.com/-dKH21b0Rez8/V7wlH7UufMI/AAAAAAAABM4/9dz-mLgRy4sAnOJVa-qLHY7MMMJDzoNUQCLcB/s1600/big-thanks2.png
https://id-ransomware.blogspot.com/p/contact.html

