[RE022] Part 1: Quick analysis of malicious sample
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Committee
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Through continuous cyber security monitoring, VinCSS has discovered a document
containing malicious code with Viethamese content that was found by ShadowChaser
Group(@ShadowChasing1) group. We think, this is maybe a cyberattack campaign that was
targeted in Vietnam, we have downloaded the sample file. Through a quick assessment, we
discovered some interesting points about this sample, so we decided to analyze it. This is
the first part in a series of articles analyzing this sample.
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Y BAN RIEM TRA TREUNG UONG

File Name: Théng cdo béo chi Ky hop thir nhéat cia Uy ban Kiém tra Trung wong khoa
Xlll.docx

SHA-256:
6f66faf278b5e78992362060d6375dcc2006bcee29ccc19347db27a250f81bcd

File size: 23.51 KB (24072 bytes)

File type: Office Open XML Document

Extracting this .docx file and examining the extracted .xml files, we discovered that this
.docx file was created and modified on Kingsoft Office software, which is a popular word
processing and document creation in China.

1/7


https://blog.vincss.net/2021/05/re022-part1-quick-analysis-of-malicious-sample-forging-the-official-dispach-of-the-Central-Inspection-Committee.html
https://twitter.com/ShadowChasing1/status/1395274704366145539?s=20
https://1.bp.blogspot.com/-OyCkuk3lIrw/YKsCK8QbtwI/AAAAAAAACbk/ZHXt9P8vE2QkjNcRW2J5hb39G4orOvY4ACNcBGAsYHQ/s779/image1.png
https://www.virustotal.com/gui/file/6f66faf278b5e78992362060d6375dcc2006bcee29ccc19347db27a250f81bcd
https://www.wps.cn/

encoding="UTF-8" ¢ >
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spid="_x0000_s1026" textRotate="1"

We found KSOProductBuildVer = 2052-11.1.0.10228. Search by this value, we guess it
could be Kingsoft Office 2019 version.
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The advantage of this technique is that when the user open the file, it will automatically

download the Main.jpg file from the address hxxp://45[.]121[.]146[.]88/Apricot/Main.jpg.
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Downloading f45.121.

-=2021-05-21 22 5;—— http: 5.121.146.83/Apricot/Main. jpg
Connecting to 45.121.146.88: .. connected.

HTTP request sent, awaiting response... 200 OK

Length: 345602 (33 [image/jpeg]

Saving to: "Main.j

Main. jpg

2021-05-21 17:22:5 :58 (169 KB/s) -

Main.jpg is an RTF file:
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Accordlng to our anaIyS|s experlence these RTF flles are often used to epr0|t vulnerabllltles
in Equation Editor. Check the file with rtfobj:
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format_id: 2 (Ewmbedded)
class name: b'Package'
data size: 145596

OLE Package object:
Filename: '5.1:'

Source path: 'D: R\aherS.t'
Temp path = "C:\\User ~1% N ta".."'v.LuLa'I WWTempi )\ o
MD5 = 'B846dd3d49090F0 '

+
l]ﬂﬁtF O7h |format_id: 2 (Emhadded)
class name "Equation. 2%x00%x124vx\x90\x124VxvT2 "'
data s1ze: 83
MDY = '

|0004FAT7Dh [Not a well-formed OLE object
m—mm———————— o e o

Based on the results in above picture , we can determine that when executing the Main.jpg
file, it will drop the 5.t file into the % Temp% directory, through exploiting the vulnerability in
the Equation Editor to execute the shellcode, and then decode 5.t and execute this file. At
this point, there are two methods to decode 5.t:

¢ Method 1: use rr_decoder.
Use rtfobj to extract 5.t.

aving file from OLE Package in cbject #0:
Filename = '5.t°
Source path = 'D:\\abc\\5.t'
Temp path = 'C:\\User MINI~1\\AppData\\Local\\Temp\\5.t"
saving to file Main.jpg 5.t
md> 846dd3d49090f0f2bc/410e058a5dd46

“Wsers\REM>rr_decode.py Main. jpg_5.t 5t_decoded.bin
!] Type [4daZeeb/] is Detected!
Decoding. ..
] Complete!

Method 2: Let’s the malware to perform its task by opening the RTF file, it will decrypt
the 5.t payload and create a scheduled task to execute this file:
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Check the decrypted file
(d198c4d82ebad2cc3ae512e4a1d4ce85ed92f3e5fdff5c248acd7b32bd46dc75), this is a dll
file with the original name Download.dll. This file has only one exported function which is
StartW:

Offsst Wam i Il aning
a
FFFFFFFF Sunday, 07027106 06:28:15 UTC
(1]
o

Dioseandoad il

ctions [ 1 entry |

Ovdlinal Function RVA Marme RV A& Hame Forsarder
1 Startiy

Through examining the Download.dll file, we see it was built with Visual Studio 2019, linker
version 14.28. TimeDateStamp at build time is Thursday, 01.04.2021 01:59:48 UTC. This
value is consistent in TimeDateStamp in FileHeader and Debug Info, type ILTCG.
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Offset Mame Yalue Meaning

1F1ED Characteristics 0
1F1E4 TimeDateStamp 60652914 Thursday, 01.04.20217 01:5%:48 UTC
1F1EB Majorifersion 0
1F1EA MinorVersion )]
1F1EC Type E ILTCG
1F1HD SizeOfData 0
1F1F4 AddressOfRaw... 0
1F1F8 PointerToRawD... 0
Offset Mame Value Meaning
10C Machine 14c Intel 386
10E Sections Count 5 5
10 Time Date Stamp B0E52914 Thursday, 01.04.2027 01:59:48 UTC
114 Ptr te Symbol Table 0 0
18 Murn. of Symbaols 0 0
1C Size of OptionalHeader &0 224
v 11E Characteristics 2102
2 File is executable (i.e. no unresolved externel references).
100 32 bit word machine,
2000 File is a DLL.

RichID information identified that the version of Visual Studio 2019 that the hacker is using is
16.8. The current version of Visual Studio 2019 is 16.9(.6).

Ecomp.id Counter ¥erson  Tool Toolset

0xD 1027297 1 14.28, 79335  Linker, Link VE 2019 16.8
QuOFF7297 1 14.28,2933F CVTRES, RES to COFF V5 2019 16.8
0wl 1007297 1 14.28.39335 Linker, Exports in DEF fie VE 2019 16.8
0x0 1097297 8  19.28.79335 UTC L, C++ 081 (LTCE) VE 2019 16.8
D000 10000 133 IAT Entry

0wl 1015358 17 141526715 Linker, Import Library VS 2017 15.8
01037 16E 200 142879118 MASM, ASM COFF VS 2019 16.8
0104716 15  19.28.29118 UTC a1, C COFF V5 2019 16.8
0wl 1057 1BE 39 19.28. 29113 "'UTC L, C++ COFF VS 2019 16.8
o) 10068 58 1 19.15.26715 UTCCL, CIL to C COFF V5 2017 15.8
0wl 10495858 18 191526715 UTC O, COOFF V5 2017 15.8
0xl 1056358 148 19.15.26715 UTC QL C++ COFF VS 2017 15.8
(103595 10 14.15.26715 MADM, ASM CORF V5 2017 15.8

During the analysis of this Download.dll file, we discovered indicators of the same code
base, reused from a previous campaign of an APT Panda group that was targeted in
Vietnam. The decoy document of that campaign is Dt-CT-cua-TTg.doc. Dt-CT-cua-TTg.doc
file is also an RTF file, which also takes advantage of Equation's bug to execute shellcode
and drop the first stage payload. For more information please read here.

In the next part, we will analyze Download.dll file in detail, showing the similarities in the
source code in this file and other PE files in the later payloads of the above campaign
analysis.

Click here for Vietnamese version.
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