Three major hacking forums ban ransomware ads as
some ransomware gangs shut down
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In the aftermath of the Colonial Pipeline ransomware attack, the underground cybercrime
ecosystem is reshuffling, with ransomware gangs becoming pariahs.

Three hacking forums have now banned ransomware ads, three ransomware leak sites have
gone down, and two other ransomware groups have announced plans to stop operating in
public and go “private.”

The news comes after US President Joe Biden hinted last week in press conferences that
the US would take action against ransomware gangs after the Colonial cyberattack shut
down a major pipeline that transported fuel for around 45% of the US East Coast, prompting
the US to trigger a rare state of national emergency.

Hacking forum bans

The first to crack under this pressure were the hacking forums, places where criminal gangs
gather to advertise services, find partners, or share knowledge.

In a post from the site’s admin calling the ransomware community greedy and toxic, XSS
was the first forum to ban ransomware ads last week.
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No more ransom! Banning lockers on the forum

Tracl

No more ransom! Friends, on our forum lockers (Ransomware) and everything connected with them are_prohibited . Namely:

» Ransomware affiliate programs;
* Ransomware rental;
« sale of lockers (ransomware software);

All topics matching this rule will be removed. Fortunately, only a few of them were found.

More detailed 1

t's not a secret for anyone, | personally don't like lockers, w ew lockers are technically interesting. Most of them (not all) are mediocre technical tools,

The main purpose of the DaMaGeLak forum is k
make money. The goals are not the same. No, o

wledge. We are 2 technical forum, we learm, research, share knowledge, write interesting arti The goal of Ransomware is just to
urse, everyone needs money, but not to the detriment of basic aspirations. We are not a market or a marketplace.

Degradation on the face. Newbies open up the media, see some crazy virtual millions of dallars that they will never get. They don't want anything, they don’t learn anything, they don't
code anything, they just don't even think, the whole essence of being comes down to “encrypt - get §". They just run to github, look for locker sorts there and run to encrypt
everything they see. Since our forum is aimed at beginners, this factor is important to us.

Too much PR. Lockers {ransom) have accumulated a critical mass of nonsense, nonsense, hype, noise. When you meat the " Professic
you are in the looking gla r just crazy. Moreover, 90% of this madness was created artificially, feeding this hype. Those who make good m
ntermediaries, media, etc)

Ra tiator *, you understand that

oise (exchanges, insurance,

Policy and hazard level. Peskov is forced to make &
unpleasant phenomena - geopolitics, extortion,

cuses 10 our overseas “friends” - this is some kind of nonsense and exaggeration. The word ranso was equated with a number of

nment hacking. This has become dangerous and toxic

Lockers will exist for a long time. This phenomenon was too loudly promoted.
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A day later, the admins of the Exploit forum issued a similar ban, followed a few hours later
by the operators of the RAID forum.

Remove affiliate programs of lockers from the forum.

By admin

admin
<forum.status=
sssesssese Good day,
We are glad to see pentest specialists, coders.
But lockers are not happy, they attract a lot of attention. The very type of activity is not pleasant to us in view of the fact that everything is located in a row, we
do not consider it advisable to be present on our forum, partner programs of lockers.
Admin It was decided to remove all affiliate programs and prohibit them as a type of activity on our forum
& 1136
4 All topics related to lockers will be deleted.
Joined

Activity + Quote ﬂ =]
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Ransomware i nned on RaidForums New Reply
by moot - May 14, 20: X

dying to live

Cool Guys [Matrix Room]
ADMINISTRATOR ISAID

219
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Mar 2015

6 YEARS OF SERVICE
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The three sites are today’s top destinations for most cybercrime groups and where,
historically, ransomware gangs have posted and maintained forum threads advertising their
services and looking for partners.

While XSS and Exploit hosted ads for the larger ransomware gangs, RAID usually hosted
ads for ransomware groups entering the scene, which used the forum to create a reputation
before moving to the larger XSS and Exploit.

Ransomware gangs scatter

But the forum bans on ransomware ads also signaled to ransomware gangs that their
operations had crossed a line, and they reacted accordingly.

The first to go was Darkside, the ransomware gang that orchestrated the Colonial Pipeline
attack. In a message posted on their website, the group said they lost control of some of their
servers and some of the money they gathered from ransom payments.

While it is unclear if the group had servers taken down by US authorities or if the group
performed an “exit scam,” the group has abandoned its operations. Ironically, in a report
published on Friday, security firm Advancedintelligence said that even if the Darkside group
tried to stay under the radar more than any other ransomware gang, they failed by hitting the
wrong target in Colonial.

But by that time, the ball got rolling. With the XSS and Exploit bans in place and with
Darkside disappearing, other gangs took the hint.

Hours after Darkside went down, the operators of the REvil and Avaddon ransomware
strains announced major changes to operations. In posts spotted by McAfee’s John Fokker,
the two ransomware gangs said they planned to stop advertising on forums altogether and
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enter a “private” state, where they work with existing partners and through recommendations.

In attempts to avoid pressure from law enforcement, both groups also posted messages
online claiming that they will not attack sensitive social sectors like healthcare, educational
institutes, and the government networks of any country. However, if they’ll stick to these rules
remains to be seen.

UNKN
gigabyte
T In connection with recent events in the USA , sorry to be blunt , DarkSide Ransomware , quote from the previously named PP:
U Quote
Since the first version, we have promised to speak honestly and openly about problems. A few hours ago, we lost access to the public part of our infrastructure, namely:
Blog.
Seller = = -
© 30 ayment server.
DOS servers.
Jolned MNow these servers are unavailable wia SSH, the hosting panels are blocked. Hosting support, apart from information "at the request of law enforcement agencies®, does not provide any other
information.
Also, 2 Tew hours after the withdrawal, funds from the payment server (ours and clients’) were withdrawn te an unknown address.

we are forced to introduce new significant restrictions:

1. Work in the sodial sector (health care, educational institutions) is prohibited ;

2. It is forbidden to work on the gev- sector (state) of any country;

3. Before the spacer, the target |s agreed with the PP administration: write the description of the target, its website, zoom Info, etc., etc .}

For violation of the rules, we kick and give out desh for free,
Adverts of closed affiliate programs (of which there are already two):
Added 3 domains. No more. Due to the policy of the forums, most likely all the ranom topics will be deleted and we will also go into private. Be a little more active.

Contact in PM.

Edited 3 hours ago by UNKN

+  Quote &=
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Avaddon Pasted: 4 hours ago (changed)
megabyte
aee Due to the current situation in the US, we make some adjustments:
1. It is forbidden ta work in the CIS countries (AZ, AM, BY, KZ, KG, MD, RU, T1, UZ, UA, GE, TM)
1. Prohibited from work in the public sector, health care, educational institutions, charitable organizations.
3. Before processing the target, you need to agree on it with the Administration of the PP in the ticket.
Seller For violation of these rules, the account is deleted!

O one
54 posts Changed 1 day ago by Avaddon
Registration

Virology / malware *  Quote )
activity
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But REvil and Avaddon went private because they had a large network of affiliates
(collaborators) with which they could work and continue carrying out attacks.

Smaller groups that didn’t have similar partnerships didn’t have this option. So, over the
weekend, two ransomware gangs—Ako (Razny) and Everest—appear to have chosen to
shut down.

No, | noticed the extortion site for Everest ransomware go down yesterday, but | wasn't
sure if it was offline or just flaky bulletproof hosting. Yesterday | was getting some weird
Google CAPTCHA stuff for AKO/RANZY, now nothing. | think we have...a thing.
https://t.co/P52XaNSpXo pic.twitter.com/EKeA1seEvv

— Allan “Ransomware Sommelier ¢ ” Liska (@uuallan) May 16, 2021
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While this reporter was told by several industry sources that there are attempts to take down
some of these group’s sites, the Ako site shutdown appears to be voluntary, as the gang’s
former site purposely redirected users to Google rather than go down as the Darkside and
Everest ones.

Ransomware gangs to move into the shadows

Although some ransomware gangs appear to have now ceased operations, things are not,
however, this positive. Security experts fully expect that the individuals behind these
operations to continue operating in the cybercriminal underground.

Even if ransomware ads are now banned, the aforementioned forums also host ads from
“initial access brokers,” which sell access to “hacked networks.”

This is important because, for the past year, ransomware gangs and initial access brokers
have partnered and worked to orchestrate attacks together.

Just because the forums have now banned ransomware ads doesn’t mean that ransomware
gangs won’t continue operating on these forums, and they won’t reach out to initial access
brokers in private and continue their partnerships, as before.

The only thing the ransomware ad ban did was to push ransomware gangs more into the
shadows. They don’t intend to go away. The monetary rewards are just too big, and further
disruption in their ecosystem is needed, and, as some experts have suggested, more
pressure needs to be applied to the cryptocurrency financial entities that often help these
groups launder their profits.

Catalin Cimpanu is a cybersecurity reporter for The Record. He previously worked at ZDNet
and Bleeping Computer, where he became a well-known name in the industry for his
constant scoops on new vulnerabilities, cyberattacks, and law enforcement actions against
hackers.
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