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Lawrence Abrams

By

Lawrence Abrams

« May 13, 2021
. 09:48 PM
.2

One of the most popular Russian-speaking hacker forums, XSS, has banned all topics
promoting ransomware to prevent unwanted attention.

XSS is a Russian-speaking hacking forum created to share knowledge about exploits,
vulnerabilities, malware, and network penetration.

With the rise of ransomware, Ransomware-as-a-Service (RaaS) gangs, such as REuvil,
LockBit, DarkSide, Netwalker, Nefilim, have increasingly been using the forum to enlist new
affiliates/partners to their operation.

After DarkSide encrypted Colonial Pipeline and disrupted the U.S. fuel pipeline's operation,
law enforcement and security researchers have been increasingly scrutinizing the
ransomware gang and sites that promote it.

1/4


https://www.bleepingcomputer.com/news/security/popular-russian-hacking-forum-xss-bans-all-ransomware-topics/
https://www.bleepingcomputer.com/author/lawrence-abrams/
https://www.bleepingcomputer.com/news/security/largest-us-pipeline-shuts-down-operations-after-ransomware-attack/

In a forum post discovered by Advanced Intel's Yelisey Boguslavskiy, the owner of the XSS
hacking forum, known as 'Admin,' posted today that forum topics promoting ransomware are

no longer allowed at the site.

()
admin &

#root

Peructpauma:  12.11.2004

CoobLeHms: 1661
PewieHns 1
Peakuuu: 2556

4 Q

Ceroana B 18:38 % N

No more ransom! [Ipy3bs, y Hac Ha Gopyme 3anpeLlleHbl JOKepPbl (Ransomware) 1 BCe, UTO € HUMK CBA3aHO. A UMEHHO!

® napTHepckMe nporpammel Ransomware;
e apeHaa Ransomware;
e npojaxa NoKepoB (ransomware cogT);

Bce Tembl, NoAnaaatolLve MO 3To NpaBuno, 6yayT yAaneHsl. K cuacTbio, kx 06Hapy>KMNOCh BCETO HECKONBKO.

Bonee pasBepHyToe 06bsAcHeHUe. [pUuMHbI.

Hu AN KOTO He CeKpert, AMUHO A He B NoKepsl, NoYeMy? Mano NOKepos TEXHWYECKN MHTEepecHbl. B OCHOBHOI Macce (He Bce) - 370 nocpeacTBeHHs e
TEeXHWYEeCKME MHCTPYMEHTDI.

OcHoeHan uenb cywecreoeanna opyma DaMaGelaB - 310 3HaHua. Mbl - TexHuuecknii GOpyM, Mbl YUMMCA, NCCAeAyeM, ASNMMMCA 2HAHWAMM, MULLEM
MHTEpecHble cTatky. Liens Ransomware - 370 Tonbko auwb 3apabotok. Llean He cosnagator. HeT, KOHEUHO e, AEHbLIN HYXHbI BCEM, HO HE BO BPEA OCHOBHBIM
cTpemaeHuaM. Mel Belb - He PhIHOK W He MapKeT naoLaaxa.

,ﬂerpaﬂ,aumﬂ Ha muo. Hoewuku OTKpbLIBAKOT CMV', BWAAT TaM Kakue-To GE‘EyMHbIE BUPTya/ibHble MWAAWOHLI A0N1NAap0B, KOTOPbLIX OHW HWKOrAa He NoAy4ar.
HWYEro He XOTAT, HUYEMY HE YYaTCA, HMHETO HE KOAST, Aaxe MPOCTO He AyMaroT, BCA CyTh BLITMA CBOANTCA K "3awmdpyi - noay4m $". Oxum npocto GeryT Ha
github, WLyT Tam copLbl NoKepoE 1 BeryT WWdPOBaTL BCe, UTO BUAAT. [TOCKONLKY Hall GOPYM OPUEHTUPOBAH Ha HOBWUKOE, Ham 3TOT GaKTop BaxeH.

Canwkom MHOro nuapa. B nokepax (parcome) Habpanach kputuueckas macca bpega, epyHas, xaiina, wyma. Koraa sctpedaeiws "lNpodeccuto ParcomeapHsii
neperoecpwmnk” , NOHUMaellb, YTO Tl B 2a2ePKa/ibe MK NpocTo cowen ¢ yma. Mpu yem, 90% 3Toro cymaclecTena CO24a1M UCKYCCTBEHHO, NOANKUTEIEAA 3TOT
xalin. Te, KTO Ha 3ToM WyMe yAauHo zapabatbiBaeT (BUpPKK, CTPAXOBLIS, MOCPEAHUKY, MEeAMa U T.A.)

MonnTtnia M yposeHs onacHOCTK. MNeckoB BLIHY>KAEH ONPasabIBaThCA Nepea HallMMK 3a0KeaHCKUMK "apy3eamm” - 3T0 kakoi-To bpen 1 nepernb. Croso
PaHCOM YPABHAAM C LIENbIM PAAOM HEMPUATHLIX ABNEHWUH - reONONUTHKOR, BEIMOraTeNbCTEOM, rOCY1apCTBEHHBIMY B3NIOMaMI. 3TO CAOBO CTaA0 ONacHsIM U

TOKCUYHbLIM

Jlokepel elle 4oaro byayT cyliecTeoeats. CAMILKOM YK TPOMKO pacnuapuiu 310 ABNEHME.

Forum post banning ransomware topics
This post states that all "Ransomware affiliate programs", "Ransomware rental", and the
"sale of lockers (ransomware software)" are prohibited, and any existing topics will be

deleted.

The reason for the ban is that the owner feels that ransomware brings unwanted attention to

the site and "has become dangerous and toxic."

You can read a portion of the translated text below:
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https://twitter.com/y_advintel

"Degradation on the face. Newbies open up the media, see some crazy virtual millions
of dollars that they will never get. They don't want anything, they don't learn anything,
they don't code anything, they just don't even think, the whole essence of being comes
down to "encrypt - get $". They just run to github, look for locker sorts there and run to
encrypt everything they see. Since our forum is aimed at beginners, this factor is
important to us.

Too much PR. Lockers (ransom) have accumulated a critical mass of nonsense,
nonsense, hype, noise. When you meet the " Ransomvarny negotiator " Profession ,
you understand that you are in the looking glass or just crazy. Moreover, 90% of this
madness was created artificially, feeding this hype. Those who make good money on
this noise (exchanges, insurance, intermediaries, media, etc.)

Policy and hazard level. Peskov is forced to make excuses in front of our overseas
"friends" - this is some kind of nonsense and exaggeration. The word ranso was
equated with a number of unpleasant phenomena - geopolitics, extortion, government
hacking. This word has become dangerous and toxic.

Lockers will exist for a long time. This phenomenon was too loudly promoted."

Ransomware gangs not happy

Shortly after the posting of the topics, representatives of the REvil ransomware gangs
showed their displeasure.

Today at 18:45 o [l #3
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In connection with the above, we are leaving this forum. Temporarily, our topic will be on exploit.in (of course,

everything will be deleted there soon). After removing and there, as well as the prohibitions of lockers, we go
into private. According to our calculations, it will take about a week.
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Post by REVil representative

Today at 19:37 o [l #eight
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LOCKBIT Suddenly...
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Post by LockBit operator
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With ransomware gang's core members keeping a low profile, law enforcement targets the
affiliates to weaken or force an operation to close down.

As more hacking communities make ransomware operations unwelcome, it will become
harder for RaaS operations to recruit new affiliates and promote their activities.

Related Articles:

Windows 11 KB5014019 breaks Trend Micro ransomware protection

Industrial Spy data extortion market gets into the ransomware game

New ‘Cheers’ Linux ransomware targets VMware ESXi servers

SpiceJet airline passengers stranded after ransomware attack

Screencastify Chrome extension flaws allow webcam hijacks
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