Prometheus

. id-ransomware.blogspot.com/2021/05/prometheus-ransomware.html

Different Thanos-based Ransomware

Prometheus Ransomware

"GotAllIDone" Ransomware

Prometheus NextGen Ransomware

Variants, variation, modification: Getin, CGP, Haron (Chaddad),
Boooom, Spook, Itnuhr, Steriok, Unlock, 22227277777, Matilan

COopHUK pa3HbIXx BapuaHToB 3a 2021 rop,

(wndppoBanbLMKU-BbIMOraTesnu) (NMepBOMCTOYHUK)
Translation into English

OTOT KpMNTO-BbIMOraTenb WMGpPYET AaHHble Bu3Hec-nonb3oBartenen ¢ nomoLubto Salsa20, a
3atem TpebyeT Bbikyn B # BTC, 4ToObI BEpHYTb (hannbl. OpurMmHanbHOe Ha3BaHue:
Prometheus. HassaHue rpynnnpoBku BeiMoratenen: Prometheus. Ha danne HanucaHo:
file.exe nnn yto-TO Apyroe. [lpyrne BapnaHTbl ONUcaHbl NOCe OCHOBHOW CTaTbu. HekoTopble
N3 HUX MOTYT UMETb NPsIMOe POACTBO ¢ Prometheus, apyrne Toxxe OCHOBaHbI HA MCXOOHUKAX
Thanos. Mbl He cTaBuM nepen cobon 3agayun BbiSIBUTbL BCE CTENEHM "poacTtea” Bcex
npeacTaBrieHHbIX 34eCb BApUaHTOB.

EcTb BapuaHTbl, KOTOpPbIE PACNPOCTPAHAKTCA U3 YKpanHbl, NOITOMY Knbepnonuums YKpauHbl
n CERT-UA He moryT 06 3TOM He 3HaTb.

OOHapy>xeHus:

DrWeb -> Trojan.EncoderNET.31368

BitDefender -> Trojan.MSIL.Basic.6.Gen

ALYac -> Trojan.Ransom.Thanos

Avira (no cloud) -> TR/RansomX.cucnc

ESET-NOD32 -> A Variant Of MSIL/Filecoder.Thanos.A

Kaspersky -> HEUR:Trojan-Ransom.MSIL.Thanos.gen

Malwarebytes -> Ransom.Thanos

Microsoft -> Ransom:MSIL/Thanos.DC!MTB
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Rising -> Ransom.Thanos!8.11C97 (CLOUD)
Symantec -> Ransom.HiddenTear!g1
TrendMicro -> Ransom.MSIL.THANOS.SM

© lNeHeanorus: REVvil, Thanos >> Prometheus, Haron

PROMETHEUS
GROUP OF REvil

N306paxeHne — norotmn ctatby

K sawmndpoBaHHbIM dharinam gobaBnsaeTcs pacwumpeHue no wabdnoHy: [XXX-XXX-XXXX]
Mprmep Takoro pacwmpeHus: .[141-5D9-Y454]

B koHUe koga kaxgoro 3awumgpoBaHHoro anna ectb cnoso GotAllDone.

BHumaHue! HoBble pacimpeHusi, email n TeKCTbl O BbIKyne MOXHO HauTU B KOHUE CTaTby, B
obHoBneHnAX. Tam MOryT ObITb pasnNUunsa ¢ NnepBoHavanbHbIM BApUaHTOM.
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C wronsa 2021 roga ctan ncnonb3oBaTbCs Apyron hopmMat pacluMpeHns — KpaTkoe HasBaHme
aTakoBaHHOW KOMMaHUK, yupexneHus, 6aHka, omHaHCOBOW rpynnbl U Npoyee.
Hanpuwmep: .getin, .CGP, .chaddad

CoobLeHns 0 NOABMEHMM 3TOMO KPUNTO-BbIMOraTesis Hayanu nNosiBASATLCA B KOHLUE anpens -
Hadane mas 2021 r. OpMeHTUPOBaH Ha aHINOA3bIYHbIX NOMNb30BaTENEeNn, MOXET
pacnpocTpaHATbCs No Bcemy mupy. Cpeamn nocTpagasLUMX pasfmyHble NpegnpuaTms,
paboTatowme B pasnnyHbix coepax no BceMmy mupy. Hanpumep, aTo ra3oBas KOMNaHus
Ghana National Gas, LleHTp nepenoBoro onbiTa B 06nact cepae4yHo-CoCyancTon CUCTEMbI
Tancel (Oknaxoma, CLUA), otenb Nyack (Hbto-Mopk, CLLUA), npeanpusitus Bo ®paHuum,
Hopseruu, Weenuapun, Hugepnavgax, bpasunuu, Manansum n OAQ.

3anucku ¢ TpeboBaHneM BblKyna Ha3blBalOTCSA:
RESTORE_FILES_INFO.txt
RESTORE_FILES INFO.hta

CopepxaHue txt-sannckum o BbiKyne:

YOUR COMPANY NETWORK HAS BEEN HACKED
All your important files have been encrypted!

Your files are safe! Only modified.(AES)

No software available on internet can help you.

We are the only ones able to decrypt your files.

We also gathered highly confidential/personal data.
These data are currently stored on a private server.
Files are also encrypted and stored securely.

As a result of working with us, you will receive:
Fully automatic decryptor, all your data will be recovered within a few hours after it's run.
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Server with your data will be immediately destroyed after your payment.
Save time and continue working.

You will can send us 2-3 non-important files and we will decrypt it

for free to prove we are able to give your files back.

If you decide not to work with us:

All data on your computers will remain encrypted forever.

YOUR DATA ON OUR SERVER AND WE WILL RELEASE YOUR DATA TO PUBLIC OR
RE-SELLER!

So you can expect your data to be publicly available in the near future..

The price will increase over time.
LR

It doesn't matter to us what you choose pay us or we will sell your data.

We only seek money and our goal is not to damage your reputation or prevent your business
from running.

Write to us now and we will provide the best prices.

Instructions for contacting us:

You have two ways:

1) [Recommended] Using a TOR browser!

a. Download and install TOR browser from this site: https://torproject.org/

b. Open the Tor browser. Copy the link: hxxx://promethw27cbrcot.onion/ticket.php?
track=141-5D9-Y*** and paste it in the Tor browser.

c. Start a chat and follow the further instructions.

2) If TOR blocked in your country, try to use VPN! But you can use our secondary website.
For this:

a. Open your any browser (Chrome, Firefox, Opera, IE, Edge)

b. Open our secondary website: hxxx://prometheusdec.in/ticket.php?track=141-5D9-Y***
c. Start a chat and follow the further instructions.

Warning: secondary website can be blocked, thats why first variant much better and more
available.

Attention!

Any attempt to restore your files with third-party software will corrupt it.
Modify or rename files will result in a loose of data.

If you decide to try anyway, make copies before that

Key Identifier:

WMI+7qUDjFvO06R+4Mn7wwRJLGABA4jRM*** [Bcero 684 3Haka]

MNMepeBopg txt-3annckn Ha pycckum A3bIK:
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CETb BALWIEWM KOMMAH/W/ B3NTOMAHA

Bce Bawm BaxHble dhannbl 3aumgpoBaHb!!

Bawwu dannbl B 6e3onacHocTtur! Tonbko moanguumpoBaHsl. (AES)
Hukakaga nporpamma, goctynHasi B IHTepHeTe, He MOXET BaM MOMOMb.
Mbl eQUHCTBEHHbIE, KTO MOXET paclundpoBaTh Balun ansbl.

Mbl Takke cobpanu koHduaeHUManbHble / NUYHbIE OaHHbIE.
OTW JaHHble cenyac XpaHATCS Ha YaCTHOM cepBepe.
dainbl 3awmngpoBaHbl U HAOEXHO COXPaHEHDI.

B pesynbrate paboTbl C HAMU Bbl NOMYyYUTE:
MonHoCTbO aBTOMaTUYeCKMIA AelundpaTtop, Bce BallW AaHHbIe BOCCTAHOBSITCS 3a
HECKOSbKMX YacoB MOCre ero yCTaHOBKMU.

CepBep C BalMMKN AaHHbIMY ByAeT HEMeOIeEHHO YHUUTOXEH Noce Ballen onnarbl.

OKOHOMbLTE BpeMs 1 NpoaorkanTe paborarsb.
Bbl MOXeTe npucnaTtb Ham 2-3 HeBaXHbIX hanna, n Mbl paclumdpyem mx.
BGecnnaTtHo, YToObI fOKa3aTb, YTO Mbl MOXXEM BEPHYTb Baluv pansbl.

Ecnu Bbl pelunte He paboTartb ¢ Hamu:

Bce aaHHble Ha BallMX KOMMbOTEPaX HaBcerda OCTaHyTCA 3alumMdpPOBaHHbIMU.
BALIW OJAHHBIE HA HALLEM CEPBEPE U Mbl NMEPEOAAVM BAWW JAHHBLIE
OBLECTBY UNU NEPEKYTILWMKVY!

Taknm o6pa30M, Bbl MOXETE OXMAaTb, YTO Balln JaHHbIE CTAHYT O6UJ,6L|,OCTyI'IHbIMI/1 B

Gnvxarwem byayliem.

LleHa co BpemeHem Byaet pacTu.
T

[1ns Hac He UMeeT 3Ha4YeHus1, 4YTO Bbl Bbl6€peTe On4d onnartbl, "Ha4Ye Mbl Npoaaanm Balln

AaHHbIE.

Mbl XOTUM TOSIbKO AEHEr N Halla UEenb - He HaBpeanTb Bawlen penytaunmn nin He nomMmellaTb

paboTe Ballero 6usHeca.
Hanuwwnte Ham cenvac n Mbl NPeAOCTaBMM fy4LLME LiEHbI.
Kak ¢ Hamu cBs3aTbCs:

Y Bac ecTb ABa nyTu:
1) [PekomeHpyeTcs] Ncnonb3oBaHue 6paysepa TOR!
a. 3arpyaute 1 yctaHoBute 6paysep TOR c atoro canTa: https://torproject.org/

6. OTkponTe Bpaysep Tor. CkonupymnTte ccbinky: hxxx://promethw27cbrcot.onion/ticket.php?

track=141-5D9-Y*** n BctaBbTe ee B bpaysep Tor.
c. HayHuTe 4at 1 cnegynte ganbHENLWUM UHCTPYKUNSM.
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2) Ecnn TOR 3abnokmpoBaH B Baluen cTpaHe, nonpobynTte ncnono3osate VPN! Ho Bbl
MOXETE MCMNONb30BaTb HalLL BTOPUYHbLIN BEG-canT. [1nda 3TOro:

a. OtkpownTte ntobon 6paysep (Chrome, Firefox, Opera, IE, Edge)

6. OTKponTe Halwl JonosiHMTENbHbIN Be6-canT: hxxx://prometheusdec.in/ticket.php?
track=141-5D9-Y***

c. HauyHnTe yaTt u cnegynte ganbHENLWUM UHCTPYKLNAM.

MpeaynpexaeHune: BTOPUYHbIA CanT MOXeT BbITb 3abrnoKknpoBaH, MO3TOMY NepPBbI BapuaHT
HaMHOrO ny4Lle 1 JOCTyrnHee.

BHumaHwne!

JTiobas nonbiTka BOCCTAHOBUTL BalLv dpansibl C MOMOLLbIO CTOPOHHUX NPOrpamMm npuBeaeT K
NX MOBPEXOEHNIO.

N3meHeHne nnn nepenMmeHoBaHve (pansnos npueedeT K notepe AaHHbIX.

Ecnu Bbl Bce e pewwmnTe nonpoboBaTtb, caenanTte Konum nepeg aTum

Kntou ngeHtudpumkarop: WMI+7qUDjFVO6R + 4Mn7wwRJLGABA4jRM***

CopepxaHue hta-zanucku o Bbikyne:

YOUR COMPANY NETWORK HAS BEEN HACKED
All your important files have been encrypted!

Your files are safe! Only modified.(AES)

No software available on internet can help you.

We are the only ones able to decrypt your files.

We also gathered highly confidential/personal data.
These data are currently stored on a private server.
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Files are also encrypted and stored securely.

As a result of working with us, you will receive:

Fully automatic decryptor, all your data will be recovered within a few hours after ita€™s
installation.

Server with your data will be immediately destroyed after your payment.

Save time and continue working.

You will can send us 2-3 non-important files and we will decrypt it

for free to prove we are able to give your files back.

If you decide not to work with us:

All data on your computers will remain encrypted forever.

YOUR DATA ON OUR SERVER AND WE WILL RELEASE YOUR DATA TO PUBLIC OR
RE-SELLER!

So you can expect your data to be publicly available in the near future..

The price will increase over time.

It doesn't matter to us what you choose pay us or we will sell your data.

We only seek money and our goal is not to damage your reputation or prevent your business
from running.

Write to us now and we will provide the best prices.

Instructions for contacting us:

You have two ways:

1) [Recommended] Using a TOR browser!

a. Download and install TOR browser from this site: https://torproject.org/

b. Open the Tor browser. Copy the link: hxxx://promethw27cbrcot.onion/ticket.php?
track=141-5D9-Y*** and paste it in the Tor browser.

c. Start a chat and follow the further instructions.

2) If TOR blocked in your country, try to use VPN! But you can use our secondary website.
For this:

a. Open your any browser (Chrome, Firefox, Opera, IE, Edge)

b. Open our secondary website: hxxx://prometheusdec.in/ticket.php?track=141-5D9-Y***
c. Start a chat and follow the further instructions.

Warning: secondary website can be blocked, thats why first variant much better and more
available.

Attention!

Any attempt to restore your files with third-party software will corrupt it.

Modify or rename files will result in a loose of data.

If you decide to try anyway, make copies before that

Key ldentifier: WMI+7qUDjFvO6R+4Mn7wwRJLGABA4jRM*** [Bcero 684 3Haka]
MNepeBoa hta-3anncku Ha pyccKkUn A3bIK:

CETb BALLEW/ KOMMAHWW B3JTOMAHA
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Bce Bawm BaxHble dhannbl 3awimgpoBaHbi!

Bawwn dannbl B 6e3onacHocTtu! Tonbko moanguumpoBaHsl. (AES)
Hukakas nporpamma, ocTynHasa B VIHTepHeTe, He CMOXET BaM MOMOYb.
Mbl eQUHCTBEHHbIE, KTO MOXET paclundgpoBaTh Baln dansbl.

Mol Takke cobpanu koHdmaeHUManbHbIe / NMNYHbIE OAHHbIE.
OTK AaHHbIE CenYvac XpaHATCA Ha YaCTHOM CcepBepe.
dannbl 3awmndpoBaHbl 1 HAAEXKHO COXPAHEHbI.

B pesynsraTte paboTbl C HAMK Bbl NONy4UTE:

[MonHoCcTbIO aBTOMaTUYECKU AelumndpaTop, BCe Balln AaHHble BOCCTAHOBATCA 3a
HECKOJITbKMUX YaCoB MOCHe ero yCTaHOBKM.

CepBep € BawmMun gaHHbIMW BygeT HeMeOSIEHHO YHUYTOXEH Nocne Bawen onnarbl.
OKOHOMLTE BpeMs 1 NpoaorkanTte paborarsb.

Bbl MOXeTe npucnaTtb HaMm 2-3 HEBaXHbIX (hanna n Mbl X paclungpyem.
BecnnaTHo, YTObbI AoKa3aTb, YTO Mbl MOXXEM BEPHYTb BalLn hansbl.

Ecnu Bbl pelunTe He paboTaTb C HAMWU:

Bce gaHHble Ha Balnx KOMMbOTEPAX HaBcerga OCTaHyTCs 3almnpoBaHHbIMNA.
BALLWM OJAHHbBIE HA HALWLEM CEPBEPE 1 Mbl NMEPEOAONM BALL OAHHbIE
OGBLWECTBY UM NEPEKYTIWNKY!

Takum 00pa3omM, Bbl MOXETE OXMAATb, YTO BalLM AaHHble CTaHYT 06LWeaoCTyNHbIMY B
onvxkanwem dyayuiem.

LleHa co BpemeHem Byaet pacTu.

[na Hac He nmeeT 3HadYeHns, YTO Bbl BbibepeTe Ans onnatbl, MHa4Ye Mbl NPO4aAMM BaLun
AaHHbIE.

Mbl XOTMM TONbKO AEHEr 1 Halla Lenb - He HaBPeAMTb Ballen penyTauumn unm He nomellatb
paboTe Baluero 6usHeca.

Hanuwwnte Ham cenvac n Mbl NPeaoCTaBuUM NyyLlne LiEHbI.

Kak ¢ Hamu cBs3aTbCs:

Y Bac ecTb ABa nyTu:

1) [PekomeHpyeTcs] Ncnonb3oBaHue 6paysepa TOR!

a. 3arpyaute 1 yctaHoBute 6paysep TOR c atoro canTa: https://torproject.org/

6. OTkponTe Bpaysep Tor. CkonupymnTte ccbinky: hxxx://promethw27cbrcot.onion/ticket.php?
track=141-5D9-Y*** n BctaBbTe ee B bpaysep Tor.

c. HayHuTe 4at 1 cnegynte ganbHENLWUM UHCTPYKUNSM.

2) Ecnun TOR 3abnokupoBaH B BalLen cTpaHe, nonpobynte ncnons3osatb VPN! Ho Bbl
MOXEeTe MUCMNOMb30BaTb HaLl BTOPUYHLIA BeO-canT. [Ans aToro:

a. OtkpounTte ntobon 6paysep (Chrome, Firefox, Opera, IE, Edge)

6. OTkponTe Haw gononHUTENbHbIN BeG-canT: hxxx://prometheusdec.in/ticket.php?
track=141-5D9-Y***
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c. HayHuTe 4at 1 cnegynte ganbHENLWUM NHCTPYKLUSAM.

MpenynpexaeHune: BTOPUYHBLIA CanT MOXET BbITb 3abrnoknpoBaH, MO3TOMY NEPBbLIN BapuaHT
HaMHOrO ny4Lle n OCTYMNHee.

BHumaHume!

JTiobasi nonbiTka BOCCTAHOBUTL BalLy ¢dansibl C MOMOLLbIO CTOPOHHUX NPOrpamMm NpuUBEAET K
NX NOBPEXOEHMIO.

N3ameHeHne nnmn nepenmeHoBaHne gannos NpuBeLET K NOTEPE AaHHbIX.

Ecnun Bbl Bce xe pewunTe nonpoboBaTtb, caenante Konum nepeq aTum

Kntou ngeHtndpumkarop: WMI+7qUDjFVO6R + 4Mn7wwRJLGABA4jRM***

Kpome TOro, NCNornb3yeTcAd BCrJibiBawLlee cooOLLEeHne B CUCTEMHOM Tpee, B KOTOPOM
OTO6pa>KaeTCFI YacCTb TEeKCTa 13 3annCKu.

Cee] § . 0 F B

TexHn4yeckune getanu

MoxeT pacnpoCTpaHAaTbLCS NYTEM B3fioMa Yepes HesalumLLeHHyo koHdurypauuio RDP, ¢
nomoLbio email-cnama n BpegoHOCHbIX BNOXEHU, 0BMaHHbIX 3arpy30k, 60THETOB,
9KCNMONTOB, BPEOOHOCHOWN peknambl, BEG-UHXEKTOB, danbLUMBbIX OOHOBNEHNN,
nepenakoBaHHbIX N 3apaXXEHHbIX MHCTaNNATopoB. CM. Takke "OCHOBHbIE CNOCOObI
pacnpocTpaHeHnsa KpuntoBbiMoraTenen" Ha BBOAHOW CTpaHuLe bnora.

i

Hy>xHO Bcerga ncnonb3oBaTb AKTyanbHY aHTUBMPYCHYIO 3awwmTty!!!

Ecnun Bbl npeHebperaete KOMNNEKCHOM aHTUBMPYCHOW 3aLLMTON Knacca Internet Security nnu
Total Security, To x0T Obl AenanTe pe3epBHOE KONMPOBaHNE BaXKHbIX dannoB No metoay. 3-
21.

» UAC He obxoguT, TpebyeTcs paspelueHme Ha 3anyck danna.
» OTKNYaeT 1 ygansieT u3 peecTtpa HacTponkn ytunutel Raccine, kotopas He faét
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lWwnppoBansLUMKam yaansaTb TEHEBbIE KOnun hannos. icnonb3yeT CNMCOoK KOMaHg, Ans
NPUHYOUTENBHOIO 3aBepLUeHss MHOXeCTBa NPoLeccoB, MeLlaoLLmnX lWngposaHuo dannos.

Cnucok channoBbIix pacluMpeHui, nogBeprarowmxcs wndpoBaHuUIo:

.1cd, .7z, .accdb, .aes, .aiff, .asm, .avi, .backup, .bak, .bz2, .cat, .cert, .class, .cpp, .cpp, .Cs,
.csr, .csv, .dat, .db, .dbf, .dbx, .dim, .djvu, .doc, .docm, .docx, .dtsx, .dwg, .edb, .eml, .epf,
flac, .fp7, .gif, .gpg, .htm, .html, .hwp, .java, .java, .jpeg, .jpg, .key, .lay6, .Idf, .Igb, .log, .m4a,
.mdb, .mdf, .mkv, .mov, .mp3, .mp4, .mpeg, .mrimg, .msg, .myd, .nd, .ndf, .nef, .nsf, .odb,
.0dg, .ods, .odt, .ora, .ost, .p12, .pas, .pdf, .pem, .pfx, .php, .php, .png, .ppt, .pptx, .psd, .pst,
.qbb, .gbw, .rar, .raw, .rdl, .rtf, .sdf, .sql, .sql, .sqlite3, .sqlitedb, .svg, .sxi, .sxw, .tar, .tiff, .tlg,
Axt, .vdi, .vmdk, .vmx, .vsd, .wav, .xdw, .xls, .xIsm, .xlIsx, .zip (109 pacwumpeHui).

9710 pokymeHTbl MS Office, OpenOffice, PDF, TekcToBble ¢hannbl, 6a3bl AaHHbIX,
doTorpadumn, Myabika, Buaeo, annsl o6pa3os, apxmebl 1 Np. B pasHbix BapuaHTax MoryT
ObITb U gpyrue.

dannbl, cBA3aHHbIe ¢ 3TMM Ransomware:

RESTORE_FILES_INFO.txt - HasBaHue danna c TpeboBaHneEM BbIKYNa;
RESTORE_FILES INFO.hta - HazBaHue hanna c TpeboBaHneM BbIKyNa;
file.exe - cnyyanHoe Ha3BaHWe BpegOHOCHOrO (hanna.

PacnonoxeHus:
\Desktop\ ->
\User_folders\ ->
\%TEMP%\ ->
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3anucu peecTpa, cBsi3aHHble ¢ 3TUM Ransomware:
CM. HWXe pesynbTaTbl aHanm3oB.

MblOoTeKChbl:
CM. HMXe pesyrnbTaTbl aHanmM30B.

CeTeBble NOAKITHOYEHUSA U CBA3M:
Tor-URL: hxxx://promethw27cbrcot.onion/ticket.php?track=141-5D9-Y***
URL: hxxx://[prometheusdec.in/ticket.php?track=141-5D9-Y***

Email: -

BTC: -

CM. HMXKe B OBHOBNEHMAX OpYyrMe agpeca n KOHTaKTbI.
CM. HWxXe pesynbraTbl aHann3os.

Pe3ynbraThbl aHanus3os:
IOC: VT, HA| IA, TG, AR, VMR, JSB
MD5: e1f063d63a75e0e0e864052b1a50ab06

CTteneHb pacnpoCTpaHEHHOCTU: HU3Kas.
MoapobHble cBeneHnst cobupatotea perynsipHo. lNpucbinante obpasupbl.

=== UCTOPUA CEMENCTBA === HISTORY OF FAMILY ===

Bonee paHHasa uctopusa onucara B ctatbe Hakbit (Thanos) Ransomware

Prometheus Ransomware, co6¢cTBeHHO caMm - npumMepHo ¢ mas 2021 1 B Te4eHue roaa;
onucaH B ctatbe Prometheus.

Prometheus NextGen Ransomware - npumepHo ¢ noHsa 2021; HekoTopble BapuaHTbl He
WwndpoBanu annbl, Apyrne MoXxHo 6b110 pacindpoBaThb.

NextGen ¢ gpyrumu HasBaHUAMM - npumepHo ¢ nonsa 2021, n ganee B 2022 rogy.
Opyrve NextGen-BapmaHTbl - NpUMEPHO C ceHTs6ps 2021.

=== BJIOK OGHOBJIEHUN === BLOCK OF UPDATES ===

BapuaHT ot 14 noHa 2021:

BepoaTtHo HoBbIM BapuaHT Prometheus Ransomware.
Tema nogaepxkn >> dannbl 661N paclwmgpoBaHbl.
PacwupeHue (koHueBoe): .getin
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https://www.virustotal.com/gui/file/8c723af5c826adea162ef3f2e37a1cca7b43d549c9a5fab7c9ff17f65eb5d8e7/detection
https://tria.ge/210517-wmjbrrz92x/behavioral1
https://id-ransomware.blogspot.com/2019/11/hakbit-ransomware.html
https://id-ransomware.blogspot.com/2021/05/prometheus-ransomware.html
https://www.bleepingcomputer.com/forums/t/753188/

MonHoe pacwupeHue (npumep): .[ID-7C4B3384].getin
3anuncka: RESTORE_FILES INFO.txt
Email: Tiberiano@aol.com

BapwuaHT o1 16 uionsa 2021:

CoobuieHne >>

Pacwwupenve: .CGP

3anunckn: RESTORE_FILES INFO.hta, RESTORE_FILES INFO.txt
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https://1.bp.blogspot.com/-1ZnTgHb7R94/YMhXpe5yZrI/AAAAAAAAZr4/yXQsjKEykhI9HUfkRYKrth6YXlAv2PmnQCLcBGAsYHQ/s1265/note-14-6-21.png
https://twitter.com/siri_urz/status/1417082298042826753
https://1.bp.blogspot.com/-VfSXAtwxMrU/YPaoRiPCoTI/AAAAAAAAaGc/cpGDLh3clHwxY9KQJmfv1UClAAhV3jWaQCLcBGAsYHQ/s1113/txt-note.png
https://1.bp.blogspot.com/-kNH_3jzCKfo/YPaoUw5bfQI/AAAAAAAAaGg/4f5963kzWfwqLqwuSh4nsGHrVNU6EhkxwCLcBGAsYHQ/s1033/hta-note.png

Email: yourdata@RecoveryGroup.at

URL: hxxxs://supportdatarecovery.cc/

URL gns onpegenenus IP: hxxx://icanhazip.com/

Astosarpyska: C:\Users\Admin\AppData\Roaming\Microsoft\Windows\Start
Menu\Programs\Startup\reload1.Ink

Kntou peectpa ¢ meHem danna:
HKEY_LOCAL_MACHINE\SOFTWARE\Classes\ApplD\cgpshare.exe
®ann: cgpshare.exe

PesynbraThl aHanms3os:

IOC: VT, IA, HA

MD5: e8f8e4eb0d2c03f0b12fb1cf09932bbd

» OBHapyxeHus:

DrWeb -> Trojan.EncoderNET.31368

ALYac -> Trojan.Ransom.Thanos

BitDefender -> Trojan.MSIL.Basic.6.Gen

ESET-NOD32 -> A Variant Of MSIL/Filecoder.Thanos.A

Kaspersky -> HEUR:Trojan-Ransom.MSIL.Thanos.gen
Malwarebytes -> Malware.Al.4023495991

Microsoft -> Ransom:MSIL/Thanos.DC!MTB

Symantec -> Trojan.Gen.MBT

TrendMicro -> Ransom.MSIL.THANOS.SM

BapwuaHT ot 17 uionsa 2021:

CoobuieHve >>

CamoHasBaHue Ha Tor-cante: Haron Ransomware

Jlornn-napone: Chaddadgroup

Pacwwupenue: .chaddad

3anuckn: RESTORE_FILES INFO.txt, RESTORE_FILES INFO.hta

- —"
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https://twitter.com/petrovic082/status/1417106098922872839
https://1.bp.blogspot.com/-Ak-a7YWneGo/YPXlI7NHEFI/AAAAAAAAaF4/dks87ZSGEX00agZFlKfCVGjE8TiNPguUACLcBGAsYHQ/s1048/txt-note.png
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https://1.bp.blogspot.com/-jes8BukW3mQ/YPXlMZ_0m3I/AAAAAAAAaF8/wsMyaebVEbcKHVezs55g67ORiPbkYeAtQCLcBGAsYHQ/s973/hta-note.png
https://1.bp.blogspot.com/-oXOL9z1SGRk/YPXmEdNI21I/AAAAAAAAaGI/MnvpcmHl0r0YIweHS5S0pJp3hKXCclxIgCLcBGAsYHQ/s1014/tor-site.png
https://1.bp.blogspot.com/-n43Y2Myd40w/YPXku-KYvBI/AAAAAAAAaFw/y7aHsfzdEcUTFIT3Im6Z6hXB6jbgtYLVwCLcBGAsYHQ/s250/enc-files.jpg
https://1.bp.blogspot.com/-qQkfqcn2Zxk/YPZi-hTantI/AAAAAAAAaGU/aHvMAbmzNbAhQwOZCt-6iUc81kUJlTbUwCLcBGAsYHQ/s865/rec-files.jpg

®ann: chaddad.exe

PesynbraThl aHan1s3os:

I0C: VT, IA, AR

MD5: 731797d30d8ff6eaf901e788bd4e6048

» O6HapyxeHus:

DrWeb -> Trojan.EncoderNET.31368

BitDefender -> Trojan.MSIL.Basic.6.Gen
ESET-NOD32 -> A Variant Of MSIL/Filecoder.Thanos.A
Kaspersky -> HEUR:Trojan-Ransom.MSIL.Thanos.gen
Malwarebytes -> Malware.Al.4015843408

McAfee -> Ransom-Thanos!731797D30D8F

Microsoft -> Ransom:MSIL/Thanos.DCIMTB
Symantec -> Ransom.Thanos

TrendMicro -> Ransom.MSIL.THANOS.SM

BapwuaHT ot 28 utonsa 2021:

CoobuieHne >>

3anucku: How_To Recover My Files.hta, How_To Recover My Files.txt
3anucka nognucaHa ot umenun REvil Group.

Email: Jeremy.albright@criptext.com

®ann: Garb1.exe

PesynbraTbl aHanmMs3os:

IOC: VT, IA

MD5: da79764c812c81317354434785b1f2d6
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https://twitter.com/fbgwls245/status/1420590699725000707
https://1.bp.blogspot.com/-igvwLOxgANg/YQMXnvYrClI/AAAAAAAAaJk/DMhwl27QN7EzCVJITtqzX1mvAUQcxUR9gCLcBGAsYHQ/s1350/hta-note.jpg
https://1.bp.blogspot.com/-uRdRA7JJ_TM/YQMXu8lAIjI/AAAAAAAAaJo/ehhWIyR7dXAMgW9ZBzn3Z3SU_0j6zxsUACLcBGAsYHQ/s1535/txt-note.png

CoobuweHue ot 1 aBrycta 2021:
CoobuieHne >>

Cratbsa Ha cante The Record >>
Cratbsa CyCraft oT 13 utona 2021 >>

CyCraft BbinycTuna ytunuty ans pacwmgpoBKM HEKOTOPbIX hannos nocne Prometheus.

BapuaHT o1 1 ceHTAOpA 2021:

CoobuieHue >>

Pacwupenue: .[ID-********] [monster666@tuta.io].boooom
3anucka: decrypt_info.txt

Email: monster666@tuta.io

PesynbraTthl aHanusos: VT + 1A

» O6HapyxeHus:

DrWeb -> Trojan.EncoderNET.29

ESET-NOD32 -> A Variant Of MSIL/Filecoder.Thanos.A

BapuaHT o1 29 ceHTA0pAa 2021:

CoobuieHne >>

Pacwwnpenmne: .PUUEQSSAEJ

[Mepen TEKCTOM KapTUHKa CO crioBoM Spook.
CamoHasBaHue, npeanonoxuTternbHo: Spook Ransomware.

3anuckn: RESTORE_FILES_INFO.hta, RESTORE_FILES_INFO.txt
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https://twitter.com/campuscodi/status/1421877481930477570
https://therecord.media/decryptor-released-for-prometheus-ransomware-victims/
https://medium.com/cycraft/prometheus-decryptor-6933e7bac1ea
https://twitter.com/fbgwls245/status/1433378390984183811
https://www.virustotal.com/gui/file/bb744238e99e7654395a3c19fb4d491fffcdcd7a96c914f898a649ca39f11a33/detection
https://analyze.intezer.com/files/bb744238e99e7654395a3c19fb4d491fffcdcd7a96c914f898a649ca39f11a33
https://1.bp.blogspot.com/-0NwpSAvTWfQ/YWAXpspTBgI/AAAAAAAAaac/z1AjfimkgFohgqRsw2HSHKRxq58SiMAVACLcBGAsYHQ/s887/note-1-9-21.png
https://twitter.com/fbgwls245/status/1444305026650832907
https://1.bp.blogspot.com/-mNn1zVx8FIc/YViB1uYH99I/AAAAAAAAaWw/fxdQZB3cLhsLT7WDowH7V2Eo23iNpkNmACLcBGAsYHQ/s1228/hta-note.png

H

o Bira: & dayn, 31:50:01

Astosarpyska: C:\Users\Admin\AppData\Roaming\Microsoft\Windows\Start
Menu\Programs\Startup\reload1.Ink

PesynbraTbl aHanMs3os:

IOC: VT, IA

MD5: 537a415bcc0f3396f5f37cb3c1831f87

» O6HapyxeHus:

DrWeb -> Trojan.EncoderNET.29

BitDefender -> Trojan.MSIL.Basic.6.Gen
ESET-NOD32 -> A Variant Of MSIL/Filecoder.Thanos.A
Kaspersky -> UDS:Trojan-Ransom.MSIL.Thanos.gen
Microsoft -> Ransom:MSIL/Thanos.DCIMTB
TrendMicro -> Ransom.MSIL.THANOS.SM
CraTtba-uccnepoBaHue Spook Ransomware >>
HononHuTtenbHble 06pasypl:

VT: MD5: 537a415bcc0f3396f5f37¢cb3c1831f87

VT: MD5: 1¢c7b91546706f854891076c3¢3¢c964c0

VT: MD5: 20ab243fee91b6c8df23e1ddefff2727
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https://1.bp.blogspot.com/-UTVmC3oOKqw/YViB6_IM2zI/AAAAAAAAaW0/m6RokWZo7nU8RpHk3F0TtqyiCUX0Qa11gCLcBGAsYHQ/s1202/site-text.png
https://1.bp.blogspot.com/-huodRP2yVSE/YViCDTJBh7I/AAAAAAAAaW4/WgLTik1urFU1KQoC6kbBexzklhRCBoUSgCLcBGAsYHQ/s845/info-1.png
https://www.sentinelone.com/labs/spook-ransomware-prometheus-derivative-names-those-that-pay-shames-those-that-dont/

BapuaHT ot 14 okTA6psa 2021:
CoobuieHne >>

PacwwupeHnue: .Itnuhr

3anuncka: RESTORE_FILES INFO.txt
Email: recoveryfiles@techmail.info

®ainn: Worker-0.exe

PesynbraThl aHanMs3os:

IOC: VT, IA, TG

MD35: 498cb084983cd8626ff077110d2549ca
» O6HapyXeHus:

DrWeb -> Trojan.EncoderNET.29
BitDefender -> Trojan.Generic.30333220
ESET-NOD32 -> A Variant Of MSIL/Filecoder.Thanos.A
Malwarebytes -> Malware.Al.3844476070
Microsoft -> Ransom:MSIL/Thanos.PAIMTB
Rising -> Trojan.AntiVM!1.CF63 (CLASSIC)
Tencent -> Win32.Trojan.Generic.Pegi
TrendMicro -> Ransom.MSIL.THANOS.SM

BapwmaHT ot 19 okTa6psa 2021:

CoobuieHve >>

Tonuk Ha dhopyme >>

PacwwupeHue: .steriok

3anuncka: RESTORE_FILES INFO.txt

Email: steriok@mail2tor.com, proper12132@tutanota.com

Pesyneratbl aHann3os: VT + |A - ngeHtuduumpoBaH kak Prometheus

» CopepXaHue 3arnucku:

all your important files are encrypted!

Any attempts to restore your files with the thrid-party software will be fatal for your files!
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https://twitter.com/fbgwls245/status/1448565424031891458
https://1.bp.blogspot.com/-MPfo7X5w5FA/YXRHnlpGNMI/AAAAAAAAaks/cnsEa1a7hM8gOEUZlbvqGORI4NcEGxHUACLcBGAsYHQ/s1059/note-14-10-21-w.png
https://twitter.com/fbgwls245/status/1451733867828678662
https://www.bleepingcomputer.com/forums/t/760371/steriok-ransomware-support-topic/
https://www.virustotal.com/gui/file/eb2ed1680e9b2350d78f431849a9e8c5c1d91d97ae72767d228b2208e6f72f46
https://analyze.intezer.com/analyses/84fabb35-1f3c-4240-a675-42e7f93c00cb

RESTORE YOU DATA POSIBLE ONLY BUYING private key from us.
There is only one way to get your files back:

WARNING: 1) install the tor browser (hxxxs://www.torproject.org/download)
Create new email on servis hxxx://mail2tor2zyjdctd.onion for contact !
write me on steriok@mail2tor.com or proper12132@tutanota.com
Send me your ID in the email

Key Identifier: ***

» OBHapyxeHus:

DrWeb -> Trojan.EncoderNET.31368

BitDefender -> Trojan.MSIL.Basic.3.Gen

ESET-NOD32 -> A Variant Of MSIL/Filecoder.Thanos.A
Malwarebytes -> Ransom.FileLocker

Microsoft -> Ransom:MSIL/Thanos.DC!MTB

Symantec -> Ransom.Thanos

TrendMicro -> Ransom.MSIL.THANOS.SM

BapuaHT 6e3 yka3aHuA AaTbl NOABNEHUA:
Pacwwupenue: .[ID-<PC-ID>].unlock
3anncka: UNLOCK_FILES INFO.txt

Email: helpunlock@aol.com

OTOT BapmaHT MOXET ObITb paclumdpoBaH.
Ccbika Ha aelndhpoBLLKK OT avast >>

......

BapuaHT ot 6-7- anpensa 2022:

PacnpocTpaHsieTcs us YKkpauHbl UM KEM-TO CONPUYACTHbIM.
CoobuieHve Ha chopyme >>

Pacwwvpenwve: 222727777277

B KoHLe kofa kaxaoro 3amdgpoBaHHoro danna Toxe ectb cnoso GotAllDone.

3anucka: 3gpascTtByn Pycckuin Mup.txt
Email: putinubiyca@privyonline.com
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https://decoded.avast.io/threatresearch/decrypted-prometheus-ransomware/
https://blogger.googleusercontent.com/img/a/AVvXsEid7HW8gAmtxwjJVPCyniT7Nb5NHgEePfU_-demTn3szbgLriFJUF4GBaZLNyC5LrI1o35s1oiaMymcuGln72lJhdSpt4xsjWZ8ptCKT4OihCkZcjvQpK1O9Ye35C19aVh-peRVZsWqc4CQiTbWDonSWthyM7cOiTfzx_FdgqJi2ZuZ8wpJJwKvWlSX=s940
https://forum.kasperskyclub.ru/topic/91591-shifrovalshhik-putinubiycaprivyonlinecom/

» CopepXaHue 3anucku:

[obpbin geHb, 4ambl U rocnoga.

¢ 24 (pepansa 2022 roga, npasuna urpsl B Internet meHstoTcs.

Ecnu paHblue Bbl nnatunm 3a pacwmdpoBky koMmnbtotepa k npumepy $1.000 1 Bam
AaBanocb Ha 3710 3 gHs, TO cenvac OyaeT gaBaTbCs Te-xe 3 AHA, HO NNaTUTb Bbl

6ynete $5.000 (LeHbl AN BCEX MHOMBUAOYANbHbI)

Ecnu paHbLue Mbl HE NPOBOAMAM MOMCK KOMMpOMaTa U BHyTPEHHUX 6as, TO cenyac aTomy
yaoensietca otaenbHOe BHUMaHMeE.

Ecnun xoTb Ha € koMnbloTepe eCcTb NPUBaTHbIE AaHHbIE, POTO, BUAEO, AOMALLHEE BUOEO Ybe-
TO, C XXeHou, NtoboBHULIEN, KO30M, TO OHK NonagatoT B Nabnuk, npm

Heonnare.

JTiobble 6a3bl, KOTOPbIE Mbl BUAMM UMEKOT KOMMEPYECKUA NN NPUBATHbBIA MHTepec OyayT
BbICTaBMEHbl Ha ayKUMOH CPpean BalUMX KOHKYPEHTOB, BparoB U NpocTo

6e3nenbHUKOB, KOTOpble HangyT UM TOYHOE NPUMEHEHME.

Bawwu nepenucku, noyTon, TenedoHOM, MeceHxxepaMmmn TOHYHO Takke nonagyT "Kyaa Hago", B
crniy4ae HeonnaTbl yKa3aHHOW CyMMbl. (YyTO4HANTE no email)

[MprynHa y>KeCTo4YeHUs - NMOTOMY YTO Bbl HAYEro He caenanu, YTobbl OCTaHOBUTb BOWMHY.
CBsi3aTbCsl C HaMU Bbl MOXETe HanMcaB HaMm Ha email.

email - putinubiyca@privyonline.com

P.S

Bbl moxeTe npmeneydbs 100 YyenoBek 1 NPoOBECTU aKkLMIO Of1 OCTAHOBKW BOWHbI, TOr4a Bam
npoLlaeTcsa onsiata. U paclwmpoBbIBalOTCS AaHHble 6ecnnaTtHo.

Ho ans atoro Hy>XHO npucnaTb BUOeonoATBEPXAEHNE.

P.S.S

hxxxs://www.youtube.com/watch?v=z30_ xW*****

BapwuaHT ot 7 anpens 2022:
CoobuieHne >>

Pacwwupenve: .MATILAN

3anuncka: RESTORE_FILES INFO.txt
Pesynbrathl aHanusos: VT + 1A

» OBHapyxeHus:

DrWeb -> Trojan.EncoderNET.29

20/23


https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjs7eUDtB0PUoi5ceg2Z0dXw2-Y53G7huXP-5Mb76JqAZwgPe5bDmKzYodPeFYxAdAtNFMjxlloral87fp2NUBMv9wndoLnnvMA4CdSsFFMgCKlPQNPY-pP3kSIvw384Mg3DXMwsJInx0kR6JavpkfmS6eHi3EAusBm4Wxz1CIvOUkz0Y06M6dT4wZ0/s928/ukrop-note.png
https://twitter.com/pcrisk/status/1512316469538918402
https://www.virustotal.com/gui/file/7b894de7388119d8bdc577d97938e4c493a437d155782c16cd37e026b3d09494/detection
https://analyze.intezer.com/analyses/46649c2d-7c82-47b1-bcf6-3824811e36f4

BitDefender -> Trojan.MSIL.Basic.6.Gen

ESET-NOD32 -> A Variant Of MSIL/Filecoder.Thanos.A
Microsoft -> Ransom:MSIL/Thanos.MKIMTB

Rising -> Ransom.Thanos!1.D81A (CLASSIC)
TrendMicro -> Ransom.MSIL.THANOS.SM

BapuaHT ot 16 anpensa 2022:
CoobuieHne >>

Pacwwupenue: .ZORN

3anuncka: RESTORE_FILES_INFO.txt
PesynbraTthl aHanusos: VT

BapwmaHT o1 22 anpens 2022:
CoobuieHue >>

Pacwupenve: .PARKER

3anuncka: RESTORE_FILES INFO.txt
Pesynerathl aHann3os: VT

BapuaHT ot 26 anpens 2022:
CoobuieHune >>
PacwmpeHue: .axxes

3anuckn: RESTORE_FILES_INFO.hta, RESTORE_FILES_INFO.txt

PesynbraTthl aHanusos: VT

BapwuaHT ot 28 anpens 2022:

Nnn moxeT 6biTb BapuaHTomM Thanos Ransomware >>
CoobuieHre Ha chopyme >>

PacwwupeHue: .private

B koHUe koga kaxaoro 3awmdgpoBaHHoOro danna Toxe ectb cnoso GotAllDone.

3anucka: NHcTpykums.txt
Email: secure811@msgsafe.io
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https://twitter.com/pcrisk/status/1516369081183703047
https://www.virustotal.com/gui/file/34a83df6889c83e10b24574d640ea8dcf6df15deb1a0153fdff06eacd9a93f96/detection
https://twitter.com/pcrisk/status/1518548024196276224
https://www.virustotal.com/gui/file/39a044db72d3ca39122af249cd60660d7e200366af958c762910605eaed020cb/detection
https://twitter.com/pcrisk/status/1519195208554098688
https://www.virustotal.com/gui/file/ec7fbdf548bd27bb5076dd9589e1b87f3c5740da00e77c127eb4cd4541d7d6f7/detection
https://id-ransomware.blogspot.com/2019/11/hakbit-ransomware.html
https://forum.kasperskyclub.ru/topic/95307-rasshifrovat-private/
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEh862jvIYL9mRKsOZ8wKqOAetmykJrJwmYOP80h_yx6cN2aGWJYoyX0E3kTPDy6f89UpeG7ZghTR3fDtWIKjppFv7zU0bbiJrq6Zv-S3krzAGOk98MKpO_cTGbCQ6vdKB5weGNQWRg0tt780DsUOH2HqiVzZX1FPIyXpYboIX2RwJttVYb6b6szilPR/s627/filemarker.png

=== BJIOK CCbIJTIOK n CITACUBOK = BLOCK OF LINKS AND THANKS ===

Read to links:

http://

Message + Message + Message + myMessage
ID Ransomware (ID as Prometheus)
Write-up, Topic of Support

Added later: Write-up, Write-up

BHumaHue !

UNLOCK

B HeKOTOopbiXx cryydaax ¢aisbl MOXHO gewndpoBaThb!
Ob6pawantecb N0 3TOW ccbiake K Michael Gillespie >>

KomnaHusa Avast Toxe cpenana [eWwVdpOBLMK.
CkavaiiTe AewndpoBUMK MO CChiAKe B CTaTbe >>

Thanks:

MalwareHunterTeam, dnwls0719, Michael Gillespie
Andrew Ivanov (article author)

Sandor

to the victims who sent the samples

© Amigo-A (Andrew lvanov): All blog articles. Contact.
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhSowbfe-SWz8oRoCPUwMvsI4bfEzJ-S6Dja6bPmjU1AhobDMVMA1UofeMb_x2-ikanU5j6yp5FQA3Pv8NUtO2_EKAdEuCOXGRnSP17LzlTPQyAfOAcDSwTA0kqFAzvrOjHStE0rw-at_R-eYzkxsADzE1xf1y1cSG7WZRUcQjxEf8jHin3oO-EhsM_/s975/note-28-4-22.png
https://4.bp.blogspot.com/-auXtVCbM-_s/V7wer_MI-ZI/AAAAAAAABMY/gPrqZf_4HZMXPrzSgoOFy_6aVWHT0IiVwCEw/s1600/address2.png
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