[DarkTracer] List of victim organizations attacked by ransomware gangs released on the
DarkWeb.xIsx
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6 |Perceptics Team Snatch 2019-05-17
7 |City Of Pensacola MAZE 2019-12-07
8 |Saxbst & Bstco ( all passwords ) MAZE 2019-12-07
9 |Busch's Inc. MAZE 2019-12-09
10 |Southwire (US, GA) MAZE 2019-12-13
11 _|Comwave MAZE 2019-12-30
12 |Einhell Germany AG MAZE 2019-12-30
13 |Cutrale (oranges) MAZE 2020-01-06
14 |Gestoria Auto Gestion Conti 2020-01-09
15 |[Christies Beach Medical Centre NetWalker 2020-01-11
16 |Fairfax University of America Pysa 2020-01-11
17 _|Bridgwater & Taunton College Pysa 2020-01-12
18 |Massey Services, Inc. MAZE 2020-01-23
19 |Medical Diagnostic Laboratories, L.L.C. MAZE 2020-01-23
20 |speedcast and gsi NetWalker 2020-01-27
21 |Lakeland Community College MAZE 2020-01-28
22 |Lawyers network MAZE 2020-02-02
23 |Bouygues Construction MAZE 2020-02-05
24 |Woods And Woods MAZE 2020-02-07
25 |Baker Wotring LLP MAZE 2020-02-11
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12 1 BMK Team Snatch 2019-
05-01
13 2 CityComp Team Snatch 2019-
05-01
14 3 KCSA Team Snatch 2019-
05-01
15 4 Myatt Blume & Team Snatch 2019-
Olson 05-01
16 5 Tecnicas Team Snatch 2019-
Hidraulicas 05-01
17 6 Perceptics Team Snatch 2019-
05-17
18 7 City Of MAZE 2019-
Pensacola 12-07
19 8 Saxbst & Bstco ( MAZE 2019-
all passwords ) 12-07
20 9 Busch's Inc. MAZE 2019-
12-09
21 10 Southwire (US, MAZE 2019-
GA) 12-13
22 M Comwave MAZE 2019-
12-30
23 12 Einhell Germany MAZE 2019-
AG 12-30
24 13 Cutrale MAZE 2020-
(oranges) 01-06
25 14 Gestoria Auto Conti 2020-
Gestion 01-09
26 15 Christies Beach ~ NetWalker 2020-
Medical Centre 01-11
16 Fairfax Pysa 2020-
27 University of 01-11
America
28 17 Bridgwater & Pysa 2020-
Taunton College 01-12
29 18 Massey MAZE 2020-
Services, Inc. 01-23
19 Medical MAZE 2020-
Diagnostic 01-23
30 Laboratories,
L.L.C.
31 20 speedcast and NetWalker 2020-
gsi 01-27
21 Lakeland MAZE 2020-
32 Community 01-28
College
33 22 Lawyers MAZE 2020-
network 02-02
34 23 Bouygues MAZE 2020-
Construction 02-05
35 24 Woods And MAZE 2020-
Woods 02-07
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36 25 Baker Wotring MAZE 2020-
LLP 02-11
37 26 peregrine- NetWalker 2020-
inc.com 02-14
38 27 TechnoOrbits MAZE 2020-
02-14
39 28 Sekure DoppelPaymer 2020-
Merchants 02-21
29 Bidvest DoppelPaymer 2020-
40 Panalpina 02-23
Logistics
41 30 BRETAGNE DoppelPaymer 2020-
TELECOM 02-23
42 31 CU Collections MAZE 2020-
02-23
43 32 PEMEX DoppelPaymer 2020-
02-24
44 33 Furniture Row & DoppelPaymer 2020-
Visser Precision 02-26
45 34 Valley Forge DoppelPaymer 2020-
Fabrics, Inc. 02-26
35 Community DoppelPaymer 2020-
46 Development 02-27
Bank
47 36 LTI Power MAZE 2020-
Systems 02-28
48 37 NorthSideUSA NEMTY 2020-
03-03
49 38 Betus MAZE 2020-
03-05
39 NATIONAL DoppelPaymer 2020-
AQUACULTURE 03-08
50 GROUP
(NAQUA)
51 40 Booklt MAZE 2020-
Operating LLC 03-12
41 Empire DoppelPaymer 2020-
52 Communities 03-14
Corp.
42 HMR Ltd - MAZE 2020-
Hammersmith 03-14
53 Medicines
Research
54 43 Hot Line Freight DoppelPaymer 2020-
Systems 03-15
55 44 Electricaribe MAZE 2020-
03-16
56 45 Henning MAZE 2020-
Harders Pty Ltd 03-19
57 46 Aban Offshore Nefilim 2020-
03-20
58 47 Cosan Nefilim 2020-
03-20
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59 48 DMC MAZE 2020-
03-20
60 49 Prince Eduard MAZE 2020-
Island 03-20
61 50 Grupo Damm Sekhmet 2020-
03-23
62 51 Kimchuk Inc. DoppelPaymer 2020-
03-25
63 52 Chubb MAZE 2020-
03-26
64 53 W.L. MAZE 2020-
Contractors, Inc 03-30
54 Affordacare MAZE 2020-
65 Urgent Care 04-01
Clinic
66 55 Liberty Linehaul  Pysa 2020-
04-03
67 56 Sacschool Pysa 2020-
04-03
68 57 C & K Market, MAZE 2020-
Inc. 04-04
58 Commercial DoppelPaymer 2020-
69 Development 04-04
Company, Inc.
70 59 Van Boxtel RV DoppelPaymer 2020-
04-04
71 60 Berkine MAZE 2020-
04-05
72 61 Go West Tours DoppelPaymer 2020-
04-06
62 LIWA DoppelPaymer 2020-
73 NATIONAL 04-09
ENGINEERING
74 63 Centroinc MAZE 2020-
04-11
75 64 LTD Broadband MAZE 2020-
LLC 04-13
65 WRS MAZE 2020-
76 Environmental 04-15
Services INC
77 66 OHI Electronics  MAZE 2020-
04-16
78 67 AFPA DoppelPaymer 2020-
04-17
68 Boom DoppelPaymer 2020-
79 Construction 04-18
Company
80 69 CLLB MAZE 2020-
Rechtsanwalte 04-18
81 70 Banka DoppelPaymer 2020-
Ekonomike 04-19
g2 71 Container DoppelPaymer 2020-
Marketing, Inc 04-19
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83 72 City of Torrance, DoppelPaymer 2020-
CA 04-21
73 Readerlink MAZE 2020-
84 Distribution 04-21
Services, LLC
74 Universal MAZE 2020-
85 Window & Door, 04-21
LLC.
86 75 D'Asign Source  DoppelPaymer 2020-
04-22
87 76 Arteris SA Nefilim 2020-
04-23
88 77 aVINC MAZE 2020-
04-23
89 78 Chris-Marine DoppelPaymer 2020-
04-23
90 79 Faic Pysa 2020-
04-23
91 80 PeroxyChem MAZE 2020-
04-24
92 81 Kent County DoppelPaymer 2020-
Trading Ltd 04-27
93 82 MAS Holdings Nefilim 2020-
04-27
94 83 W&T Offshore Nefilim 2020-
04-27
95 84 Tom Berkowitz MAZE 2020-
Trucking, Inc. 04-30
96 85 Ansen MAZE 2020-
Corporation 05-01
97 86 Banco BCR MAZE 2020-
05-01
98 87 Caldwell Toyota MAZE 2020-
05-01
88 Cincinnati Red MAZE 2020-
99 Dog Pet Resort 05-01
& Spa
100 89 CSA Group MAZE 2020-
05-01
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